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PRESIDENT'S MESSAGE

President's Message

One of the key tenets of the National Military
Intelligence Foundation (NMIF) is advocacy and
support for intelligence and national security

careers.  To enhance and broaden the knowledge of
intelligence and national security practitioners, NMIF
produces the American Intelligence Journal.  The AIJ
provides timely articles on developing technology and
trends to support new areas such as persistent surveillance
and patterns of life analysis.  In 2018, the NMIF produced
three editions of the AIJ: “The Cyber Threat,” “Honoring
Our Intelligence Heroes,” and “Counterintelligence and the
Insider Threat.”  Normally we publish only two editions each
year; the one on Cyber bears a 2017 date but due to
unavoidable factors came out a little late.  In the “Insider’s
Desk” essay near the front of each issue, the editor previews
future themes and coming attractions in an effort to signal to
the Journal readership what topics prospective authors
should seriously consider for future articles.  Other
submissions unrelated to the focus du jour are welcomed, of
course, but they have a better chance of making the cut if
they adhere to one of the announced themes.

The AIJ has been published for about 40 years on topics of
importance at that time.  Periodic updates on training,
tradecraft, and significant developments have helped
practitioners stay abreast of the latest policy priorities and
organizational evolutions.  Starting in 2010, themed issues
were introduced, and the AIJ went all-digital in 2011.
Consequently, the library of AIJ back issues forms a
repository of developments important to the history of
intelligence and national security.  As a sampling of areas we
have explored over just the last nine years, here is a list (as
you can see, some of the hotter topics got revisited):

• “Intelligence Support to the Warfighter”
• “Intelligence and the Rule of Law”
• “Cyber Security and Operations”
• “Intelligence Reform and Transformation”
• “Counterintelligence, Operations Security, and

  Information Assurance”
• “Cultural Intelligence and Regional Issues”
• “Information Warfare”
• “Intelligence/Information Support to Small Unit

 Operations”
• “Intelligence Education and Training”
• “New Paradigms in Intelligence Analysis”

• “Denial and Deception”
• “Intelligence Ethics and Leadership”
• “Intelligence in Peace and War”
• “The Cyber Threat: The Future of Intelligence in a

  Wired World”
• “Honoring Our Intelligence Heroes: The Historical

  Heritage of NMIF Awards”
• “Counterintelligence and the Insider Threat”

As you will see soon, upcoming editions will dig into
HUMINT, MASINT, and other technical areas to the extent
allowed in unclassified research.

We always insist that, even though the Journal has
“American” in its name, submissions by international
authors are welcomed and add to the diversity of
perspectives and opinions.  My editor tells me that, just
since 2009 when he took over, we have had at least 25
different nations represented in our stable of authors, in
addition to the United States, including even Russia and
China.

Recent meetings with university leaders have revealed their
interest in students writing articles and reviews in the AIJ.
Since the articles follow a fairly structured format, Dr. Bill
Spracher, editor of the AIJ, has put together “Author’s
Guidelines” for those preparing articles/reviews, and is
working with university professors to help students research
and develop future manuscripts on high-interest topics. One
of the challenges for new intelligence practitioners, or those
hoping to get into the business, is to learn the writing
discipline for intelligence analysis. Currently, planning is
ongoing for the first AIJ in 2020 to be composed of all
student-prepared articles.  This is a win-win scenario as the
students learn the research and writing process for
developing articles, and then receive recognition as
published authors.

Another tenet of NMIF is recognition of advanced studies
award winners at the National War College (the Sherman
Kent Award for writing), the National Intelligence University
(for best Capstone research), and the Air Command and Staff
College.  All three of these outstanding academic
institutions stress extensive reading, research, and writing
skills.  To honor the award-winning scholars, the NMIF also
offers authors of the outstanding papers an opportunity to
be published in the AIJ.  All three of these renowned
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academic institutions have had their best and brightest
represented in the pages of the Journal on numerous
occasions.  We have also presented the work of students
from a number of civilian colleges and universities, but we
would like to have more.

An additional initiative being pursued with universities is to
have students research intelligence challenges at particular
periods of time, such as DESERT STORM, Vietnam, and the
Cold War.  Students would then research that particular
period of intelligence collection, analysis, and production
and provide a synopsis of the developments to address the
problem area.  Next, one or more authors from that period
would be invited to participate in a forum including students
and intelligence officers to provide lessons learned and an
assessment of how intelligence support evolved during that
time period.

This issue of the AIJ focuses on “Counterintelligence and
the Insider Threat.”  There are many lessons learned from
these betrayals starting with the obvious requirement to fully
staff CI offices and to investigate potential breeches of
security adequately.  Understaffing CI efforts is a false
savings, especially given the wide variety of intelligence
support efforts across the defense and intelligence
communities.

The NMIF Board of Directors is currently planning a full
spectrum of 2019 activities in conjunction with the NMIF
National Capital Region (NCR) Chapter.  The recent book
talk by former DNI Jim Clapper featuring his book Facts and
Fears: Hard Truths from a Life in Intelligence was very
illuminating as he expanded on some of the challenges he
faced as a career intelligence professional.  Other NMIF
events and NCR Chapter activities will be posted on the
website in the near future.

None of this happens without the support of our individual
associates, institutional partners, and corporate partners.
The NMIF has only one paid staff member—most of the
work to support our activities is done by volunteers who,
like you, spent many years as military intelligence or
national security professionals and are dedicated to giving
back to this important career field.  More information on the
NMIF, our activities, and how to donate to the Foundation
can be found at our website, www.nmif.org.

John Clark

NMIF Corporate Partners
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The Editor's Desk

THE EDITOR'S DESK

Happy Holidays and best wishes to all our readers as
2018 comes rapidly to a close.  Unfortunately, the
theme of this issue is not exactly a festive one:

“Counterintelligence and the Insider Threat.”  The Board of
Directors asked me a couple of years ago to produce an issue
dealing with the insider threat.  I told them candidly I would
do my best to put together a solid issue focusing on that
difficult subject; however, I doubted I could acquire a
sufficient number of unclassified manuscripts dealing with
such a touchy, sensitive topic—especially in its current
context—and I was right.  I expanded on the theme to cover
counterintelligence in general and received quite a few
excellent pieces highlighted below.  Consequently, what you
will read in the following pages is a compilation of articles
and book reviews discussing the insider threat,
counterintelligence in general, and the sub-topic that has
been uppermost in every American’s mind since 9/11,
counterterrorism.  This issue follows up nicely a previous
one we published in 2011 (Vol. 29, No. 2) on
“Counterintelligence, Operations Security, and Information
Assurance.”  I invite you to go back and read what the
Intelligence Community’s concerns were then and compare
them to those of today.  Have we really made much
progress?  Often I conclude that our IC is much better at
countering the enemy without than it is the enemy within.

We all know the stories behind such notorious spies as
CIA’s Aldrich Ames, FBI’s Robert Hanssen (a senior CI
official, no less), and DIA’s Ana Montes.  Yet, what about
those disloyal, potentially traitorous employees in the IC we
do not know about?  How do we ferret them out without
compromising our long-cherished values of privacy,
confidentiality, and freedom of expression?  It is a balancing
act, to be sure, and one in which the U.S. government does
not always come across as super-vigilant and self-confident.

In Bill Gertz’s “Inside the Ring” column in the January 18,
2018, edition of The Washington Times, this astute observer
discussed what he deemed a “counterintelligence failure.”
He reported the arrest of former CIA case officer Jerry Chun
Shing Lee (a naturalized U.S. citizen living in Hong Kong)
for illegally retaining classified information, allegedly
mishandling some of the most sensitive information on China
held by the CIA.  In two notebooks, found six years ago in a
covert search of his hotel room in Honolulu, appeared the
names and identities of recruited CIA agents inside China.
One CI official noted that, if the charges were proved, Lee

could end up being “a Chinese Aldrich Ames.”  Asked why
it took so long for the CIA and FBI to catch Lee, the official
responded, “Counterintelligence is hard,” and argued that
security fundamentals like spy-catching often have been
subordinated to other priorities such as advancing diversity
within the Agency’s ranks.

Gertz asserts the loss of all recruited CIA agents in China
joins a list of other major spy failures blamed on weak CI
policies.  They include the loss—by execution or
imprisonment—of all the CIA’s recruited agents in the
Soviet Union and Russia, through Ames; the loss of all
recruited agents in Eastern Europe; and the compromise of
all CIA agents in Cuba, thanks to Montes.  In some cases,
notes Gertz, the agents were “doubled” and turned back
against the United States, supplying their American
handlers with false information.  The columnist goes on to
say that counterspy failures are part of the culture at the
Agency which in the past regarded the aggressive policies
of the independent CIA/CI staff, led by its chief James
Angleton, as “sickthink” that often required challenging or
testing CIA officers’ loyalties.  One of the articles in this
issue profiles the famous—some would say infamous—
James Jesus Angleton, about whom movies have been
made.  Under now-Secretary of State Mike Pompeo’s short
directorship, however, the Agency attempted to bolster its
CI capabilities, placing the CIA Counterintelligence Center,
the interagency unit in charge of that function, under his
direct control, according to Gertz.  It remains to be seen how
CI will fare under new director Gina Haspel, who will be the
subject of an article in the Spring 2019 issue of AIJ, which
focuses on HUMINT and espionage.

Working under DIA in the National Intelligence University
(NIU), I can confirm that agency takes the issue very
seriously, as I recently received and digested the 2017
annual report of the DIA Insider Threat Program, which I
cannot discuss further because of its classification.  An
even more virulent form of the insider threat is the so-called
“insider attack,” which has been responsible for the majority
of U.S. military casualties in Afghanistan since the
termination of combat missions in that seemingly
interminable 17-year war.  In October 2018, Military Times
reported that what appeared to be an insider attack in
Kandahar killed an Afghan police general and wounded two
Americans, one of them an Army BG, and came dangerously
close to the 4-star Operation RESOLUTE SUPPORT
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THE EDITOR'S DESK
commander, who was present at the same meeting of
regional leaders.  Then in November, even more tragically, a
U.S. Army National Guard major (MI branch), beloved as the
mayor of his hometown in Utah, was killed during an insider
attack in Kabul.  There has been a string of such attacks
going back to at least 2014, when a 2-star Army general was
killed in the outskirts of Kabul, the highest-ranking U.S.
combat fatality since the Vietnam War.

There is no shortage of attention to the insider threat where I
work, and the crafting of CI policies to counter it.  The
National Intelligence University offers a comprehensive CI
graduate certificate program, which was discussed in the
aforementioned issue of AIJ.  In late October several NIU
faculty members who teach CI courses, plus some students
enrolled in the CI concentration in one of the two master’s
programs, held a discussion forum with the National
Intelligence Officer for Counterintelligence.  Needless to say,
the NIO-CI stays very busy, and the NIO with whom he
collaborates most frequently is the one for Cyber, who has
addressed NIU students the last two years in a row as part
of the President’s Lecture Series.  Along with CI, Cyber is
the only topic on which this journal has focused two
complete issues during my tenure as editor.  They are both
critically important, and they naturally go hand in hand.
Ironically, there was no CI analytical presence on the
National Intelligence Council until 2014, when the small NIO-
CI element was first established but initially viewed
somewhat skeptically by its counterparts.  The company
through which I am contracted to NIU also takes insider
threat awareness seriously, making it part of its mandatory
annual security indoctrination.  My company defines insider
threat as “the likelihood, risk, or potential that an insider will
use his or her authorized access, wittingly or unwittingly, to
harm the security of the United States.”

Several of the articles in this issue specifically address the
insider threat topic of concern.  Professor Bill Kelly of
Auburn, a frequent AIJ contributor, labels such threats as
“Enemies Within Our Government.”  Another regular
contributor, who likes to use the pen name Paul Milton
Hobart, provides a fictionalized account of how someone
who starts out loyal to his nation can end up trapped in
duplicity and cannot escape once he is in too deep.  One of
my writing students at NIU, who is enrolled in the CI
concentration, delves back into history a bit and brings us
up to date on the challenges of social media with her incisive
article “The Trusted Insider: Motives, Behaviors, Fictions,
and Digital Age Norms.”  At least two of the book reviews in
this volume examine works dealing with the insider threat,
one with that very title by Diana Gill, who has appeared in
the pages of AIJ before, and another about the terrifying
anthrax attacks of 2001—less than a month after 9/11—
reviewed by NIU faculty member Bob Gay, a former FBI
agent.  Another NIU instructor who was formerly the FBI

Chair reviews a book by one of the most senior women ever
to work for the Bureau.  Most of the remaining reviews in
this volume—nine being a record total, I believe—deal with
counterespionage, counterterrorism, or counterintelligence
in general.  Harking back to the previous issue on CI in 2011,
one article in particular tackled the insider threat.  Darlene
Holseth, formerly with AFOSI and subsequently the
Department of Energy before becoming a contractor doing
similar work, wrote “Proactive Pursuit of Insider Betrayal.”  I
commend that piece to you as background before you dig
into the new ones.

Several articles in this issue pertain to CI subjects but do not
specifically address the insider threat.  Doctoral candidate
Lee Lukoff, whose dissertation advisor is the eminent
intelligence scholar and editor of Intelligence and National
Security Loch Johnson, insists a grand theory of
counterintelligence is sorely needed for CI to become a
legitimate academic sub-discipline of intelligence studies.
As mentioned earlier, there is a fascinating piece by Philip
Rexroth of TSA on former CIA/CI legend James Angleton,
“Deception Unbounded: Counterintelligence and the
Angleton Worldview.”  Some of you may remember the
issue of AIJ we produced a few years ago on “Denial and
Deception.”  Another historical article that would have fit
nicely there, but does so just as well in a volume on CI,
written by frequent AIJ contributor and former student of
mine Ray Faunt, talks about how adept at not only D&D, but
also CI in its totality, General George Washington was.  The
father of our country and commander of our Continental
Army was indeed a man far ahead of his time.  Washington
probably understood and applied intelligence more astutely
than any other U.S. President with the possible exception of
General Dwight Eisenhower.

Some of the articles in this volume deal with
counterterrorism, on which the IC understandably has been
intensely focused since 9/11.  A graduate student at one of
NMIF’s major benefactors, Daniel Morgan Graduate School,
David Rees, writes about German CT strategy and how it has
been affected by the ongoing migration crisis in Europe from
his perch while living in Germany.  Researcher Rob Kane
takes a deep look at Hezbollah, “where the group came from
and where it is going.”  Repeat contributor Rad Malkawi of
Jordan explores the effectiveness of teaching cultural
sensitivity to U.S. military personnel deployed on CT
missions.  A couple of book reviews delve into CT too,
notably one by former State/INR senior official Bo Miller,
now with NIU, on ISIS’s rhetoric and propaganda, and
another by former JMIC/NDIC research director Russ
Swenson on a book about U.S. lessons learned from the CT
conflicts in Iraq and Afghanistan.  After the Wars is the most
recent book-length product of the National Intelligence
Press; I highlighted it last July during the “Authors’
Roundtable” at the annual conference of the International
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Interested in publishing an article in the
American Intelligence Journal?

Submit a manuscript for
consideration

to the editor <aijeditor@nmif.org>

Association for Intelligence Education (IAFIE) in Sydney,
Australia.  While skimming over the plethora of book
reviews in this edition of AIJ, even though they are all well
done, I should single out the bestseller by Gen (USAF, Ret)
Mike Hayden, The Assault on Intelligence, reviewed by
repeat contributor George Ridge, who is also reviewing a
book by Lt Gen (USAF, Ret) Jim Clapper for the Spring 2019
edition.  Clapper, as some of you know, just gave a book talk
hosted by NMIF in early November, which was very well
attended, and Hayden was on tap to give a similar talk on his
book in early December.  Regrettably, that event has been
postponed indefinitely due to Gen Hayden suffering a stroke
the day after Thanksgiving.  The prayers of all NMIF board
members and associates are with our former NSA and CIA
Director.  Finally, not about counterterrorism per se but
certainly about terror in its extreme form, which sadly was
not countered until it was too late for millions of victims, is
the final feature article in this issue, “Blind Sabotage: How
the Nazi Mythology Created a Culture of Cognitive Errors,
Collapsed the Third Reich, and Cautions Today’s
Intelligence Community,” by Stefan Konstantopoulos, a
graduate student at American Military University.

The other articles and book reviews in this issue are just as
well written and delightful to read as the ones I have
mentioned.  They deal with a variety of intelligence-related
themes.  I will refrain from ticking them all off because of
their number in this voluminous tome.  Suffice it to say we
covered the insider threat, CI, and CT, not to mention
addressing each of our major adversaries—China, Russia,
and Iran—as we always strive to do.  I think there is
something for everyone in this volume, even our esteemed
national security legal beagles who may be pining for
another issue focused on “Intelligence and the Rule of Law,”
published in 2010.  The longest article within by far, written
by Steven Keating, talks about how GEOINT has been
indispensable in applying the Law of the Sea doctrine to the
seemingly intractable conflict in the South China Sea.
Normally I don’t permit such a lengthy article to grace the
pages of AIJ, but I made an exception here because this is
such an important topic, the next military conflict the world
witnesses could easily be ignited in this tense area, and we
have not had an issue dedicated to this “INT” in quite some
time.  We have had sporadic articles on imagery and IMINT,
but not an entire issue pertaining to GEOINT.  The author of
this piece, who hangs his hat at NGA’s office of the general
counsel and is a Georgetown fellow, has managed to write an
illuminating piece without resorting to the sort of legalese
that many lawyers like to hide behind.  Take your time and
read Keating’s detailed contribution carefully.

As always, let me close by soliciting your comments,
suggestions for improvement, and submissions for
upcoming issues of this Journal.  Here are the themes
approved to date:

• Spring 2019: “HUMINT in the 21st Century:
Espionage, Attaché Operations, and Other
Challenges” (cutoff April 15; already have quite
a few inputs; send something only if it’s “camera-
ready”)

• Fall 2019: “MASINT and Other Technical
Intelligence Priorities” (cutoff October 15; lots of
space available in this issue)

• Spring 2020: Special issue featuring student-
only articles.  This is in part a tribute to the late
David Moore, an occasional AIJ co-editor and
frequent contributor whose idea this was, and in
part to demonstrate NMIF’s commitment to
helping develop and mentor future leaders of the
IC.  There is no specific theme other than limiting
the feature articles to student products.  Most of
the book reviews will likely be by students also
(cutoff April 15).

Of course, aspiring writers can submit a manuscript on any
subject at any time.  It does not have to fit a specific theme
closely.

May intelligence, and in particular military intelligence,
continue to flourish in 2019, and may you all be a vibrant
part of it!

Bill Spracher
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NIU Graduation Ceremony, July 27, 2018
National Military Intelligence Foundation Presentations

The NMIF award for highest GPA in the undergraduate
program went to Special Agent Meghan S. Hilton of the Air
Force Office of Special Investigations (AFOSI), who earned
a Bachelor of Science in Intelligence (BSI) degree presented
at the NIU commencement ceremony on July 27, 2018.

The NMIF award for highest GPA in a graduate program went
to Zachary Young II, an NSA analyst who received a Master
of Science and Technology Intelligence (MSTI) degree with
a concentration in Information and Influence Intelligence.
Both awards were presented by Dr. William C. Spracher, a
member of the NMIF board of directors who also serves on the
NIU faculty.

On November  6, 2018,
NMIF was honored

to host a Book Talk & Signing
with

The Honorable James R. Clapper

Please check for
upcoming events at
www.nmif.org
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Insider Threats:
Enemies Within Our Government

by Dr. William E. Kelly

OVERVIEW

This article refers to the presence of insider threats in
U.S. government agencies. Such threats pose a
serious danger to the United States, especially when

they are found in government security-related areas. In this
article, reference is made to their definition, extent, aims,
motivation, harm done to the country, ways to counter their
activities, and future presence. Intelligence agencies will
attest that insider threats are a major problem for the security
of the United States.

INTRODUCTION

The security of the United States has always been a
challenge for our government.  The challenge has
been confronted in many ways but certainly

comprehensive counterintelligence activity is a necessity.
The stakes are too high for a country not to develop and
reinforce new ways of protecting itself.  The lessons of the
latter part of the 20th century and first part of the 21st century
have shown us that counterintelligence protections are
vitally needed if we are to maintain a strong position of
strength in a very competitive international arena. Certainly
one lesson we have learned is how important it is for the
United States to protect itself from insider threats, which will
be an even more serious problem in the future.

WHAT IS AN INSIDER THREAT?

Although there are a number of different definitions,
the term usually refers to an individual who has
access to classified information and provides this

information to someone who does not have a right to it or
who could do harm to the United States. It is an act that
could be intentional or even unintentional. The National
Cybersecurity and Communications Integration Center
published a quote from the Cert Insider Threat Center, which
refers to an insider threat in the following manner: “An
insider threat is generally defined as a current or former
employee, contractor, or other business partner who has or
had authorized access to an organization’s network, system,

or data and intentionally misused that access to negatively
affect the confidentiality, integrity, or availability of the
organization’s information or information systems.”1

INSIDER THREATS VERY HARMFUL TO
THE UNITED STATES

Obviously, insider threats vary in the amount of harm
they pose to the United States.  However, such
threats within U.S. government agencies and

especially those which conduct intelligence activities would
seem to be among the most serious and harmful because of
their very close relationship to national security and
classified information.  Hence, when individuals such as
Robert Hanssen of the Federal Bureau of Investigation,
Aldrich Ames of the Central Intelligence Agency, Ana
Montes of the Defense Intelligence Agency, and Edward
Snowden of the National Security Agency leaked valuable
information, the inherent danger to the United States was
extremely harmful.

The following commentary emphasizes the risk to the United
States from an insider threat:

From Edward Snowden and Chelsea Manning to
every honest employee within an agency, insider
threats—whether intentional or not—pose a
tremendous risk to government. Look no further
than the recent WikiLeaks release of CIA
documentation. Although the organization has
not identified the source of those documents, it
did say that the documents had been “circulated
among former U.S. government hackers and
contractors in an unauthorized manner, one of
whom has provided WikiLeaks with portions of
the archive.” This type of information has a
tremendous impact on our national security.2

However, an individual very close to a high U.S. government
official who provides classified information to an adversary
nation could be considered equally harmful, if not more,
because of the personal contact involved in the situation
and the ability to obtain the highest level of classified



American Intelligence JournalPage 8Vol 35, No 2, 2018

information.  Perhaps this is just one reason why the current
Presidential administration seems to be getting so much
attention in the media. A popular assertion is that a number
of President Trump’s close political associates in some way
may have been aided by Russia. If such an assertion is
proven true, the potential for harm to this country is
increased and important aid is given to an adversary who
may use it to its advantage when dealing with the United
States or some other country. Of course, the President’s
reputation inside the country among the American
population at large could also be damaged.

Insider threats undermine the morale of
employees within an American institution
and may increase their level of anxiety.

Insider threats could bring about additional harm to the
United States in many other ways. For example, huge sums
of money are spent by the United States in countering the
presence of insider threats. One source noted that in one
year the federal government will invest one billion dollars on
cybersecurity.3

Insider threats undermine the morale of employees within an
American institution and may increase their level of anxiety.
In addition, the general public is affected by the threats
because it may begin to distrust the capabilities of internal
security agencies or other organizations when it is revealed
they harbored an insider threat for a long period of time.  Of
course, friendly allies could also begin to distrust the ability
of the United States to maintain secrecy in matters affecting
their own national security. A source notes: “Insiders have
arguably caused more damage to the security of the United
States than foreign intelligence officers, and with today’s
technological advances, they have the ability to cause more
harm than ever before. What used to take years to collect
now takes minutes because of the increased use of
removable media.”4

INSIDER THREATS OFTEN PROTECTED BY
BUREAUCRATIC FACTORS

Insiders often have unique advantages regarding not
being discovered. For example, they have the advantage
of knowing about a possible security system used to

prevent insider threat activity. Insider threats are also often
viewed as responsible, honest, and patriotic employees
because of passing a background check designed to prevent
unscrupulous individuals from being employed in sensitive
government positions. Another factor which contributes to
the insider threat is that, as an individual advances within
the organization, there is likely to be a belief among higher

supervisors that a particular person is an insider threat only
because this individual is more likely to “stand out.” Of
course, bureaucracies such as counterintelligence agencies
are often limited in their resources such as budgets or
manpower in countering internal threats.  This situation may
cause them to overlook a potential problem which later
becomes a major insider threat. It is also possible for an
individual within an organization to know unwittingly that
one’s own employment posture is helping an adversary by
simple irresponsible behavior such as not protecting
classified information in a proper manner. Thus,
counterintelligence personnel should consider many factors
as reasons for misbehavior when conducting an
investigation of insider threats.

THE EXTENT OF INTERNAL THREATS

Obviously, the exact number of insider threats present
in American institutions is not known. What we do
know is that many have been publicly identified,

prosecuted, and convicted and that the number of insider
threats has been increasing. We also have to admit that we
have had failures in preventing insider threat activities and
that they will not go away. An article in Parameters
pertaining to a case study of Army Major Nidal Hassan, who
perpetrated an attack on the Fort Hood, Texas, military base,
notes:

Insider threats to American national security pose  a
potent and growing danger. In the past five years,
trusted US military and intelligence insiders have
been responsible for the Wikileaks publication of
thousands of classified reports, the worst intelligence
breach in National Security Agency history, the deaths
of a dozen Navy civilians and contractors at the
Washington Navy Yard, and two attacks at Fort Hood
that together killed sixteen people and injured more
than fifty.5

Since the United States is competing for
economic rewards in an international
arena, leaked information which gives a
foreign nation an economic advantage can
be quite detrimental to U.S. security.

These events should demonstrate a realistic need for more
attention to the presence of insider threats within our
government agencies. It would be foolish to assume that
none is still present because our adversaries are continually
trying to use them in some way and the value of insider
threat information to these adversaries can be quite high. In
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addition, history has shown that insider threats have always
been present among government agencies in some way or
another. Perhaps a realistic assessment about them is to
recognize they are present. We should work hard to prevent
them, and we should prosecute them. This will take more
attention and resources on the part of U.S. security agencies
assigned to protect this country.

Common motives for becoming an insider
threat seem to be money, ambition,
disappointment, or a reward of some type
such as gifts. There are also interesting
reasons such as trying to gain power or
influence and even sympathy for the
adversary as was the case with Ana Montes
of the Defense Intelligence Agency, who
leaked information to Cuba.

INFORMATION PROVIDED BY INSIDER
THREATS

Insider threats can provide all types of information to an
adversary. However, we commonly think of these threats
as relating to military or security matters affecting this

country.  For example, FBI counterintelligence agent Robert
Hanssen was convicted of giving the Russian intelligence
service the names of Russians recruited by the United
States. Thus, it would seem that leaked information from
insider threats about espionage matters should rank as one
of the most serious problems for our government. Yet, the
scope of information provided by an insider threat is quite
large. For example, since the United States is competing for
economic rewards in an international arena, leaked
information which gives a foreign nation an economic
advantage can be quite detrimental to U.S. security. Perhaps
it would be safe to say that all information provided by an
insider threat to a foreign country could be used in some
way to the disadvantage of the United States. After all, if
this were not the case the adversary nation would not be
attempting to obtain it in the first place by exploiting
insiders.

WHAT MOTIVATES INSIDER THREATS?

There is not just one reason why an individual becomes
an insider threat because humans are motivated by a
host of factors. There are so many “red flags” that

could indicate an employee either is or could be an insider
threat. Of course, this makes it difficult for U.S. security
agencies to identify such a threat. Yet, common motives for

becoming an insider threat seem to be money, ambition,
disappointment, or a reward of some type such as gifts.
There are also interesting reasons such as trying to gain
power or influence and even sympathy for the adversary as
was the case with Ana Montes of the Defense Intelligence
Agency, who leaked information to Cuba.   The Miami
Herald noted: “After her arrest, Montes insisted that she had
the ‘moral right’ to provide information to Cuba. In her view,
she did not work for Cuba, but with Cuban officials. They
felt ‘mutual respect and understanding,’ she thought, as
‘comrades in the struggle’.”6

DIFFICULTY IN DISCOVERING INSIDER
THREATS

Discovering and identifying insider threats by
counterintelligence personnel is not an easy task for
a number of reasons and the reasons differ. When

former FBI Director James Comey was asked in a Senate
committee hearing how his organization was reacting to the
insider threat, he made some interesting comments. He noted
that safeguarding data is a constant worry for the Bureau
but it has developed countermeasures such as setting up the
Insider Threat Center, adding: “But if your people are
engaging in either negligent or intentional misconduct, all of
that’s defeated” … “So we’re spending a lot of time trying to
make sure we have a rich picture of our people that is
constant and doesn’t depend on 5-year polygraph
reinvestigations, but shows us flags of a troubled employee
in real time. That’s hard to do and build. Technically, it is a
matter of law and policy, but we’re working very hard on it.”7

Another difficulty in discovering insider threats is that they
do not always divulge information on a regular basis which
means they may begin the process, stop it temporarily, and
then start it again much later in their career. This makes it
difficult to establish an identifiable pattern of illegal behavior
which would be of help to counterintelligence personnel. A
case in point would be FBI agent Robert Hanssen, who
began to leak information to the Russians, stopped it for a
period of time, and then returned to the process of leaking
information.8 Another problem in identifying the insider
threat is that the amount of information illegally divulged
may be small, seem insignificant, or perhaps be found in the
public record. Yet the smallness of the leaked information if
continued regularly could add up to a substantial amount
over time and be quite meaningful. It may be the key that
unlocks the door for access to more important information to
be used by an adversary country. Hence, counterintelligence
agents should not ignore the leaking of any type of
information or how many times it is done.

There are a host of other problems for counterintelligence
personnel in discovering internal threats. For example, these
individuals have usually passed a background investigation
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designed to eliminate risks, and their illegal activity as
insiders often does not begin until they have been employed
within a government agency for some time, thus presenting
an image of outward trust and reliability. For instance, who
would have suspected an FBI agent with more than twenty
years of service like Robert Hanssen to be an insider threat?
In addition, in some cases their access to classified
information may be limited to certain types of information,
not all related to national security. Their transfer of
information may also be difficult to trace because many other
individuals within the organization could have access to the
same information. Another difficulty for counterintelligence
officials is that there are so many potential insider threats
and our government is limited in its resources to counter this
large number. This situation might lead to a prioritizing of
potential investigations of insider leakers, resulting in a
lower-level insider threat not being properly investigated or
monitored. Finally, there is a basic assumption that
government employees are loyal to their nation and would
not participate in the illegal transfer of classified information,
which has proven to be false in many cases.

WHAT OUR GOVERNMENT CAN DO TO
COUNTER INSIDER THREATS

There are a number of practical approaches that the
U.S. government can take to counter insider threats,
such as recruiting what seem to be the most

trustworthy and reliable employees.  For example, upon
being employed with the government they should be closely
monitored on a regular basis because often illegal activity
starts shortly after an individual is initially employed. Hence,
it would be practical to conduct a background investigation
at least every five years which would also include a
polygraph examination. Another effective countermeasure
would be to monitor foreign individuals closely who are
working in the United States and supported by a
government, especially one that is considered to be an
adversary of this country. Such individuals may be using a
“cover” provided by their government to hide their real
intent and responsibility, which could be engaging in some
type of espionage activity. Their close association with
Americans employed by the U.S. government might also
give us some idea of our own citizens who are more likely to
provide classified information to an adversary nation. It
would also be helpful to inform employees of a foreign
government in a subtle manner that our country is quite
willing to reward them in one way or another if they provide
us with information as to who are the insider threats within
our country. Even if the United States has to pay a
substantial amount of money to obtain this information, it
would certainly be worth it. In fact, doing so might be less
expensive and labor-intensive than spending a greater
amount of money conducting an investigation and using a

large number of U.S. personnel for a long period of time
trying to discover an insider threat. For example, the use of
financial resources was used to identify FBI agent Robert
Hanssen as a spy for the Russians, as noted in the following
commentary:

The FBI started to run a program … in which they
attempted to essentially pay off disgruntled KGB
Russian intelligence officers for information. And one
of these people actually had access to Hanssen’s file
at KGB headquarters in Moscow. So a price was
negotiated. They eventually paid this person $7 million.
And this file contains all the information about
Hanssen. Did not contain his name, but there was a
bag with his fingerprints in there, there was a tape
recording of his voice in there and a lot of information,
you know, information he had given the Soviets that
clearly pointed to him. So once they had this file, they
just needed to nail him.9

One expert on insider threats had some other worthwhile
suggestions for uncovering them.  For example, installing
software that monitors networks for overloads might help as
well as limiting access to data not needed by an employee.10

THE FUTURE OF INSIDER THREATS

We should be realistic. Insider threats will be with us
for a very long time for many reasons. Obviously,
our adversaries are benefitting from them and will

continue to recruit them in various ways. Their success will
motivate them to continue to use these insider threats for the
value that comes their way. In addition, the human factor
which causes some individuals to help our adversaries for a
variety of reasons will not go away. History has shown this
to be true. Hence, we will have to devote more resources to
solving this problem and take the problem more seriously. In
addition, the delivery mode of information by insider threats
which often is by computer will probably increase as our
society depends more heavily on technological innovations
involving cyberspace. Hence, this suggests we are going to
have to invest more heavily in cybersecurity measures to
counter this threat.

One should note that insider threats are not just found in
U.S. government agencies as we have seen in many cases.
For example, an FBI brochure lists a number of individuals
working in private industry who have illegally provided
information.11 Such individuals also have the potential to do
great harm to the United States. It is thus understandable
that, upon the conviction of an individual who was
employed by a defense contractor, a federal judge cautioned
that we will never know the full extent of the damage
done…to our national security.”12 Hence, the future will
undoubtedly result in more cooperation between public and
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private entities to counter insider threats. One source notes:
“If companies and the U.S. government wish to protect
themselves from insider threats, they should partner on a
security strategy and regulation that combines
comprehensive data on user and system behavior, advanced
analytic tools and automated incident-response.”13 

We are going to have to invest more heavily
in cybersecurity measures to counter this
threat.

We have to admit that we have had serious failures in
preventing insider threat activities and that they will not go
away. Yet, we can learn from these failures and try to stop
them in the future. The last decade has been one in which
many insider threat individuals have been successful,
provided valuable information to an adversary before being
identified, and eventually were neutralized by our
government. Hence, we need to look at the roles of these
individuals and ask ourselves how their activities could have
been prevented so that we do not make the same mistakes
again. In fact, the revelation of an insider threat may aid this
country because it identifies for us a mistake made in
protecting our national interest which hopefully we will not
make in the future. It would be naïve to expect that other
insider threats do not present a serious threat to our national
security. Our adversaries will never give up attempting to
secure vital American information for their benefit.
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Regrettable Decisions
by Paul Milton Hobart

He could not believe he had come to this. This utter
disgrace. This sad and ill-considered place. Oh, he knew
how it began, especially the incidents that left him
compromised and disillusioned, but he had no real
understanding of how he kept at it and now found himself
in this pit of self-loathing and despair. But…here he was,
and he was sure things could not get better. It was too
late.

At first, he had imagined the money and what it might
mean. He had dreams about it. It was never about
ideology. At least that’s what he told himself. After all, he
was an American, wasn’t he? Red, white, and blue
through and through. He had kissed American soil twice
on returning from overseas. He had seen other places and
experienced other cultures. He knew this was the best of
the lot, even if he did quarrel with some of his compatriots
about the direction the government was heading. Just that
alone was proof of how lucky he was to be who he was.
He could have a voice. No, it was never about hating his
country, was it? It was just that he hated some of the
people with whom he was associated. The smug son-of-a-
bitches. Couldn’t they understand that?

When he had the run-in with his supervisor—the first
incident—it might have been, in some way, a misguided
attempt at revenge, but somewhere along the line he’d
given up on that as a reason. There was no guarantee that
what he had done would reflect badly on the supervisor,
the turd, although he imagined it would be a source of
well-deserved guilt for the bureaucrat.

It was the second incident that sealed his fate. It was a
small thing to have accepted the dinner invitation. He saw
no harm in it. She asked him, and he said yes, without
thinking it through. He was usually faster on his feet, but
she had caught him off-guard and therefore he went, even
after questioning his decision. He knew he was weak in
this way. He had been influenced by possibility before
and had succumbed when it became real. Did they know
that? He thought they probably did.

He had been spotted and assessed by someone,
sometime. He thought he knew where—maybe in Italy, or
during his last night in Dubai. It seemed textbook now,

but as it was unfolding he did not see the signs…or if he
did, he was going off the cliff long before the descent
began.

Money—that was certainly one issue. But there was
something else. He thought he could beat them. He had
never met a counterintelligence officer he really liked
anyway and thought the odd descriptive term—CI
gumshoe—applied nicely to the slow and inept “agents”
who somehow seemed to think they owned the moral high
ground. Of course, he could beat them in intellect, in
action, and in fact. Most of them were dunces.

Once in a while he thought about his extended family—
and about how they had failed to appreciate his work,
which he could never fully explain anyway. In the end, he
decided that he didn’t really care what they thought as
long as he knew in his heart that he was better than they
were. That was the thing. He was no longer moderated by
care or concern for others. It was all about him, wasn’t it?

Religion? Love? Friendships? Law? Peers? All that had
gone by the wayside. He was who he was—nothing more.
He was fine with that, he thought.

So…he had relished the night. What could be better—a
great meal, drinks, up to her room, and then the sex. It was
upon waking in the morning that he first really thought
about it. He was a fully cleared officer in a sensitive
position. He knew secrets, didn’t he? What was he
thinking, he asked himself?

So…he had sex with a young woman who was lovely,
sensuous, accomplished, sophisticated, and a citizen of a
hostile target country—not his own. How could he have
been so stupid? He knew he had to report this. He knew
how it would look. He knew what it would mean. But as he
rose from the bed, he fully intended to divulge it fully
with his organization. Where would he begin? Certainly
not with his tone-deaf and arrogant supervisor. He’d see
the security officer, he guessed, and let the gumshoes
know directly. Sure, he could do that.

He was facing the mirror in the bathroom, wondering
where she was, when the door opened, and two men
entered. Their reflections startled him—how did they get
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in the door? As soon as he asked himself the question, he
knew the answer. It was her, wasn’t it? Of course. He felt
like he had made a terrible mistake. He turned and looked
at them.

One looked like someone he had seen before. Was it
yesterday? Yes—in the afternoon, as he went for a run,
the man had been sitting on the bench where he usually
took a break. The man had a nice look. Well-dressed,
wearing a hat with a brim. Sophisticated, he thought.
Intelligent. He had a moment of calm.

The second man was hard. He looked physically
imposing, but it was his eyes and the way he held his
body, alert, ready. He felt his pulse quicken again. For
reasons he could not explain, he thought of Arnold
Schwarzenegger when he was young. No one said
anything at first. The silence was disturbing.

He was about to order the men out when, in seconds, the
nice-looking man invited him, in a quiet voice with a very
slight lilt he could not immediately place, to sit down in
the chair by the desk, using his first name. The hard man
stood to the side and said nothing—looking intently at
something.

As he sat, he wondered if his appearance had changed
somehow. He was in his shorts and T-shirt and had just
begun to brush his teeth. He was at a disadvantage. How
did the man know his name—a fleeting question—which
of course he answered. It was her. What did this all mean?
Happening fast, he thought.

He looked up at the nice-looking man, trying to avoid
looking at the other guy. He waited. The man took another
chair near the window and brought it over, sitting in it like
an ill-mannered teenager might, with the chair back facing
him. He stared at the man as if he was somehow interested
in what would happen next, trying, he thought, to show
that he was not threatened, or at least not feeling
threatened. He did not look at Arnold.

The man in the backward chair, who he thought of now as
Cary Grant-like, like the sometimes enigmatic but always
charming actor he had seen in the old movies he liked,
leaned slightly forward, resting his crossed arms on the
chair back, and began to speak—softly but clearly. Cary
Grant reviewed the several incidents that had plagued
him, listing them all in order, as if he had memorized the
litany of misconduct. Cary mentioned each event and its
outcome in an almost clinical way, but ended each
vignette with the admonition: “You know what this will
mean to your organization and to your superiors?” Of
course, he knew.

This took a while. It was all so alarming to him that when
Cary Grant took a brief pause he was on the verge of tears
and overcome with trembling emotion. He took the
moment to compose himself as much as he could.

Cary looked at Arnold—and a silent communication took
place. Arnold stepped forward. He noticed then that Mr.
Schwarzenegger had a briefcase in his left hand. Arnold
handed the case to Mr. Grant and stepped back again.
Cary placed it on the floor and opened it. There was a
sheaf of photos on top, which Cary plucked out of the
case and handed to him.

As he looked through them he was surprised and broken-
hearted, seeing himself in other places, with other people,
doing other things, all of which were part of the litany
Cary Grant had just related to him. The last two photos
were of her, doing things to him that a few short minutes
ago he was reminiscing about with relish. Damn her, he
thought—Goddamn her.

Cary handed him a small digital recorder from the case,
and as he did he pressed the button for it to play. The
recording was clear; the voice could not be mistaken. It
was when he had called in to his office and lied about
where he was and what he was doing, to gain a few more
days away, which he intended to use for personal
purposes. Cary had reminded him during his recitation
that he had filed a false claim for expenses and had made
false statements about where he was and what he had
been doing. It was all so clear—and so sordid. Hard to
bear, he thought, hard to bear.

He was caught up in the sound of his voice when the
recorder automatically stopped, and Cary took it back. He
thought he saw Arnold smirk but could not be sure. Cary
put the recorder carefully back into the case, and then
lifted a set of papers out of the upright divider, and a wad
of bills—U.S. dollars, he noted.

Cary seemed pleased with himself as he began what was
easily recognized as a recruitment. Mr. Grant set forth the
conditions under which the information that had just been
featured and which had affected the subject—him,
disgraced and caught in a trap of his own making—would
be kept in confidence forever, if certain functions were
performed and certain relationships were maintained
satisfactorily.

As Cary Grant outlined it, he would be paid monthly, and
would be given rewards appropriate to his achievement, if
he agreed to the work. It went without saying directly,
although Cary alluded to it, that if things did not proceed
satisfactorily then it would not turn out well.



American Intelligence JournalPage 14Vol 35, No 2, 2018

As he listened to Cary Grant, he realized that he was
being asked to become a spy for the country that Mr.
Grant represented. Which country that was, was not
exactly stated, but it sounded like the old days when the
Soviet Union was suborning everyone it could. Because
he had been trained in what hostile foreign intelligence
services would do in a recruitment, and what their
tradecraft might be, he felt more and more like he was
being guided to follow a script he had already read and
maybe even knew by heart. After all, they knew him,
didn’t they?

It was sickening, but what was his choice? Utter
destruction of his entire life, complete disgrace, certain jail
time, and certainly relegation to the dustbin of productive
human endeavor. He had a quick thought about cleaning
toilets and just as quickly decided that was not a good
choice.

He knew he would not be shot. Hard federal time was
certain—but in his country there would be no torture, no
violent treatment, no harsh deprivation. He would be
treated like the others, wouldn’t he? Like Ames and
Hanssen. Like Montes and Mak. Like Nicholson and Chin.
Like Hall and Walker. Like Trofimoff. There were others—
more than he thought—but they had all been caught,
incarcerated, and some would never be productive in any
way again. However, no one got shot or electrocuted or
hung by the neck. It was a pattern he could live with, he
thought.

He gave over to the idea of violating his oath to the
nation and to his service, to becoming fundamentally
disloyal, and to working for enemies of the state against
his own kind. He had no real qualms about some of it,
maybe just small information deliveries and no real
damage if he could manage it. Yes, he could do that, he
told himself.  He could control this and still live the good
life. Why not? What other choice did he have? But…he
knew in his heart, as his spirit sank and his mind swirled,
that he would cross a line from which he could never
return. He was caught! Goddamn it! Caught!

He lost track of things, but when he regained his
cognitive equilibrium he realized that he was now being
asked to sign a paper. Cary Grant held out the paper, and
he took it. As he read, his eyes focused on the left side of
the paper, but the right side was blurry and at each
sentence he had to peer at the right margins as if he was
aged and could not see well. His heart was out of rhythm.
He was wet with nervous sweat. His left hand seemed
numb.

As he read, he understood with intense clarity what had
happened. In the parlance he was familiar with, he had
been pitched to conduct espionage against his own

country…and he was now being asked to sign a
document to that effect. Obviously, they—whoever
“they” were—had decided that he had sufficient
placement and access to make him worth their while
because they had prepared this document in advance,
hadn’t they?

He read on—details about how much he would be paid,
how he would be trained, what he would be expected to
do in mild but still dagger-to-the-heart terms, and then an
oath of sorts, where he promised, in writing, to honor his
agreement. There it was, wasn’t it? A small line with his
name typed below it. His death certificate, his end. His
epitaph would read: “Spy, Guilty of Treason, Enemy of the
State. Rest in disgrace, you bastard.” His emotion was
palpable and obvious. Cary looked at him intently. Arnold
scratched his right ear. He noticed the bathroom door-jam
had shifted. Cary was counting out the first payment. He
was caught.

Cary Grant handed him an evenly laid bundle of bills—
$2,000 in used, somewhat dirty 20s. He took the bills as if
they were meant for him. His heart hardened.

Cary Grant took the signed paper delicately—as if he
would smudge the ink if he touched anything but the
narrow corners. He carefully placed it in the case, and
then, with a thin smile, offered his hand. He took it,
noticing that Cary’s firm grip was dry. Cary had looked
directly at him, not looking away or askance. No hint of
nervous energy. Cary had done his job very well indeed.
Were they friends now? He needed a friend—but thought
that maybe Cary was less needy in that regard. Arnold
was not friend material. He would have to see, wouldn’t
he?

Cary explained that he would receive another $3,000 for
his agreement to do this important work, but that money
would be held in an account for him by the organization
for which they now both worked. Cary would supply
periodic updates on future payments and the balance, and
would provide technical information about how he could
access the account himself. Yet, as Cary earnestly
reminded him, the fact that he was receiving so much
money had to be hidden, didn’t it? Otherwise the jig
would be up, wouldn’t it?

Cary was proffering a calendar and asking when he could
meet again. They agreed on the next two meeting dates.
Cary gave him instructions about where the next meeting
would be, in a hotel downtown. The instructions included
how to travel to the meeting and what to wear. He was
told to make sure he did not bring a cell phone with him.
He was told that if he attended the meeting as instructed
he would then be given his first increment of training and
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some other important information. He was told that the
second meeting date would hold, but that the place and
manner of the meeting would not be disclosed until the
end of the next meeting. He took it all in. It fit like
something out of John le Carré. No one asked him to do
anything at all except come to the next meeting. This
might be easier than he had thought. Or was he deluded?

Arnold was looking at him as if he was a bug on a
windscreen. Cary was looking at him with careful but
proprietary regard. He glanced in the mirror over the desk
as he stood up with a slight wobble. His eyes looked dark.
A random thought—maybe he needed to eat something
soon—his blood sugar was low. He noticed that his nose
was running with a slight round wetness. He took a tissue
from the box on the desk, folded it in half as he was prone
to do, and blew his nose and wiped it off. He ran his right
hand through the front of his hair, brushing it back to get
a better view. Another fleeting thought—should he ask
about her? Would he see her again? Could he see her
again? He might like to kill her for what she had done, but
somehow now he would also like to see her again,
because they were on the same team now, weren’t they?

He thought he should leave, but just as quickly he
remembered that he was in his shorts and t-shirt and this
was actually where he should be, wasn’t it? He looked at
Cary Grant as if Cary could read his thoughts, but he was
having none of it. Cary pleasantly said it was time to go.
They had been there long enough. Now it was all about
leaving. Cary shook his hand again and Arnold, shifting
his feet in anticipation, held the door open. Cary Grant
and Arnold Schwarzenegger walked out and away,
looking down the hall as they went, as if they had just
had a morning business meeting and had enjoyed the
coffee and donuts.

He sat again, thinking about what had happened. His
throat welled up with emotional bile. He cried. He was
caught.

In the weeks and months that followed he had been
trained to copy, to photograph, to recall, and to purloin
for brief periods, in nearly every medium. He was
instructed on what never, ever to do, like use a fax, or
send an email, or take film to Costco, or drop hints, or talk
around things, or talk to anyone about anything
connected to what he now thought of as “his work.”

He was informed about electronic, photographic, physical,
and audio surveillance in great technical detail. He was
trained to at least minimize his chances of failing the
polygraph. They helped him clean up some of his financial
and public records, plus his social media accounts, and
taught him how to participate in social media without
compromising anything.

He was given a list and asked to memorize it. It was what
they, his employers, were interested in. They always took
the list back, but they went over it in detail, and
discussed it with him at every meeting. He was trained to
make notes in the classic sense—but then to transform
them later to a coded base which he could then provide in
the clear.

He was trained in meeting sites, in counter-surveillance
and route security, in disguise, in brush pass and
clandestine hands-in-the-jam, in vehicle activity, in
always being ready with a full tank of gas, an empty
plastic gallon jug, and a note pad. He was given what
they called a “clean” phone with a good camera, but very
small memory and one or two numbers programmed in
which he could use if he needed to. The phone came with
a password—his face.

He was given instructions on certain clothing to wear, on
how to keep himself groomed and in good physical shape,
and about never using drugs or excessive alcohol, about
never going to an escort service, and about never
discussing politics. He was trained in aliases and how to
use the three they assigned to him. He was trained to be
aware always of any unusual interest shown by anyone
about him or his activities. He was trained in keeping his
emotions in check and he was informed of a variety of
future possibilities—like being spirited to safety if he and
his work should somehow be discovered, and about
retirement possibilities if he should be so fortunate to see
out his work until he was too old to do it any longer.

He became confident and efficient through this training
and motivated by the people with whom he came in
contact. He now knew by sight several trainers, although
he did not know much of anything about them, and at
least two people besides Cary Grant who would be his
handlers. He knew the names he had given them—
Humphrey Bogart and Marilyn Monroe—and nothing
much more. It was all very impressive. He thought he
could do it, whatever they asked. He was in so deep now
it no longer mattered what his qualms might be…he
suppressed them. He was no longer caught—he was a
swimming fish in the river of spy-life. He was, to coin a
term, a “national-level spy.” He was good at it and he had
delivered everything they had asked for and more. His
bank account was impressive and so were the secret
letters and awards his masters had given him, only to be
taken back because, if they were discovered, the jig would
be up, wouldn’t it?

Now, thinking it all through, it was a mess he could not
escape, wasn’t it? He was tired, he was wounded
psychologically, he was filled with angst, and he was
worried that they knew. The dunces in
counterintelligence—maybe they weren’t so dumb after
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all—were on to him. How? He wasn’t sure. It had been a
long time now since he had joined the other side;
consequently, some mistakes may have been made.
Certainly, they knew someone was giving up secrets,
especially when two of the resident agents of another
service, in Syria, had been killed in what was believed to
be a “hostile intelligence operation.” He knew where the
information came from about those two agents. He had
been appalled when that happened and had discussed it
with Cary Grant, with some anger, but Cary had assured
him that there were no links to him, none at all, and that
he should relax. It was the cost of doing business and it
was the unfortunate side of war. Didn’t he realize that?

Nevertheless, the connection seemed to have been made.
He noticed the difference shortly after the deaths. Less
friendly vibes. More questions. A greater interest in him
and his life outside the office. He had been sent on a six-
week deployment and he was sure he was under
surveillance. He had communicated this in a secret note
but none of his handlers had ever mentioned it. It was
worrisome. And now, he had been summoned for a
counterintelligence interview and a polygraph—an
“update,” they said—by his pals at the security office.
One of them had let slip that they knew he had been away
from his apartment one night last week and the “CI office”
wanted to know where and what that was all about. The
nerve of the man to be telling him such information was
itself unnerving. Had the dunces lucked onto something?
He had the shakes again and his blood sugar was always
changing. He felt faint at times. He was sure they were
closing in. It was the end, wasn’t it?

He had a meeting scheduled with Cary Grant, but
something felt wrong. He sensed that it was time to throw
in the towel. After all, they had promised him all those
possibilities and he had that bank account, didn’t he? He
broke established tradecraft. He went to a meeting with
his valise and his passport and summarily asked to be
brought in and made safe. The meeting was with another
handler, not Mr. Grant but rather the “by-the-book”
woman he had gratuitously named Marilyn Monroe. She
was less empathetic to his concerns. She told him to go
back home and wait for instructions. She told him it might
be a day or so before they would be in touch. She said it
would all be over soon—but not now, not today, not like
this. Now go home, little spy, and relax.

And now he was sure there was a car at each end of his
street, waiting for him. The people inside were coming for
him. Now he was sure they had seen into him and they
knew. How? It did not matter now. The jig was up. His
thoughts turned to his extended family and to the few real
friends he had who cared for him and would now be
betrayed and would revile him. His thoughts turned to

her. He had never seen her again—but wished he had. He
felt sorry for that one thing—her.

He thought about the alternatives. There were none. He
did think Cary Grant would miss him. He doubted anyone
else would. A note would be irrelevant.

When the sound rang through the neighborhood, some
thought it was a real shot. Others fobbed it off as
something else or even denied to themselves that they
had heard it. One of the cars at the end of the street had
the window rolled down and the men inside knew the
crack sound of a gunshot. The car peeled out toward the
house, rolled up into the driveway, and the two men
jumped out toward the front door as if something
propelled them to fly, arms flailing, guns waving, into
whatever it was they were going to find. He had been
caught again and now it was over…for him. Not for all the
others—for them it was just starting.

It was too late to fix any of it, wasn’t it?
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The Trusted Insider:
Motives, Behaviors, Fictions, and Digital Age Norms

by Danielle A. Hayes

INTRODUCTION

“It was the money that kept him coming back. The
Russians were paying big bucks now, meaty cash
bundles in a backpack, plus hefty alias account

deposits in foreign banks.”1 Quoted from the best-selling
fiction trilogy Red Sparrow by Jason Matthews, money is
only one type of motive that attracts a trusted U.S. insider
to become a spy. The insider threat, or “spy,” is not a new
phenomenon by any means. What is new, however, is the
instant access to a variety of digital content and information
sources that came with the birth of the Internet. It has
impacted social behavior and individual behavior and, in
turn, potentially influences the motives for committing
espionage. Long before the dawn of the Internet, trusted
U.S. government employees were committing espionage
because of predicated behavioral, personality, and
situational-driven conditions. Research indicates a
continued presence of these same fundamental precipitating
conditions—especially personality traits like psychopathy,
narcissism, immaturity, and grandiosity—even following the
creation of the World Wide Web in 1990.

The advent of the World Wide Web and its transition onto
advanced technological platforms, including smart phones,
tablets, smart watches, and social media programs, are
altering the human ability to rationalize, socialize, and
interpret everyday experiences, including professional ones.2

While most of the motives with which the Intelligence
Community has become familiar—money, ideology,
coercion, and ego—are consistent in modern-day cases, the
instantaneous access to a range of information sources
increases the likelihood of specific personality types to be
influenced onto a path of espionage and places motives in
their path that may not have existed before the birth of the
Internet.

This article will discuss how human behavior and
personalities can be influenced into seeking motives for
espionage when frequently exposed to online social
experiences and through a variety of digital platforms. For
the purposes of the article, the Digital Age will be defined
starting from the advent of the World Wide Web in 1990.

“The online social experience” and “digital platforms” are
simply a broad reference to social media applications,
websites, and the Internet as a whole, as well as those
hidden services including the Dark Web where humans
interact with and consume digital content. It is also worth
noting up front that references to the “trusted insider” can
be broadly defined as an employee of the U.S. government
regardless of clearance level.

From computers that filled entire rooms in
the 1940s to the smart watches worn on the
wrist in 2018, the ability for humans to
compute information instantaneously has
changed the way they behave.

A brief look into the history of espionage from 1947 to 2001
will kick off the first section, followed by an explanation of
the Dark Web as a select example of how the advent of the
Internet has morphed online experiences that are hidden to
the general public but influential for deviance and a potential
causal mechanism precipitating espionage. Lastly, a review
of various personality traits and behaviors will conclude the
article in an attempt to bridge awareness of the potential for
even further changes in human behavior and personality
traits in committing espionage caused by frequent exposure
to digital and online platforms.

Arguably, the first piece of technology that shaped the way
modern humans could interact was the invention of the
telephone in 1876. Being able to communicate with another
person hundreds of miles away paved a path for innovators
to digitize communication one step further—the invention of
computers. From computers that filled entire rooms in the
1940s to the smart watches worn on the wrist in 2018, the
ability for humans to compute information instantaneously
has changed the way they behave. The advancement of
technology in human history is truly remarkable, and in the
year 2018 most people would not stop to think twice about
the extraordinary capability to communicate with another
human via a 2x2-inch device fashioned on a wrist.
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That said, the multi-platform social world we live in today
offers an unprecedented number of mediums to relay
opinions, thoughts, judgments, and information—almost as
instantaneously as we can think of them. Today, a person
does not have to be a famous politician, celebrity, or Pulitzer
Prize winner to share his/her opinions, regardless of the
forum or topic. Knowing which website, blog, or contact to
use is all that is needed to achieve the desired level of
information sharing. Of particular importance, hidden
services such as the Dark Web also offer similar mediums
that provide an American spy, cyber criminal, or other
malicious actor the anonymity to conceal his/her actions. In
other words, these services offer both the cloak and dagger,
devices that “surface” Internet cannot. The cloak and
dagger the Dark Web can provide is not the traditional
shield and pointy knife that were used in historical
espionage cases prior to the advent of the Internet. Today,
the cloak is the Dark Web’s encryption and the dagger is the
information and the power it wields.

In other words, the World Wide Web, combined with
various 21st century technology advancements and
platforms, offers modern-day spies the ease of opportunity
that could not have existed before 1990.3 “People whose
work, play, and relationships are mostly mediated through
keyboards and devices and who experience their
engagements in the cyber realm as more rewarding than
anything else in their lives are, as we shall see, particularly
vulnerable to the role the Internet and associated
technologies can play in paving the way to spying.”4 This is
the tipping point of modern-day espionage in the U.S.
government—information at the fingertips, the ease of
opportunities, and an increased sense of anonymity. With
so few established international governance policies on
Internet conduct, the Internet offers the anonymity on which
a malicious actor, cyber operator, or trusted insider thrives to
conduct his/her business free from attribution.

PRE-DIGITAL ERA ESPIONAGE –
A CASE STUDY

Before discussing the nuances of post-digital
espionage behavior and the susceptibility to seek
motives, a brief look into pre-Digital Age

psychological espionage behavior can assist in drawing a
linear understanding of how the advent of the Internet has
influenced a change in human motives to commit espionage.
For purposes of length, the historic look will review specific
psychological motives of self-interested espionage only
during the 20th century. This look will briefly evaluate 150
espionage cases from 1947 to 2001 and compare the
identified motives to Dr. Ursula Wilder’s psychological
espionage conditions identified in her Studies in
Intelligence article, “Why Spy?”

According to Dr. Wilder, there are three conditions that lure
a person into committing espionage:

• Personality vulnerabilities
• A state of crisis
• Ease of opportunity5

Her identification of these conditions will assist in briefly
evaluating the Defense Personnel Security Research
Center’s (PERSEREC) study which researched 150 espionage
cases from 1947 to 2001.6 This study analyzed trends,
patterns, characteristics, and motivations behind the
phenomenon of American espionage during the most
damaging era of spying the U.S. has ever seen, including
discussions on states of crisis and ease of opportunity.7

Additionally, this period of time is significant as it pre-dates
the emergence of many advanced technology platforms used
today and was not tainted by instantaneous information
sharing and instant communication. The results of the study
are extremely impactful in understanding the psychology of
espionage before smart phones and social media platforms
were invented. While the study goes up to 2001, which flows
into the beginning of the Digital Age, the study itself does
not specifically research espionage motives that were
changed with the creation of the World Wide Web.

Espionage during the 20th century was
predominantly conducted by young white
males.

The research in the study is scoped to 150 convicted,
convicted but not charged, or detected cases of espionage
between 1947 and 2001. Five categories of information were
collected on these cases: biographic attributes, employment
and security clearance characteristics, details of the act of
espionage itself, motivations, and consequences.
Additionally, various comparisons were made based on
military vs. civilian spies, motivations to commit espionage
and how they changed over time, spies who volunteered vs.
those who were recruited, and spies from the 1990s vs.
earlier decades. (For full details on the methodology applied
to the study, please see endnotes.)

Of the 150 espionage cases from 1947 to 2001, 93% were men
and the remainder women.8 84% of the men were white and
another 50% were 29 years old or younger. In other words,
espionage during the 20th century was predominantly
conducted by young white males. Among the
aforementioned categories applied to the case study, the
research also distinguished between how many motives
each individual possessed as well as what the primary
motivation was. PERSEREC analyzed all 150 cases and
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provided a percentage for each motive at the conclusion of
the study. The list below shows percentages of motives that
were analyzed as being the sole motive or as the primary
among multiple motives:

• Money
o Sole: 56%
o Primary among multiple: 56%

• Divided loyalties
o Sole: 16%
o Primary among multiple: 18%

• Disgruntlement
o Sole: 13%
o Primary among multiple: 13%

• Ingratiation
o Sole: 8%
o Primary among multiple: 11%

• Coercion
o Sole: 5%
o Primary among multiple: 2%

• Thrills
o Sole: 2%
o Primary among multiple: none

• Recognition
o Sole: none
o Primary among multiple: none

The findings concluded that American spies are primarily
motivated by money above all other motives, either for
greed, indebtedness, or to get out of another situation.9 “For
84 of the individuals in the database with a single motive, 47
(56%) spied for money. Among those with multiple motives,
money was the primary motive for 36 of 66 cases; adding
these strongest money motives together gives 84 of the 150
cases, or 56%, motivated by money.”10

Of particular importance, this study also captured patterns
“…in which personal disruptions or crises often precede an
individual’s decision to commit espionage,” by documenting
within a database the various instances of upsets and life crises
shortly preceding the 150 individuals’ acts of committing
espionage. This “life crisis” thread ties back to Dr. Wilder’s
assertions about the three psychological conditions a person
experiences before committing espionage. She notes that a state
of crisis can result in poor judgment, which also affects thought
processes and in turn behavior.11 The crises noted within the
PERSEREC study included death or terminal illness of a close
friend/family member, separation or divorce, lengthy physical
separation from spouse, reported marital discord, a recent
engagement or marriage, a new love relationship, an extramarital
affair, or relocation.12 The study found that, for individuals who
had access to valuable national security information, one of
these crises precipitated the act of committing espionage or
there was a confluence of crises present.13

Another comparison to Dr. Wilder’s psychological
espionage conditions is the study’s discussion regarding
the ease of opportunity to commit espionage for each of the
150 cases. That said, the researchers could not measure job
position vulnerabilities and the ease of opportunity these
positions presented. They highlighted PERSEREC’s
preference for assessing the person as opposed to the
position for vulnerabilities of espionage which required
additional external research be conducted.14 A brief
discussion of the findings of a study by Kent S. Crawford
and Michael J. Bosshardt titled “Assessment of Position
Factors that Increase Vulnerability to Espionage” revealed a
list of factors generated by interviewing intelligence
specialists who were asked to rank each factor of
vulnerability to the profession of intelligence.
“…[I]nformants ranked the four most serious vulnerabilities
as the sensitivity of classified information, the degree of
contact with foreign nationals, the frequency of access to
classified information, and the threat from foreign
intelligence at that location.”15

While this brief review of Crawford and Bosshardt’s study
discusses only positional vulnerabilities regarding ease of
opportunity to commit espionage, it still highlights an
underlying theme that Wilder suggests: the frequency of
exposure to the opportunity, regardless of the type.

The study also evaluated the difference in characteristics
between pre-Cold War spies and spies in the 1990s.
Compared to the pre-Cold War spies, spies in the 1990s
were:

• Older – median age 39,16

• More demographically diverse with an increase in
women and ethnic spies,17

• More often civilian government employees or
government contractors,18

• More successful in passing information to the
recipient,19

• More likely to volunteer with a 70% rate of
volunteering,20

• More likely to hold a lower security clearance or none
at all,21

• More likely to be a naturalized citizen, 22

• More inclined to have foreign attachments with 50%
having foreign connections,23

• More likely to be solely motivated by divided loyalties
with half showing a divided loyalty motive.24

Finally, in regard to Dr. Wilder’s three existing conditions
that facilitate espionage, unfortunately the study did not
evaluate personality vulnerabilities across the 150 cases.
However, in her article “Why Spy?” Wilder mentions four
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personality types that psychologists have confirmed to be
consistent in the study of spies: psychopathy, narcissism,
immaturity, and grandiosity.25 These four personality types
have stood the test of time and have been famously present
in humans since the evolution of our species. It is
reasonable to assume that these personality types, among
others, were present in a majority of these cases given the
link of psychopathy and narcissism present in the more
notorious cases like Robert Hanssen and Aldrich Ames.26

For example, Ames was quoted as saying, “I don’t believe
that I was affecting the security of this country [the United
States] and the safety of its people. . . I didn’t give that stuff
to the Soviets because I thought espionage is a dirty game. I
mean, that’s trivial.”27

A majority of the espionage cases that
occurred during 1947-2001...were
precipitated by some confluence of life crises
in addition to being motivated
predominantly by money, divided loyalties,
and disgruntlement.

Even though this study did not directly evaluate the 150 cases
for the presence of personality disorders, it did establish data
points in pre-existing conditions like states of crisis and ease of
opportunities. To be candid, persons who behave normally are
not the ones who are the most susceptible to committing
espionage. Rather, they are the ones who have psychopathic,
narcissistic, immature, and grandiose personality traits. Of
course, this is not definitive for every case, but it is certainly
reasonable to hypothesize that a majority of these 150 cases as
well as many others throughout history involved persons who
exhibited these personality types or a confluence of them.

To summarize briefly, before the age of smart technology and
social media platforms, espionage behavior during the 20th
century was primarily conducted by young white males who
had some type of life crisis and were exposed to a varying set of
opportunities, either through their position or other means. A
majority of the espionage cases that occurred during 1947-2001
(according to the PERSEREC study) were precipitated by some
confluence of life crises in addition to being motivated
predominantly by money, divided loyalties, and disgruntlement.
Keeping that in mind, do these facts hold true following the
emergence of smart technology and social media platforms?

THE DARK WEB – WHAT’S THE DEAL?

Regardless of the time period, one thing is clear—
those who commit espionage also commit to the
sustainment of leading double lives.28 Now more than

ever before, digital secrecy and anonymity cloak American

spy activities from the confines of one’s residence and a
single couch cushion. The Dark Web is one such tool that
offers the anonymous defense on which an American spy or
trusted government insider can rely to shield his/her
activities from law enforcement authorities. Before diving
into how the Digital Age has spurred changes in the
motives to commit espionage, understanding instruments
like the Dark Web can assist in distinguishing how online
experiences and frequent exposure to digital platforms can
increase and influence human personalities and behaviors
to being more susceptible to commit espionage and even
seek a motive. Additionally, the Dark Web is a tool that
was created during the early 2000s at the pinnacle of the
technology boom. Hence, why is this important? Because
this instrument is a potential enabler of espionage for the
American spy today and has several attractive elements
that might cause human personality and behavior
alterations toward committing espionage. In addition, the
Dark Web is vastly misunderstood today and a brief
evaluation of its background and potential uses for
espionage can aid in filling knowledge gaps and
dispelling any fictions. Given these complex times in
which we live today, it is impossible to evaluate the
influences of human behavior and personality alterations
without first evaluating the causal mechanisms that
change them. The Dark Web is one such example that
very well could be a causal mechanism in influencing how
humans are motivated to commit espionage.

BACKGROUND

As early as the 1970s, “darknets” began to appear
alongside Pentagon defense channels.29 Throughout
the following decades leading up to the early 2000s,

technology and peer-to-peer data sharing began to
become more and more popular when earlier solutions of
“…data havens”—the informational analogues of tax
havens—in the Caribbean that promise to host everything
from gambling operations to illegal pornography” were no
longer needed with the birth of the modern web.30 In
March 2000, Ian Clarke, a software developer, released
Freenet, a software that is arguably the first form of
encrypted and anonymous passage into the “deepest”
parts of the Internet that allow users to access
“…everything from child pornography to instructions on
how to build explosives,” to meeting forums and
chatrooms to communicate with foreign agents.31 Still,
little was known about the “Dark Web” during that time
and since then, with the further expansion of the Internet
and the development of The Onion Router (Tor) (an
encrypting and Internet Protocol (IP) address masking
software) by the U.S. Navy in 2002 as well as the creation
of Bitcoin in 2009, the ability to hide crime, including
espionage, in the Dark Web has become infinitely easier.32
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With Tor being the primary masking tool
and Bitcoin (or any cryptocurrency) offering
the ability to hide spending trails with
virtual currency, the Dark Web is an
attractive medium to all criminals—
especially to a trusted government insider
who can meet with a foreign actor in secret.

We are in the midst of the Information Age, and I fear that
we are nowhere near the golden era of its time. With the
readily available ease of access to the World Wide Web via
tablets, phones, and computers, software similar to Google
Chrome and Internet Explorer, Tor, allows anyone, anywhere,
anytime to mask who is browsing, what they are browsing,
and where.33 Tor was originally created to mask security for
defense companies, banks, and firms, not crimes.34 The
anonymity that Tor offers is particularly attractive for
countries with censorship laws and regulations of their
citizens like China and Iran, forbidding them access to social
media sites like Facebook and Instagram.35 Tor allows the
browsing of sites like AlphaBay and Hansa, which are
essentially like Amazon, but instead sell 13-year-old girls
from Lebanon, explosive-making hand guides, and how-to
guides to virtually hack into anything, as opposed to selling
Halloween pet costumes or streaming episodes from “Parks
and Recreation.”36 “In the first study of its kind, researchers
at King’s College London found that 57 percent of the sites
designed for Tor—known as .onion sites—facilitate criminal
activity, including drugs, illicit finance, and extreme
pornography.”37 More importantly, in addition to
marketplaces the Dark Web offers anonymity to publication
areas such as WikiLeaks and ProPublica for people like the
infamous Edward Snowden and Chelsea Manning, who
desired to publish government secrets.38 With Tor being the
primary masking tool and Bitcoin (or any cryptocurrency)
offering the ability to hide spending trails with virtual
currency, the Dark Web is an attractive medium to all
criminals—especially to a trusted government insider who
can meet with a foreign actor in secret.

THE ATTRACTION

A simple Google search suffices for most individuals
with Internet access, but that only gets one so far
depending on the depth and specificity of the

search. The Dark Web is of great interest to those who are
looking for anonymous forums where they can learn how
to hack into their neighbor’s computers, access
WikiLeaks, peruse previously uploaded classified data, or
meet with a foreign actor on Internet Relay Chat (IRC) to
have encrypted Instant Messaging (and, of course, a slew

of other criminal activities).39 “It is a lawless cyber-frontier
with similarities to the Old West; it is intrinsically neither
good nor bad but it holds particular attraction for
pioneers because its resources haven’t been fully
explored, and it holds particular attraction for criminals
because they can get away with doing things there that
they can’t do elsewhere.”40 Within this frontier lies an
actual “dark corner” where extreme and severe criminal
activities are conducted, which is where the name “Dark
Web” actually comes from.41 There is nowhere else on the
Internet where one will be able to find such activity
because it is masked, and that is why hiding classified
files makes the Dark Web so alluring for the trusted
insider.

Not only does the attraction to the Dark Web make sense,
but also the advantages of committing espionage online
are equally as attractive. Tom Grubb wrote an article in
Security Week, an online news source for Internet and
security news, where he noted, “Every fraudster, scammer
and organized cybercriminal knows the five Big A’s: The
five big advantages of doing crime online.”42 The five A’s
include: affordability, acceptability of risk, attractiveness,
availability and, of course, anonymity.43 All criminals
(including trusted U.S. government employees) are
attracted to the advantage of the Dark Web’s affordability
given that the only things needed are a computer and an
Internet connection to conduct whatever activities one
wants to obscure.44 Because actual physical presence is
not possible in the world of cyber, spies and criminals are
attracted to the advantage that they bear a significantly
lower risk of being caught in the Dark Web.45 Furthermore,
and of particular importance for this article, “The universe
of opportunity to commit cybercrimes is virtually
unbounded.”46 This means the Dark Web is but one
hidden location within the Internet that offers its
encrypted services, and the potential to create and access
other “Deep Web” hidden services is limitless. Another
advantage of the Dark Web is its availability. Automation
has come such a long way in the last decade. Thanks to
the advances in this area, Grubb says it offers a
significant advantage for criminals to operate in the cyber
realm more, as the opportunity for a twenty-four hour,
seven days a week network can become an actuality, not
just an idea.47 Of course, the last big advantage for
criminals to commit their crimes online is for the
anonymity. Spies and other actors want nothing more
than to make profits off their activities but do not want to
get caught doing so (acceptable risk); hence, they must
deceive their actions by using specific software to
obscure their identities.48 It is no wonder the Dark Web is
such an attractive place for spies and criminals to conduct
their business—they can practically hide in plain sight.
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DIGITAL AGE ESPIONAGE MOTIVES
AND BEHAVIORS

With the advent of the Dark Web and the new level
of anonymity that accompanies it, espionage and
all sorts of crimes that were once difficult to

perform are now much easier to get away with. Anonymity is
the unchartered waters to the Digital Age as the open
oceans were to the European explorers in the 17th century—
both experience new kinds of threats, vast expanses of
unfamiliar territories, and unknown problems, and yet both
were necessary in the advancement of humankind. The level
of anonymity that the Digital Age and the Dark Web offer
today was never attained before the dawn of computers and
the Internet. Herein lies the key allure and the key to the
change in human behavior and personalities in the Digital
Age—the instantaneous access to digital content, the ease
of concealing actions, and the ease of opportunity. The final
section of this article will briefly explore the changes in
behavior caused by frequent exposure to digital platforms
(social media, texting platforms, the Dark Web, even the
Internet itself) that might push a person toward committing
espionage. While I recognize all the vast benefits the
explosion of smart technologies and the Internet have
provided this world as a whole, this section will deliberate
only upon those primary behaviors that have changed
because of consistent exposure to digital platforms, and not
every element of human behavior.

Dr. Wilder suggests there are aspects of the human
psyche—both good and bad—that are constant anchors in
our everyday behavior, even among the continual exposure
to a range of social media and technological/digital
platforms. These anchored personality traits, to include
loyalty, good faith, and dedication, plus “… treachery,
greed, cruelty, malice, duplicity…,” have been ingrained in
humans throughout history, including people who have
committed espionage in years past.49  The supplement of
technology combined with the Internet has not changed the
functionality of these characteristics in the human
experience. In fact, these personality traits, in addition to all
others, are now constantly exposed to an array of digital
content that might force new emotional and mental
adaptations that never existed before. “Features of the
Internet and associated technologies have the potential to
undermine the counterbalancing traits of even healthy
personalities and pose the risk of escalating pathological
features.”50

Previously mentioned, there are four personality traits which
psychologists have confirmed to be consistent in the study
of spies: psychopathy, narcissism, immaturity, and
grandiosity.51 These specific personality traits in particular
are outside the anchors of the “good” and “bad”
characteristics and are the most susceptible in today’s

Digital Age to be influenced, changed, and manipulated into
enabling a person to commit espionage.52 Additionally, these
personality traits, combined with the frequent exposure to
digital platforms, create an increased likelihood that a person
will not only seek a motive for espionage but also follow
through with his/her actions. For example, a person who has
psychopathic personality traits “…might engage in
espionage or leaking simply for the thrill of breaking rules
and creating chaos,” because the Web offers a playground-
like environment that is unparalleled in any other time
period.53 Furthermore, researchers suggest the Web offers
psychopaths the fuel to feed their confirmation biases
because of how instantaneously they can acquire whatever
element they need to fit their perception of reality. Because
of the frequency of exposure to digital platforms, a
psychopath’s confirmation hunger is all but impossible to
satiate. If hunger cannot be satiated, then more time will be
spent looking for content to extinguish the dark burning
flames of their personal desire. Combining a person having
this personality trait with access to classified information
and frequent exposure to an array of digital platforms, the
motives to commit espionage are essentially a paved path.
“When people such as these spy in an Intelligence
Community context, their secret enjoyment of the contrast
between the day-to-day, “real life” hum-drum in their offices,
surrounded by unwitting, duped colleagues, and their
charismatic, online “spy” persona, uninhibited and free and
complete with applauding admirers, provides ample reward
for engaging in espionage or leaking.”54

Researchers suggest the Web offers
psychopaths the fuel to feed their
confirmation biases because of how
instantaneously they can acquire whatever
element they need to fit their perception of
reality.

Similarly, the same is true for persons who exhibit
narcissistic and immature personality traits. People with
these traits will also be more susceptible to the attractions of
espionage, and the likelihood of stumbling upon a motive
during an online experience is consequently increased. Like
a person who has psychopathic personalities, a person who
is narcissistic can find fuel to feed his/her own perceptual
monsters on any digital platform.55 The desire to be desired,
the confirmation and validation from supporters, a sense of
power, and grandiose fantasies are all various elements of
life that narcissists crave and when received from digital
platforms on an instantaneous basis can greatly influence
the behaviors of these individuals.56
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On the other hand, Dr. Wilder also suggests people who
have immature personalities cannot definitively distinguish
between fictional and factual reality.57 In that case, the online
experience of any digital social platform attracts immature
personalities to fantasy-driven worlds where they believe
there are no consequences for cyber-related activities.58

Combining an immature personality with a frequent online
presence can be particularly dangerous in the world of
secrets and classified information. With an increased
inability to differentiate factual and fictional realities,
someone who has immature personality traits in this digital
world today are more at risk to finding accidentally a motive
to commit espionage, rather than seeking it out like a
psychopath or narcissist. For instance, initially a person who
does not have a mature grasp on factual reality and believes
that life in the digital realm is untraceable to them might
naively believe that his/her personal interests in exploring
sites on the Dark Web are for educational and perusal
purposes only. While that might be true for any person, not
just persons with immature personalities, people who are not
perceiving factual reality in its physical “black and white”
form might be more susceptible to performing online actions
that they know to be malicious morally, but feel they will
disappear after a click or a swipe.59

Not just for these personality types, but any personality
type, the common characteristic to which the online/digital
social experience appeals the most is validation and
grandiosity.60 Social media in particular appeals to virtually
every person’s perceptual confirmation biases because of
the ability to follow specific people, groups, pages, and
content. Daily exposure to these images and texts reinforces
what we want to see and read rather than what we do not
see. It makes sense because no one wants to follow what we
do not agree with, those whom we do not like, or what goes
against our likes and interests. The point is: while social
media and online interaction allow humans to socialize in an
instantaneous fashion unparalleled by any time in history,
the exposure and ability to manipulate the content we
choose to view increase the likelihood of a person to be
exposed to a motive for committing espionage that might not
have been identified before the advent of the Internet.

DISCUSSION

The instantaneous feature of receiving information that
the Internet ushered into our world has allowed for
endless benefits and possibilities for the advancement

of humankind. This is the double-edged sword of the
Internet: one side has clear benefits and functions on which
the world has now become dependent and the other is
instantaneous exposure to any amount and kind of
information/content a person might desire to fulfill a range of
needs, motives, grandiose fantasies, and validation-seeking
support. I assert that this feature is the key agent of change

in the transition between the pre- and post-Digital Age era of
espionage behaviors and motives—the feature of
instantaneous access to information/content. It is this
change that has opened the door for the ease of
opportunities, the ease of concealment (anonymity), the ease
of availability, and the ease of affordability. While this is not
new information, it still bears repeating given the Intelligence
Community tends to be primarily focused externally vice
internally (justifiably so). For numerous reasons, the IC must
react appropriately, and sometimes resources limit the ability
to hunt proactively for moles when we are consistently
reacting to larger national security threats.

That said, with the previous example of the Dark Web, and
the relative ease in accessing its services, the Dark Web and
hidden sites that require Tor or other encryption software
offer the playground and soil wherein malicious/deviant
thoughts can be explored and seeds of espionage can be
planted. In particular, this feature offers a vacuum-like
thought process where the belief of hiding one’s actions
behind a wall of ones and zeros and explorations of
information related to committing espionage are a stand-
alone element that was caused solely by the birth of the
Internet. Certainly, before the Internet, the “cloak,” or
concealing a crime, was extremely important to criminals. The
point today, however, is that the instantaneous ability to
push some buttons and click on some hyperlinks enables
human behavior and personalities to be increasingly
susceptible to committing espionage. The depth and
potential for technology combined with the Internet to
advance into the future will only pave a wider path for
espionage to be conducted. I do not believe we have yet
seen the huge influence digital platforms and online
experiences can have on human behavior and personality
adaptations.

If not already, future discussions need to be had on how
Artificial Intelligence could influence human behavior and
personalities to be susceptible to espionage. How will this
impact the Intelligence Community in the future? What
platforms and social interactivity will AI influence in human
tendencies to spy?

Here are my two cents on the overall topic of this article—
the irony: computers and the Internet were created to make
human lives, medicine, energy, and every sector of life easier
and literally to compute massive quantities of data in
seconds but, above all, to share it. These tools were made
for specific purposes. Yet humans have responded in kind—
by taking advantage of the new domain in which lying,
stealing, and cheating can be perpetrated from a 5x3-inch
interactive rectangle in the palm of a hand while sitting on a
public bench in Central Park. This means that what was
meant to be a controlled way of computing data and sharing
public information has turned into individual control of
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virtually all information. Justifiably so, the ability to access
Google Maps in seconds is extremely beneficial today
(surely the explorers of the 17th century would gawk at this
capability). However, this individual control inversely allows
for a person to be influenced into being a different person by
day and spying by night. Individual control means
continuous validation of what one believes, validation of
what one wants to believe, locating specific support from
encouraging persons with similar views, and the
concealment of malicious actions—all within seconds if so
desired. This undoubtedly causes an eventual change in
how humans interact with each other, how they view
themselves, and how they perceive their own versions of
reality.

CONCLUSION

As stated in Isaac Newton’s third law of motion, for
every action there is an equal and opposite reaction.
While the topic of this article is not an “object” per

se, it is analogous to the law in terms of an action being set
into motion and an equal and opposite reaction following
it. Action: creation of computers and the Internet allowing
for the sharing of mass quantities of data. Reaction:
individual control of all information allowing for the
manipulation of mass quantities of data. The impact of the
action of creating these unbelievably useful tools has
been monumental in advancing the world we live in today.
Conversely, the impact of the reaction of humans having
the ability to control individually mass quantities of data
has also had on the advancement of this world has been
equally monumental. To have instant access to digital
content of all kinds means a high exposure to images and
texts that virtually (literally) validate and confirm one’s
beliefs, interests, likes, and dislikes.

The common colloquialism of “sometimes too much of a
good thing is a bad thing” applies to this dilemma. For
instance, too much alcohol in the short term makes for a
range of reality distortions (albeit sometimes very good
ones). We drink it because we like the way it makes us
feel in the moment. It also changes human characteristics
if consumed in excess by causing anxiety, depression, and
sleep disorders—all influential disorders in how humans
behave. Similarly, we go online because we enjoy how
easy and convenient it is to communicate with a friend or
family member thousands of miles away and the ability to
look up literally anything one’s mind can imagine. Too
many online experiences and social platforms can
conversely influence the way we behave with each other
and how we individually perceive our realities, sometimes
positively and sometimes negatively. I believe the human
experience is enveloped in the online experience rather
than the online experience being enveloped in the human
experience. Frequent exposure to the digital world for

everyone, not just those with psychopathic, narcissistic,
immature, and grandiose personalities, can absolutely
change how we perceive and filter our own realities. The
problem is how it influences those who might have one of
those personality types—to experience a life crisis or to
take advantage of an opportunity to commit espionage.

The previous review of the PERSEREC case study which
researched 150 cases from 1947 to 2001 showed that
espionage was committed by young white males who had
some type of life crisis and were exposed to varying
degrees of opportunities, either through a position or
other means. While the study did not directly evaluate for
the presence of psychopathy, narcissism, immaturity, and
grandiosity, it is reasonable to assume these traits were
influential in some degree even before the dawn of the
Internet in 1990. The important thread to remember from
start to finish is that these personality types are more
susceptible to espionage behaviors with frequent
exposure to online and social platforms. It can certainly be
argued that any personality type given the right amount
of exposure can be just as susceptible; however, little
research has been conducted on every personality type.
The digital world offers individuals with these four
personality types instant validation and confirmation of
their personal needs that the physical world cannot
provide. Hidden services that the Dark Web can offer are
one example of how the Internet can pull on the strings of
espionage susceptibility and assist in paving a path to
taking the first step, formulating the first thought, and
committing the first act.

Remove the digital stimulus from the world and one just
has the predilection to commit espionage based on ease
of opportunity, a life crisis, or personality
vulnerabilities.61 Combine that with digital platforms and
online social experiences and the likelihood of espionage
increases greatly. As previously stated, while this is not a
new idea to bring to light, it is worth taking a moment to
stop and examine the impact digitalization has had on U.S.
government employees and the potential that
advancements in the digital realm will have for turning a
trusted insider into a spy. With such high volumes of
external threats impacting our national security, it is
difficult to plan for the appropriate responses, let alone
provide resources to face this internal threat. This article
is meant to relay the change and impact of how human
behavior and personalities can be influenced into seeking
(accidentally or purposefully) motives for espionage when
frequently exposed to online social experiences and
through a variety of digital platforms. I hope readers can
walk away with this impression and slow down to think
about both the benefits and consequences of a
technological world that is inclined to speeding up.
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More CI:
A Grand Theory of Counterintelligence

for Intelligence Scholars and Practitioners
in the United States

by Lee A. Lukoff

OVERVIEW

Many definitions of counterintelligence and
theoretical models which explain how it works
have been developed to date. However, a

significant gap remains between theory and practice in
the field of intelligence studies in general, and in
counterintelligence in particular.  This piece is intended to
provide scholars and practitioners alike with a template
that can help bridge the divide between scholars and
practitioners who study and practice counterintelligence
(CI). The foundations of this theory are premised on
lessons learned from the American experience, although
the theory could be applied by other practitioners in
countries with similar systems of government. In recent
years, intelligence studies scholars have been called upon
for their expertise due to looming threats regarding issues
such as terrorism, WMD proliferation, and transnational
crime.1 Massive CI failures such as the Edward Snowden
case and successful penetration of the U.S. election
system by the Russian government during the 2016
presidential election are stark reminders that such failures
can have grave implications for U.S. national security. It
is imperative that CI scholars with fresh ideas share their
ideas with practitioners in government.  This study seeks
to advance a parsimonious theoretical model that can be
easily understood by scholars and used by
counterintelligence practitioners inside the U.S.
Intelligence Community (IC).

This aspiration will be fulfilled in three parts.  First, I will
provide a brief historical background of the events that
shaped contemporary American counterintelligence
practices. Second, I will review the existing literature on
CI theory. Third, I will showcase a theoretical model of
counterintelligence that could be applied by CI
practitioners to improve their tradecraft. The theoretical
model advanced in this study can be used in future CI
studies by both scholars and practitioners. The findings
from this study will fill existing gaps in CI literature in two
areas. First, it will create a new template that scholars can

use to perform post-mortem assessments on previous
practices inside the IC. Second, practitioners can use the
model to find weaknesses in their own standard operating
procedures. The efficient practice of CI is a vital
prerequisite to preserving the integrity of the IC. I seek to
support this effort by advancing a theoretical model of
counterintelligence that both communities can use in
future assessments.

A BRIEF HISTORY OF AMERICAN
COUNTERINTELLIGENCE

American counterintelligence tradecraft was first
implemented during the Revolutionary War. George
Washington was well-known for the importance he

placed on gathering intelligence and protecting his
secrets from the British. The Culper spy ring, which
Washington authorized and oversaw as Commander of
the Continental Army, was well-versed in CI tradecraft
using many tactics still employed by intelligence
operatives today. These tactics included coded messages,
dead-drops, and the employment of safe-houses. The first
official counterintelligence organization was the
Committee for Detecting and Defeating Conspiracies. This
organization was tasked with identifying British spies and
sympathizers operating in New York between 1776 and
1778.2

During the Civil War, the Confederates tasked Virginia
Governor John Letcher with infiltrating, and procuring
intelligence on, Union activities in Washington, DC.3

President Lincoln tasked Allen Pinkerton’s National
Detective Agency with stifling Confederate agents in the
nation’s capital.  To root out Confederate sympathizers,
Pinkerton hired informants, cultivated double agents,
eavesdropped on social conversations, and monitored
telegraph lines.4  Despite its proven value to national
security in the early years after the founding of the United
States, counterintelligence was not written into law or
afforded institutional support from the federal
government until 1918 when a joint agreement was signed
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among the Justice, State, Army, and Navy Departments
that authorized the creation of an Office of Intelligence.5

The need for an institutionalized Office of Intelligence
that could develop a sophisticated counterintelligence
strategy was obvious after the United States had been
caught flat-footed by continual intelligence failures before
World War I. Whether it was successful gun-running
operations and raids on southern border towns by
Mexican revolutionaries or Germany’s efforts to foment
political discord in the United States by bombing an
ammunition depot in New Jersey,6  it was clear that
America’s enemies had successfully penetrated the
country and its security institutions.

To meet the newfound demand for counterintelligence,
the War Department (precursor to the Department of
Defense) established a separate Counterintelligence
Branch on April 17, 1939. During this time,
counterintelligence was perceived as being a military
responsibility rather than a police function.7 The specific
tasks of the newly created Counterintelligence Branch
included:

(1) Plans and regulations for both national and
military censorship
(2) Plans and regulations for counterespionage and
passport control
(3) Domestic intelligence information
(4)  Safeguarding of military information
(5) Plans and regulations for espionage8

In order to accomplish the lofty goals of the
Counterintelligence Branch, other stakeholders within the
federal government were brought in to shed light on
threats that the military was unable to uncover or
incapable of uncovering.

During World War II, the Special Intelligence Service
(SIS) was created. The SIS was an interagency effort that
included personnel from the State Department, War
Department, Federal Bureau of Investigation (FBI), and
other smaller agencies that gathered economic and
political intelligence on potential threats to U.S. national
security interests.9

COUNTERINTELLIGENCE IN THE
OFFICE OF STRATEGIC SERVICES

The Office of Strategic Services was responsible for
intelligence collection and analysis during World War
II. Agency personnel would then report their findings

to the Joint Chiefs of Staff and the President. The OSS
was also tasked with counterintelligence responsibilities.

Within the OSS, the Counterintelligence Division had the
following responsibilities:

(1) To collect from every authorized source
appropriate intelligence concerning espionage
activities of the enemy.
(2) To take such action with respect thereto as may
be appropriate, and to evaluate and disseminate
such intelligence within OSS as may be necessary,
and to exchange such information with other
agencies as may be appropriate.10

During World War II, counterespionage became a core
component of the organizational mission of the OSS. The
Counterespionage Branch, also known as X-2, collected
intelligence on subversives, prepared actionable
intelligence products for counterintelligence personnel,
performed security for OSS operatives, and shared forums
to share CI reports with other agencies within the federal
government.11

COUNTERINTELLIGENCE AND THE CIA

In 1947 the National Security Act created the Central
Intelligence Agency (CIA). The Agency was responsible
for conducting intelligence-gathering and

counterintelligence activities overseas. The FBI was given
purview over domestic counterintelligence within the
continental United States and the CIA was in charge of CI
overseas.12  The Venona program became the primary body
responsible for CI activities inside the CIA. It was
predominantly a program that relied on volunteers.13 Its
results were mixed. On one hand, it helped identify and
capture spies like Rudolf Abel. Abel was a valued Soviet
agent operating a ring inside the United States who was later
exchanged in a prisoner swap for downed U-2 pilot Francis
Gary Powers.  On the other hand, the greatest CI successes
during the 1950s came not from the Venona program but
from Soviet walk-ins and agents-in-place inside the Soviet
Union (i.e., moles).14

COUNTERINTELLIGENCE ABUSES IN THE
1960S AND 1970S

During the late 1950s, domestic criticism of American
counterintelligence programs came under closer
scrutiny by civil liberties advocates. The left-wing

Campaign for Political Rights was founded to monitor the
malfeasance of CIA and FBI operatives who were slowly and
steadily taking a more active role in surveilling left-wing
antiwar activists on college campuses across the United
States.15 The CI programs run by the CIA and FBI were a
response to violent riots in the mid-1960s that broke out on
college campuses across the United States in reaction to the
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assassination of Martin Luther King and the ongoing
Vietnam War.16 In theory, the purpose of the investigations
was to expose and neutralize communist sympathizers who
were fomenting the riots.17 In practice, counterintelligence
programs, such as COINTELPRO, were politically motivated
counterespionage programs designed to stamp out
widespread anti-government dissent among college students
critical of the draft and U.S. intervention in Vietnam.18 To add
insult to injury, these programs failed to uncover any direct
link between the actions of the protesters and the Soviet
Union.

The findings of the Church Committee laid
bare the nefarious actions of CIA
counterintelligence head James Angleton
during the 1960s and early 1970s. Angleton
was widely condemned for carrying out an
obsessive mole hunt using illegal spying
methods on U.S. citizens.

In the wake of the Watergate scandal, many committees
involved in counterintelligence activities, such as the Justice
Department’s Internal Security Division and even the House
of Representatives Committee on Internal Security, were
disbanded.19 The findings of the Church Committee laid bare
the nefarious actions of CIA counterintelligence head James
Angleton during the 1960s and early 1970s. Angleton was
widely condemned for carrying out an obsessive mole hunt
using illegal spying methods on U.S. citizens. Thereafter,
intelligence reform and renewed Congressional oversight of
covert action and counterintelligence practices became a key
priority for American lawmakers. This permanently altered
both the legal mechanisms and bureaucratic structures
within the agencies that practiced counterintelligence.  It
also spawned efforts to improve Congressional oversight of
agency abuses in these areas through the creation of the
House Permanent Select Committee on Intelligence (HPSCI)
and the Senate Select Committee on Intelligence (SSCI).

THE YEARS OF FAILURE:
COUNTERINTELLIGENCE IN THE

1980s AND 1990s

Some former counterintelligence officers such as
William R. Johnson have noted that the Church
Committee had the effect of dampening U.S. efforts to

improve its CI capabilities.20  Counterintelligence became
less of a priority for the IC after it was revealed that both
CIA and FBI had employed domestic surveillance methods
for political purposes.  In 1981 President Ronald Reagan
signed Executive Order 12333, which  redefined

counterintelligence in the United States.21  In 1985 a slew of
CI failures during “The Year of the Spy” brought to light the
failures of the IC in its practice of counterintelligence.
Edward Lee Howard, Ronald Pelton, Jonathan Pollard,
Sharon Scranage, and Larry Wu-Tai Chin were harbingers of
worse things to come less than a decade later when it was
revealed that CIA counterintelligence officer Aldrich Ames
had spied for the Soviets for nine years, outing the identities
of all of the most prominent American assets inside the
Soviet Union. Ames was able to remain in place as a Soviet
mole partly because CI officers in both the CIA and the FBI
were unable to cooperate in a joint investigation after he was
identified as a security risk.22

The Ames case was the impetus behind the Aspen-Brown
Commission, which made recommendations to fix America’s
counterintelligence programs. Shortly thereafter, President
Bill Clinton signed an executive order creating a National
Counterintelligence Policy Board (NACIPB) and the National
Counterintelligence Center (NACIC). The NACIPB reports to
the National Security Council (NSC) on policy issues
confronting counterintelligence practitioners in the field. The
NACIC is a forum for counterintelligence officers from
disparate agencies to collaborate on joint initiatives that
require interagency coordination. [Editor’s Note: After 9/11,
the NACIC evolved into the Office of the National
Counterintelligence Executive, or ONCIX, under the newly
designated Director of National Intelligence. That senior CI
executive now directs the National Counterintelligence and
Security Center, or NCSC.]

RENEWED INTEREST IN
COUNTERINTELLIGENCE IN THE

POST- 9/11 ERA

U.S. policymakers were caught flat-footed on
September 11, 2001, when al-Qaeda leader Osama Bin
Laden orchestrated the largest attack on American

soil since Pearl Harbor. Since then, policymakers have
pressed the IC to improve its counterterrorism policies and
practices.23 A need for capable counterintelligence
operations to root out terrorist “sleeper cells” operating
discreetly through shell organizations in the United States
became a newfound priority for the newly reorganized IC.
Financial resources for counterintelligence grew in the wake
of 9/11 as new agencies such as the Department of
Homeland Security were created to meet the demand for
national security. Despite increased spending on intelligence
by Congress after 9/11, major CI failures have continued to
occur. The recent cases of Edward Snowden, Chelsea
Manning, and Jerry Chun Shing Lee have shown that CI
weaknesses remain a constant threat inside the U.S.
Intelligence Community.
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A PAUCITY OF EXISTING
COUNTERINTELLIGENCE THEORIES

Counterintelligence practitioners could greatly benefit
from using academic studies to improve their
operational practices. Unfortunately, few theories

exist upon which to draw. There are three primary reasons
why CI theory has not taken off in the discipline of
intelligence studies. First, scholars have yet to
conceptualize counterintelligence appropriately as a
political phenomenon. John Ehrman famously noted in the
June 2009 issue of Studies in Intelligence that
counterintelligence lacked a theoretical foundation within
the discipline of intelligence studies and that overly broad
conceptualizations of the nature of CI inhibited theory
development.24  Second, counterintelligence has often
been confused with security.25  Lastly, existing theories
have focused on individual cases and micro-level
explanations. Miron Varouhakis has noted that CI
theorists have focused on micro-level variables and case
studies and have not yet accounted for external
influences in their assessments.26 Without solid
theoretical foundations, CI practitioners and scholars
have been deprived of a thorough understanding of the
practice of counterintelligence. Such circumstances are
detrimental to its study in the academy and its practical
implementation inside the Intelligence Community.

ABSENT THEORY?

Without an array of counterintelligence studies to
draw on for advice, CI policy may be implemented
by practitioners unaware of scholarly research

that may improve their standard operating procedures. For
example, a CI analyst may be intimately familiar with
assessing polygraph examination answers. However, he
or she may be unaware that other factors, such as
personality type (which cannot be measured in a
polygraph test), may be more consequential when
predicting whether a test subject is a security threat due
to findings in a recent study. Hypothetically, the
existence of a CI theory that accounts for this variable
would alleviate the blind spot. Absent such
circumstances, important aspects of the practice of
counterintelligence may be downplayed to the detriment
of the IC and the national security interests of the United
States. Identifying the core components of
counterintelligence, and developing a parsimonious
theory explaining its practice, can help both scholars and
practitioners in the United States improve their overall
understanding of an area of intelligence tradecraft that is
vital to preserving the integrity of the IC. It is my
intention to advance a theory of counterintelligence that
can meet this challenge.

BACK TO BASICS: WHAT IS
COUNTERINTELLIGENCE?

As previously mentioned, CI scholars have yet to
agree on a universal definition of the term. Academic
definitions of counterintelligence have identified its

dual offensive and defensive nature. These terms are
often interchangeably used with the terms “active” and
“passive.”  Existing academic definitions of
counterintelligence have also identified both its
behavioral and organizational nature. These definitions
have been largely premised on the notion that a more
succinct definition of counterintelligence is preferable to
a broader one.

Loch Johnson argues that “counterintelligence is made up of
two matching halves: security and counter-espionage.”27 He
defines security as being defensive in nature and
counterespionage as being offensive. John Ehrman argues
that “counterintelligence is the study of the organization and
behavior of the intelligence services of foreign states and
entities and the application of the resulting knowledge.”28

William Johnson defines counterintelligence as an activity
that is “aimed against intelligence, against active, hostile
intelligence, against enemy spies. And it is itself active, not
passive.”29 Harry Prunckun uses a truncated version of
Johnson’s definition of counterintelligence. He argues that
counterintelligence ought to be described as “an activity
aimed at protecting an agency’s intelligence program against
an opposition’s intelligence service.”30 Stan Taylor states
that counterintelligence is designed for the protection of
state secrets and to inoculate one’s own intelligence
operations from penetration and disruption by hostile
nations or groups.31

The U.S. government has also issued disparate definitions of
counterintelligence. The federal government’s has been
broader and more extensive than those used in academic
circles.  For example, the National Security Act of 1947
described counterintelligence as:

Information gathered, and activities conducted to
protect against espionage, other intelligence activities,
sabotage, or assassinations conducted by or on
behalf of foreign governments or elements thereof,
foreign organizations or foreign persons, or
international terrorist activities.32

This definition was slightly modified when President Reagan
signed Executive Order 12333. EO 12333 defined
counterintelligence as:

Information gathered, and activities conducted to
protect against espionage, other intelligence
activities, sabotage, or assassinations conducted
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for or on behalf of foreign powers, organizations or
persons, or international terrorist activities, but
not including personnel, physical, document or
communications security programs.33

In 1993 the CIA conceptualized counterintelligence as
constituting “knowledge (information about
counterintelligence), activity (counterintelligence measures)
and organization (personnel tasked to conduct
operations).”34

Since CI is an understudied area within
the field of intelligence studies, the
development of a new grand theory of
counterintelligence will provide scholars
with a theoretical framework to build upon
in future studies. It will also create a
foundation for CI scholars to test the
empirical validity of their hypotheses in
the future.

The differences between the academic and governmental
definitions of counterintelligence are stark. Academics
have been far more interested in classifying behavior
whereas practitioners have been focused on identifying
behavior. This fact can be chalked up to the fact that
practitioners are far more concerned about the political
and legal ramifications which a broad conceptualization of
the term may imply. What is needed is a middle ground
between the two camps that can bridge the divide
between CI theory and practice. To accomplish this
objective, I will identify the behavioral aspects of
counterintelligence within a framework that encompasses
the full scope of CI practices.

A THEORY OF COUNTERINTELLIGENCE
FOR SCHOLARS AND PRACTITIONERS

The theoretical framework of counterintelligence
described in this study can be used by both scholars
and practitioners alike. For scholars, the development

of a new theory of counterintelligence will help to expand the
paucity of existing theories on the subject. Since CI is an
understudied area within the field of intelligence studies, the
development of a new grand theory of counterintelligence
will provide scholars with a theoretical framework to build
upon in future studies. It will also create a foundation for CI
scholars to test the empirical validity of their hypotheses in
the future.

For CI practitioners, a grand theory of counterintelligence
will create a coherent roadmap explaining the nature of the
system in which they operate daily. The development of
such a new grand theory will simplify the tactical and
strategic realities of an often complicated trade. This will
benefit all practitioners regardless of their position in the CI
hierarchy inside the IC. It will allow practitioners to see the
importance of their efforts in the broader context of the
counterintelligence system of which they are a part. In an
ideal world, a better understanding of the CI system among
all practitioners would incentivize collaboration with other
stakeholders in the IC such as policymakers and analysts.
Helping CI practitioners recognize the importance of
implementing the policy guidelines and procedures crafted
by their colleagues in the analytical community would work
toward breaking down the institutional and cultural barriers
that inhibit collaboration between the two communities. A
close working relationship between CI operators and
analysts would also increase the overall effectiveness of the
practice of counterintelligence.

For policymakers tasked with identifying flaws in existing CI
systems, a grand theory of counterintelligence would aid
their efforts to improve the systems they are responsible for
managing. By helping CI analysts break down the barriers
that stymie collaboration between policymakers and
practitioners, analysts will learn first-hand whether their
policies are viable, pragmatic, and capable of operational
success.

The grand theory of counterintelligence imparted in this
study is described in four parts: the mapping phase, the
observing phase, the reporting phase, and the ending phase.
Each phase is vital to the overall success of CI tradecraft.
Failures in one realm can negate successes in others. Each
phase showcases the importance of a specific area of CI
tradecraft. The theoretical framework advanced in this study
showcases the disastrous effects that failures in each phase
of counterintelligence can have on the implementation of
effective CI policy. Most importantly, the theory articulated
in this study is designed to serve as a blueprint for future
studies and assessments by scholars and practitioners of CI.

The Mapping Phase

The mapping phase is carried out by policymakers in the IC.
The purpose of the mapping phase is to identify both
strategic and counterintelligence targets. Strategic CI threats
include enemy states and individuals capable of recruitment
in rival intelligence services. Insider threats include U.S.
intelligence personnel and political institutions. For any
country, it is a necessity to track intelligence officers who
may become potential security threats. It is also important to
monitor institutions and institutional assets of the IC
vulnerable to infiltration. For example, it is important for CI
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officers to protect safe-houses from being bugged and
classified document repositories from being ransacked.
Today, cybersecurity and defense are taking on
newfound importance as foreign governments and non-
state actors seek to exploit weaknesses and vulnerabilities
inside the federal government’s information technology
systems.

The Observing Phase

The observing phase involves counterintelligence officers
monitoring the activities of strategic and insider threats
that have been identified as security risks. Strategic
threats may include a geopolitical adversary’s intelligence
services, vulnerable computing systems (possessing
sensitive materials that can be exploited), or personnel
ripe for recruitment or blackmail. During the Cold War,
both the United States and the Soviet Union successfully
infiltrated each other’s intelligence services by
identifying the vulnerabilities of their opponents. The
Soviets cultivated lucrative relationships with walk-ins
such as Aldrich Ames and Robert Hanssen which allowed
them to gain access to troves of documents from inside
the CIA and FBI. Similarly, CIA personnel maintained
longstanding relationships with individuals such as KGB
officer Vitaly Yurchenko and GRU Major General Dmitri
Polyakov, which yielded similar results.

Insider threats often include vulnerable infrastructure
within the U.S. Intelligence Community targeted by
outside actors for infiltration. Activities carried out by
counterintelligence personnel during the observing phase
may include audio and visual surveillance of compromised
personnel, behavior monitoring, polygraph examinations,
and cyber-defense adjustments. These tactics are
designed to prevent security breaches before they occur
and can also stop threats from causing further damage if
they are discovered amid an ongoing operation. Such
practices are a prerequisite to ensuring that the insider
threats identified by CI officers in the mapping phase are
addressed and accounted for.

The Reporting Phase

The reporting phase occurs when counterintelligence
officers provide reports of their activities to bureaucratic
stakeholders in the IC. These may include agencies such
as the National Counterintelligence and Security Center,
the National Security Council, or the HPSCI and SSCI
within the legislative branch. Depending on the
sensitivity of the CI breach, the media and the American
public may be informed as well. By reporting their
findings to actors both inside and outside the IC,
counterintelligence officials can give policymakers and
interested stakeholders (such as intelligence scholars) the

information they need to carry out post-mortem
assessments of CI failures. Such practices will not only
increase government transparency but will also allow for
voices from outside the government to add their own
insights and recommendations to government officials in
the IC.

The Ending Phase

In the ending phase, policymakers use the assessments
provided by CI practitioners and government officials to
make either domestic or international policy decisions.
Domestic policy decisions may include calls for additional
intelligence oversight hearings or a law enforcement
response such as an arrest or issuance of criminal charges
against an alleged perpetrator. An international response
may include the implementation of targeted economic
sanctions against a foreign government deemed
responsible for orchestrating an espionage operation.
Other tools available to policymakers may include
diplomatic admonishment or even a reprisal attack such as
a drone strike or a targeted assassination.

If a foreign ally is caught spying, as
occurred when Israel used Jonathan Pollard
to spy on the United States, policymakers
may feel that quiet diplomacy and enhanced
defensive measures are best suited to address
the breach that occurred.

Depending on the severity of the security breach, the policy
implications of a harsh reprisal may have adverse political
consequences at both the domestic and international levels.
For example, mass arrests of alleged infiltrators perceived as
potential security threats may spark a political backlash
among the broader public as occurred at the peak of the
McCarthy era in the 1950s.

At the international level, policymakers may be reluctant
to spark a tit-for-tat fight against a powerful foreign
adversary that carried out a successful espionage
operation. A disproportionate response could spark
international criticism from an otherwise sympathetic
international community. For example, a military strike or
even a state-sanctioned execution may potentially lead to
an even harsher response by the same enemy in the
future. If a foreign ally is caught spying, as occurred
when Israel used Jonathan Pollard to spy on the United
States, policymakers may feel that quiet diplomacy and
enhanced defensive measures are best suited to address
the breach that occurred. In some situations, a non-
response may be preferable, especially if raising public
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attention to the subject of counterintelligence could lead
our adversaries to threaten increasing their own defensive
capabilities.

CONCLUSION

To date, there have been relatively few theories of
counterintelligence articulated by intelligence
studies scholars. Despite being largely overlooked

by the academic community, flawless counterintelligence
tradecraft is vital for the U.S. Intelligence Community to
maintain. The theoretical model developed in this study
can serve as a departure point for use by both scholars
and practitioners of counterintelligence in the United
States. Scholars may use this model to perform post-
mortem assessments of the CI practices of governments
that have been open and transparent with implementation
of their CI policies in the past. Practitioners inside the IC
can use the model described in this study to audit existing
practices and procedures and to identify potential flaws in
existing systems. Such audits would better inform
decision-makers and hasten bureaucratic reforms vital to
ensuring the success of counterintelligence tradecraft
inside the Intelligence Community.
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Return of the Bear:
Learning from Intelligence Analysis of the USSR

to Better Assess Modern Russia
by Stephen Mettler

INTRODUCTION

In the final debate of the 2012 presidential election,
President Obama joked that the 1980s were calling Mitt
Romney to ask for their foreign policy back,1 after

Romney called Russia America’s primary geopolitical foe.
The joke is less amusing today. By annexing Crimea,
sparking a separatist rebellion in Eastern Ukraine, and
intervening militarily in Syria, Russia has proven that it is
not afraid to aggressively challenge the U.S.-led global
order.2 Today, as the Trump administration faces a
resurgent Russia, one of the most critical tasks of the U.S.
Intelligence Community (IC) is the accurate assessment of
Russia’s capabilities and intentions. For this mission,
experience from the Cold War will prove invaluable.
Though there are many differences between the USSR and
today’s Russia, there are also extensive parallels, and the
successes and failures of U.S. intelligence officials who
grappled with the Soviet Union can inform U.S.
intelligence efforts today. This article analyzes as case
studies the Cuban Missile Crisis, the Soviet invasions of
Czechoslovakia and of Afghanistan, and the collapse of
the USSR. These cases, with intelligence successes and
failures, offer hard-earned lessons on how to analyze
today’s Russia.

CASE 1: CUBAN MISSILE CRISIS

Immediate Background3

Fidel Castro accepted a Soviet offer to deploy nuclear
weapons in Cuba on May 30, 1962. U.S. intelligence
received the first reports of Soviet missiles in Cuba in
August 1962, though investigations uncovered only
surface-to-air missiles (SAMs) or found nothing. Soviet
SA-2 SAM sites were confirmed in Cuba in late August,
though U.S. policymakers remained unsure whether any
missiles were being deployed for offensive rather than
defensive purposes. On September 15, the first Soviet
mid-range ballistic missiles (MRBMs) arrived in Cuba and
construction of launch sites began. The U.S. received
intelligence that nuclear missiles might be in the process
of deployment in Cuba until October 14, when a U-2

aircraft retrieved the first hard evidence of MRBM sites
on the island. President Kennedy publicly announced the
discovery, and a subsequent naval blockade of Cuba, on
October 22.4

Intelligence Performance

Intelligence during the Cuban Missile Crisis was marked by
serious misperceptions on both sides. For the U.S. it showed
the danger of using previous experience to predict future
Soviet behavior, as well as the pitfalls of assuming that
Soviet analysts knew what their U.S. counterparts did.

Almost up to October 14, IC analysts largely reported that
the Soviet military deployment in Cuba would not include
nuclear missiles. On September 19, the Office of National
Estimates published a report reassuring policymakers that
“we believe that the military buildup which began in July
does not reflect a radically new Soviet policy” that would
change “the essentially defensive nature of the military
buildup in Cuba.”5 This misperception was due to
shortcomings in intelligence collection and in intelligence
analysis.

Cuba in September 1961 was not an easy target for
intelligence collection. One major source of U.S. intelligence
was the stream of Cuban refugees and defectors—many of
whom said they had seen massive missiles being carried
down Cuban roads at night—arriving on U.S. shores. In
retrospect, taken selectively, these reports could be
considered signals that the IC should have picked up on.
However, it is important to note that, by the time the Soviets
were preparing to deploy MRBMs, “refugee reports of
missiles had been coming in for a year and a half.”6 Many of
these reports had been investigated and found not to be
surface-to-surface missiles but rather SAMs, which were
more likely for defensive purposes, or nothing at all.7 In
addition to the fatigue which came with these “crying wolf”
reports, intelligence analysts knew that “refugee
exaggerations of anti-Castro ferment in Cuba had not been
properly discounted at the time of the Bay of Pigs…their
self-interest in wanting to return to Cuba had not been
properly weighed.”8 The fact that refugees might choose to
exaggerate missile reports in order to increase the likelihood
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of U.S. intervention in Cuba meant that analysts could not
always take reports at face value. Finally, even if a defector
from Cuba really did see a missile, these observers were not
trained to distinguish between different types of missiles or
observe precise measurements. R. Jack Smith, at that time the
head of the CIA Office of Current Intelligence, noted that “to
a layman, the Soviet SA-2 [SAM] looks big enough to
destroy half the eastern seaboard of the United States.”9

Poor weather seriously disrupted the pace
of U-2 flights before the crisis, resulting in
long gaps in photographic coverage as the
Soviets began to install the missiles.

U-2 overflights, which could bring back high-quality photos
for analysis by experts, were far more reliable. However, in
the Caribbean, September and October are within the
hurricane season. Poor weather seriously disrupted the pace
of U-2 flights before the crisis, resulting in long gaps in
photographic coverage as the Soviets began to install the
missiles.10 In addition, a U-2 had just been shot down by
Chinese Communists on September 9, and having another
plane shot down by the many Soviet SAM batteries in Cuba
would have been very negative news for the U.S. As a
result, those responsible for scheduling U-2 flights were
more cautious than they might have been in normal
circumstances.11 Even when U-2 flights were able to fly, they
were “scheduled on the assumption that any Soviet
construction would proceed at a pace which might be
considered rapid according to our own [U.S.] experience in
installing similar equipment,” with flights about two weeks
apart. However, the Soviets proved able to assemble missile
sites much more quickly than U.S. analysts expected,12

demonstrating the danger of assuming that an adversary’s
capabilities match one’s own.

One last factor which influenced IC estimates was the
knowledge that “the White House had set down a policy for
relaxation of tension with the East,” including a nuclear test
ban agreement. Because Soviet construction of an offensive
base in Cuba would directly threaten this relaxation, Roberta
Wohlstetter noted that many American analysts and
policymakers “didn’t want to believe that the Soviets were
doing what they were doing.”13 This likely interfered with the
objective analysis of intelligence suggesting an offensive
Soviet deployment in Cuba.

There were also serious shortcomings in the analysis of
intelligence on Cuba. John McCone, Director of Central
Intelligence during the crisis, stated afterward that “the
majority opinion in the intelligence community, as well as
State and Defense,” was that deploying nuclear missiles to

Cuba “would be so out of character with the Soviets that
they would not do so. They had never placed an offensive
missile in any satellite area.”14 This expectation that previous
Soviet behavior would predict future behavior was analyzed
by Klaus Knorr, who noted that “professional experience
gained through intensive and prolonged study of Soviet
behavior…will lead to a set of expectations” which is not
necessarily bad, but which rather “is a valuable tool in
performing timely, coherent, articulate, and, on a probability
basis, accurate intelligence.”15 However, in this case, the
expectation was incorrect and impeded accurate analysis.

Another aspect of the intelligence failure might have been
best summed up by President Kennedy, speaking after the
crisis: “I don’t think that we expected that [Khrushchev]
would put the missiles in Cuba, because it would have
seemed such an imprudent action for him to take.”16

Kennedy, and U.S. analysts, knew that making Cuba into an
offensive base would provoke a U.S. military response.17

Their mistake, however, was in assuming that the Soviets
knew this as well. As it happened, “the USSR gave every
indication of having been caught by surprise when the
United States reacted as vigorously as it did.”18

These factors may have actually constituted
a Soviet intelligence failure, but the fact
that U.S. intelligence analysts did not take
them into account was an American failure.

There are several reasons why the Soviets might not have
thought the U.S. would be so opposed to the deployment.
First, the U.S. had deployed Jupiter missiles in Turkey only
recently.19 Second, the USSR’s weapons shipments to Cuba
had escalated through graduated steps: basic conventional
weapons, more sophisticated tactical weapons, then
advanced SA-2 SAMs, and they had not been stopped by
the U.S. at any stage. That said, as the weapons became
more advanced, their delivery also became more covert,
meaning that the Soviets could not know whether the U.S.
was tacitly accepting their presence or whether the
Americans had simply not yet learned of their arrival. The
Soviets “evidently resolved these uncertainties in favor of
assuming U.S. toleration,” making them underestimate the
U.S. reaction to the discovery of nuclear missiles.20 Third,
U.S. officials “overestimated the clarity of [their] signals,”
which included a statement from Kennedy on September 4
noting the installation of SAMs and declaring that “we
would not tolerate an offensive base or the installation of
missiles capable of reaching U.S. territory.” The President
also requested Congressional authorization to call up
150,000 members of the Reserves. In response, however, the
Soviets merely gave “reassurance that Moscow had no need
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for an offensive base in Cuba.” They apparently “did not
find these warnings weighty enough to reverse their plans
for installation.”21 Fourth, it was “difficult for Soviet
intelligence to estimate correctly the immensely strong
popular feelings in the United States on the Cuban issue,”
which “many [U.S.] allies (including Canada) found hard to
comprehend.”22

Russia is very capable of bold moves like
this in its near abroad, and has already
achieved a partial analogue—the
annexation of Crimea.

These factors may have actually constituted a Soviet
intelligence failure, but the fact that U.S. intelligence
analysts did not take them into account was an American
failure. IC analysts assumed that the Soviets knew what they
themselves knew: that the U.S. could not tolerate Soviet
nuclear missiles in Cuba. This misperception is an example of
“mirror-imaging,” or assuming that the other side knows
what you know, and it impeded analysts’ ability to recognize
that deploying nuclear missiles to Cuba might not be
unreasonable from the Soviet point of view. As a result, the
analysts were painfully slow in seriously considering the
possibility that the USSR might be deploying the missiles.

 Applications to Today’s Russia

The Cuban Missile Crisis was a dramatic, risky offensive
move by the USSR. Many analysts and historians believe
that the core Soviet goal was to deploy the missiles
clandestinely, attain launch capability, and then present the
U.S. with the fait accompli of an offensive nuclear threat off
the U.S. coast.23 With their underestimation of American
resolve, the Soviets might then have expected the U.S. to
make statements of anger, consult with allies, perhaps file a
case with the UN, but finally decide that the risks of an
attack against Cuba were too high and accept the
deployment for lack of a better option.24 A modern Russian
parallel is unlikely to be the deployment of nuclear missiles
on another state’s soil, given that Russia today has a much
smaller global military presence than the Soviet Union did.
However, Russia is very capable of bold moves like this in
its near abroad, and has already achieved a partial
analogue—the annexation of Crimea.

Russia captured Crimea with carefully calibrated, deniable
military intervention and a “referendum” with the veneer of
legitimacy.25 This approach is similar to the Soviet Union’s
internationally tolerated supply of conventional military aid
to Cuba, which was widely seen as a victim of U.S.
aggression after the Bay of Pigs invasion, and the intended

secrecy and deniability of nuclear missile delivery and
installation. Presented with a Russian victory in Crimea, the
U.S. and its allies made strong statements but found that
they were not willing to take the kind of action which could
push the Russians back, as the Soviets probably hoped
would happen in Cuba.

Though it is too late for Crimea, Russia could attempt a
similar operation further west, perhaps by undermining a
NATO member in the Baltics. For this case, the most
important lesson from the Cuban Missile Crisis is that the
U.S. must assert its resolve in a way which Russia takes
seriously. Russia is more likely to undertake an aggressive
act akin to the deployment of nuclear missiles in Cuba or the
annexation of Crimea if it underestimates the risk of U.S.
response. To pre-empt this threat, the new administration
must make it very clear that it will not tolerate Russian
aggression. It must also back that statement up with action,
as Cuba proved that statements of resolve are meaningless if
opponents do not think the U.S. will follow through on them.
In the case of the Baltic NATO states, this would entail not
only clarification that the U.S. will fight to defend any NATO
member from Russian destabilization or military attack, but
also, for example, deployment of additional U.S. military
rotations to the eastern NATO frontier.

CASE 2: INVASION OF CZECHOSLOVAKIA

Immediate Background

On January 5, 1968, reformist Alexander Dubèek replaced
hardline Stalinist Antonin Novotny as head of the
Communist Party of Czechoslovakia. Political and economic
liberalization followed, including policies of “socialism with a
human face,” the abolition of censorship, and steps toward
competitive democracy. In the following months Soviet
leadership, as well as leaders of satellite states, grew
increasingly concerned that Czechoslovakia was
approaching a break with the Warsaw Pact. In July, Warsaw
Pact military exercises in and around Czechoslovakia began,
as representatives of other Eastern European Communist
parties issued Czechoslovak leaders thinly veiled warnings
to limit reforms. At a Warsaw Pact meeting in Bratislava on
August 3, there was an apparent reconciliation between
Czechoslovakia and the rest of the Warsaw Pact. However,
on August 18 the Kremlin decided upon an invasion of
Czechoslovakia. An estimated 500,000 Warsaw Pact troops
invaded the country on the night of August 20.26

Intelligence Performance

IC analysis during the crisis was partially successful, by
noting the mobilization of Soviet military forces to
Czechoslovakia and reporting that an invasion was
logistically possible. However, right up to the invasion, U.S.
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analysts hesitated to predict that Soviet leaders might truly
intend to intervene. The IC underestimated Soviet alarm at
the rapid changes in Czechoslovakia, as well as Soviet
leaders’ willingness to incur diplomatic costs, while it based
some analysis on past examples of Soviet behavior which, in
retrospect, were not applicable to Czechoslovakia.

Cynthia Grabo, an analyst who served on
the interagency Watch Committee, noted
after the invasion that every agency had
had a “distinct minority” which believed
that the USSR would use military force
against Czechoslovakia but that IC
estimates never suggested higher than 50-
50 chances of that outcome. She concluded
that the case had demonstrated “a chronic
U.S. intelligence community tendency to
err on the side of under-warning.”

On January 12, 1968, one week after Dubèek became head
of the Czechoslovak Communist Party, a CIA report noted
that the Soviets were concerned about the situation.
However, it estimated they would not apply heavy
pressure until their interests were clearly threatened. It
also predicted that, knowing this, the Czechs would
“avoid moves which might provoke the Soviets into
precipitous actions.”27 A memorandum from March 21
stated that “there is now a real prospect that
Czechoslovakia will be able to set itself on a path” of “a
meaningful degree of liberty at home and sovereignty
abroad.”28 It acknowledged that if “events get completely
out of hand in Eastern Europe” the Soviets might feel
forced to intervene, but that the Soviets would be even
more reluctant to use troops than in 1956.29 It based this
estimate on the fact that intervention would “destroy
[Soviet] political investment in Western Europe, so much
larger now than in 1956, and severely damage their
prestige in the world at large.”30 It additionally backed the
projection up with three examples: “Albania’s de facto
withdrawal from the Warsaw Pact,” Romania’s movements
toward relative independence within the pact—neither of
which triggered Soviet intervention—and the USSR’s
reluctant toleration of an independent Yugoslavia.31 The
estimate accepted that the stakes in Czechoslovakia might
be higher than in these cases and that the Soviets might
decide that the costs of intervention “would simply have
to be suffered.” However, it projected that it was more
likely that the USSR would seek to “curb and contain”
with “economic sanctions, bluster and threat, [and]
political interference” but would avoid the risks of full
intervention and, eventually, accept that significant

changes were beginning in Eastern Europe.32 As tensions
rose, a May 10 CIA report acknowledged that Soviet
military intervention could “no longer be excluded,”33 but
a June 13 report entitled “The Dubèek Pause” stepped
down the warning by saying that the crisis seemed to
have cooled into “an uneasy truce.”34 The report noted
the presence of Warsaw Pact troops engaged in exercises
on Czech soil and stated that the Soviets “might once
again use their troops to menace the Czech frontier,” but
repeated that Soviet leaders wished “to avoid drastic and
costly” intervention.35

Cynthia Grabo, an analyst who served on the interagency
Watch Committee, noted after the invasion that every
agency had had a “distinct minority” which believed that
the USSR would use military force against Czechoslovakia
but that IC estimates never suggested higher than 50-50
chances of that outcome. She concluded that the case had
demonstrated “a chronic U.S. intelligence community
tendency to err on the side of under-warning.”36 This was
driven by three main factors. First, the CIA repeatedly
overestimated the value of détente to Soviet leaders,
thinking that the Soviets would be too reluctant to
sacrifice political investment in Western Europe and
international prestige through intervention.37 In reality,
although this sacrifice probably made the Soviet decision
difficult, it evidently was not compelling enough to
restrain the USSR. Second, the CIA noted that Albania
had effectively withdrawn from the Warsaw Pact, Romania
had jockeyed for a measure of independence, and the
USSR had learned to live with an independent Yugoslavia.
In the end, these examples simply did not predict the
Czech case. This is most likely because of
Czechoslovakia’s integral military and industrial
contribution to the Warsaw Pact,38 and to the tremendous
prestige blow the USSR would have suffered if
Czechoslovakia, unlike a more peripheral country such as
Albania, had chosen to break from the pact. Third, IC
analysts appear to have underestimated how threatened
Soviet leaders felt by changes in Czechoslovakia, which
distorted their understanding of the Soviet cost-benefit
analysis. Many analysts had a misplaced belief that the
“Soviet Union had ‘matured’ since the suppression of the
Hungarian revolt in 1956,” and would not mount such an
intervention again.39

The technical intelligence picture on Czechoslovakia was
also clouded in the days leading up to the invasion, for
two major reasons. First, though the CIA was able to track
some of the Warsaw Pact military deployments in and
around Czechoslovakia, it was deprived of the CORONA
program satellite imagery which would have spotted the
mobilization for the invasion. This imagery likely would
have led analysts to conclude that invasion was imminent.
A KH-8 satellite launched on August 6 should have been
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able to reveal those deployments, but a post-launch
technical failure within the satellite made it useless.
Another satellite’s bucket of film which “clearly showed
Soviet preparations—including massing troops—for an
invasion” was recovered only after the intervention had
ended.40 Second, there were disruptions in the
communication of technical intelligence which indicated
that an invasion was imminent. A post-mortem on the
crisis ordered by the DCI reported that “certain items of
information, collected by highly sensitive technical means
before the invasion but not available in Washington until
afterward…could have permitted a better assessment of a
Soviet intent to intervene as opposed to the continuation
of a war of nerves.”41

The question of whether Czechoslovakia
was an intelligence failure depends upon
one’s threshold for what qualifies as
effective warning. What is clear is that the
IC was partially successful in monitoring
the crisis and predicting potential outcomes,
but was unsuccessful in accurately
estimating and conveying the probability
of those outcomes.

It should be acknowledged that some effective, timely IC
warning was disregarded by policymakers. The morning
of August 20, DCI Richard Helms learned that Soviet
leaders had been summoned for an urgent Politburo
meeting on August 18. This was against normal procedure
for the Soviet leadership in August, and indicated that a
very serious matter had been decided. Helms thought that
matter was Czechoslovakia, and he reported the
intelligence to President Johnson. Johnson, however,
replied “that Moscow meeting is to talk about us,”
thinking the Politburo had been meeting about upcoming
strategic arms limitation talks.42 Johnson’s dismissal of
this information helped contribute to the sense that there
had been an intelligence failure, despite the IC warning.

Finally, there is some dispute about whether true warning
of imminent invasion would have been possible. A CIA
post-mortem notes the IC provided strategic warning that
an invasion was possible months in advance, and
concludes that warning of a Soviet invasion to invade
“could not have been given under the circumstances and
with the information available at the time.”43 However, a
memo from the U.S. Navy Deputy Director for Intelligence,
sent two days after the invasion began, stated that senior
staffers should have been alerted that invasion was “a
real and present possibility,” clearly believing that such

alert had not been received.44 It is also true that many IC
reports, though they noted the presence of Warsaw Pact
troops in and around Czechoslovakia and the logistical
possibility of invasion, suggested that these troops were
being deployed primarily as a warning to the Czechs and
were unlikely to be used as an invasion force. The
question of whether Czechoslovakia was an intelligence
failure depends upon one’s threshold for what qualifies
as effective warning. What is clear is that the IC was
partially successful in monitoring the crisis and predicting
potential outcomes, but was unsuccessful in accurately
estimating and conveying the probability of those
outcomes.

Applications to Today’s Russia

There are clear parallels between the Czechoslovakia
crisis in 1968 and the Ukraine crisis today. As the Soviet
Union considered Czechoslovakia an integral part of the
Warsaw Pact and Communist bloc, in which it had the
right to intervene when necessary, today’s Russia
considers Ukraine inalienably connected to it in historical,
cultural, and political terms. Though Russia’s annexation
of Crimea and its ongoing role in Eastern Ukraine have
depended upon carefully calibrated moves and
deniability, and are thus not as blatant as the Soviet
invasion of Czechoslovakia, they display some of the
same trends.

In response to Russia’s annexation of Crimea, President
Obama declared that “this is not how, in the 21st century,
we resolve disputes.”45 This wishful thinking, and the
belief that diplomatic pressure and sanctions would force
Russia to retreat from Ukraine, mirror 1968 intelligence
analysts’ assumption that the USSR would be unwilling to
sacrifice détente and diplomatic gains for an intervention
in Czechoslovakia. In fact, Western pressure has not only
failed to bring Russia into line in Ukraine but has failed to
stop Russia from deploying additional nuclear-capable
missiles to its Kaliningrad enclave46 and launching its
intervention in Syria. The most important lesson that the
invasion of Czechoslovakia can offer is that today’s
intelligence analysts should never assume that Russia
constructs its cost-benefit calculations in the same way
that its Western counterparts do. Further analysis should
consider the high tolerance that Russia, and its
predecessor the Soviet Union, have shown for suffering
diplomatic isolation and sanctions.

CASE 3: INVASION OF AFGHANISTAN

Immediate Background

In 1979, instability in the USSR client state of Afghanistan
raised concerns that the Afghan government might collapse.
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The USSR launched a full-scale intervention in December
1989, prompting U.S. policymakers who felt they had been
caught by surprise by the invasion to criticize the IC.47

Intelligence Performance

In the months leading up to the Soviet invasion of
Afghanistan, IC analysts downplayed the possibility of
intervention. Even if the Afghan regime fragmented, they
expected the Soviets to seek to install a more moderate
replacement “rather than accept the political costs and
risks of a massive Soviet invasion to fight the
insurgency.”48 Once the deployment of Soviet troops to
the border with Afghanistan became clear around mid-
December, IC reports “gave warning at least 10 days
beforehand that the USSR was prepared to invade” if it
chose to do so.49 Still, analysts believed that the Soviets
would respond with “an increase in advisers, security
forces, and material and that a large-scale military effort
would be unlikely,” though logistically feasible.50 These
projections were mostly based on predictions, which
eventually turned out to be accurate, of the “many
operational difficulties that the Soviets would encounter”
in Afghanistan.51

Once the Soviet intervention began late on December 24,
1989, analysts noted reports of Soviet airborne
deployments to Afghanistan. However, they believed that
this was not “the beginning of a Soviet invasion, but
rather…an incremental increase in the Soviet security
force in Kabul” to defend Soviet citizens and shore up
security. U.S. analysts did not become aware of the true
scale of the invasion until December 28, when “the
magnitude of the airlift became clear, when the news of
the Soviet-engineered coup had been received, and the
movement of the motorized rifle divisions occurred.”52

U.S. policymakers felt that the IC had failed to issue
adequate warning before the intervention. In its own
defense, the CIA pointed out that it had reported the
technical possibility of invasion over a week in advance.
This was plenty of time for the Carter administration to
issue a warning to Moscow, but the CIA claimed that the
administration, distracted by SALT II negotiations and
the Iranian hostage crisis, “instead chose to ‘downplay
its warnings’.”53 It is evident, however, that the IC
underestimated the Soviets’ tolerance for risk when it
projected that the logistical difficulties of large-scale
deployment to Afghanistan would hold the USSR back.

Applications to Today’s Russia

This case parallels analysis of Russia’s recent
intervention in Syria. In 2015, three days after Russia
began to launch airstrikes, President Obama warned Putin

that he was only going to be drawn into a “quagmire” in
Syria.54 Obama’s statement not only reflected the logic
that U.S. policymakers had used to justify minimal
involvement in the Syrian conflict, but also the belief that
Russia would end up stuck in a failed intervention, as it
did in Afghanistan. What has happened since then
suggests otherwise. Accusations can be made about the
abhorrent humanitarian cost of Russia’s actions, but it is
impossible to argue that Russia has failed in its objective
to shore up the Assad regime.

The case of Afghanistan demonstrated that the USSR was
significantly more prepared to accept risk for the sake of
geopolitical gain than U.S. analysts assumed. This
suggests that Americans should not have been as
surprised as they were by Russia’s decision to intervene
in Syria. In the end, U.S. analysts were correct about the
challenges Soviet troops faced in Afghanistan: the USSR
endured a draining, brutal counterinsurgency and a
humiliating retreat. However, Russia’s intervention in
Syria does not appear to be headed in that direction. This
means that Afghanistan’s lessons for intelligence
analysis are still valid: Russia is often much more willing
to accept the risks of military intervention outside its
traditional sphere (i.e., outside the historical Russian
sphere of influence in Eastern Europe, which is addressed
in the Czechoslovakia example) than U.S. observers
expect. The follow-on case of Syria, though it is very
different from the Afghanistan situation, suggests that
Russia may have become better at these interventions.
Next time U.S. analysts perceive that Russia sees a
geopolitical threat or opportunity, even outside its
traditional zone of military predominance, they must
consider Russia’s demonstrated willingness to launch
interventions which appear prohibitively risky to others.

CASE 4: COLLAPSE OF THE USSR

Immediate Background

In March 1985, Mikhail Gorbachev became the leader of the
Soviet Union during a time of worsening economic
conditions inside the country. Once in office, Gorbachev
pursued reform policies of openness (“glasnost”) and
restructuring (“perestroika”). However, his policies failed to
bring about sufficient economic recovery, while allowing
citizens new freedoms to protest his administration. On
March 26, 1989, the first free elections took place in the
Soviet Union, resulting in embarrassing defeats for the
Communist Party. In the fall of 1989, communist regimes were
toppled across central and eastern Europe, and the Berlin
Wall fell on November 9. In 1990, nationalistic tensions
within the USSR led to independence movements in the
Balkan states. In 1991, an attempted coup by Soviet
hardliners was put down and Boris Yeltsin became leader of



American Intelligence Journal Page 39 Vol 35, No 2, 2018

Russia. The Baltic republics’ independence was recognized
and Ukraine declared independence, followed by other
republics, ending the Soviet Union. Gorbachev resigned as
Soviet president on December 25, 1991.55

Intelligence Performance

The intelligence picture leading up to the fall of the USSR
became highly controversial after the Soviet collapse. Many
contemporary commentators, including Congressmen,
claimed that the CIA was entirely wrong in its analysis. The
CIA responded that, though it made some mistakes, overall
its projections were accurate. Objectively, some quantitative
estimates were miscalculated and misrepresented. The IC did
accurately assess some of the Soviet Union’s internal
challenges, though it did not predict the impending collapse
of the USSR. That said, it is important to recognize the limits
of intelligence analysis in predicting monumental, sudden
events like the collapse of the Soviet Union.

A May 30, 1989, CIA report titled “How Vulnerable Is
Gorbachev?” provides a good example of IC reporting before
the fall of the Soviet Union. The report analyzed
Gorbachev’s “removal of the ‘dead souls’ from the Central
Committee,” which it projected “enhanced his ability to push
reforms more aggressively and made it harder for his more
orthodox opponents to remove him.”56 However, though the
report did project a stronger position for Gorbachev, it noted
that poor economic performance, nationalistic unrest, and
recent elections’ “assault on the party apparatus” were
creating serious friction within the USSR. Most interestingly,
the report cited different agencies’ projections for a
challenge to Gorbachev’s position and policies during the
next three or four years. It listed the National Intelligence
Office’s USSR Branch, State Department Bureau of
Intelligence and Research, and NSA as projecting that
Gorbachev had good odds, at around 70-80%, of remaining
in power. The CIA’s Soviet Office was more negative, seeing
“only a 50-50 chance of Gorbachev’s surviving unless he
retreats significantly from his reform policies.”57

In retrospect, all of these estimates appear far too generous.
After the Soviet collapse, many reasons were put forward to
explain the gap. Some claimed that the case demonstrated
how “intelligence gatherers are great counters” of missiles,
factory production, and other quantifiable data, but they are
much worse at reading “the underlying political and social
dynamics in a society.”58 Others said that intelligence agents
“catered to the preconceived notions” of officials in the
Reagan and Bush administrations and that, with “rigid
conceptual conformity between the analysts and the
decision makers,” analysts said what policymakers wanted
to hear.59 Even the CIA admitted that its calculations of
Soviet GNP were seriously flawed. For instance, the “CIA
estimated the USSR’s average annual GNP growth during
the 1980-85 time frame to be nearly 2 percent,” which would

indicate that the Soviet economy was growing healthily
while it was in fact painfully stagnating. The CIA said
specifically that it had “almost certainly failed to account
fully for the differences in the quality of U.S. and Soviet
goods” and that, because GNP includes all output, including
military goods and wasted production, GNP calculations
portrayed the Soviet economy as healthier than it actually
was.60 Many commentators used these GNP numbers as
evidence that the CIA was widely off the mark, or even
suggested that the CIA had been deliberately inflating
Soviet GNP estimates in order to “fuel the arms race.”61

Shrill claims that the IC was entirely wrong about the state of
the Soviet Union are countered by many reports from before
the collapse, which detail the extensive domestic problems
faced by Gorbachev and predicting some kind of
approaching political confrontation.62 CIA post-mortem
reports note that, even with mistakes in GNP calculations,
the Agency “called attention to the deep and structural
problems that pointed to continued decline” in the Soviet
economy.63 IC analysis accurately assessed in 1987-88 that
Gorbachev’s “half measures at reform were generating
political resistance…while failing to produce the economic
results necessary to sustain popular support.” It even made
accurate, timely predictions of political crisis: one 1991 IC
report expected “a high probability of a major political crisis,
one form of which could be a coup attempt,” while another
projected “a major shift of power to the republics” unless
“blocked by a traditionalist coup,” only months before the
attempted coup by Soviet hardliners.64

However, even CIA post-mortems defending the Agency’s
analysis admit that the IC did not predict the fall of the
Soviet Union, illuminating some of the limits of what
policymakers and analysts should expect from intelligence
services. Most importantly, though the IC recognized the
challenges facing Soviet leadership and projected that crises
and confrontations would happen, exactly what happened
and when it happened depended on chance events and
individual decisions. The trends were there, but the results
were neither inevitable nor predictable. For example,
Konstantin Chernenko, Gorbachev’s predecessor, might not
have died when he did, and Gorbachev was by no means an
inevitable choice to succeed Chernenko. If either of these
two chance events had happened differently, a CIA report
asks, “How much longer would the Soviet Union have
muddled along?”65 The IC did effectively assess many of the
trends which led to the USSR’s dissolution. Expecting more,
especially expecting warning of how and when the collapse
would happen, was asking for too much from analysts.

Applications to Today’s Russia

Analysis of pre-collapse Soviet Union parallels analysis of
modern Russian society. Today’s Russia faces serious
economic hardship,66 nationalistic unrest in the Caucasus,67
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and internal political dissent.68 Though these problems are
less critical than they were in the collapsing Soviet Union,
especially considering the fact that Vladimir Putin
maintains high popular legitimacy,69 they are deeply
important to track when it comes to analyzing and
predicting Russian behavior. However, this analysis
should draw two key lessons from the fall of the Soviet
Union.

First, intelligence officers should carefully consider how
effectively they are assessing conditions in Russia. One
reason IC estimates of Russian strength were so far off
was that Soviet economic performance simply was not
being calculated properly. Because of the USSR’s lower
product quality, high military spending, and significant
amount of wasted production, GNP as the CIA calculated
it was not an accurate tool for analyzing the Soviet
economy. Today’s Russian economy is not nearly as
distorted as the Soviet Union’s was, but it is still
important to consider where Russia is economically
distinct from other countries and how to account for that
in analysis. This effort to account for Russian
distinctiveness is needed for analyzing the country’s
society as well. Before the fall of the Soviet Union, the IC
underestimated the likelihood of a challenge to
Gorbachev, much less of the dissolution of the USSR
itself, because it failed to account fully for shifts in
Russian society. In analyzing today’s Russia, by
comparison, it is hard for Western observers to
understand how Vladimir Putin maintains such a high
level of popular legitimacy despite sanctions and
recession.70 Understanding why this happens and, even
more, understanding whether it will shift, is critical to
effective analysis of Russian capabilities and intentions.

Second, some sudden changes simply cannot be
predicted effectively. The fall of the Soviet Union was a
momentous event: how and when it happened was
dependent upon many individual choices and chance
incidents. Though the factors that led to the fall were
observed and reported by the IC, it is unfair to find
intelligence analysts at fault for not being able to say
exactly when and how these factors would become too
much for the USSR to handle. There are limitations to
what can reasonably be expected of intelligence services,
and those limitations are just as real today as they were
when the USSR fell. Russia today faces deep challenges,
but no policymaker should expect to be warned ahead of
time exactly whether or when these challenges will come
to a tipping point for the regime. If such an event
happens, its exact circumstances and timing are likely to
be dependent upon the intersection of many
unpredictable and chance events, as the fall of the USSR
was. As such, policymakers must act, knowing not only
that sudden major shocks are possible in the Russian
context but that those shocks can come without warning.

CONCLUSION

Nearly three decades after the end of the Cold War,
Russia has returned as a major geopolitical
opponent of the U.S. Though modern Russia is not

as threatening as the USSR was, it is still a highly capable
regional power player and it poses serious threats to U.S.
interests. Fortunately, this threat is not entirely
unprecedented. U.S. intelligence analysts’ hard-won
experience struggling with the USSR during the Cold War
offers a wealth of lessons on how to analyze Russia today.
Among the most important come from the Cuban Missile
Crisis, the Soviet invasions of Czechoslovakia and
Afghanistan, and the Soviet collapse. The core lesson of
Cuba is that the U.S. needs to send clear signals that it will
not tolerate certain actions, and back those signals up with
force if necessary, to ensure that Russia does not
underestimate the potential costs of aggressive geopolitical
gambles. Czechoslovakia and Afghanistan both show that
analysts must work to understand Russia’s distinct
construction of cost-benefit analyses, particularly the
historical fact that the USSR and Russia have proven willing
to accept diplomatic costs and geopolitical risks that the IC
thought would restrain them from action. Finally, the Soviet
collapse underlines that there are unique traits of Russian
society which must be taken into account in analysis. It also
offers the broader warning that even having accurate, timely
intelligence is not enough to predict major events which rely
on intersections of circumstance and chance; it is often
unreasonable to expect intelligence to be able to predict
these events or their timing in advance. Each case offers
many more lessons, but these are the central ones most
applicable to today’s Russia.

As the Trump administration takes a new approach to U.S.
foreign policy, these lessons are critical for both intelligence
analysts and policymakers as they seek to understand
Russia and predict its future behavior. The U.S. knows from
experience that Russia, even if it is more limited today than it
was in the days of the Soviet Union, can be a tenacious
geopolitical opponent. However, it is some reassurance to
know that, of all the foes the U.S. could face, Russia
provides American analysts with by far the most applicable
historical experience on which to draw. The Intelligence
Community must draw on that experience, or risk repeating
the mistakes it made during the Cold War.
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OVERVIEW

Article 5 of the Washington Treaty clearly states
that an attack against one member will be
considered an attack against all members. Unlike

the domains of sea, air, or land, there is no agreed upon
definition of attack in the newly adopted domain of cyber.
This article addresses the challenges of collective
response to attacks in the cyber domain.

A NEW OPERATIONAL DOMAIN

In June 2016, the North Atlantic Treaty Organization
(NATO) moved to recognize cyberspace as an official
operational domain—in addition to the long-standing

land, air, and sea domains.1 Subsequently, NATO member
states are grappling with a plethora of challenges related
to developing, integrating, and implementing a cyber
doctrine.

EVOLUTION OF NATO POLICY ON CYBER
DEFENSE

Cyber defense has been part of NATO’s political
agenda since 2002. The coordinated distributed
denial of service (DDoS) attacks against Estonia in

2007, for which Tallinn has blamed Moscow,2 highlighted
for NATO the criticality of bolstering the organization’s
and the Allies’ individual cyber defense capabilities.3

Since 2012, cyber defense has been integrated into the
NATO Defense Planning Process, and its networks have
been upgraded to bring them under a centralized
protection mechanism.4 In 2014 NATO defense ministers
endorsed the organization’s current cyber defense policy
and moved to increase outreach to the private sector for
cooperation on cyber threats.5

COLLECTIVE DEFENSE OF CYBERSPACE

NATO’s core mandate of collective defense is
enshrined in the Washington Treaty (1949), the
Alliance’s founding document. Article 5 of the

Treaty provides the basis for this mandate; it states “the
Parties agree that an armed attack against one or more of
them in Europe or North America shall be considered an
attack against them all.”6 According to Article 6, this
agreement applies to an armed attack within the territory
of any of the parties or on their forces, vessels, or aircraft
in or over said territories.7

With the addition of cyberspace as an operational
domain, policy and military experts and decision-makers—
to include NATO Secretary General Jens Stoltenberg—
have suggested a significant cyber attack could justify
invoking Article 5.8 In June, the Assistant Chief of Staff
for the Cyber Division at NATO’s Supreme Headquarters
Allied Power Europe, Brigadier General Christos
Athanasiadis, claimed NATO would now consider a more
aggressive response to a cyber attack like the 2007 DDoS
attack on Estonia.9 He stated, “We would have rules of
engagement. There would be a strong cyber or
conventional response if what happened to Estonia were
to take place now.” Problematically, however, NATO has
not defined when a cyber attack would justify a collective
response under Article 5, let alone rules of engagement
for cyberspace, which hinders the Alliance’s ability to
establish parameters for a response and to conduct
contingency planning.

DEFINING A CYBER ATTACK

Traditional understandings of defense and
deterrence are muddled with regard to rules of
engagement in cyberspace. Defining a cyber attack

is more complex than an outright, armed attack on
physical territory or forces.10 Some experts have
suggested a cyber attack must cause physical damage to
critical infrastructure or the death of citizens to justify
invoking Article 5.11 Many recent cyber attacks have
targeted electrical, transportation, and banking services,
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causing disruptions and distributed denial of both
private-sector and government services (Estonia, 2007;
Ukraine, 2015-17).12, 13, 14 If this can be considered
precedent, it would seem such economic disruption does
meet the threshold for invoking Article 5. However, it is
unclear if NATO would judge a more comprehensive
attack on government or private infrastructure—for
example, a data manipulation or deletion attack that
affects critical health care information or financial
records—as requiring a collective response, even if no
lives were directly lost as a result.

ESTABLISHING PARAMETERS
FOR RESPONSE

NATO has also yet to define when the use of armed
force would be considered in response to a cyber
attack. According to Article 5, in the event of an

armed attack on NATO or a member state, the Allies agree
to “assist the Party or Parties so attacked by taking
forthwith, individually and in concert with the other
Parties, such action as it deems necessary, including the
use of armed force, to restore and maintain the security of
the North Atlantic area.”15 The United Nations Charter
(Article 51) also permits the use of force in self-defense
following an armed attack.16 In neither instance, however,
are parameters set for responding to a cyber attack.
Indeed, international law writ large is still grappling with
its understanding of cyber warfare as an asymmetric
threat.17

In the event of a “persistent and devastating” cyber
attack, which NATO officials have suggested could
justify invoking Article 5, the initial lines of effort
probably would be focused on determining the source of
the attack to mitigate the immediate impact, secure critical
networks, and prevent a follow-on attack.18 Following
such an attack, the public would inevitably demand action
from political leadership. Any response must be informed
by the nature of the attack; determining a proportional
response is an inherently political decision. Translating
that political decision to military lines of effort will be a
challenge for NATO, especially without clearly defined
contingency plans. NATO member states’ cyber
capabilities vary significantly, and NATO has few
permanent standing forces; members contribute forces
voluntarily after agreeing to engage in an operation.19

NATO probably will not be postured to respond in kind to
a major cyber attack; each NATO member country will
have different levers available and different preferences
for reestablishing security, ranging from diplomatic to
cyber to kinetic response options.

ATTRIBUTION AND IMPACT

Due to the complexities of cyberspace, it will be
challenging for NATO to determine definitively
who carried out or ordered a cyber attack, which

will hinder its ability to calculate a response. NATO
adversaries are developing state-sponsored cyber warfare
capabilities while concurrently leveraging private cyber
actors to execute attacks, further obfuscating the source
of a cyber threat.20 If and when NATO is able to attribute
an attack with certainty, the Alliance may be unable to
disclose publicly enough information to support a firm
response given the sensitivity of the investigation.
Similarly, it will be almost impossible to gauge accurately
the long-term consequences and latent effects of a major
cyber attack, making it difficult to coordinate a
proportionate response and identify when security has
been reestablished.

To date, Article 5 has been invoked only once, following
the September 11, 2001, terrorist attacks on the United
States.21 NATO issued a statement two days following the
attacks: “‘If it is determined that this attack was directed
from abroad against the United States, it shall be regarded
as an action covered by Article 5 of the Washington
Treaty.”’22 Less than a month after the 9/11 attacks, the
U.S. had gathered sufficient evidence to convince member
states al-Qaeda had perpetrated the attacks.23 In contrast,
cyber attacks can take several months to identify, and
even more time may be needed to attribute and
understand the extent of the attack, as evidenced by the
recently revealed Equifax hack and the new disclosures
about the breadth of the 2013 Yahoo hack.24, 25

BALANCING DEFENSE AND STRATEGIC
AMBIGUITY

Since the signing of the Washington Treaty in 1949,
NATO has heavily leveraged diplomatic channels
to prevent conflict while maintaining standing

military capabilities as a deterrent and as leverage should
deterrence fail.26 The complexities of cyberspace
exacerbate the tensions between political decision-
making—where flexibility is key—and military operations,
which require clear operational guidelines. This will pose
persistent challenges for NATO as it seeks to develop a
comprehensive cyber defense doctrine and integrate
cyber capabilities into contingency planning for future
“hybrid” warfare scenarios.
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CONCLUSION

The dynamic nature of cyberspace may necessitate a
persistent degree of strategic ambiguity.27   However,
this must be balanced by robust early warning

capabilities and defense of NATO and Allied government
and private sector (specifically critical infrastructure)
networks to safeguard against a major cyber event.
Furthermore, NATO must develop contingency plans—to
include viable targeting options—to enable a rapid
response in mitigation of a cyber attack and to limit the
long-term impact.
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Deception Unbounded:
Counterintelligence and the Angleton Worldview

by Philip D. Rexroth

INTRODUCTION: WHY ANGLETON?

James Jesus Angleton might at first glance seem to be an
unlikely candidate for a study of leadership in the
Intelligence Community (IC), as he never rose higher in

the ranks of the Central Intelligence Agency (CIA) than chief
of the Counterintelligence (CI) Staff, which was the
organization within the CIA’s Directorate of Operations
tasked with identifying and investigating potential
penetrations of the CIA or its operations.1  However,
Angleton played an outsized role in the initial development
of the CIA during his 20-year tenure (1954-1974), leveraging
his relationships with the Directors of Central Intelligence
(DCIs) under whom he served to wield influence far beyond
what his formal position or title might suggest.  Additionally,
Angleton inspired great personal loyalty among his
subordinates and devotees within CIA (and tremendous
animosity from his detractors), and was by all accounts an
objectively brilliant and polarizing man.  All of these factors
combined to insulate his leadership of the CI Staff from the
oversight that usually applies to components within larger
organizations.  Thus, Angleton’s story serves as a
cautionary tale for IC leaders on the value and necessity of
effective operational oversight and the dangers of allowing
iconoclastic individuals or personal relationships to short-
circuit the chain of command.

ANGLETON IN CONTEXT: BACKGROUND

In order to understand Angleton’s implications for
leadership in the IC, it is important to understand the man
himself, his professional worldview, and the historical

context in which he operated.  Like many charismatic leaders
(in the sense of leading by force of “larger-than-life
personality”)2 who are able to exercise more de facto power
than their position in the organization might suggest,
Angleton was a compelling and distinctive individual whose
mind operated in a manner unlike any of his counterparts.
David C. Martin, in his examination of Angleton’s tenure at
CIA, goes so far as to say that “in many ways, James Jesus
Angleton was as singular a man as ever worked for the
United States government.”3  The leadership style of a man
as distinctive as Angleton can be difficult to categorize, but
perhaps the most accurate description would be some mix of

visionary/authoritative and commanding/coercive, combined
with a keen understanding of how to maintain his autonomy
and organizational power despite his relatively junior
position.  As one of his contemporaries remarked, “Jim was
enormously clever; he relished his bureaucratic power and
was expert at using it.  He was utterly contemptuous of the
chain of command.”4

He jealously guarded information about
the operations of the CI Staff, and he
controlled how and when he brought the
DCI into the loop.

Such a man would have been difficult to control even for a
DCI who was determined to do so, but for the majority of
Angleton’s career he enjoyed close personal relationships
with the DCI that allowed him to operate with a relatively free
hand, to include maintaining his own parallel system of
records under lock and key.5  As one of Angleton’s former
subordinates explained, “Angleton’s main problem was that
his superiors, mainly Dulles and Helms, weren’t able to
control him… He built an empire out of CI, and they allowed
him to do it.  And CI became a very unbalanced area of the
whole intelligence effort.”6  Thus, Angleton’s inherent
distaste for authority and his innate brilliance allowed him to
manipulate relationships with his nominal superiors in ways
that often inverted the expected balance of power (flipping
the concept developed by organizational behavior scholars
Stephen Robbins and Timothy Judge of “dependence” in
power relationships on its head).7 He jealously guarded
information about the operations of the CI Staff, and he
controlled how and when he brought the DCI into the loop.
As his contemporary quoted above also noted, “He would
put each new director through the embarrassment of having
to beg him to indoctrinate them in important CI matters.”8  In
other words, Angleton was a master at “managing up” in
order to maximize his autonomy.

The historical context of CI in which Angleton operated also
provides insight into the leadership challenges he embodied,
and why his response to those challenges continues to be
contentious.  First, Angleton began his career in CI during
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World War II, when he was given wide operational latitude
at a young age (26) in an environment where he was privy to
the most sensitive Allied intelligence programs (ULTRA,
DOUBLECROSS) as a member (and later a branch chief) of
the X-2 division of the Office of Strategic Services (OSS).9

Those programs involved massive penetration and
deception of enemy intelligence services and their
operations, contributing significantly to Angleton’s mirror-
image assumptions of pervasive Soviet penetration efforts
directed at the Western IC for the remainder of his career.
The mindset of the need for extreme secrecy and
compartmentalization would stay with Angleton even after
the war, as he utilized his control over the flow of
information from potential defectors and his unique access
to all of CIA’s files (including personnel files) as a way to
enhance his personal power and the power of the CI Staff.10

Philby’s betrayal only reinforced
Angleton’s perception of the threat posed
by the Soviet Union and the West’s
vulnerability to it, and thus the need for
unceasing vigilance and unyielding
suspicion in the execution of the CI mission.

Second, Angleton had a very personal experience with
Soviet penetration of the Western intelligence services in
the form of his longtime friend and colleague Kim Philby,
who defected to the Soviet Union in 1963.  Philby, who had
been recruited by the Soviets in the mid-1930s, was
Angleton’s British MI-6 counterpart during World War II
and, ironically, “was Angleton’s prime tutor in
counterintelligence.”11  The two were evenly matched in their
brilliance; one intelligence officer who knew both men
remarked that “if Philby was the most gifted of the
British…Angleton was the most gifted of the Americans.”12

Philby’s betrayal only reinforced Angleton’s perception of
the threat posed by the Soviet Union and the West’s
vulnerability to it, and thus the need for unceasing vigilance
and unyielding suspicion in the execution of the CI mission.

Much has been written about the psyche of Angleton, and
there has been (and still is) significant debate as to whether
he was paranoid in the clinical sense or, as Robarge
suggests, “there are less malign explanations for his
obsessive approach to whatever interested him.”13  Even if
Angleton was not clinically paranoid, the revelation of
Philby’s betrayal as a Soviet penetration agent had a
tremendous personal and professional impact on him, and
only exacerbated his existing worldview that the Soviets
were subtly and relentlessly penetrating “Western services
for the long-range purpose of beguiling Western
governments about Soviet capabilities and intentions.”14  In

addition to Philby, there were several other revelations of
Soviet sources within Western intelligence organizations
during the early years of Angleton’s tenure (although none
within the CIA itself), which reinforced his assumption that it
was probable that the CIA had been penetrated by the
Soviet Union,15 and “penetration, as Angleton said over and
over, was the key to counterintelligence.”16

Angleton’s foundational assumption of the
potential for a hidden hand of deception
behind even seemingly straightforward or
innocuous events or pieces of intelligence
drove his approach to CI...

Robin Winks’ profile of Angleton as a student and during
his early OSS career offers vital insights into Angleton’s CI
worldview that framed events not in terms of what was real,
but rather what could reasonably be perceived to be real,
and whether that perception was a result of truth being
discovered or instead the product of an exquisitely layered
deception reinforced by an adversary’s willingness to
sacrifice pawns in real-world operations for the benefit of the
larger scheme.  Angleton’s foundational assumption of the
potential for a hidden hand of deception behind even
seemingly straightforward or innocuous events or pieces of
intelligence drove his approach to CI, even if “he would
have agreed with the judgement that most things in life, even
in the life of an intelligence agent, were exactly what they
seemed.  But what of the 20 percent, or even the 5 percent
[of information that was actually intentional deception]?  If
an enemy were prepared to commit vast resources, great
patience, perhaps sacrifice the lives of agents to create that 5
percent, then must the importance of that 5 percent not in
fact be greater than all of the rest?”17

For Angleton, then, the uncertainty of that 5 percent came to
define his understanding of the mission of CI.  Soviet
deceptions and attempts to penetrate Western intelligence
services had to be assumed to have been successful in at
least some instances, and the strictest precautions were
therefore necessary regardless of whether such success on
the part of the Soviets could be confirmed.  In Angleton’s
worldview, the absence of evidence could never be evidence
of absence.

LEADERSHIP CHALLENGES IN
COUNTERINTELLIGENCE

The murky context of Soviet espionage activity
surrounding Angleton’s tenure as head of the CI
Staff, as well as his eccentric personality, combined to

present unique leadership challenges for Angleton and his
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nominal overseers.  Because of his firm conviction that the
Soviets likely had penetrated the CIA, it was difficult for
Angleton to build relationships based on reciprocal trust
and information sharing in the organization beyond his small
inner circle of loyal staff, who he “surrounded…with an aura
of mystery, hinting at dark secrets and intrigues too
sensitive to share.”18  To enter Angleton’s world of CI was
to be indoctrinated into a comprehensive worldview through
which all events were interpreted and woven into a master
narrative of worldwide Soviet deception operations.  This
clarity of vision combined with his innate brilliance and
mastery of the subject matter was a powerful tool of
Angleton’s influence as he wielded the CI Staff’s
prerogatives to advance his preferred methods of defense
against a subtle but extensive Soviet penetration of Western
intelligence services and political entities.

Because of his firm conviction that the
Soviets likely had penetrated the CIA, it
was difficult for Angleton to build
relationships based on reciprocal trust and
information sharing in the organization
beyond his small inner circle of loyal staff...

Journalist Edward Jay Epstein’s account (unwitting, in many
respects) of his slow cultivation by Angleton in the years
after his departure from the CIA19 is a fascinating
demonstration of Angleton’s methodical exercise of effective
influence.  In his subsequent book, Epstein describes a
years-long process in which Angleton provides just enough
fragmentary information to encourage Epstein to continue
his investigation into some of the most contested events of
Angleton’s tenure, while channeling that investigation
toward sources of information whom Angleton controlled or
knew to be sympathetic to him personally or his worldview
(which was in keeping with the lessons of negotiation
utilizing third-persons impressed upon Angleton by Norman
Pearson, a Yale professor and head of London X-2 during
World War II).20

The end result of the process led to Epstein embracing and
defending the Angleton-friendly narrative in his book while
being convinced that he had arrived at his conclusions
through his own independent investigative efforts rather
than having been led to them by Angleton himself.  As
Epstein himself noted in describing the fundamental
attributes of successful deception operations, “Deception is
the product of both the deceiver and the deceived.  It
ultimately depends for its success on the ‘mark’ not only
believing the messages he receives from the deceiver but
being confident enough of his own judgment about them to
reject suspicions that would interfere with the deception

working.”21  The combination of Angleton’s mastery of vast
amounts of knowledge of CI operations past and present
(“expert/information power”)22 and the comprehensive
worldview he used to organize and interpret that information
was a formidable deterrent to anyone in the IC who might be
inclined to question his methods, and reassured his allies
and acolytes that any resistance to his worldview was
ignorant at best and malign at worst.

This secretive, imperious style of leadership
was certainly not well suited to creating a
culture of collaboration throughout the
organization, and had a distorting effect
on the early organizational structuring of
the CIA.

The secretive nature of his work, combined with his unique
access to the DCI and internal CIA files, also allowed
Angleton to communicate and pursue his personal priorities
and decisions without the possibility of effective counter-
argument from those who were ensnared in his wide-ranging
CI investigations.23  Indeed, “Angleton often was arrogant,
tactless, dismissive, and even threatening toward
professional colleagues who disagreed with him,”24 which
led to conflicts (and degradation of effectiveness) within the
organization that could potentially have been mitigated had
Angleton been willing to trust and partner (at least in some
limited way) with his primary adversary within the CIA, the
Soviet Bloc Division.25

This secretive, imperious style of leadership was certainly
not well suited to creating a culture of collaboration
throughout the organization, and had a distorting effect on
the early organizational structuring of the CIA.
Interestingly, though, Angleton did not appear to aspire to a
more prominent or more senior leadership role in the CIA;
instead “once he was in a position to do so, he wanted to
put as much distance between CI…and the rest of the
organization as possible, because compartmentalization was
essential to effective [CI].”26  This lack of ambition as
conventionally measured was yet another example of
Angleton’s singularity as a leader, and further complicates
efforts to quantify and categorize his practice of leadership.

While much of the modern scholarship pertaining to
leadership has focused on identifying common and
replicable attributes and actions of effective leaders, it is not
a straightforward task to diagnose Angleton’s leadership
style using the existing body of theory.  For example,
Angleton as a leader was a poor fit with most of the four
components of noted leadership scholar Peter Northouse’s
definition of that term.27  Although one of his strongest
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leadership components under that framework was his ability
to exercise influence (not always in a positive direction), his
individualistic and self-referential mindset led him to place a
low value on leading a willing group toward a common goal.
However, Angleton’s solitary nature and individualism
should not be understood as a lack of concern for those
under his leadership.  On the contrary, he was fiercely loyal
to, and concerned for the welfare of, his subordinates and
his sources during his wartime service with the OSS,28 and
the personal loyalty he inspired in some of the members of
his CI Staff was remarkable in its intensity and duration long
after he had retired from the CIA.

In many ways, Angleton’s practice of leadership is perhaps
most accurately described by Northouse’s survey of the
theories of “authentic leadership,” although the connotation
of “authenticity” in his case may differ from what Northouse
intended by his description of the principled consistency
that makes a leader authentic.29  Northouse’s description of
Bill George’s five characteristics of an authentic leader
(understanding purpose, strong values about the right thing
to do, establishment of trusting relationships, demonstrating
self-discipline, and passion for the mission)30 evinces many
similarities with Angleton, particularly in the case of his
internal moral compass and clarity of purpose in acting on it.
In some cases, however, an authentic leader’s fidelity to his
or her “True North”31 can be a double-edged sword,
particularly in national security and intelligence
organizations where moral considerations of a particular
course of action are often weighed in the context of
specialized normative frameworks based on the unique
harms that may result from failure.  As Winks notes,
regarding the implications of slavishly adhering to internal
fidelity, “Though Angleton was following his methodology
to its conclusions, they were conclusions based upon a
wrong premise: that methodology justifies all.”32  Judging a
leader’s authenticity in a moral vacuum, then, is inadequate
to determine whether particular applications of that
authenticity are virtue or vice.

The difficulty in rendering such a moral judgment only
increases in the case of iconoclastic leaders whose internal
compasses lead them to undertake contentious courses of
action during their tenures, particularly for those who lack
effective oversight to check the more extreme
implementations of their vision. Angleton’s single-
mindedness and unshakeable convictions clearly
demonstrated an “internalized moral perspective” and self-
awareness, and his guiding ideology was nothing if not
comprehensive and consistent. Additionally, the formative
“critical events”33 of his early CI career acted as a feedback
loop that continually reinforced his suspicions of pervasive
deception on the part of the Soviets, and thus justified in his
mind his preferred courses of action, regardless of how they
might be viewed by others.  This mindset of ideological self-

reliance also led him to operate largely outside of the CIA’s
formal organizational processes, and “his skill at
bureaucratic infighting belied his administrative
sloppiness.”34  To paraphrase Harvard Business School
professor John Kotter,35 Angleton could lead but he could
not manage, and his secrecy and resistance to those who
questioned his vision prevented him from being effectively
managed by the DCIs who led the organization.

APPLICATION FOR TODAY’S IC LEADERS

Angleton is a fascinating case study for IC leaders
because his tenure was a microcosm of many of the
issues that still challenge the IC today, as well as a

cautionary tale about the consequences of failures in IC
leadership.  First and foremost is the importance for IC
leaders to implement effective and comprehensive internal
oversight of their organizations to avoid harsh external
oversight in the wake of scandal.  When Angleton was
finally forced out of his position at CIA by DCI William
Colby in the wake of Seymour Hersh’s revelations about the
HT/LINGUAL and MH/CHAOS programs, the reverberations
shook the CIA for years.36  Angleton’s kingdom was
dismantled and largely defunded, and future CI chiefs were
term-limited to prevent the rise of another like him.  However,
the pendulum may have swung too far against
counterintelligence post-Church Committee, as the
revelations of multiple penetrations of CIA after Angleton’s
fall demonstrated.37  Thus, had Angleton been given less of
a free hand during his 20-year term, the CIA may have
avoided significant public embarrassment and the
corresponding harsh scrutiny of its operations by Congress.

The pendulum may have swung too far
against counterintelligence post-Church
Committee, as the revelations of multiple
penetrations of CIA after Angleton’s fall
demonstrated.

Second, Angleton’s case demonstrates the need for
efficient, transparent, and accountable organizational
processes as a check against misfeasance and malfeasance.
While much of what the IC does is compartmentalized by
necessity, well-designed processes should not only ensure
protection of sensitive information but also that the
information is processed and disseminated properly, and
that all actions within the organization comply with the law
(as well as ethical standards short of law).  Angleton’s
secret, parallel system of records outside the CIA’s official
records system resulted in a significant vulnerability for CIA
both internally and externally, as described above.
Accountability can be ensured when processes are
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continually reexamined and all actions taken are scrutinized
not just for compliance with the law but also for their
perception by the public in the event they are revealed (as
history shows they tend to be).

Lastly, Angleton epitomizes the danger in allowing one
individual to transcend the organization and the mission.
Angleton and the CI Staff functioned as an organization
unto itself, and thus the CI mission became an outgrowth of
Angleton’s personal worldview as opposed to the CIA’s
corporate strategy.  As a member of MI-5 at the time
remarked, “Jim was the man who held us all together… He
was [emphasis in original] counterintelligence… Our
generation, our style, our philosophies…so much had
sprung from him.”38  This personalization of the CI mission
created an environment in which it was difficult (if not
impossible) to question the judgment or decisions of
Angleton and his loyal staff, which contributed directly to
some of the most destructive aspects of the CI Staff’s hunt
for Soviet penetrations in the West.  No mission within an
organization should ever be allowed to be captured by the
force of its leader’s personality or will, regardless of that
individual’s subject matter expertise or general brilliance.  As
Angleton understood only too well, “If you control counter-
intelligence, you control the intelligence service.”39
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George Washington's Application of
Denial and Deception Operations Supported by a

Multifaceted Mix of Defensive and Offensive
Counterintelligence Measures

by LTC (USAR, Ret) Raymond J. Faunt

STAGE SETTER

On October 19, 1781, Lieutenant General George
Washington, Commander of the Continental Army,
was witnessing the surrender of one of the mightiest

fighting machines the world has ever seen, the British Army.
At Yorktown, in an unlikely turn of events, Washington with
the help of the French Army and Navy had trapped
Lieutenant General Lord Charles Cornwallis and his 8,000
troops. To paraphrase Lord North, “Oh God, it’s all over!”
and it truly was all over. It is fair to guess that Washington
went through a range of emotions, possibly joy over the
victory; grief at the loss of his stepson Jackie, who had died
some days before from an unknown sickness; satisfaction at
having bested an army that had denied him a royal
commission; joy for his country; and maybe a sense of “be
careful for what you wish for.” The fighting was done, but
the revolution was not over, a republic would be formed, and
society would be reshaped. A pedantic man, he may have
wondered at some point, “What does the future hold?” In
truth, we will never know what was going through
Washington’s mind at that moment in time. What is known
is it is highly likely that what Washington and the
Continental Army had accomplished would not have been
possible without his outstanding skills as a spymaster.

Washington oversees the surrender of British forces at
Yorktown, October 19, 1781.

THE FINDINGS

In researching this article, the author found the following:
(1) Washington was an outstanding intelligence
manager; (2) Washington lacked an internal defensive

counterintelligence (CI) capability for the Continental Army;
he was able to mitigate this shortcoming by (a) utilizing John
Jay’s New York Commission for Detecting and Defeating
Conspiracies (as well as other similar organizations in other
colonies) and (b) implementing Denial and Deception (D&D)
operations supported by a multifaceted mix of defensive and
offensive CI measures; (3) Washington possessed the
operational verve of Ian Fleming’s “M,” and on occasion he
sponsored operations that only someone of James Bond’s
derring-do would undertake; (4) Washington’s D&D
operation to move the Continental Army south to Yorktown
has never received the accolades it deserves; and (5) an in-
depth study of spymaster George Washington reveals him
to be one of the nation’s more consummate CI practitioners.

INTRODUCTION

It has only been over the course of the last 20 years that
in-depth research has begun on Lieutenant General
George Washington’s skills as a spymaster. Well known

for being Commander of the Virginia Regiment, a gentleman
farmer, Commander in Chief of the Continental Army, and
first President of the United States, Washington’s skills as a
spymaster are finally receiving their deserved recognition.
Some have kiddingly labeled him the first “Director of
Central Intelligence.”1 Whatever one may think of
Washington’s skills as a battlefield commander, any
argument against his abilities as a good shepherd of
intelligence should fall on deaf ears. Over the decades,
academicians, military strategists, and arm chair generals
have debated Washington’s battlefield prowess, but his
success as a spymaster is unquestionable. George Beckwith,
one of the British Army’s spymasters in the colonies during
the Revolutionary War, reportedly commented that
“Washington did not really outfight the British; he simply
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out spied us!”2  In his book Spies, Patriots, and Traitors,
former Central Intelligence Agency case officer Kenneth
Daigler characterized case officer/operational manager
George Washington’s efforts as “talented, innovative,
aggressive, and quite competent...”3 Considering the lack of
technology in that era and the subject’s lack of formal
intelligence training (all while trying to command, field, man,
equip, train, and fight a threadbare and at times half-starved
army), this author believes Daigler did not give Washington
enough credit.

British Army’s Major George Beckwith.
Beckwith retired as a general officer.

During the war, the British gave Washington the degrading
sobriquet “fox” for often retrograding his army rather than
fighting pitched battles. “Fox” was also a begrudging
moniker of respect; on a number of occasions, the British
almost cut off or surrounded the Continental Army.4

However, due to Washington’s diligent battlefield
reconnaissance (similar to a sly fox), the Continental Army
often escaped certain destruction. Reading of Washington’s
intelligence exploits cannot help but leave the researcher
with the impression that he did nothing short of a masterful,
if not brilliant, job. Washington’s D&D operations for the
faux attack on New York (all while moving his forces to
Yorktown) should be compared alongside Operations
FORTITUDE NORTH and FORTITUDE SOUTH.5 In this
author’s opinion (given everything Washington was up
against), when it comes to being an operational intelligence
manager he did an outstanding job.

WASHINGTON’S UNKNOWN
COUNTERINTELLIGENCE ENVIRONMENT

This should not give the reader the impression that
Washington experienced zero intelligence failures.
One of his worst (and most notable) CI failures,

involving Major General Benedict Arnold, could have

resulted in the unhinging of the Continental Army’s western
defensive line at West Point, and strategic isolation of the
New England colonies.6 Arnold’s treachery shook
Washington to his very core and reportedly left him utterly
thunderstruck.7 Washington’s reaction to the capture and
execution of Nathan Hale is not well documented. At a
minimum, it is not hard to imagine he felt sorrow and anguish
over the loss of Benjamin Tallmadge’s best friend from Yale.
He should have, as Hale was woefully unprepared for the
mission, and in many ways Washington bears responsibility
for the tragedy.8 On the other hand, to say that
Washington’s intelligence collection and analysis efforts
were a tremendous success is not an understatement.9 Given
the previous examples of Hale and Arnold, it begs the
question: During George Washington’s tenure as
Commanding General of the Continental Army, how well did
he do as a CI manager? The purpose of this article is to
address Washington’s skills in that capacity.

Nathan Hale, hung by the British for spying on
September 22, 1776.

Continental Army Dragoon Major Benjamin Tallmadge,
Nathan Hale’s friend from Yale.

The Defense Intelligence Agency defines
counterintelligence as “…a wide variety of functions in
support of the mission to include detecting, identifying,
assessing, exploiting, countering, and/or neutralizing the
intelligence collection efforts/intelligence activities,
sabotage, terrorist activities, and/or assassination efforts of
foreign powers, organizations, or persons directed against
the Department of Defense and the US Government, its
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personnel, information, material, facilities and/or activities.”10

Washington was well aware of the CI issues involved in
dealing with spies and double agents. He once advised MG
Alexander McDougall, “I always think it necessary to be
very circumspect with double spies. Their situation in a
manner obliges them to trim a good deal in order to keep well
with both sides; and the less they have it in their power to
do us mischief, the better; especially if we consider that the
enemy can purchase their fidelity at a higher price than we
can.”11 The unknown obviously weighed heavy upon
Washington’s mind. One particular British CI asset who
scared Washington was Lieutenant Colonel Robert Rogers
(the American Indians had named him Wobomagonda or
White Devil) of the Queen’s American Rangers.12

Washington stated in a letter that “Rogers, is an Active
instrument in the Enemy’s hands, and his conduct has
peculiar claim to our notice.”13 Washington was correct in
his assessment of Rogers. Decades later, documents
discovered from the period credit Rogers for surveilling,
exposing, and capturing Hale.14 Unfortunately, Washington
did not have a Robert Rogers for CI missions; he in
conjunction with the Continental Congress would have to
build a CI capability. It could not have been any comfort to
Washington to know that Benedict Arnold’s discovery was
sheer luck and not the result of a CI operation. The more
likely reason Arnold was caught was that the militia men
who searched Arnold’s interlocutor British Major John
Andre were robbing Andre when they found the
incriminating documents.15

Major Robert Rogers, a brilliant tactician and consummate
field soldier. Washington tasked his commanders to track any

reports of the whereabouts of Rogers, considered by all who
dealt with him to be lethal.

To say that Washington had tremendous CI concerns
understates the problem. Washington’s CI issues were
innumerable; what was worse, he had no way to monitor or
run investigations on soldiers. To his credit, after being in

command of the Continental Army for only nine months,
Washington identified the CI threat. On March 24, 1776, he
wrote to Colonel Josiah Quincy: “There is one evil I dread,
and that is, their spies. I could wish, therefore, the most
attentive watch be kept…I wish a dozen or more honest,
sensible and diligent men, were employed…in order to
question, cross question etc., all such persons as are
unknown, and cannot give an account of themselves in a
straight and satisfactory line…I think it a matter of
importance to prevent them from obtaining intelligence of
our situation.”16 The challenge posited by Washington is
what social researchers Horst Rittel and Melvin Webber
would classify as a “wicked problem.”17 In short, Rittel and
Webber would tell Washington that he was swimming in an
ocean of Donald Rumsfeld’s “unknown unknowns.”18

Washington simply did not know what he did not know, and
therein lies what would ultimately be one of his gravest
dangers as a commander. Washington implicitly understood
this fact, and he was rightfully concerned: “…for upon
secrecy, success depends in most enterprises of the kind,
and for want of it, they are generally defeated, however well
planned and promising a favorable issue.”’19

This is why MG Benedict Arnold produced such a
devastating blow to Washington. By all appearances and
through his actions, Arnold was everything many of
Washington’s general officers were not: (1) Virulently anti-
British20; (2) technically and tactically proficient21; (3) utterly
fearless and selfless in combat22; (4) one of Washington’s
most resourceful officers23; (5) very severely wounded twice
in the same leg, wounds that almost killed him and left him a
cripple for life24; (6) absolutely selfless in sacrificing his
business and personal fortune to resource his troops25; ( 7)
the hero of the Battle of Saratoga, a victory that delivered a
strategically concussive defeat to Great Britain26; (8) and a
warrior of the highest order, who repeatedly hounded
Washington for battlefield command, promotions, and more
responsibilities. Benedict Arnold was Washington’s George
Patton, a brilliant yet mercurial type of leader.

Benedict Arnold, a brilliant and mercurial Continental Army
general. He was Washington’s best field commander. To this

day his name is used as a slur.
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Ultimately, as Arnold was what Washington feared most,
not only did his treachery jeopardize the western flank, but if
he had succeeded there was also a possibility Washington
could have been captured while visiting West Point on the
fateful day of Arnold’s desertion.27 Nevertheless, Arnold’s
treachery was all in the future. When Washington took
command outside of Boston in July 1775, he inspected the
lines, his regiments, and logistical stores. When he inquired
about supplies of black powder, he was informed that patriot
forces only had enough black powder for each soldier to fire
about three musket shots. After finding this out,
Washington was reportedly speechless for 30 minutes.
Needless to say, in July 1775, CI operations were one of the
last things on his mind. 28

WASHINGTON’S DEFENSIVE AND
OFFENSIVE COUNTERINTELLIGENCE

OPERATIONS

Defensive Counterintelligence Operations

“Defensive CI involves protecting vital U.S. national
security related information from being obtained or
manipulated by an adversary’s intelligence organizations,
activities and operations.”29 Under Washington’s oversight,
all intelligence operations were placed under the commander
of one of the military departments. For a period of time, the
Southern Department operated under the command of the
eccentric MG Charles Lee. Lee would have been responsible
for all intelligence and counterintelligence matters within his
department and, as required, he kept Washington updated.30

However, many of the spies discovered among the ranks of
the Continental Army were uncovered by inadvertent
discovery, e.g., the discovery of incriminating documents or
information provided by third parties. Unfortunately, this
was about the best that Washington could do in the field of
defensive CI operations. The capture of British Major John
Andre is a perfect example of this; absent the attempted theft
by the three militia men who confronted Andre on his trek
south toward British lines, Andre may not have been
discovered.31

British Army Major John Andre. Before Andre’s meeting
with Benedict Arnold, he was explicitly advised on a number
of measures he should adopt; these measures would prevent
him from being labeled a spy. Andre ignored the advice. He

was captured, tried, and hanged.

Dr. Benjamin Church was inadvertently discovered when he
utilized his mistress to deliver a message to a British
intelligence handler inside Boston. Church’s mistress got
lazy and handed the letter off to her ex-husband for delivery;
he became suspicious and handed it over to the Patriots.32

This should not imply that the Continental Army was full of
incompetent amateurs in the area of defensive CI, or
recipients of bumbling good luck. Washington trained
Continental soldiers in the area of tactical intelligence, or
site/personnel exploitation. Soldiers on guard and picket
duty were trained to thoroughly inspect people entering and
leaving friendly lines; this simple measure often yielded
crucial information or revealed spies with incriminating
intelligence documents. When it came to defensive CI
operations, Washington was smart enough to use all the
tools available to him. One of those tools was a civilian
defensive CI organization, the type of which Washington
had ruefully written about on March 24, 1776, to Colonel
Josiah Quincy.

Double agent Dr. Benjamin Church. His allegiance would
prove to be with Great Britain.

The premier defensive CI organization of the war was not
assigned to the Continental Army; it was a civilian
organization headed by John Jay for the state of New York,
known as the Commission for Detecting and Defeating
Conspiracies.33 For several years the main theater of war
hovered around Pennsylvania, New York, and New Jersey.
As a result, much of the intelligence uncovered by the
Commission made its way to Washington. The Commission
presided over 500 cases of espionage, and John Jay became
the equivalent of the new nation’s first J. Edgar Hoover.3434

Markle, 15-17. Daigler, 111-125.

 While the Commission was not under the command or
oversight of Washington, he implicitly understood its value.
A spy captured by the Commission revealed British Army
plans to march a force from Ticonderoga down the Hudson
River to cut off the New England colonies. What was most
impressive, Washington found out about the proposed
operation 15 days before the plans were submitted to King
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George for the King’s approval.35 This intelligence coup
helped the Continental Army strike a strategically
concussive blow against Great Britain. The Battle of
Saratoga proved to change the course of the American
Revolution. The Continental Army’s victory at Saratoga
convinced France to join on the side of the American cause
and, through its good graces, France provided the
Continental Army with funding, supplies, land, and naval
forces.36

Washington and Major Benjamin Tallmadge must have
realized that surviving by inadvertent discovery and relying
on Jay’s Commission was spending needless time under
Damocles’ sword. They had no choice but to utilize varied
methods to stave off disaster. Washington was well aware
that trying to uncover every single spy within the
Continental ranks verged on the impossible; other measures
had to be adopted not only to fool the enemy but to detect
spies within his own ranks.

John Jay, the state of New York’s J. Edgar Hoover. Jay
headed the Commission for Detecting and Defeating

Conspiracies.

Offensive Counterintelligence Operations and
Shades of 007

“Offensive CI includes the penetration and deception of
adversary groups.”37 To mitigate these threats, Washington
very smartly implemented an internal and external deception
program, or what we would call today D&D operations. He
then mixed in offensive and defensive CI measures.  In a
previous written order to Colonel John Cadwalader,
Washington directed him to “keep a good look out for spies;
endeavor to magnify your numbers as much as possible.”38

Washington began to do exactly this, as he sought to keep
the British operationally unbalanced. The most notable
example of this was when Major General Marquis de
Lafayette utilized James Armistead (a slave and double
agent) to funnel faux troop formations and numbers to Lt
Gen Cornwallis inside Yorktown.39

 Not realizing that Armistead was also working for the
Continental Army, Cornwallis used Armistead to cross into
Continental Army lines to find out MG Lafayette’s

intentions.40 When Armistead returned with a document that
showed Lafayette’s numbers were far greater than
Cornwallis’ (to include the fact that the master strategist MG
Nathaniel Greene was still lurking in the south somewhere),
Cornwallis chose to hold in place and fortify his position.41 It
was a monumentally fatal miscalculation. Cornwallis was
pinned in by the French Navy closing off Chesapeake Bay,
and the Continental and French Armies surrounded him
while laying siege to Yorktown. A key piece of information
that made Cornwallis choose to stay, rather than escape, was
false troop numbers, a tactic we would now classify under
offensive counterintelligence operations.

James Armistead, double agent with an allegiance to the
colonies. His role in assisting MG Lafayette to pin

Cornwallis’ forces in at Yorktown is one of the most notable
double agent operations of the war.

The most interesting offensive CI operation of the war had a
ring of James Bond’s 007. Although the mission did not
provide a license to kill, the facts of the mission itself read
like one of Ian Fleming’s James Bond novels. Washington
wanted Benedict Arnold brought to justice.  Washington
turned to Henry “Light Horse Harry” Lee (father of
Confederate General Robert E. Lee) for a candidate; Lee
selected Sergeant (SGT) John Champe. Washington made it
very clear that he wanted Arnold captured alive and brought
to trial in order to be hanged as a spy.42 Had SGT Champe
been forced to kill Arnold, it is hard not to posit Washington
would have gained some satisfaction from Arnold’s death.43

SGT Champe did a brilliant job escaping and was brought
before Arnold. Arnold was suitably impressed by the quiet
NCO, so much so that he made Champe his top recruiting
NCO for the American Legion.44 SGT Champe almost
succeeded but, on the night selected for Arnold’s
kidnapping, the American Legion was mobilized and sent
south for combat operations in Virginia. Eventually, Champe
was able to escape back to the Continental Army.45

Although the mission ultimately failed, it was indicative of
Washington’s ingenuity and willingness to use offensive CI
operations to achieve overall mission success.
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Sergeant Major John Champe’s 007 mission to capture
Benedict Arnold almost succeeded. It was one of the bravest

intelligence operations undertaken by any one person during
the war.

DENIAL & DECEPTION OPERATIONS
MIXED WITH DEFENSIVE AND OFFENSIVE

CI MEASURES (D&D/CI)

Washington’s most brilliant operation of the war was
his deft application of D&D concepts, supported
by a multifaceted mix of defensive and offensive

CI measures, which ultimately pinned British forces inside
New York City. These D&D/CI operations drove Lt Gen
Henry Clinton, British commander for the North American
campaign, to the point of distraction. Clinton had to be
constantly asking in his own mind, “Where would
Washington attack? Yorktown or New York City?” Keeping
Lt Gen Clinton off balance allowed almost unimpeded
movement of the Continental Army to Yorktown. Ever since
the battle of Long Island, Washington had been obsessed
with recapturing New York City; during 1780, he began a
staged buildup for an attack.  Eventually, the British came to
believe that he was in fact going to attack. By June 1781,
Washington came to the realization that attacking New York
was not his best course of action. By July 30, 1781,
Washington wrote Lafayette that we “may find ourselves
incompetent to the siege of New York.”46

Lt Gen Cornwallis was residing at Yorktown while MG
Lafayette lurked in the area. Some months before, during a
September 20-22, 1780, conference in Connecticut with
France’s Général de corps d’armée Rochambeau,
Washington was beside himself due to Général
Rochambeau’s refusal to risk the French Navy in New York

Harbor. Yet, Général Rochambeau informed Washington
they would move the fleet to the Chesapeake Bay.
Washington was not happy; he wanted New York City.47 In
an act that Washington would most assuredly describe as
providentially miraculous, Lt Gen Cornwallis had decided to
rest his force right beside the York River on the Chesapeake
Bay, right where Admiral Comte de Grasse planned on
placing the French Navy. To move his force south,
Washington would have to take steps to get Lt Gen Clinton
to believe he planned on attacking New York City.
Washington began to take steps to move the bulk of his
force to Yorktown. In May a British spy captured a courier
pouch containing Washington’s actual plans for the attack
on New York City.48 While at first blush the capture of the
sensitive dispatches seemed serious, Washington turned
the tables and converted the setback into a gain. The
setback would co-align with his first steps toward setting in
motion his D&D/CI plans.

During the build-up for the move to Yorktown, Washington
had troops constantly on the move. On or around August
14, 1781, Washington ordered MG Lafayette to keep Lt Gen
Cornwallis pinned in at Yorktown.49 Around mid-August,
Washington met with a known loyalist spy who had access
to New York City. Knowing that their conversations would
get back to the British, Washington asked the loyalist
detailed, probing, and precise questions about British forces
inside New York City. That very evening, Lt Gen Clinton was
fully debriefed on the content of the British spy’s meeting
with Washington.50 On August 28, 1781, Washington had a
courier with faux dispatches for the attack on New York City
purposely captured.51

Washington ordered MG General Heath to continue
harassing attacks against the British in and around the city.52

He then had a force cross the river to set up camp in New
Jersey, and there an army lodgment for food and forage was
established.53 While marching his troops through New
Jersey on his way to Yorktown, Washington had his troops
move landing craft, the type that would be used for river
crossings.54 When American and French forces then
appeared on the New Jersey shoreline, Lt Gen Clinton still
believed Washington was going to attack. It was not until
the French and American forces crossed the Delaware that
Lt Gen Clinton knew he had been fooled, but it was too
late.55 Lt Gen Clinton was in the ultimate quandary—should
he expose New York City to MG Heath, or chase
Washington? Clinton wrote, “By intelligence which I have
just this day received would seem that Mr. Washington is
moving an Army southward with an appearance of haste and
gives out that he expects the cooperation of a considerable
French armament.”56

 While Washington was driving Lt Gen Clinton to the point
of distraction, MG Lafayette was working his D&D/CI
operations against Lt Gen Cornwallis.
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Armistead’s note and a Sergeant Charles Morgan were sent
into Lt Gen Cornwallis’ camp. When Cornwallis heard about
Lafayette’s faux troop numbers, plus SGT Morgan’s false
reports of numerous boats to transport Lafayette’s troops
across the York River, it appears Cornwallis had a flashback.
His army had experienced a harrowing Carolina campaign
against MG Nathaniel Greene; the British Army’s
devastating victory at Guilford Courthouse (where Lt Gen
Cornwallis lost almost 1/3 of his force) had left his army so
physically and mentally enervated that he had to rest it at
the Cape Fear River for a month, and again at Wilmington,
North Carolina.57 Despite being warned by Lt Gen Clinton
not to leave South Carolina, Lt Gen Cornwallis continued
north in an attempt to destroy Continental Army supply
depots in Virginia. Clinton then strongly urged Cornwallis to
move his force to Yorktown.58 Now believing he was
outnumbered by MG Lafayette’s forces, Lt Gen Cornwallis
obviously assessed his army as much too small to fight its
way out of Yorktown.

Lt Gen Cornwallis chose to play it safe and it cost him dearly.
Hoping he could be extracted by an amphibious operation, it
was not to be; the French Navy had closed off the
Chesapeake Bay.  With the eventual arrival of French and
Continental ground forces, Lt Gen Cornwallis would be
outnumbered by 9,000 troops. MG Lafayette’s D&D/CI
operations (using faux troop numbers and a faux traitor in
SGT Morgan), in conjunction with Washington’s northern
D&D/CI operations, were exceptionally influential in keeping
both Lt Gen Clinton and Lt Gen Cornwallis hemmed in to
their city environs. Ultimately, the Continental Army
surrounded Yorktown on land, while the French Navy cut off
Cornwallis’ escape. The ensuing American victory broke the
political will of Great Britain and led to America’s ultimate
victory in its war for independence. It is doubtful that the
Yorktown victory would have occurred without
Washington’s and Lafayette’s brilliant application of D&D/
CI operations.

Lieutenant General Charles Cornwallis. Fooled by MG
Lafayette’s faux troop numbers, he chose to remain behind

his Yorktown barricades rather than break out. He and
Lieutenant General Clinton would blame each other for

years over the loss at Yorktown.

CONCLUSION

Over the ages, numerous legendary battlefield
commanders have said that when they are in doubt
they attack.59 As to why Lt Gen Clinton did not

attack out of New York City, only he knows. If he had, it is
very likely he could have disrupted Washington’s
movement to Yorktown. During the ensuing years,
Cornwallis and Clinton accused each other of battlefield
malfeasance.  Cornwallis was an extremely aggressive
battlefield commander. During the southern campaign it did
not seem to bother him too badly that he had literally
destroyed his army during his obsessive pursuit of MG
Nathaniel Greene. Would Cornwallis have attacked out of
New York City if he had been in Clinton’s shoes? No one
can answer that question. The problem for Cornwallis would
have been the same as it was for Clinton; it was one of those
wicked problems that has no good answer.

Much of the history of the War for Independence is focused
on its battles and notable people; intelligence operations
very rarely take front and center. Washington’s
correspondence in the ensuing years would clearly reveal
his pride in the Continental Army. It is obvious from the
numerous letters that he wrote to friends and revolutionary
colleagues that he himself was rather stunned by one of the
most unlikely knockout blows ever struck in world history.
Whether or not Washington realized it, what made much of it
possible was his ability to manage intelligence. On a number
of occasions, due to inexperience and a lack of resources,
the Continental Army was badly outclassed on the
battlefield. The greatest equalizer Washington had in his
possession was his ability to strategize and influence
combat operations through intelligence tradecraft. What is
known: the wicked problem was designed and implemented
by one of the nation’s premier counterintelligence managers,
Lieutenant General George Washington.
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China:
Building a Silent, Remote Robotic Army?

by James Carlini

[Author’s Note: This article is an excerpt from my upcoming
visionary book, NANOKRIEG: Beyond Blitzkrieg, on redefining
and rearranging the Military Infrastructure, Natural Destructive
Strategies, Energy, and Tactics (MINDSET) needed to fight the
War on Terrorism as well as any non-traditional conflict in the
21st century.]

Quickness is the essence of the war.
– Sun Tzu

When it comes to fighting today’s and tomorrow’s
war, you need to forget about merely focusing on
traditional warfare, weapons, and tactics.

Concentrate on becoming more of a creative dreamer, like a
modern-day Leonardo DaVinci, who meshes new materials,
electronics, avionics, AI (artificial intelligence), and software
together to create technologically-based tactical weapons to
fulfill military strategies.  If you begin to think with that type
of creative process, you will understand the importance of
what this white paper on China and drones will reveal.

Drones are a very popular “new toy” for many in the United
States. They are used both by hobbyists as well as
professionals across a myriad of industries to accomplish
many tasks from aerial and building photography to pipeline
inspections, facilities surveillance, and security.  They are
already being weaponized and have been used by terrorist
groups such as ISIS in Syria and Iraq since 2016. It was
documented in 2016 that 32 different types of drones
manufactured in six different countries were being used on
Mideastern battlefields.

Today, that number is growing and the battlefields are not
limited to the Middle East. Why?  Ease of repurposing and
weaponizing these products is becoming a force multiplier
for small forces and terrorist groups in asymmetrical warfare
around the world.  Although the drones are not sold in the
Mideast, they are being sold to various factions which sell
to that region, as well as others, through third parties.

The recent August 2018 attack in Venezuela, where there
was an attempt on the life of President Nicolas Maduro, also
shows the increased use of drones as a new weapon to take

down political rivals. Attacks on individuals are on the rise.
Drones are an affordable weapon and one that is not easily
defeated.

For more on the Maduro incident, see https://
www.bellingcat.com/news/americas/2018/08/07/drones-
attack-maduro-caracas/comment-page-1/#comments.

The X-8 commercial drone built by China-based Skywalker
Technologies has been used in several countries as an aerial
weapons platform and is relatively cheap at a cost of several
hundred dollars.  It is providing some new ideas for
attacking the enemy:
https://www.ft.com/content/82a29f96-c9e7-11e7-ab18-
7a9fb7d6163e

This use of drones must be restricted and enforced.

CAN A CIVILIAN DRONE BE USED
AS A WEAPON?

In 2017 court rulings changed the registration issues
involving civilian drones.  There were restrictions put up
by the FAA (Federal Aviation Administration) in 2015

including having to possess an operator’s license for those
operating drones for any commercial purposes, but personal-
use drones (consumer drones under a half-pound weight)
had fewer restrictions and requirements.  ALL drones had to
be registered regardless whether they were flown by
hobbyists or commercial operators using them for some type
of business activity. Failure to register the drone would have
resulted in penalties of up to $300,000 and up to three years
in prison.

“In short, the 2012 FAA Modernization and Reform Act
provides that the FAA ‘may not promulgate any rule or
regulation regarding a model aircraft’,” Circuit Judge (now
Supreme Court Justice) Brett Kavanaugh wrote in his
opinion, “yet the FAA’s 2015 Registration Rule is a ‘rule or
regulation regarding a model aircraft’.”  That FAA law was
struck down by an appeals court in May 2017.
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Can a civilian drone become a weapon in the United States?
That is the question that some officials need to answer. If a
civilian drone can be used as a weapon in some non-
traditional ways in other countries, then it should be
registered.

Almost 1,000,000 civilians have applied for pilot’s licenses
for drones, but with a subsequent Court of Appeals decision
in 2017, you did not need to register your drone. That could
be a fatal mistake in the long run when it comes to national
security.

It is not beyond the realm of possibility, nor
the scope of current and emerging microchip
technologies, to have drones perform spying
and surveillance while being controlled
remotely as a fleet.

The FAA appealed this ruling and, in assessing what is at
stake here, we may need to get back to having everything
registered in the United States. There could be a huge
door left open when it comes to spying, surveillance, and
other unorthodox military tactics. Someone with more of a
military perspective needs to reassess the pros and cons
of not registering all these unmanned aerial vehicles
(UAVs).

In December 2017, President Trump reinstated the
requirement to register all recreational drones and it is
part of 2018 Defense Department policy. This was a
prudent move by the President.

Today, the FAA and the drone industry are working
jointly on a solution to manage the industry. The
question becomes: Are they doing enough, or are there
ways to get around government restrictions and do
something in the shadows?

Some will immediately argue that this white paper is a
stretch because it is too far-fetched to be true. On the
contrary, one needs to read this latest series of articles
about products being compromised by small chips being
put on the motherboard of products to collect and
transmit information:
https://techcrunch.com/2018/10/09/a-new-twist-in-
bloombergs-spy-chip-report-implicates-u-s-telecom/

It is not beyond the realm of possibility, nor the scope of
current and emerging microchip technologies, to have
drones perform spying and surveillance while being
controlled remotely as a fleet.

Drone swarms are being developed, perfected, and put
into use for various applications. One application that
could use a synchronized fleet of drones is asymmetrical
warfare (see https://www.youtube.com/
watch?v=8q4xTkWYH6Y).

RECRUITING THE SECRET ARMY OF
DRONES

According to one article (https://technode.com/2018/
01/03/worlds-top-drone-seller-dji-made-2-7-billion-
2017/), “It could be said that Chinese drones rule the

sky.” By far, the largest Chinese supplier of civilian drones is
DJI, which owns over 74 percent of the global consumer
drone market (all Chinese-made drones account for 85
percent of the market).

DJI stand for Dà-Jiâng Innovations Science and Technology
Co., Ltd.  DJI is a Chinese technology company with its
headquarters in Shenzhen, Guangdong. It manufactures
good- quality UAVs, also known as drones. DJI drones are
useful for aerial photography and videography.  DJI also
builds flight controllers, gimbals, camera stabilizers, and
other key drone components.

Coincidentally, back in May 2017, DJI issued a warning to all
its customers who own their drones (from article at https://
www.theverge.com/2017/5/23/15680206/dji-drone-
registration-limits-range-video):

Failure to register with DJI means the drone will
have a height limit of 98 feet (30 meters), a radius of
164 feet (50 meters), and the live video feed will be
disabled. “This new step, to take effect at the end of
next week, ensures you will use the correct set of
geospatial information and flight functions for your
aircraft, as determined by your geographical
location and user profile,” the company writes. The
change applies internationally.

If the Chinese government has access to DJI (which it does
and it even helps fund it and its R&D), how do you know the
Chinese government could not take over ALL the DJI drones
in one country someday and do a “super sweep” of
surveillance using ALL the cameras and information-
gathering capabilities on each drone? In effect, it would have
a remote army of data-gathering drones at its command.

There is already precedent set that the company (DJI) must
hand over information to the Chinese government when
requested. Some of this was uncovered by different sources;
articles were published and later denied in statements issued
by DJI.
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A New York Times article discusses the interest the Chinese
government has in collecting information and controlling
encryption on drone products. It also expresses concern
about U.S. information gathering and suggests the Chinese
probably want the same type of capability as a
countermeasure (https://www.nytimes.com/2016/04/21/
world/asia/dji-drones-china.html).  In a later New York Times
article, the author puts forth the idea that critical information
could be flowing from the United States to China: (https://
www.nytimes.com/2017/11/29/technology/dji-china-data-
drones.html).

There is another series of articles in Bloomberg focused on
the telecommunications infrastructure being compromised
by microchips embedded on motherboards that are part of
data centers and the telecom infrastructure: (https://
techcrunch.com/2018/10/09/a-new-twist-in-bloombergs-spy-
chip-report-implicates-u-s-telecom/).

How much more effort would it take to establish a central
server (or several servers) in a country or region as a
repository for the collection of information gathered by DJI
drones or any other drones? The mechanism to upload
software and new instruction sets to every drone is already
in place.

If the drones are here already, they resemble thousands of
mechanical refugees flying around (in flocks or swarms)
which now have full reporting capabilities back to local
servers and then to the motherland. Does this sound too far-
fetched, like a Tom Clancy novel?  It is NOT beyond the
scope and limitations of the technology.

In reviewing the notice of September 1, 2017, there was
another “upgrade or lose all flying capabilities” warning from
DJI: http://mashable.com/2017/08/22/dji-spark-drone-update-
septemer-1/#ayne7AuWWaqT.

You had to download the firmware or your drone would be
rendered useless. This is an excellent way to ensure that
whatever “spy software” is necessary to turn the drone into
a “foreign agent” is innocently installed on the civilian drone
without any thought of installing something “extra.”
Suspicious software? No, it is just a generic software
“upgrade” from the factory or a “harmless” chip on a
motherboard.

The stipulation by DJI that you MUST get the download or
your drone will be grounded could be an innocuous way to
infect many processors on drones with a “spy” virus. On
many of the low-end drones, they can be powered up by
plugging into the USB port of your computer.  Once you
plug it in, how do you know what is really going on?  The
drone could also be downloading something from its last
“critical” download received from DJI onto your computer

and install some malware. Sound too farfetched? Again: It is
NOT beyond the scope and limits of the technology.

How about something less noticeable—and unanticipated?
Perhaps nothing gets transferred into your USB (Universal
Serial Bus) port.  There would be no need to, if the drone
could be used all by itself.

When it comes to Americans using their
drones for aerial cameras or other hobbies,
one out of ten “gets lost” on its initial
flight.

When it comes to Americans using their drones for aerial
cameras or other hobbies, one out of ten “gets lost” on its
initial flight. One out of ten! Consequently, if we have
500,000 drones that have been sold in the United States, ten
percent of them (50,000) could already be employed this way,
and all the owners simply think they “lost them into the
wind” and cannot find them. The actual “lost” numbers are
more staggering than that.

In a Fortune article (http://fortune.com/2017/01/06/drones-
registrations-soaring-faa/) of January 2017, the FAA
Administrator, Michael Huerta, said that the FAA projects
that nearly 7 million drones may be sold in the U.S. by 2020,
or “about two-and-a-half times the population of the state of
Nevada.”  Take ten percent of that projected 7,000,000 and
you have a very formidable number of “flying
reconnaissance vehicles” (700,000). Their original owners
have written them off as “lost,” but what if they are not?

A study by the Pew Research Center conducted in May 2017
showed that the number of recipients who answered its
study on drone ownership was significantly higher than
assumed by the FAA.  The Pew study pegs drone
ownership at 25,000,000 already.

At the January 2018 Consumer Electronics Show (CES), the
CTA (Consumer Technology Association) predicted that
2018 drones sold in the United States will hit 3.7 million units
(https://cta.tech/Research-Standards/Reports-Studies/
Studies/2018/Technology-Sales-Forecasts-2013-2018-
January-2018.aspx?sf180844719=1).

Chances are, the total number of drones will conservatively
be in the range of 25,000,000-29,000,000 by the year 2020.
Ten percent of 25,000,000 is 2,500,000 “lost drones,” which
may not really be “lost.” Think about what you could do
with 2,500,000 “lost drones” under one centralized or several
regional control centers focused on directing surveillance
and destruction of property and personnel.



American Intelligence Journal Page 63 Vol 35, No 2, 2018

Once they conduct a “super sweep” and an information
dump to a central source for review and analysis, what is the
next command to direct this remote, silent army of drones?

Initiate more passive surveillance?  Instead of snapshot
surveillance, maybe “lost” civilian and commercial drones
are used for constant monitoring of areas and routine
surveillance on a daily basis (places like military
installations, power grid infrastructure, and other high-end
targets).

Tie critical locations to exact GPS coordinates? Target
grids get overlaid on smart grids.

Initiate suicide missions to harass and/or knock out
critical infrastructure, damage forests, or stop air travel?
Pipelines. Railroad switches and control apparatus. Power
substations and high-tension powerlines. Start forest fires to
tie up resources. Airports and flight patterns. Cell towers.

Initiate suicide missions or “swarms” (multiple drones—
1,000+) to test and disrupt the responses and defenses at
military installations? Airfields. Supply depots. Shipyards.

Assist in assassination attempts or kidnapping? With face-
recognition software, tracking someone down becomes an
easy thing to do.

If DJI has all the controls, it (or, actually, the Chinese
intelligence agency or the PLA, the People’s Liberation
Army) has a full complement of 1,000,000-2,500,000 robotic,
airborne “soldiers” at its disposal without having to worry
about how to get them around any immigration laws and
checkpoints.  In fact, they did not even have to worry in the
first place about getting them into the United States.  They
were bought and paid for by a civilian.

China is looking at how to use drones in its
military and we have to be very aware of
this shift into a new age of weaponry...

If they are recovered by authorities, to where can they be
traced back?  What if one of these “lost” drones gets caught
flying around a very restricted zone, like Area 51 or Area 52?
Who will be blamed? The original owner who bought it?

The original owner who “lost it” on its maiden flight is now a
prime suspect, while the actual foreign agent or terrorist cell
manipulating all of the “lost drones” walks away without
notice and with impunity. This could be a very real scenario.
It is NOT beyond the scope and limits of the technology.

China can suffer 50 percent casualties in the renegade
drones and still have 500,000-1,250,000 drones left for future
missions.

DRONE SWARMS? THE NEXT WAVE
OF ATTACK?

Swarms of drones could dominate the sky. China is
looking at how to use drones in its military and we
have to be very aware of this shift into a new age of

weaponry:

Beijing is now betting that swarms of drones, low-
tech hardware knitted together with high-tech
artificial intelligence, will become a weapon of the
future.

China has already displayed this type of “swarm” capability
at some air shows (https://www.popsci.com/china-drone-
swarms).  Just think if you had an army of these small
drones: https://www.youtube.com/watch?v=stHLrBs-_iE.

Besides DJI, other companies like vHive, FlytBase, and
Kittyhawk offer fleet management software which can
control multiple drones.  Kittyhawk software offers a fairly
comprehensive array of controls and capabilities for
commercialized applications. It would not take much
customization to utilize this type of software for a more
clandestine operation (KITTYHAWK management software:
https://kittyhawk.io/business).

Just recently, in January 2018, the United States was
accused by Russia that a Navy P-8A aircraft coordinated an
attack of 13 drones into a Russian airfield in Syria (see
https://www.businessinsider.com/russia-us-navy-p-8-led-a-
drone-swarm-to-attack-its-base-in-syria-2018-10).  There
were many denials about the event, but the example of
coordination was real. Controlling multiple drones is NOT
beyond the scope of today’s technology.

Think of how squadrons of drones could block access to an
airport or create a new type of “swarm” chaos in other areas
of transportation. Think about the impact that is driven by
artificial intelligence found within these drones and coupled
with regional control centers.

In another article discussing server security (https://
www.bbc.co.uk/news/amp/technology-42052473), DJI
wanted a cyber researcher who uncovered some
vulnerabilities in its servers to sign a non-disclosure act with
it and not discuss anything that he uncovered unless he
received written permission from the company first, before
publishing anything. With vulnerabilities in their servers,
could others take on the remote robotic fleet of drones
besides their government?  This is another example of how
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insecure systems can be hacked and brought into a totally
different application, which can be used as a weapon or at
least a silent information-gathering army for a rogue nation
or a terrorist organization.

Here are more articles focusing on the military aspects of
drones: https://www.theatlantic.com/technology/archive/
2018/03/drone-swarms-are-going-to-be-terrifying/555005/.
One article declares, “The Coming Swarm Might Be Dead on
Arrival” (https://warontherocks.com/2018/09/the-coming-
swarm-might-be-dead-on-arrival/), but the idea of
asymmetrical warfare is too important to many who do not
have the money, technology, or trained personnel to fight
sophisticated battles using multi-billion dollar aircraft
carriers and F-35s. To discount this type of “swarm”
approach prematurely is foolish. Too many are exploring its
capabilities.

We need to focus on the realities of how to defend
ourselves from this new type of coordinated, real-time
weapon as other countries, like China plus some rogue
nations and radical factions, look to its military applications
(see https://spectrum.ieee.org/tech-talk/aerospace/military/
us-military-evaluates-antidrone-tech).

HACKERS, BACKDOOR ACCESS, CHINESE
AND RUSSIAN SOFTWARE

There are administrative backdoors into drones for
various software upgrade reasons. There are already
components, hacker “ideas,” and software to make

this “Robotic Drone Army” a reality.
Because there are, this is not a theoretical concept or
something dreamed up for the next “Die Hard” movie.

As to seeing another real example of “taking over someone’s
drones,” it has been reported by the U.S. Department of
Homeland Security that Mexican drug cartels have hijacked
the U.S. Border Patrol’s drones (in 2016).  Thus, it can be
done and has been done.  This is not some fantasy white
paper declaring a “sky is falling” concept.

All the ingredients are out there for a great
“recipe for success” in weaponizing civilian
drones to be utilized in asymmetrical
warfare.

If you are a creative person, you can put together a very
sophisticated “Army of Drones.” DJI has come out with
Drone Fleet Management Software (Flight Hub) to manage
multiple drones with features like “Map View” and “Real-
Time View.”  DJI is not the only company with Fleet

Management software which can manage and direct an
“Army of Drones.” Again, this is technology not beyond
today’s scope let alone tomorrow’s next-generation
products.

The Russians also have come out with control software to
be able to fly though No Fly Zones.
All the ingredients are out there for a great “recipe for
success” in weaponizing civilian drones to be utilized in
asymmetrical warfare.

WHAT IN THE UNITED STATES IS HERE TO
STOP THEM?  GEOFENCING?

Does the U.S. have a universal “shut-off” switch for
all civilian drones in the country?  The answer is no.
Without registration, the FAA would have no idea

where all the civilian drones are, let alone know who owns
them (especially ones that were “lost”) and how to ground
them.

Without registration, the FAA would have
no idea where all the civilian drones are,
let alone know who owns them (especially
ones that were “lost”) and how to ground
them.

The last time the U.S. literally had to “clear the skies” was on
9/11/2001.  Air traffic controllers sent a message for all
planes to approach the nearest airport and land.  There is no
mechanism like that in place to ground all drones. How do
you even get in contact with all the drone owners for any
disaster or grounding event?

Hence, how would you stop a “super sweep” of surveillance
of all critical U.S. installations and infrastructure that include
imaging of the target as well as easy GPS positioning tying
the exact location to the picture? More importantly, how
would you know it was even happening?

There are relatively new pieces of electronic (intelligent)
infrastructure with which you should become familiar.  Some
of these new pieces are called geofencing (virtual perimeter)
and beacons.

A geofence defense (perimeter defenses against drones
flying over) does not cover every installation, facility, or
application. Also, there is no way to know if someone is
setting up a second “offensive” geofence around your
defensive geofence (a virtual perimeter encompassing your
virtual perimeter to observe what is going into the location
surrounded by your geofence).
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The beacon is placed before and outside the perimeter of the
restricted facility, say 300 meters before the entrance.  If we
are directing our army of drones, we could put those up as a
way to designate certain critical areas—e.g., a highway to a
restricted area.

DEVICE GEOFENCE BEACON 

   

TYPE Virtual (using Google 
Maps, Cellular info, WiFi, 

GPS) 

Physical 

LOCATION COVERAGE Large perimeter Small area, focused area 

EFFECTIVE RANGE 100 Meters to a couple of 
Kilometers 

3 to 70 Meters (Battery will 
wear down faster when the 

device is further away.)  

PLATFORM Platform independent Platform independent 

COMMUNICATIONS Communicating based on 
actions (Messages) 

No data on board – just a 
continuous Bluetooth signal. 

MONITOR CAPABILITY 

(Active or Passive) 

Passive. Monitors for 
activity, tracks activity. 

Based on activity. Can send 
different messages. 

Passive device, does not 
collect info (similar to a 
Lighthouse, continuous 
signal, – “I am here”). 

APPLICATIONS Defensive and Offensive Defensive (but could be 
modified for Offensive) 

 

If my beacon is there, it can be the ”trigger point” where I
want my drones to start recording what is traveling down
that road to the facility. My drones are not intruding into
any airspace, but I am tracking (videoing from the drone)
everything that goes in and comes out of the restricted
facility, via the road entrance.

Once any “offensive” geofence is surrounding the
entrance and exit points to any installation, any vehicle
can be tracked as to what is coming in and going out of
the facility. As time goes on, a full list of vehicles and
other information, like facial recognition, can be collected.

Tying in all the systems and new technologies together in
a “creative way”:  Geofencing, Google Maps, beacons,
smartphones, facial recognition software, and GPS can
collect a lot of information. We can supplement
intelligence information by what we learn conducting
missions with drones to collect sensitive information like
vehicle identification as well as facial recognition.

How can you ground ALL civilian drones for some event
in a region? Where is the virtual “master switch” to shut
down everything in a region or nationally?

Never thought about it?  You are not alone. What else
have you failed to think about when it comes to creatively
weaponizing or developing countermeasures against
common, but sophisticated, consumer products?

This concept is being reviewed by several large, defense-
related U.S. companies. They see the threat by large
swarms of drones as well and have started working on
counter-swarm technology. (See articles at https://
lockheedmartin.com/us/innovations/061416-webt-laser-
swarms-drones.html and http://www.uasmagazine.com/
articles/1835/raytheon-details-plans-for-drone-swarm-
technology.)

WARWATCHES/WRIST WEAPONS

On the “War Watch” utilizing this wrist-drone
technology (http://flynixie.com/), it would have
several sensors or RFID-type (Radio Frequency ID)

transmitters detecting any “Friendlies” within a 25- or 50-
meter range. This would provide the individual soldier with
an idea of how many people are around him. It could be tied
to monitoring some vital signs so it would remain “on” if the
person were alive. If deceased, the “Friendly” sensor would
stop transmitting.

WRIST WEAPONS FEATURES TECHNOLOGY USED 

1) War Watch* Friend or Foe Frequency 
Detector Rank detector? 

Sensor (distance-25/50 
meters) 

 Force Calculator (How 
many Friendlies are around 

you) 

Sensor/RFD 
(accumulator) 
25/50 meters 

 Vision of virtual foxholes 
(back at central site) “Force 

Deployment Analyzer” 

RF Transmitter w/GPS 

 GPS (Location finder) GPS 

 Seismic/Weather Sensor(s) Sensor, also Weather 
Receiver 

 Bio Detector (Bio 
Weapons) 

Sensors, smart-lab-on-a-chip, 
other 

1) Wrist Drone* Surveillance camera, 
remote weapons/bomb 

Small drone launcher 

1) Wrist Grenade* Launcher/or via Drone Airborne Grenade 

 

This sensor would also tie into an RF-based transmitter
which could transmit the GPS (Global Positioning System)
location of the soldiers back to a Centralized Battle

Source: James Carlini

Source: James Carlini
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Control Center. Again, it would provide a force summary
and locations, which could be fed into a “Force
Deployment Analyzer” that would provide real-time
battlefield information and feedback on where troops were
deployed.

A GPS sensor would be part of the War Watch for other
purposes as well. There would also be other sensors on
the watch including a seismic sensor and a bio detector
sensor. This could also be tied back to the Centralized
Battle Control Center.

A Wrist Drone could be on the other hand which would
provide a small drone with a camera that could be flown
around to find out what is going on in the close perimeter
of the soldier. The Wrist Drone could also be used as an
airborne grenade.

IN ADDITION TO WEAPONIZED
WEARABLES

Big Data is also a large area of interest in future
conflicts. The equivalent of the impact of Big Data on
the civilian side is “Total Information Awareness”

(TIA) on the military side. TIA is a domestic surveillance
system that provides awareness as it relates to cellphone
conversations, email discussions, and credit information
like banking transactions, spending patterns, and social
network interactions from family to business connections.
With that type of detail-rich data base, many connections
and interrelationships of data will be available to review,
assess, and analyze.

Again, if you are creative, and can tie together
geofencing, beacons, BIG DATA analytics, AI, and an
army of synchronized drones, you can collect and use
information to determine movements of key people and
key vehicles, and keep track of attendance at key events.

If we only apply a traditional 20th century strategic
defensive focus in future conflicts, we will wind up like
the Polish Cavalry facing the approaching Blitzkrieg of
steel tanks and dive bombers of the German Wehrmacht
and Luftwaffe in World War II.  Bringing old technology,
outdated strategies, and last century’s tactics into the
NANOKRIEG© battlefield will guarantee a short, one-
sided battle and a quick surrender, if not total
annihilation.

CARLINI-ISM: “In the War of NANOKRIEG,
speed of response equals victory, or at least
survival.”

We need to innovate and bring in new technology,
creativity, and determine a whole new strategic capability
down to the individual soldier and soldiers working as a
small unit. We also need to stay abreast of what other
countries are developing and how a new mix of
technologies, electronics, AI, and software can create
remote robot armies and new forms of non-human spies
and terrorists without huge traditional expenditures and
ongoing logistics.  In this area, we are more likely to be
catching up than taking the lead.

CHINA’S TROJAN DRONE CONCEPT
IS PLAUSIBLE

To have a standing army of tens, if not hundreds, of
thousands of drones creates a whole new battlefield
scenario for which there is no real defense right now.

Is this part of the potential scenarios (drone swarms) that
are reviewed for plausibility and for which I discussed
countermeasures?  That should be a big question for
those concerned with aerial attacks and surveillance.

If manufacturers have the capability to control, limit, and
command all their products remotely in a region or insert
“spy chips” to motherboards and other key elements of
equipment, no one can convince me that their government
or some rogue terrorist organization cannot use that same
power to their advantage and create a virtual army of
robots to undertake a diverse range of subversive
missions.

James Carlini is a visionary and strategist for mission-
critical networks, technology, and intelligent infrastructure.
He has been president of his own private consulting firm
since 1986. He is the author of LOCATION LOCATION
CONNECTIVITY, Next-Generation Real Estate, and Intelligent
Infrastructure, Technology, and the Global Platform for
Commerce (published 2014). He is a former award-winning
adjunct faculty member at Northwestern University in both
its executive master’s and undergraduate programs (1986-
2006), developing and teaching courses in technology
management, team dynamics, Six Sigma, network security,
and international applications of technology. His original
“Platform for Commerce” definition of infrastructure and
its impact on economic growth are referred to in the U.S.
Army Corps of Engineers handbook Infrastructure and the
Operational Art  (2014) and its 2016 publication
Infrastructure in Subpopulations.  Jim served in the Air
National Guard and the Army Reserves for 13 years (1972-
1985).
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A Life Cycle Analysis of Hezbollah:
Where the Group Came from and Where It Is Going

by J. Robert Kane

THE ORIGINS OF HEZBOLLAH

Hezbollah was founded in 1982 following the Israeli
invasion of Lebanon that same year. The Israel
Defense Forces (IDF), or Tzahal in Hebrew, quickly

occupied the country, disenfranchising the Muslim people
of Lebanon.1 In response, Hezbollah defined itself as a
resistance effort against the Israeli forces, bringing the
Lebanon-based Shi’a group enormous popularity and
support throughout the region. Hezbollah received the
support of rejectionist Palestinian groups in addition to the
alienated Shi’a population in Lebanon.2 Additionally, the
expanding Shi’a middle class, skeptical of the contrasting
Amal movement in Lebanon, came to respect the relative
integrity of Hezbollah.3 By the mid-1980s, Hezbollah was
operationally organized with the objective to free Lebanon
from the imperialistic superpowers that in its worldview
threatened Islam.

State Sponsorship of Iran

At the same time, in Iran, the power of religion to achieve
major political goals was actively demonstrated. This
provided Hezbollah with an objective to emulate Iran’s
Islamic revolution.4 As an extension of its zealous campaign
to spread the state’s Islamic revolution, Iran sought to use
Hezbollah as statecraft in the form of terrorism against the
imperialist powers in the region, namely the United States
and Israel.5 In consequence, Hezbollah found its benefactor.
This state sponsorship would last throughout all of
Hezbollah’s existence and make the Lebanon-based Shi’a
terrorist group one of the most professional and dangerous
of them all.

Israeli Occupation of Lebanon and Its Effect on Hezbollah

In Lebanon, Israeli forces continued to occupy the southern
portion of the country for over two decades, making
Hezbollah’s mission and ideology greatly accepted by the
Shi’a in the region.6 Until the Israeli exodus from Lebanon in
2000, and then again following the 2006 Lebanon War,
Hezbollah operations were chiefly defensive and the group
rode a wave of popular support across the region as it

inflicted substantial losses on the IDF as the first Arab army
not to be defeated in a war with Israel.7 Now, more than ten
years after the 2006 Lebanon War, however, Hezbollah’s
status in the Arab world as a freedom-fighting outfit has
dropped immensely from its height a decade before.

HEZBOLLAH OPERATIONS
AND CAPABILITIES

Due to internal reasons and its close alliance with Iran,
Hezbollah has become increasingly confrontational
with the Gulf States. Along with its open-ended war

with Israel, this confrontation represents both an extension
of the Israeli conflict as well as its fight against Sunni rebels
in Syria.8 This is understood through a balance of power and
influence among Iran, Syria, and Hezbollah that combines
shared regional and local interests.9 For Iran, Hezbollah is
part of a markedly successful effort to export the Islamic
revolution abroad while also allowing the country to
participate in the Arab-Israeli conflict by using Hezbollah as
a terrorist and military proxy. It also consolidates the
reviving Shi’a axis stretching from Tehran to Beirut. Iran
provides Hezbollah with extensive support ranging from
military equipment and weapons to financial support
mediated through the Islamic Revolutionary Guards Corps
(IRGC) and Iranian banks.10

Meanwhile, in Syria, Hezbollah’s contribution together with
that of the IRGC has been instrumental in the survival of the
Assad regime. Working in Damascus and the surrounding
area, especially in controlling the Aleppo-Damascus (M5)
Highway which feeds into every major roadway in Syria, this
has brought significant leverage to the Assad regime.11 The
recapture of the Qalamoun region has been significant in
Hezbollah’s military contribution to empowering the regime
around the capital and Aleppo.12

The basis of Hezbollah’s increased involvement in the Gulf
is the result of continuing tensions between Saudi Arabia
and Iran. Proxy war actions between the two countries
increased following the execution of the prominent Shi’a
cleric, Nimr al-Nimr, by the government of Saudi Arabia on
charges of sedition and taking up arms against the country’s
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security services.13 Al-Nimr’s death caused outrage in the
Shi’a world such that two Saudi diplomatic posts were
besieged following his death.14 Saudi Arabia cut diplomatic
ties with Iran as a result.15 Following that, Saudi Arabia cut
off financial support to Lebanon amid heightened tensions,
resulting in an even greater degree of financial support to
Hezbollah from Iran.16 Most importantly, the tense relations
between Iran and the Gulf States led by Saudi Arabia has
caused Hezbollah and its Shi’a allies to threaten more overt
violence against the Gulf. 17

The group is defined by multiple identities
that are not always congruent with one
another and strain its strategic interests.
These identities are Lebanese, pan-Shi’a,
anti-Israeli, and pro-Iranian.

Increasing Hezbollah aggression in the Gulf has prompted
rejection of the group’s activities because of “hostile actions
of the militia who recruit the young people (of the Gulf) for
terrorist acts.”18 The Gulf Cooperation Council (GCC)
designated Hezbollah a terrorist group as the Gulf States
have impeded Hezbollah’s activities, along with its support
and financing, within their borders.19 Hezbollah Secretary
General Hassan Nasrallah insisted that the GCC designation
was rejected by the majority of the Arab world which still
supported the group.20 Nasrallah also appeared in a clip that
aired several times depicting Hezbollah as fighting for all
Muslims and saying that “a defeat for us is a defeat for the
whole Muslim nation.”21 Iran similarly rejected the GCC
designation as an insult to its foreign policy.22 Shortly
thereafter, both the Arab League and the Organization of
Islamic Cooperation issued statements consistent with that
of the GCC in condemning Hezbollah as a terrorist group.23

The government of Saudi Arabia, in particular, reported on
Iranian-sponsored terrorism that was focused almost
exclusively on Hezbollah from the group’s activities in the
early 1980s until the report’s release in 2016.24 This has led to
increasing pressure between Hezbollah (along with Iran) and
the leaders of the Gulf States. Such reporting has been
particularly problematic for Hezbollah and has hurt the
group’s perception in the eyes of Arabs in the region. Part of
this is because the group is defined by multiple identities
that are not always congruent with one another and strain its
strategic interests. These identities are Lebanese, pan-Shi’a,
anti-Israeli, and pro-Iranian. Moreover, while Hezbollah is
semi-independent in its decision making, Iran’s influence is
marked. This is observed in the Hezbollah leadership in
which Nasrallah is Ayatollah Khamenei’s foremost
representative in Lebanon.25 This is further evidenced in Iraq
where a Hezbollah unit was deployed to Iraq to train Shi’a

militants working in close cooperation with Iran.26

Accordingly, Hezbollah is now seen as a violent form of
statecraft by Iran in its propagation of sectarianism. The
commitment to the war in Syria demonstrates Hezbollah’s
regional, pan-Shi’a focus in the region.27

Once supported by its active resistance against Israel,
Hezbollah is now using its directed warfare against fellow
Muslims by engaging in sectarian violence in the Syrian
conflict. Having already expelled Israel from Lebanon in 2006
with the support of the Arab world, Hezbollah has now
turned into an occupying force in Syria. As one Hezbollah
fighter in Syria revealed, “We are invaders. This is our role
now. Yes, I have many questions, but war is too complicated
and I have a family to support.”28 Because of this,
Hezbollah’s credibility as an anti-Israeli resistance movement
has long diminished since 2006.

Hezbollah’s ongoing role in the crisis in Syria has also
threatened the stability of the deeply divided sectarian
society in Lebanon. While the Lebanese government directs
non-intervention in Syria, Hezbollah has ignored this policy
and brought Lebanon into a sectarian war itself. 29 Nasrallah
has encouraged this factionalism in saying, “We [Hezbollah]
renew our call for sparing Lebanon any internal clash or
conflict. We disagree over Syria. You fight in Syria; we fight
in Syria; then let’s fight there. Do you want me to be more
frank? Keep Lebanon aside. Why should we fight in
Lebanon? There are different viewpoints, different visions,
and different evaluation of obligations. Well so far so good.
However, let’s spare Lebanon fighting, struggle, and bloody
confrontations.”30 Because of Hezbollah, the conflict in Syria
now threatens the security of Lebanon, and the group’s
ambitions for political legitimacy in Lebanon (some of which
have been realized) reflect this.31

Hezbollah’s involvement in Syria has been nothing short of
significant. This was demonstrated in the battle for Qusayr
in May-June 2013 when Hezbollah operatives played a
decisive role in ensuring that anti-Assad rebels lost control
of the town.32 At its face, the involvement in Qusayr
provided direct evidence for Hezbollah’s fighting in Syria as
the group attempted to deny any such accusations
beforehand. At this point, Nasrallah declared that the
conflict in Syria was Hezbollah’s fight in saying, “We will
continue along the road, bear the responsibilities and the
sacrifices. This battle is ours, and I promise you victory.”33

Ever since, Hezbollah has been directly engaged in the
conflict in Syria in concert with Assad regime loyalists and
Iran’s IRGC against Syrian rebels. Despite this, public
opinion among Hezbollah’s constituency has become even
more critical of the group and its regional activities.34

Hezbollah has achieved significant benefits from its
involvement in Syria. The group’s engagement in Qusayr,
Qalamoun, and Arsal has strengthened its urban warfighting



American Intelligence Journal Page 69 Vol 35, No 2, 2018

capabilities and given its young fighters much needed
combat experience in the face of a pending war with Israel.35

The strategic coupling of south Lebanon with the Golan
Heights has also expanded the group’s operational theater
against Israel while also allowing the group to forge new ties
with an array of Shi’a militant groups in the region as a result
of its fighting alongside the Syrian military forces.36 The
Syrian involvement also gave an indication to the Shi’a in
Lebanon of the group’s dedication to protecting Lebanon
from the Sunni jihadist threat.37

Additional Hezbollah achievements include its support of
the Houthi rebels in Yemen under the supervision of the
IRGC.38 In February 2016, the Yemeni government claimed to
have evidence of Hezbollah “training the Houthi rebels and
fighting alongside them in attacks on Saudi Arabia’s
border.”39 Further evidence of Hezbollah external operations
in the Gulf has been seen as of late with high frequency. A
Hezbollah sleeper cell set up by Iran was raided in the United
Arab Emirates in April 2013.40 Kuwaiti authorities busted a
Shi’a terrorist cell tied to Hezbollah in August 2015 that was
accused of collecting “a large amount of weapons,
ammunition, and explosives.”41 In January 2016, Bahraini
security services arrested six members of a terrorist cell in
concert with Hezbollah that was charged with the July 2015
explosion outside of a girls’ school in Sitra.42

TOLLS TAKEN ON HEZBOLLAH AND
INDICATIONS OF ITS FUTURE

Hezbollah’s involvement in Syria has without a doubt
strained the group’s resources, taking an immense
toll on the group’s operational capacity to the point

of becoming controversial even within the group. Since the
conflict began in March 2011, well over 1,000 Hezbollah
militants have been killed in Syria in comparison to the 1,276
killed fighting the Israeli occupation over the course of 15
years.43 Senior Hezbollah commanders have also been lost in
the ongoing Syrian conflict, forcing the group to divert its
resources from Lebanon to Syria. This has severely impaired
Hezbollah’s external operations as the group is believed to
have only about 5,000 full-time, highly-trained fighters and
as many as 20,000-50,000 part-time reservists.44

Western sanctions against Iran have brought Hezbollah into
financial distress.45 Since 2014, Hezbollah funding from Iran
had diminished due to austerity policies, international
sanctions, falling oil prices, and the financial burden from the
assistance to Syria. In consequence, Hezbollah has been
forced to reduce its social services, employment rate, and
salaries of those in its service.46

After sanctions against Iran were lifted in July 2015 as a
result of so-called the Iran Nuclear Deal (officially the Joint
Comprehensive Plan of Action, or JCPOA), Hezbollah

became less financially strained as an influx of Iranian
funding to support Hezbollah’s operations became more
available.47 It has become apparent, as some authorities have
argued, that the Iran Deal benefited Hezbollah and the IRGC
as a result and that the absence of sanctions has increased
Hezbollah’s aggressiveness both in Lebanon and abroad.48

Others have argued that the absence of sanctions has
increased Hezbollah’s operations in Syria but that the group
is less likely to put its gains at risk by engaging in direct
conflict with Israel and instead is more interested in
maintaining stability in Lebanon.49 Hezbollah seems to prefer
a cold war with Israel through conflict mediated by
deterrence in contrast to engaging with Israel directly, as is
the method of the IRGC-Qods Force.50 Nevertheless, Iranian-
directed Hezbollah has been involved in a complex
intelligence war with Israel that has resulted in a campaign of
terror and requital assassinations around the world.51

[Editor’s Note: Since this article was submitted, U.S.
sanctions against Iran have been re-imposed by the Trump
administration in conjunction with its termination of U.S.
involvement in the JCPOA,]

Despite regional animosity toward Hezbollah, Nasrallah has
attempted to justify the group’s involvement in proxy wars
throughout the region by referring to it as necessary to
combating the jihadist threat to Lebanese national security.52

Nabil Qaouq, the deputy head of Hezbollah’s executive
council, accused Saudi Arabia in July 2016 of supporting
terrorism in Lebanon and throughout the wider region by
saying that “[the terrorists] who staged bombings in Beirut,
Hermel, and the Bekaa, and who abducted and slaughtered
the [Lebanese] servicemen are al-Qaida’s branch in Lebanon
and Syria (Abdullah Azzam Brigades) and al-Nusra Front,
and al-Nusra Front is today fighting with Saudi weapons.”53

Qaouq accused the Saudi government of arming Jabhat al-
Nusra, such that the Saudi sponsorship of terrorism “poses
a real threat to Lebanese national security.”54

INTERNAL POLITICS AND FUTURE
DIRECTIVES

An internal debate within Hezbollah has been
observed in which group leaders question the
practicality of fighting to preserve the regime in Syria

when the primary focus should be on protecting Lebanon
from its main enemy, Israel 55 Amid Iran’s dedication to
preserving the Assad regime, Hezbollah is left with no
choice but to continue in the Syrian conflict despite its
losses and plummeting popular legitimacy.56

Hezbollah involvement in the Gulf should not, however, be
seen as a pivot away from the conflict with Israel. The
complexity of Hezbollah involves several multi-front wars
that include supporting the Assad regime in cooperation
with the IRGC, fighting Sunni militant jihadist groups in both
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Lebanon and Syria, and preparing for the next war with
Israel. Iranian influence is highly directed for Hezbollah’s
external terrorist operations as it aligns with the agenda of
Khamenei. With support from the IRGC-Qods Force and the
Iranian Ministry of Intelligence and Security (MOIS),
Hezbollah is well-prepared for external terrorist operations
against Israel.57  Recently, Hezbollah has been found to have
renewed its motivation for international terrorist attacks.
This comes from intelligence gained from the Central
Intelligence Agency (CIA) and Mossad following the 2008
assassination of one of Hezbollah’s terrorist masterminds,
Imad Mughniyeh.58 The death of Mughniyeh was significant
as he was one of the “most dangerous Hezbollah
operatives,” and CIA estimates predicate that his death has
further invigorated Hezbollah’s affinity for revenge,
especially against American and Israeli targets.59 Still valid,
the Federal Bureau of Investigation (FBI) assessed that
Hezbollah would be unlikely to attack inside the United
States but that the group would be likely to attack U.S. or
Western persons and/or interests abroad with reasonable
deniability.60

For Hezbollah, there appears to be a developing alliance
among the United States, Saudi Arabia, and Israel that
benefits Sunni takfiri militants in Syria and throughout the
region. The group is deeply invested in Syria both in terms
of personnel and resources to the degree that it does not
desire to bring direct conflict to Israel at this time. By
avoiding a direct conflict with Israel right now, Hezbollah
lessens the risk of Israel targeting the group’s military
presence and rocket arsenal in south Lebanon while the
group is spread throughout the Gulf.61 It is clear at the
moment that Hezbollah cannot afford a full-scale conflict
with Israel while engaged in fighting in both Syria and
Lebanon.62

This is importantly noted in Israel’s exchanges with
Hezbollah. In January 2015, an Israeli airstrike killed several
Hezbollah operatives in the Golan Heights.63 Some of those
killed included senior Hezbollah operatives along with an
IRGC general and the aide to a Qods commander.64 Shortly
thereafter, Hezbollah responded with a rocket strike on an
IDF convoy along the Israeli-Lebanese border.65 Two Israeli
soldiers were killed.66 The conflict was the most violent,
although short, period of conflict between Israel and
Hezbollah since the 2006 war. Presently, Hezbollah is keenly
aware of the necessity to avoid or minimize an Israeli
retaliatory response while the group is constrained by its
involvement in Syria.

Consequently, Hezbollah’s next war with Israel is not a
question of if but when. The factors involved in Hezbollah’s
choice to engage in terrorism involve several trade-offs with
regard to its position within Lebanon, its involvement in
Syria, and Israel. The decision making, however, is always

dictated by Iranian agendas and interests in concert with
Khamenei and the IRGC. Given Hezbollah’s conscious need
to avoid a second-front conflict with Israel on the Lebanese-
Israeli border, it is extremely likely that the group will elect
for terrorist operations against Israeli and Jewish targets
abroad where reasonable deniability can be achieved.67

With high confidence, war between Israel and Hezbollah is
imminent. Through its operations in Syria, Hezbollah has
developed even more sophisticated combat capabilities and
experience such that the group now has the confidence to
organize an offensive should conflict be initiated.68 The war
in question is projected to be more intensive with greater
civilian casualties on both sides.69 The beginning of the war
will likely result from Israel’s pre-emptive targeting of
Hezbollah’s military sites as well as its leadership and
operatives. Until then, Hezbollah remains preoccupied with
its external operations in Syria.

EXTERNAL OPERATIONS

The Syrian conflict may have a higher precedence over
Israel at this time, although immediate threats are
noted as probable between Hezbollah and Saudi

Arabia now and in the near future. One reported directive
coming from Tehran indicates that “the military of the
Lebanese movement Hezbollah has been instructed by Iran
to suspend operations against Israel and to target Saudi
Arabia instead.”70 External Hezbollah operations have been
observed on multiple occasions against Saudi Arabia,
including one attempted plot to bomb a Saudi airplane in
early 2016.71 Taken together, the Gulf States are increasingly
concerned about Iranian-directed Hezbollah attacks within
their countries where sectarian instability is increasingly
prevalent, including the Eastern Province of Saudi Arabia72

and Bahrain.73

External Hezbollah terrorist operations are observed
worldwide. As Matthew Olsen, then-Director of the National
Counterterrorism Center (NCTC), noted in September 2014,
“Beyond its role in Syria, Lebanese Hezbollah remains
committed to conducting terrorist activities worldwide. We
remain concerned the group’s activities could either
endanger or target U.S. and other Western interests.”74

Together with this, Hezbollah plots (either planned or
thwarted) were seen in South Africa,75 Azerbaijan,76 India,77

Nigeria,78 Cyprus,79 Turkey,80 Bulgaria,81 Thailand,82 and
Peru.83 Furthermore, Hezbollah is active in South America,
from the Tri-Border Area, where the borders of Argentina,
Paraguay, and Brazil converge, to Chile and Uruguay.84

There are also Hezbollah operations in parts of Asia and
Africa.85 The U.S. State Department notes that Hezbollah
remains “capable of operating around the globe.”86
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In examining Hezbollah’s external operations since the war in
Lebanon in 2006, it is clear that the group’s present stance is
far different from that of its initial mission: resistance against
Israel. Since the start of the Syrian conflict, Hezbollah has
become embroiled in conflict on multiple fronts. In concert
with the IRGC, Hezbollah has had a significant effect in
supporting the survival of the Assad regime in Syria.
Together with increasing external operations in the Gulf and
internal operations against developing opposition within
Lebanon, Hezbollah has regained the financial, political, and
military flexibility to destabilize the region. Terrorist
operations against Israel have continued with attacks on
Israeli targets abroad since the 2006 war and an imminent war
against the Jewish state is projected soon after the conflict
in Syria requires less Hezbollah involvement. As a result,
Hezbollah’s credibility in the Muslim world has diminished
greatly over the past decade. While still at war with Israel,
Hezbollah is now also at war with Muslims all across the
region. Its designation as a terrorist organization by multiple
regional authorities and the counterterrorism efforts of
multiple state governments, along with its declining public
perception among Muslims, reflect Hezbollah’s present
orientation as a destabilizing force both within the region
and abroad.
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Weak but Good?
German Counterterrorism Strategy Since 2015

by David A. Rees

OVERVIEW

In German counterterrorism strategy, the first rule is there
is no strategy.1 This apparent contradiction, itself part of
a grand strategy, is an artifact left over from the Western

Allies’ efforts to reconstitute Germany as the antithesis of
the murderous authoritarian regime that existed from 1933
to 1945. Over time, the strategic worldview of the Federal
Republic of Germany came to emphasize executive and
military weakness, economic strength, and “being good.”

Since 2015, several factors have combined to create a
delicate security situation in Germany:  the European
immigration crisis, the return of German “foreign fighters”
from Syria, ISIS’s interest in attacking Europe, and, in
December 2016, a major Islamic attack on Germany. In the
following article, I examine how Germany has addressed
the new threats. I draw on interviews, conducted in March
and April 2018, with eleven German counterterrorism
stakeholders ranging from academics and private-sector
security executives to sources in the Bundestag, the
Foreign Office, the Interior Ministry, and the Federal
Police.2 First, I examine German approaches to strategy,
official and unofficial. Second, I look at how the
perception of the terror threat has changed. Third, I
examine three key challenges in countering terrorism:
managing virtual and physical borders, knowing who’s
who, and asserting the right to deport. Fourth, I consider
success stories and systematic weaknesses. Fifth, I
present new data reflecting the values and motivations
underpinning German counterterrorism strategy and how
they may be changing. In conclusion, I argue that
Germany’s counterterrorism strategy is caught up in an
uncomfortable transition of its national narrative toward
normalcy—or rupture.

Above all, I am interested here in perceptions. How do
German security stakeholders think about
counterterrorism strategy? Insights into how “Germany”
thinks about counterterrorism can help us understand not
only German domestic policy, but also Germany’s role as
an actor in the international security community.

STRATEGY, GERMAN STYLE

German security strategy rests on acceptance of
responsibility for Nazi crimes and dependence on
“multilateralism,” or security partnerships, to

offset a deliberate lack of military capabilities. This
arrangement reflects a grand bargain struck with the
United States as the Federal Republic of Germany (then
known also as West Germany) emerged from occupation
as an independent state. Sheltered under the U.S. security
umbrella, Germany was free to reinvent itself as a
peaceful, inward-looking nation, no longer a source of
concern to its European neighbors, a nation that was to
embrace a new identity as an economic powerhouse and,
in more recent decades, a moral beacon. The 2016 White
Book explains, “in security matters Germany consciously
accepts mutual dependencies—in working alliances,
partnerships [...] and above all with its close security
partnership with the U.S.A.”3

Predicated on an image of being “weak but good,”
Germany’s national narrative has not translated into an
effective template for addressing today’s terrorist threats.
Indeed, upon hearing of my research topic, some
interview partners promptly questioned whether Germany
even has a counterterrorism strategy. At least one said
flatly, “There is no strategy.”4 This reaction certainly
reflects skepticism concerning the migration crisis, the
returning foreign fighters, and the attendant terror risks. It
also reflects a deeper observation about German strategic
culture: Germany was not designed to manage this kind of
problem. Designed to make it impossible for a latter-day
Hitler to seize power, Germany’s federalist system, under
which the central government shares considerable
executive power with the states (Bundesländer), hampers
the coordination required for effective counterterrorism
strategy. Each of the 16 Bundesländer has its own
domestic intelligence, police, and criminal investigators,
as well as its own policies and operational strategies.
There is also a federal police force (Bundespolizei). Its
jurisdiction is largely limited to border crossings, train
stations, and airports; it is not an FBI empowered to
investigate crimes, disrupt plots, and pursue criminals
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throughout the country. As a result of the fragmented
security architecture, when a potential terrorist crosses
from Berlin into Brandenburg, he slips out of one
counterterrorism strategy and into another.5

Perhaps reflecting the diffusion of executive power,
German counterterrorism stakeholders disagree on who is
responsible for setting counterterrorism strategy. Some
respondents pointed to the Chancellor as the main source
of strategy, others to the heads of the federal agencies for
domestic intelligence (Bundesamt für Verfassungsschutz
or BfV) and criminal investigation (Bundeskriminalamt or
BKA), and still others to the heads of federal and state
police forces. On the whole, however, stakeholders see a
clear cultural preference for management over strategy.
On a scale of 0-10, respondents rated Germany’s capacity
for crisis management a 6.5, while threat management (4.2)
and grand strategy (3.0) scored much lower. In the
absence of a central strategic vision, German
counterterrorism stakeholders fall back into a managerial
mode, seeking political cover in guidelines and best
practices formulated at the Bundesländer and
departmental levels.6

THE TERROR THREAT

In early 2018, the mass immigration from the Middle East
and North Africa was on everyone’s mind, and the
Islamic attacks in 2015 and 2016 in France, Belgium, and

Germany were impossible to forget. Yet, right-wing terror
has long been a topic too, and some observers argue that
Islamic terror poses no more of a threat than does
homegrown racist violence.7 Therefore, I approached the
interview process from a design-thinking perspective,
deliberately neglecting to specify to what kind of terror I
was referring. For my part, I supposed that Islamic terror
was the main threat, and that the migrant crisis which
started in 2015 marked an inflection point, but I wanted to
see what respondents would say if given an opening.8

As it happens, respondents supported my assumptions
on both counts. Without prompting from me, all but one
began by addressing Islamic terror. When I asked
respondents to identify the top terror threat, all but one
named “Jihadism” or the “potential for Islamic
radicalization.” The exception was a Green Party member
of the Bundestag, who gave equal weight to right-wing
and Jihadi terror, stating that “the threat emanating today
from right-wing terror requires just as much attention as
does the threat from violent Islamism.”9 Finally, I
specifically asked respondents to assess the relative
threat from different brands of terror by assigning them a
score. Respondents ranked Jihadi terror near the top of
the scale. By contrast, right-wing and left-wing terror

received statistically indistinguishable scores around the
middle, neutral point of the scale (see Table 1).

Question: “How great is the threat today from the following kinds of terror?”
10 

 

 
Average 

Score 

Standard 

Deviation 

Confidence 

Interval Sample Size 

Left-wing 4.71 1.98 3.49-5.94 n = 7 

Politically Motivated 4.67 3.14 2.56-6.78 n = 6 

Right-wing 5.86 1.57 4.88-6.84 n = 7 

Jihadi 8.29 1.38 7.43-9.14 n = 7 

Table 1: Relative magnitude of threat from different kinds of terror on a scale of 0-10.

I make three observations about these numbers: First, the
difference between Jihadi terror and the others is
statistically significant, with a high degree of consensus
about how to rate Jihadi terror (as reflected by its lower
standard deviation). Second, the other three brands of
terror are statistically indistinguishable from one another.
Third, the category of “politically motivated terrorism”
may have served an effective control function, similar to a
placebo. How? Well, the category was poorly defined and
caused confusion—because left-wing, right-wing, and
Jihadi terror all tend to fall under the category “politically
motivated.” I suspect that the values chosen by
respondents here may indicate a default position born of
the bureaucratic survival instinct, a semi-conscious
cautiousness about going on the record underestimating
a possible threat, however vague or poorly defined.11

Until the Paris attacks of November 2015, the notion “that
terrorists would infiltrate refugees” seemed to many
Germans “unlikely but possible.”12 It was an unpleasant
thought in a moment of optimism. Crowds of Germans met
the first thousands of refugees with cheers as they
disembarked at Munich Central Station in September of
that year. When German “foreign fighters” returned home
from Syria, as ISIS set its sights on Germany, the
collective European borders tottered, and a historic wave
of uncontrolled immigration from Muslim countries rolled
toward the heart of the continent, Germans indulged in a
moment of almost Churchillian defiance.13 Citizens of a
country built on the promise of “Never Again,” they
relished the chance to demonstrate Willkommenskultur—
a culture of welcome—to those fleeing war and
persecution.

This narrative encountered cognitive dissonance in the
wake of the November 2015 Paris attacks when it was
discovered that seven of the terrorists had arrived via the
refugee route.14 Germany was spared a major terror attack
until December 2016, when Anis Amri, a young Tunisian
national—a registered, and rejected, asylum seeker—
drove a hijacked semi-truck into a crowded Christmas
market in Berlin, killing 12 and injuring 50. Claimed by
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ISIS, the Berlin tragedy was the first major terror attack in
Germany since the 1972 Olympics and Red Army Faction
activities throughout the 1970s.15 It changed everything.
Coming as a shock to those who had thought it unlikely
that terrorists would infiltrate the uncontrolled stream of
migrants, Berlin 2016 drove home the message that
Germany had joined the club of bona fide targets of Jihadi
terrorism.

 Question: “How would you rate the terror threat in Germany?” 

 Average 

Score 

Standard 

Deviation 

Confidence 

Interval Sample Size 

2014 6.80 1.92      5.38-8.22 n = 5 

2018 8.71 1.38 7.86-9.57 n = 7 

 
 Table 2: Magnitude of terror threat on a scale of 0-10. 

When I asked counterterrorism stakeholders to rate the
terror threat in Germany “before and after,” I encountered
some disagreement as to the magnitude of the threat, but
complete agreement that the threat has grown.16

Specifically, the optimists have become more pessimistic
(or possibly more realistic), while the pessimists see their
fears confirmed.17 This increased consensus among
stakeholders ranging from a Green member of the
Bundestag to senior officers of the Federal Police is
interesting because it suggests that the terror threat has
to some extent become depoliticized by virtue of being
undeniable.

THREE KEY CHALLENGES

The system overload that started in 2015 revealed
structural weaknesses which complicate
counterterrorism efforts. Three of those weaknesses

concern key sovereign rights and duties: the management
of borders, knowing who’s who, and deporting
individuals without a claim to legal status.

Managing Borders

A common theme in many of my conversations was the
need to make existing borders work in support of, rather
than against, the system. Neither the Schengen system,
based on the premise of common borders mapping onto
common values and years of planning for the best-case
scenario, nor the postwar German system itself, with its
principled rejection of centralized security agencies, was
designed to cope with the security risks attendant on the
effective collapse of Europe’s borders and mass migration
from the Middle East and North Africa. The migrant routes
established blueprints for entering Europe and,
specifically, Germany, without showing travel documents.
Officially, around 1.3 million people have entered Germany

irregularly since 2015; unofficially, national security
stakeholders put the number at 2 million. Thus, at the
state, national, and European levels, the flow of
intelligence may slow down or stop at borders while
people cross freely.

To be sure, barring a renewed EU border failure, the
million-strong backlog of asylum applications may
eventually dwindle to manageable proportions.18 Yet, the
nexus between uncontrolled movement of people and
counterterrorism concerns, although downplayed in
mainstream German discourse, should be self-evident. The
risk of radicalization among a minority of newcomers, as
with the Berlin Christmas market terrorist, poses a
verifiable threat. In addition, as of March 2018, over a
thousand potential terrorists (Gefährder) were known to
have entered the country—either legally (e.g., foreign
fighters who are German nationals) or illegally (e.g.,
asylum seekers). A few years earlier, that number was in
the double digits.19

While the Federal Police can, in theory, turn away a
traveler at the border, under Germany’s human rights
regime, officers must admit any person who utters the
word “asylum.” A senior officer compared the refugee
routes to no-check “domestic” flights from Syria to
Frankfurt. Where such travel is possible, terrorists will
use it.20 Even individuals who admit connections to a
known terrorist group have the right to claim asylum,
which often amounts to a right to live in Germany—even
if asylum is denied.

Knowing Who’s Who

Asylum seekers with passports can be sent home much
more rapidly than those without passports. For this
reason, many migrants, while en route to Germany,
discard, sell, or destroy their travel documents. When
migrants do present documents, border officers struggle
to determine whether individuals of other ethnic
backgrounds (phenotypes) match their identity photos. In
the context of the non-European immigration, the
phenotype problem renders the standard look-alike test
ineffective. Biometrics are used sparingly. Asylum
seekers do have their fingerprints taken; however, due to
interoperability issues across a labyrinth of local and
federal authorities throughout Germany and the EU,
officers generally cannot rely on biometrics to verify
identities of undocumented arrivals. In a related
challenge, legal protections for minors prevent security
officials from placing the children of German foreign
fighters on extremist watchlists—even those children who
are known to have committed murder in Syria in the name
of ISIS.21
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Asserting the Right to Deport

German, European, and international law may, for a
number of reasons, block deportation of rejected asylum
seekers—even those who are known terrorists. A person
who enters Germany irregularly and conceals his true
identity cannot be deported until his identity has been
established and travel papers procured from his home
state. Deportation is a bilateral affair. Even when a
person’s identity is known, or can be discovered, he or
she still cannot be deported unless his or her home state
agrees to cooperate. Both Italy and Germany failed to
deport Anis Amri, the Berlin terrorist, because his native
Tunisia refused to cooperate. Yet, even if the home nation
cooperates, the process can take months, or years, during
which time the rejected asylum seeker will be “tolerated”
[geduldet] in Germany.22 Moreover, any person from
countries deemed unsafe, or who may face torture, capital
punishment, or discrimination at home, cannot be
deported. Because German courts often place the burden
of proof on the government, and because it is impossible
to prove a negative, in practice this legal framework tends
to keep precisely the kind of people in Germany that
Germans most urgently wish to send home. In one high-
profile case, a former bodyguard of Osama Bin Laden
lived in Germany for many years at the state’s expense as
a rejected asylum seeker.23

SUCCESS STORIES AND SYSTEMATIC
WEAKNESSES

When asked to name one aspect of current
counterterrorism efforts that should not be
changed, some respondents pointed to Germany’s

record of successful cooperation at both the interagency
and international levels. In Berlin’s Joint Counterterrorism
Center (GTAZ), representatives of 40 state and federal
agencies come together: “We sit down together and talk.
It’s effective.”24 Germany has had “tactical successes
thanks to international partnerships. Despite past
disagreements with international partners such as the
U.S., on the operational level international security
cooperation continues to function.”25 Others praised
Germany for preserving its democratic principles. Dr.
Raphael Bossong, scholar at the German Institute for
International and Security Affairs observed: “We haven’t
declared a state of emergency. We haven’t militarized
counterterrorism. We have kept constitutional barriers in
place.”26 A private-sector security executive sounded a
similar note: “Germany has preserved its principles. It
does not allow itself to be blackmailed.”27

In several areas, German counterterrorism capabilities
have improved since the Berlin Christmas market attack.
Improvements include administrative measures, such as

joint law enforcement guidelines; legal reforms, such as
revised laws expanding executive powers to surveille,
identify, and detain potential terrorists; and perhaps most
importantly, a shift in attitude, manifested in a new
willingness to lock up extremists for other offenses, and
to speed deportations “with the declared intention of
kicking out all the potential terrorists.”28 Anis Amri, the
Christmas-market terrorist, “could have been deported as
a drug dealer. That is exactly what they would do now.”
Until 2016, a law passed in 2005 that allowed for quick
deportation of potential terrorists had been considered a
dead letter that would not hold up in court. Since Amri,
this law, AufenthG §58a, is being applied, and courts have
upheld it.29

Respondents identified several enduring systemic
weaknesses. For example, judicial and legislative bias
against security culture hampers counterterrorism efforts
by the executive. They identified some new security
measures as merely symbolic, with a new unit here, some
more funding there. Moreover, they pointed out the
enduring lack of strategic leadership and the related
constraints imposed by the German federalist structure.
[Author’s Note: By all accounts, the saying that there is
no one Germany, only 16 German Länder, is as true as
ever.] On the societal level, the security debate meanders
aimlessly, dodging basic questions such as “Who are
we?” and “What are our interests?”

Several respondents expressed concern about Germany’s
heavy dependence on foreign partners for intelligence. In
a country where memories of both Gestapo and Stasi
slumber fitfully, intelligence, like the overall security
establishment, is not popular. To put things in
perspective, the U.S. spends on intelligence 160% of what
Germany spends on its entire military.30 Germans
suspicious of, and hostile toward, their own security
establishment pose a challenge in the context of
intelligence partnerships. Starting in 2017, Chancellor
Angela Merkel’s office and the Interior Ministry have
made efforts to build a bridge between the spies and the
lawyers, organizing a recurring symposium on “The
Intelligence Community and the Law” (Symposium zum
Recht der Nachrichtendienste). Much bridge-building
remains to be done. In March 2018, at the second such
symposium, the senior counsel of the Federal Intelligence
Service (BND) senior counsel rose from the audience to
explain to leading legal scholars that “anyone who
believes that an intelligence agency can collect foreign
intelligence without breaking foreign laws is living in a
dreamland.”31 In a keynote delivered at that same
symposium, Sir David Omand, a former senior British
intelligence and cabinet official, urged German lawyers
and lawmakers to consider the intelligence and security
needs of Germany’s partners when setting the legal
framework for German intelligence activities. The
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implication of Omand’s remarks, as one of the spies
present explained to me, was that Germany needed to
guard its reputation as a reliable partner lest its
intelligence community find itself out in the cold.32

THE LONG SHADOW OF GERMAN
HISTORY

If, as the White Book suggests, historical responsibility is
the compass by which German security thinking
navigates, what would be the effect of a systemic shock

such as the combined migrant-and-security crisis on that
compass? To find out, I asked respondents to evaluate—
historically, currently, and ideally—the importance of five
considerations for German counterterrorism strategy:
survival, security, international partnerships, self-respect,
and historical responsibility.33 According to respondents,
the German approach to security overemphasizes
historical responsibility and undervalues security (see
Table 3).

Question: “How important were/are the following considerations in shaping     

German counter-terrorism strategy? If you could wave a magic wand, how 

important would they be?” 

 Survival Security

International 

Partnerships Self-Respect

Historical 

Responsibility

2014 4.25 / [3.30] 5.00 / [3.92] 7.00 / [0.82] 4.25 / [2.50] 9.00 / [1.15]

2018 4.17 / [2.56] 6.33 / [2.73] 7.67 / [1.63] 4.83 / [3.49] 8.00 / [1.67]

“Magic Wand” 5.40 / [3.85] 7.00 / [2.00] 8.20 / [1.10] 6.60 / [2.30] 5.00 / [2.12]

 Table 3: Motivating factors for counterterrorism strategy (score on scale of 0-10 in 
bold, standard   deviation in [brackets]). 

Looking back to 2014, respondents saw survival, security,
and self-respect as neutral or somewhat unimportant
factors for shaping German counterterrorism strategy.
(They also disagreed considerably as to how important
those factors were.) By contrast, everyone agreed on two
things: that international partnerships were an important
consideration, and that historical responsibility was the
most important one.

As of early 2018, respondents saw security as having
become noticeably more important, yet international
partnerships and historical responsibility still rank as top
priorities. The magic-wand scenario, by contrast, reveals a
striking shift. Here, in an ideal world, counterterrorism
stakeholders would steer more by considerations of
security, international partnerships, and self-respect—
and much less by historical responsibility.

What does all this signify? It seems that if respondents
could have their way Germany’s past would become a
neutral factor, with all other factors, from survival to self-
respect, being more important for counterterrorism
policy.34 Although neither my method nor my sample size
supports general statements about counterterrorism
priorities, the gap revealed here between the “real” and

“ideal” values for historical responsibility is statistically
significant. For the stakeholders with whom I spoke, at
least, it was clear that a successful counterterrorism
strategy would require modifications to the weak-but-
good paradigm of German security.35

A MATTER OF TRUST

Germany’s approach to fighting terrorism is
inseparable from its history and national narrative.
At the same time, the terror threat has uncovered

weaknesses and the need for structural change. Merkel’s
slogan—”There is no national solution to the refugee
crisis”—staked out a position consistent with Germany’s
postwar strategy, a position she has pursued at the EU
and international level using diplomacy and economic
clout. Germany is playing catch-up, however. A
counterterrorism official in the federal Interior Ministry
told me that he thinks of postwar Germany in terms of
child development.36 At first, the state depended on the
U.S. the way a child depends upon its mother. Germany’s
lack of military and security architecture was
understandable in the sense that a child should not be
allowed to play with sharp objects. Now Germany is like a
teenager who wants independence, but still lives at home
and refuses to clean up his room.

There are signs of change. The coalition agreement for
the current German government contained an explosive
item which initially received little notice: a plan to set up
“anchor centers” for holding asylum seekers while their
applications are being processed. The idea was to process
applications more rapidly, simplify deportations, and
prevent people who will have to leave the country from
putting down roots. In the land of the Holocaust, the very
idea of setting up camps for asylum seekers until now had
been a non-starter. The fact that the idea has surfaced
now, albeit by another name, from within the government
coalition, suggests an effort to strike a balance between
the old and the new.

Then there is the rise of the Alternative for Germany
(AfD). The backlash against Merkel’s migration policy
helped turned this new political party into a political
force. It has also cost the two parties that have dominated
postwar German politics, the Social Democrats (SPD) and
the Christian Democratic Union (CDU/CSU), droves of
voters. It appears that an increasing number of Germans
have their doubts as to whether “weak-but-good” is a
suitable response to international terror and mass
migration. At least among those with whom I spoke, it
also appears that counterterrorism stakeholders share
those doubts.
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It is worth remembering that after World War II much of
Europe regarded Germany with mistrust, and that the
structures of the Federal Republic (West Germany until
reunification) were designed to prevent the country from
ever again posing a threat. The Federal Republic, for its
part, inherited the Allies’ distrust of Germans. The
provisional constitution (Grundgesetz) Germany received
in 1949 was retained after reunification—in part because
the government felt it better not to put a new constitution
to the people for a vote. Even today, speech laws
criminalize utterances considered inconsistent with
Germany’s postwar identity, and political parties
considered hostile to the constitution are banned.

A large chunk of the citizenry returns the favor. Over the
last fifty years, many Germans have come to regard the
state with suspicion in all matters related to security. In
his 2017 plea for a “Strong State in Difficult Times,” then-
Minister of the Interior Thomas de Maizière called for
Germans to trust their government more: “It is important
to take a rational attitude toward measures designed to
protect our population. The state does not stand in
opposition to freedom; rather, the state is the instrument
of a free society. The democratic state does not threaten
our liberties; rather, it protects them.”37

Since 2015, the mutual distrust has deepened. On the one
hand, many citizens feel that the government was
criminally negligent in opening the borders. On the other
hand, the political establishment feels betrayed by the
voters who are abandoning establishment parties for the
AfD. The cycle of distrust continues, with many
suspiciously viewing attempts by politicians and others
to convince voters that the AfD is beyond the pale, and
that a vote for the Alternative is a vote for dismantling
the Federal Republic.38

Thus, it is not an exaggeration to say that the terror
threat, combined with mass migration, threatens social
cohesion. On an operational level, the trust question has
a bearing on whether security reforms can find political
support. According to de Maizière, reforms should:39

• Improve intelligence sharing throughout
Germany and the EU

• Empower intelligence agencies to intercept
digital communications

• Enhance use of intelligent video surveillance
and other biometric tools

• Disestablish the domestic intelligence agencies
of the Bundesländer (the Landesämter für
Verfassungsschutz or LfV), transferring their
functions to the federal domestic intelligence
agency (BfV)

• Authorize the National Cyber-Defense Center
(Nationales Cyber-Abwehrzentrum) to use
offensive cyber tools as a deterrent

• Improve both rules and capacity for pre-
deportation detention

• Transform the Bundespolizei into a truly
federal police force (with a mandate to act
nationwide)40

• Empower the federal government to carry out
deportations (currently the states have sole
responsibility)

• Create transit zones at the German borders for
handling undocumented travelers and asylum
seekers before they can enter the country

UNBUNDLING?

At present, forces of transformation pull in opposite
directions, one toward a stronger, more sovereign
Germany and one toward a stronger, more sovereign

Europe. The former seeks to unbundle some European
ideological commitments affecting national security.
Where postwar Europe has been concerned with knitting
together former adversaries, the changing security and
political landscape may now require unbundling some
ideological commitments. For example, is the idea of
European integration truly contingent on the uncontrolled
movement of all people throughout the Schengen Zone?
Other examples of questionable linkages could be found.
In a polarized political environment in which entrenched
equities prevent fundamental debate, the design-thinking
approach offers a valuable research tool for discovering
which parts of certain commitments are vital, and which
are not.

Of course, we are already witnessing unbundling. Brexit
aside, various internal European borders have already
been reinstated in one form or another, ranging from
“selective” controls between Germany and Austria to
more rigorous controls between Germany and France, and
a Danish military presence on Germany’s northern
border.41 Several of my interview partners flatly stated
that Hungarian Prime Minister “[Viktor] Orbán is right”:
you have to have borders.

At the moment, however, Merkel’s Germany chooses to
frame national security as a matter of European security,
pushing, with France, for more bundling, for more
“Europe.” If the momentum holds, Germany may
eventually send tens of thousands of men and women to
serve in Frontex, the European border patrol agency, and
even in a European army.42
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Both vectors—one toward more Europe, one toward
less—seek to emerge from the long shadow of German
history. Both represent flight toward normalcy. Like the
unbundling approach, the super-bundling thrust
recognizes that, under the pressure of Islamic terrorism,
Germany’s postwar grand strategy has become a security
liability. By pushing forward toward a strong Europe,
Germany seeks to square the circle, striving to be weak-
and-strong: historically conscious, as Germany, and
normalized, as Europe. However, whether Germany will
achieve at European scale what she cannot, or will not, do
for herself, depends, in part, on whether she can win
(back) and keep the trust of her people long enough to
see the project through. That, in turn, will require that her
leaders find the moral strength to do what is necessary to
protect her at the national level.

NOTES
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Most interviewees wished to remain anonymous. Ten of the
eleven interviews were conducted in person. The member of the
Bundestag was interviewed by email. Nine interviews were
conducted in German, two in English.
3 The White Book begins with a clear statement of values and
interests: First, a double attachment to the “lessons of history”
and merging of Germany’s fate with that of the European
Union. Second, as “guidelines for formulating [Germany’s]
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of peace.” Third, the following “security interests”:

• Protect German citizens and the sovereignty and
   territorial integrity of Germany

• Protect allies’ citizens, sovereignty, and territorial
    integrity
• Protect rules-based order and international law
• Protect prosperity of German citizens
• Promote husbanding of natural resources
• Deepen European integration
• Strengthen Transatlantic partnership

Fourth, multilateralism, or dependency on others for defense:
“Germany can only protect its territory and open society with
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unintentional, fiction. The unvarnished truth was that, in the
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Birth Rates Determine Life Expectancy in
Theoretical Equilibrium Populations:

Implications for Political Demography
and Conflict Early Warning

by Dr. Michael M. Andregg

EXECUTIVE SUMMARY

This article examines implications for political
demography of a theoretical population that is in
complete equilibrium.  By “complete equilibrium” we

mean that the population neither grows nor shrinks, there
is neither immigration to nor emigration from it, and the
age structure has stabilized so that it no longer changes
over time.  These are all important elements of complete
equilibrium, as opposed to stability in just absolute
numbers. This condition is found in some natural
populations of animals and plants, but it has not obtained
in most human populations in recorded history.  Reduced
to basics, this theoretical population has the following
characteristics:

1.  In complete equilibrium populations, birth
rates will equal death rates; hence, the
population neither grows nor shrinks.  

2.  In a complete equilibrium population, death
rates determine life expectancy and can be
expressed as LE = 1000/DR.

3.  Since, in a complete equilibrium population,
birth rates equal death rates, this can also be
expressed as LE = 1000/BR.

4.  This implies that, fundamentally, birth rates
determine life expectancy in complete
equilibrium populations.  

This article has two goals.  The first is simply to check the
accuracy of the theoretical formulas identified above.
Since they are quite simple and likely accurate, I invite
others to identify any errors.  The second goal is at least
as important.  How do human populations evade this
limiting outcome?  Or do they really?  I fear the short
answer to these questions is (a) genocide and war, and
(b) no, they do not really escape an iron law of biology.
However, they often do displace the high death rates to
marginal or weaker populations.  If correct, this has
significant implications for conflict early warning as
illustrated by several real-world examples.

INTRODUCTION

United States military forces are getting tired of
fighting perpetual wars in areas where decisive
victory appears nearly impossible.1  This is not their

fault, and finding fault is never our purpose here.  Political
leaders send troops into these impossible war zones.  They
generally do so with the best of intentions also—to stop
genocides, for example, or to hold back the tide of terrorism
that flows from “failed states.”  However, both politicians
and military practitioners often fail to recognize the power of
one of the most important ultimate causes of wars and
genocides.  That is high birth rates, which in the long run
appear to require high death rates somewhere, somehow.

That tragic consequence of high birth rates is often
obscured by ubiquitous political and religious language that
offers other explanations for why people fight on a large
scale.  This consequence is also obscured by common
demographic phenomena like migrations and age distribution
effects.

Finding or assigning blame is categorically not the purpose
of this article.  Fixing the problem of perpetual and
unwinnable wars is.  Thermonuclear war is a predictable
outcome of a system of perpetual conventional wars.
Consequently, avoiding that is another goal.  Genocide is
also common where perpetual wars prevail.  The living
system that supports us all is damaged by such phenomena.
Therefore, avoiding preventable genocides, nuclear war, and
perpetual conventional wars, and restraining the ongoing
destruction of the living system, are the purposes of this
article.

Wars are almost always blamed on some “other” actor who
is “evil” in some way.  “In” groups are good, and “Out”
groups are considered at least suspicious and often
dangerous.  Such is human nature, and tribal politics.  Some
religious leaders and many politicians have made careers out
of identifying threats to their peoples and power structures
in this way for millennia.2
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Stripping away the confusion caused by political and
religious theories of conflict can help to reveal the power of
more fundamental factors like demography.  Therefore, we
will first examine how human populations can sidestep the
theory of complete equilibrium populations expressed by the
simple, arithmetic syllogism identified in the Executive
Summary.  They grow (temporarily), find “new” territories
(often displacing or eliminating other humans already there),
or use technology to expand carrying capacities.  Then we
will look at some historic examples and reexamine how high
birth rates may contribute to rising authoritarian politics,
militant (or militarized) religions, corruptions of governance,
and other, more familiar explanations for organized armed
conflicts.  The theory of age-structural transitions by
Cincotta et al. is a much more sophisticated window on that
process.3

HOW HUMAN POPULATIONS HAVE
SIDESTEPPED THIS “IRON LAW”

OF BIOLOGY … SO FAR

Technology can increase the carrying capacity of any
human ecosystem, and humans have been working on
that for millennia.4  Yet, limits loom and people still

starve despite such progress.  Another simple way to avoid
high birth rates generating low life expectancies is for a
population to grow.  Humankind certainly has grown
throughout most of recorded history.  Nevertheless, nothing
grows forever; this is a biological truism, and ongoing
damage to the entire living system of the earth bears witness
to the end of that method for maintaining high human life
expectancies.

Typically, stronger groups wipe out weaker groups, and
grow at their expense.  History is replete with examples of
that, from the Romans to Genghis Khan’s Mongols, to the
European conquest of the Americas.  I will exemplify this
with a case where precise numbers are easier to obtain
involving the land where I now live, the affluent state of
Minnesota.  Just over 200 years ago, in 1800 CE, this land
was almost 100% Native Americans, mainly of the Dakota
and Ojibwe tribes, with <1% French Canadian fur trappers
and traders scattered about.  By 1900 CE, just one century
later, Native Americans were only .52 % (half of one percent)
of the official census count.5  By 1980, even the memory of
Native American origins and history was almost gone except
for a plethora of Indian place names.6

Vast numbers of immigrants from Europe and the East had
simply overwhelmed the Indians.7 The result: While in 1800
the territory now called Minnesota was 99%+ Indian, in just
100 years the indigenous peoples had been almost totally
replaced by immigrants from far away.

For decades, some scholars objected to using
the term “genocide” in this context,
contending that most Native Americans
actually died of disease rather than violence.

For decades, some scholars objected to using the term
“genocide” in this context, contending that most Native
Americans actually died of disease rather than violence.
Many certainly did die that way, but this ignores obvious
consequences of being banished into barren (and often
frozen) lands with neither game nor much in the way of
natural foods.  Some scholars even objected to the use of
the term “war” because less than 1,000 had died within one
year in “organized, armed conflict between states.”8  Such
technical counting rules have a place in political science, but
they also provide an easy way to ignore or forget what
actually happened.  Millions of European immigrants were
pouring into eastern U.S. states, where many were told to
“Go west, young man” where land was “free” and “Manifest
Destiny” ruled.  Indians were often considered merely
dangerous pests, and thousands were killed in a great many
ways other than formal “wars” between nation-states.  I
know this for certain because my own ancestors were
involved.

JAPAN AND GERMANY IN
WORLD WAR II

After World War II, the dominant explanation for
Japan’s entry into that war was population pressure,
and this remains the primary view in Japan to this

day.  Japan was experiencing one million new mouths to feed
each year in an island nation.9  It faced constraints on
industrial development and imminent starvation among the
poor.  Debate in Japan’s Diet (Parliament or Congress
equivalent) was explicit about the need to obtain new
resources, especially oil and rubber but also timber and food,
before catastrophe struck.  An explicitly colonial policy to
take resources from China and Southeast Asia included an
invasion of “Manchukuo,” formerly called “Manchuria.”
China was invaded in 1931, and one conquest led to many
others until the disastrous decision to attack Pearl Harbor on
December 7, 1941.  Much discussion focuses on the rise of
“militarists” in the Japanese government, which is certainly
appropriate and true.  What it tends to overlook, however, is
why the militarists rose and were persuasive among the
larger Japanese society.

In Germany, the operative term was Lebensraum or “living
room,” which is often forgotten in erudite discussions of
fascism as a political ideology or Hitler’s exceptional anti-
Semitism, and the subsequent slaughter of Jews, Gypsies,
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and so many other victims of his genocidal state.10  Those all
have their place, but my point here is to highlight the tidal
power of an ultimate cause11 known as population pressure.
The U.S. Holocaust Memorial Museum in Washington, DC,
notes this:

Long before the Nazi period, many Germans looked to
Eastern Europe as the natural source of their
Lebensraum.  Beginning in the Middle Ages, the
social and economic pressures of over-population in
the German states had led to a steady colonization of
Germanic peoples in eastern Europe.  Increasingly by
the twentieth century, however, scholars and the
public alike began to view the East as a region whose
vast natural resources were wasted on racially
“inferior” peoples like Slavs and Jews.

Racism and ideology indicate “acceptable” targets to those
who feel constrained and angry about that.  Why did Hitler
make his disastrous decision to invade Russia?  His own
comments on why the “pure” Aryan people deserved more
“living room” should give us some indication.

Huge wars involving many major nation-
states often have multiple causes, and
some are much easier to discuss than the
prickly cactus of population and
demographic issues.

Huge wars involving many major nation-states often have
multiple causes, and some are much easier to discuss than
the prickly cactus of population and demographic issues.
Therefore, let us look briefly at some smaller cases where
conditions are simpler and verifiable numbers easier to
see.

THE EXAMPLES OF EASTER ISLAND AND
EL SALVADOR

Easter Island lies in the South Pacific, west of Chile but
far from the island clusters farther west and north.
We know it from records of Captains Roggeveen

(1722), Gonzales (1770), and Cook (1774), and from Thor
Heyerdahl and Jacques Cousteau of the modern period.
Cousteau supported some formal archaeology on the
island, as have others.  The most pertinent verifiable facts
about Easter Island follow.12

When it was rediscovered by Captain Cook in 1774, there
were less than 1,000 people on the 7- by 13-mile island (11
by 21 kilometers), apparent descendants of a much larger
civilization.  They scratched out a stoic living on an

island where no trees grew but 30-foot stone statues were
abundantly arrayed, standing erect miles from where the
stones were quarried.

For decades the mystery was: Who built the mammoth
statues, weighing hundreds of tons each?  How did they cut
and haul them around the island, and why?  Where did they
go?  Why was the island barren of trees?  Thor Heyerdahl
showed that colonization of the South Pacific could have
been accomplished by people in rafts or great canoes from
South America.  Others surmised that the island was
colonized from Polynesia, but what matters more is not how
the island was colonized but, rather, did the statue makers
leave or die?

Cousteau and others added some critical bits to the data.
There was wood on the island originally, and the culture
which developed there created a unique form of writing,
carved onto wood pieces found in numerous caves.  Many
hundreds of skulls were also found in the caves.  Why did
the people hide in caves, or were these merely burial
grounds of an unusual kind?

From the information they reviewed, Cousteau and island
archaeologists reached these conclusions: The island was
originally forested and lush, like most Pacific islands.  The
first immigrants lived by fishing from dugout canoes made
from the local trees, supplemented by abundant natural fruits
and some agriculture.  For a while—several generations—
there was room for everyone, wood for everyone, food for
all, and a mini-civilization arose.  Growing populations
develop considerable momentum (due to their pyramidal age
structures) and, on an island, physical limits are abrupt.
Emigration was not an option.  Suddenly, there was not
enough land for everyone.  Family agricultural plots became
much more important, probably jealously guarded, and the
trees which provided wood for cooking, construction, and
canoes began to disappear.  People killed each other, and
clan affiliations became far more important.

Civil conflict in El Salvador has been
endemic for at least 40 years, and today it
has the highest murder rate of any non-
warring country on earth.

There is some evidence that collapse was accompanied by
development of a second bizarre and ritualistic culture
characterized by religious-governmental practices including
human sacrifice.  Certainly archaeology describes a cultural
transformation, which some label the Cult of the Bird Men,
after an annual event used to choose a leader.  An estimated
20,000 people were reduced to under 1,000 before the killing
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stopped, or at least by the time Captain Cook arrived.
Subsequent disease reduced this number further until it
bottomed out at 114 survivors.  The island still has almost no
trees, and land fit only for pasture.

Civil conflict in El Salvador has been endemic for at least 40
years, and today it has the highest murder rate of any non-
warring country on earth.  We will present this example very
simply, despite huge complications of superpower meddling
during the Cold War, which affected many Central American
countries.  Proxy civil wars funded by superpower rivalry
can easily obscure other underlying forces.  I contend that
civil conflict in El Salvador during the 1980s was also fueled
by a population density greater than India’s on land that is
75% mountains.  Another way to put this is that El Salvador
had a population (~5 million then) greater than Minnesota’s,
on a land area less than Rhode Island’s, three-quarters of
which is not very suitable for farming.13

One of the most brutal civil wars of the
recent period began in Syria around 2011,
although there is no clearly defined starting
point.

Abject poverty for most people, coexisting with
conspicuous wealth for oligarchies, energizes conflicts
throughout this region.  El Salvador’s growth rate in 1968
was 2.8% per year, which implies doubling every 25 years,
and it had already lost much of its forest.  Its 2017 estimated
population was 6,172,011, but its growth rate has declined
dramatically to .25% per year.  The CIA’s World Factbook
claims that “at least 20% of El Salvador’s population now
lives abroad,” and that cash remittances from those
emigrants now contribute at least 20% of its entire GDP.

SYRIA AND MYANMAR

One of the most brutal civil wars of the recent period
began in Syria around 2011, although there is no
clearly defined starting point.  Most can agree that

peaceful protests over economic and equity issues were
repressed, and slowly became more violent until President
Bashir al-Assad began bombing his own people.  The
demographic perspective highlights these two underlying
forces.

In 2010 Syria’s growth rate was about 2.4%,14 which implies a
doubling time of less than 30 years.15  The World Bank also
observed that at least 1.5 million people (8% of Syria’s pre-
war population) had left unproductive rural areas for cities
due to four to five years of the worst drought in recorded
history there.16  One might speculate about global

population pressure as a cause of global warming and severe
drought, but there is zero doubt that such a large number of
rural migrants coming into cities, which were already
overburdened with millions of unemployed youth, presented
severe pressures there.

In Myanmar we have another complex case
that mixes history, ethnicity, and religion,
which are all easier to measure than
demographics in very remote areas of
extremely multi-ethnic countries.

Assad had already reserved the best opportunities for his
Alawite prime constituency, and for minority allies like
Christians.  Peaceful protests began in cities over lack of
opportunity for the rest, plus corruption.  Security
institutions overreacted and repression transformed into
civil war.

Caught between barrel bombs, chemical attacks, and forced
conscription on one side, and ISIS or Al Qaeda on the other
side, millions of Syrian people fled to Turkey, Lebanon, and
Jordan, putting great pressure on those countries also.17  At
least four million stayed in those near- neighbor countries,
and about one million made it all the way to Europe.
Another eight million were internally displaced, and at least a
half million died violent deaths from the conflict which still
has not ended.

In Myanmar we have another complex case that mixes
history, ethnicity, and religion, which are all easier to
measure than demographics in very remote areas of
extremely multi-ethnic countries.  Fortunately, a very good
technical paper in the Georgetown Journal of Asian Affairs
attempts to do just that, including crude birth rates and age-
structural analyses.18

Author Rachel Blomquist cites nationalist Buddhist
politicians who clearly believe the Rohingya minority was
outbreeding Buddhist natives on their “own” land, creating
strife and conflict over resources such that they should be
expelled to their alleged homelands in Bangladesh.  Such
beliefs are common in ethnic conflicts, and matter whether
they are based on reality or not.  She writes: “In Myanmar,
the majority Buddhist population perceives the Muslim
minority as a security threat based on differentials in
population growth.  Particularly acute in Rakhine State,
where the Rohingya occupy approximately thirty percent of
the total population, nationalists and locals alike support
claims that high fertility and rapid population growth rates
threaten to overwhelm local Buddhist communities.”  Such
fears highlight a common relationship among ethnicity,
demography, resource stress, and conflict.
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We have contended here that high birth rates are particularly
significant.  Blomquist records the crude birth rate for
Rohingya here was about 27 (per thousand per year).
Translation to growth rates is not automatic, but this implies
growth rates of nearly 2% per year, along with pyramidal age
distributions with low median ages and very high population
pressures.

CONCLUSIONS

We have presented an arithmetic syllogism which
suggests that in “complete equilibrium
populations” birth rates will determine life

expectancy.  There could be high birth rate/high death rate
equilibrium, or low birth rate/low death rate equilibrium, but
there is no such thing as high birth rate/low death rate
equilibrium. That condition requires growth, which
eventually runs into physical limits.  Typical developed
country birth rates such as 12 (per thousand per year) would
yield life expectancies of ~ 83 years (when all equilibria apply
and the population neither grows, shrinks, nor emigrates,
and age structures have stabilized).  Birth rates of 25 (per
thousand per year), more typical of the Middle East or
Northern Africa, would stabilize at life expectancies of 40
years.

Most people prefer longer life expectancies, so migration
flows along opportunity gradients and tends to go from high
birth rate/low quality of life areas toward greater
opportunities in less violent, lower birth rate areas.  This is
actually a story as old as civilizations on Earth.  Yet,
aggregate population pressures have grown so large that the
living system which sustains us all is now in great distress,
and thermonuclear war is being discussed again. Time to act
is not infinite.

This is theory.  The real-world examples sketched so simply
show that leadership in both pre-World War II Japan and
Germany were both motivated by desires for fresh resources
and Lebensraum.  Native Americans were almost wiped out
in North America, and were sorely subjugated in South
America, by waves of immigrants from the Old World.  Easter
Island is a case of isolation, where extensive emigration or
immigration was impossible.  That culture destroyed itself
almost completely.  El Salvador endured brutal civil war, then
endemic violence sufficient to repel about 20% of its
population to other countries, whose remittances provide a
fifth of El Salvador’s current GDP.  Syria destroyed itself less
completely than Easter Island, but fully one-fourth of its
population fled the chaos of Syria, and one-third was
internally displaced, while at least half a million died
violently.  The Rohingya case is still unfolding, but its
people are being driven out of Myanmar relentlessly, despite
UN resolutions and international laws against ethnic
cleansing and genocide.19

Of course, there are also some very positive
developments contrary to these negative examples.  Birth
rates in both Mexico and Iran have declined dramatically,
for example, in just a few decades despite strong
resistance from organized and dominant religions that
prefer ancient formulae for family planning and morality.
China imposed its “One Child” policy, at very great costs
culturally and for individual liberties, but pulled itself from
periodic famine to become the fastest-growing economy
on Earth.  Cultures tend to change very slowly unless
catastrophe beckons.20  Jared Diamond adds the dark
observation that elites often choose to ignore signs of
impending doom when corrective actions could be taken,
because life is so comfortable for elites that pleas for help
from the dispossessed are dismissed until it is too late.21

Intelligence professionals should
consider the implications for conflict
early warning, and plans for dealing with
failed states that can succeed, rather than
commit our country to endless wars
without addressing root causes.

Everything born dies eventually.  That factor alone
ensures that in the long run birth rates must equal death
rates.  Since death rates determine life expectancy
directly, this implies that birth rates ultimately determine
life expectancy, and therefore quality of life examined
globally.

Some people will endure incredible hardships without
resorting to violence, but others will choose to fight over
scarce resources to save their families.  Politicians and
militant forms of organized religions provide many
ideological reasons (i.e., rationalizations) for organized
violence (i.e., wars, genocides, and ethnic “cleansing”).  If
humanity desires to avoid endless and eventually
thermonuclear wars, it should rethink this ancient
paradigm.

Intelligence professionals should consider the
implications for conflict early warning, and plans for
dealing with failed states that can succeed, rather than
commit our country to endless wars without addressing
root causes.  For example, the Rohingya in Myanmar
practice a rare, extreme form of Islam that views education
for girls as immoral, encourages marriage for girls in their
early teens, and supports childbirth as early and often as
possible.  This guarantees conflict with neighbors, which
no amount of military intervention or humanitarian
assistance can solve in the long run unless the Rohingya
themselves reconsider these aspects of their culture. 22
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Building the Right Alliances:
How the J2/N2 Can Play a Leading Role in More

Data-Informed Regional Maritime Security
Cooperation Planning
by Dr. (LCDR, USNR) Daniel T. Murphy

OVERVIEW

Multinational integration and interoperability have
been emphasized in each successive U.S. National
Security Strategy, National Defense Strategy, and

National Military Strategy, and in each version of the
Chief of Naval Operations’ Cooperative Strategy for 21st
Century Sea Power. In a world where security becomes
more chaotic annually, and where military resources are
increasingly finite, the challenge for U.S. maritime
component commanders is to make informed decisions
regarding which potential partner countries will provide
the best return on investment. This article demonstrates
that a Comparative Intelligence Assessment Model,
developed and maintained by the J2/N2, can help a
regional combatant commander better evaluate potential
maritime security partners within his or her area of
responsibility.

INTRODUCTION

As the worldwide maritime security environment
continues to become more complex in an increasingly
multipolar world, and as U.S. maritime forces flex to

meet the challenges of that environment, combatant
commanders (and therefore maritime component
commanders) will increasingly need to partner with
regional allies. Multinational integration and
interoperability have been emphasized in numerous and
successive strategic documents, as detailed above.

Accordingly, combatant commanders and maritime
component commanders should be asking their staffs the
following question: Which countries in the regional
operating area can best help us achieve the combatant
commander’s current and future regional security
objectives?  The answer to this question will always be
partially determined from the top down based on existing
alliances, policy-based interests, and domestic and
international political agendas. In other words, empirical
data may suggest that a particular country would be a

weak or ineffective alliance partner at best. However,
policymakers may opt for the United States to partner
with that country anyway. Combatant commanders and
maritime component commanders should strive to gather
sufficient information so that they can make fact-based
recommendations to policymakers regarding which
countries would more likely be able to help us in a
regional maritime security effort, and which countries
would more likely need to be helped.  ‘

J2s and N2s today are already responsible
for assessing the capabilities and intentions
of potential regional adversaries. Assessing
the capabilities and intentions of potential
allies is a similar research and analysis
exercise...

The question is best answered through intelligence
analysis by the J2 and N2 elements within the combatant
and fleet commands. J2s and N2s today are already
responsible for assessing the capabilities and intentions
of potential regional adversaries. Assessing the
capabilities and intentions of potential allies is a similar
research and analysis exercise, with two important
differences. First, the majority of countries with whom we
would potentially partner tend to be open, democratic, or
partially democratic societies that are not trying to hide
their capabilities and intentions. Therefore, to assess
those countries, we can rely on mostly open-source
intelligence. Second, the roster of potential partners
grows longer each year. For example, in the U.S. Indo-
Pacific Command (INDOPACOM) area of responsibility
(AOR), 10 countries participated in Exercise RIM OF THE
PACIFIC in 2008, 14 participated in 2010, and 23
participated in 2016.1 We can certainly be friends with 23
countries. However, our finite resources will prohibit us
from building strong operational partnerships with all 23
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countries. This begs the question: How can a maritime
component commander make informed decisions on which
countries will be the best long-term partners?

This article demonstrates that a Comparative Intelligence
Assessment Model can help a combatant commander (a)
better evaluate potential maritime security partners within
his or her AOR, and (b) develop a more well-informed
long-term regional maritime security cooperation strategy.

ASIA PACIFIC AS AN EXAMPLE

To demonstrate the value of such a model, this article
will focus on the Asia Pacific as an example. As U.S.
forces continue to trickle into the region, policymakers

and military leaders are beginning to discuss how both to
shape the peacetime environment and to set the stage for
more effective deterrence and contingency capabilities
through partnering.

In 2012, then-PACOM announced that the United States
had five top-tier allies in the Asia Pacific region:
Australia, Japan, South Korea, the Philippines, and
Thailand.2 One question that this model may help answer
is: Did PACOM pick the right top five? In addition, there
are 31 other countries in the PACOM AOR. Therefore, a
second question that this study may help answer is: With
which next-tier states should we partner? As we select
future allies in the Asia Pacific region, it will be beneficial
for us to know which states are the most capable partners,
which states are best positioned to become strong
(possibly top-tier) partners, and which states will be
prone to weakness, violence, or worse. [Editor’s Note:
The name of the combatant command was changed in
2018 to U.S. Indo-Pacific Command to signal broadening
geographic responsibilities and to recognize increasing
challenges by potential adversaries in the region.]

To keep the study to a manageable size, this article
compares the following eight countries (alphabetically):
Brunei, Indonesia, Malaysia, Papua New Guinea, the
Philippines, Singapore, Thailand, and Vietnam. Seven of
the countries were selected for this study because, based
on gross domestic product (GDP), they are the largest
countries (after the largest U.S. legacy partners Japan,
Australia, South Korea, and Taiwan) concentrated in and
around the East and South China Seas. Papua New Guinea
was selected as a representative candidate of a number of
similar smaller island nations (e.g., Fiji, Samoa, Tonga,
etc.) in the general area. A potential follow-on study
could expand the scope to include all potential partners in
the INDOPACOM AOR.

This article specifically compares the naval and maritime
security capabilities of the eight countries, rather than

military capabilities overall. The emphasis is on naval,
rather than aviation, platforms. Again, the intention is to
keep the scope of this study manageable, and to
demonstrate that a Comparative Intelligence Assessment
Model can help draw sufficient distinctions between
potential regional partner countries.

ASSESSMENT MODEL

On one hand, the combatant commander should utilize
a sufficiently robust model to compare potential
partner nations. On the other hand, the model

should be able to be completed and regularly revised by
the members of a J2/N2 staff. The idea was to develop not
a highly scientific and statistical study but a comparative
assessment model that can be completed and revised on a
regular basis by a J2/N2 staff.

The regional security cooperation plans
developed by the J5 in each regional
combatant command absolutely do take
into consideration some of the metrics in
this model. However, they do not do so in
a rigorously and regularly comparative
way.

The model includes a balanced set of 56 quantitative and
qualitative indicators borrowed from unclassified sources.
The selected indicators are widely used by governments,
organizations, analysts, and scholars worldwide to
compare and rank-order countries for a variety of studies.
To help make the findings more visually presentable, the
56 indicators were aggregated into three dimensions:

1.  Capabilities Indicators – Assess each
country’s present-day capabilities in the naval
and maritime  security domain.
2.  Enabling Indicators – Assess how each
country’s future as a maritime security partner
will be enabled by recent economic successes
and investments in military and other key
infrastructures.
3.  Constraint Indicators – Assess the
challenges that may prevent each country
from achieving future success as a U.S.
maritime security partner.

There are three questions worth considering before
describing the model in detail. First, does a similar
comparative model already exist either in academic
literature or in the fleet? Secondly, and more specifically,
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does the J5 in each geographic combatant command have
a standard model with which it compares the capabilities
and constraints of adversaries and allies? A
comprehensive literature review revealed no such model.
In addition, the author has J2, J3, and J5 experience in two
geographic combatant commands. Those commands have
certainly tried to track and compare the capabilities of
potential maritime partners and assign appropriate
missions to those partners. However, none has developed
a comprehensive model that empirically and continuously
compares potential partners across a balanced set of
metrics. The regional security cooperation plans
developed by the J5 in each regional combatant command
absolutely do take into consideration some of the metrics
in this model. However, they do not do so in a rigorously
and regularly comparative way. The third question asks
why the proposed assessment model would be assigned
to the J2, and not to the J5. While the J2 and the J5 might
share responsibility for the model, one department should
have accountability. Accountability should reside with
the J2 because the content knowledge resides within the
J2. The J5’s core skill set is planning. The J2 has the data-
gathering, analysis, and production capabilities to make
the model successful as a management dashboard. Most
importantly, the J2 is already familiar with, and has
experience manipulating, these same data sets on a
regular basis, though for adversaries rather than for allies.

CAPABILITIES INDICATORS

Of the three categories of indicators, Capabilities
Indicators are most often used today to make
partnering decisions, probably because they are the

most current, tangible, and easily measured. For example,
it is possible to count the number of frigate-sized vessels
operated by a potential partner country and, based on
operational experiences, to make assumptions (sometimes
more valid, sometimes less valid) regarding the
operational effects that can be delivered by those
platforms. At the tactical and operational levels, we can
assume that, with two frigates and two large corvettes, a
particular country can patrol a specific sector in an anti-
piracy operation. Capabilities Indicators are helpful in
understanding what a potential partner can bring to the
fight today. Moreover, because we can estimate the
operational life spans of the platforms within a country’s
order of battle, Capabilities Indicators provide some
indication of what a potential partner will be able to
accomplish in the future. The model assesses 22
Capabilities Indicators (see Table A):

Data in the capabilities domain differ slightly across
various organizations and between open- source and
classified sources. For example, Jane’s Fighting Ships
may state that a particular country has five corvettes.

Table A. Capabilities Indicators by Country
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Jane’s World Navies may state that the country has three
corvettes and is building two. Classified sources may
state that the country has four and that only three are
operational. However, the data do not generally differ in
ways that are material to assessing a country’s overall
maritime security capabilities, or even a country’s ability
to conduct a specific maritime mission (e.g., amphibious
operations). Therefore, hopefully, de-confliction of
classified and unclassified data would not be necessary.

...the intention is to create a model that can
be managed by a J2/N2 staff, without the
need for a team of statisticians and scientists.

Capability Indicators CAP-01 through CAP-11 are
quantitative and are sourced from the 2012 edition of IHS
Jane’s World Navies.3 They describe resources that can
be counted. Indicators CAP-01, CAP-05 through CAP-08,
CAP-12, and CAP-13 include both navy and coast guard
personnel and vessels. Indicators CAP-12 through CAP-
14 are qualitative and are based on a comparison of the
orders of battle in the 2012 edition of IHS Jane’s World
Navies and the 2002 edition of Jane’s Fighting Ships.4

Capabilities Indicators CAP-15 through CAP-22 are
qualitative assessments sourced from the opinion
paragraphs in the 2012 edition of IHS Jane’s World
Navies.5 Capabilities Indicator scores for each country are
detailed in the tables at the end of this article.

The qualitative indicators could potentially be
disaggregated in order to make them quantitative. Early in
the research process, the author made an attempt to do so

and determined that the number of quantitative indicators,
and the amount of research required, for example, to
assess quantitatively “morale” or “professionalism”
would make the assessment model unwieldy. The
assessment model is intended to strike an appropriate and
“workable” balance between objectivity (e.g., hull counts)
and subjectivity (e.g., analysts’ published opinions on
navy morale), and to help a maritime component
commander make an appropriately informed decision.
Then too, as mentioned previously, the intention is to
create a model that can be managed by a J2/N2 staff,
without the need for a team of statisticians and scientists.

ENABLING INDICATORS

Although it is important to assess the capabilities that
a country possesses today, nations form
partnerships with a view toward future

accomplishments. As explained in the National Security
Strategy, “Our strategy goes beyond meeting the
challenges of today, and includes preventing the
challenges and seizing the opportunities of tomorrow.
This requires investing now in the capable partners of the
future.”6 As the United States selects future partners, we
cannot simply pick the countries that have the most
platforms. We must also try to understand how each
country’s future will be enabled by its ability to generate
revenue (GDP), recent economic successes (GDP real
growth rate), and investments in military and other key
infrastructure. The intention must be to understand
whether a country is building a sustained long-term
capability. Therefore, along with Capabilities Indicators
focused on the current state of affairs, the assessment
model also includes 12 future-looking Enabling Indicators
(see Table B).

Table B. Enabling Indicators by Country
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Enabling Indicators selected for this study, unlike
Capabilities Indicators, are all quantitative. Indicators EN-
01 and EN-11 are sourced from the CIA World Factbook.7

EN-02 through EN-06 are sourced from the World Bank
Data Catalog.8 EN-07 through EN-10 are sourced from the
Stockholm International Peace Research Institute (SIPRI)
database,9 Battelle’s Global R&D Funding Forecast, the
Asia-Pacific Economic Cooperation database, and the
International Institute for Strategic Studies. Similar to the
Capabilities Indicators section above, a great many
indicators could be added to this list to satisfy every
analyst’s favorite indicator of future economic success
and to increase the level of detail exponentially. Again,
the intention was to make this assessment model as
replicable as possible. Enabling Indicator scores for each
country are detailed in the tables at the end of the article.

Enabling Indicators are the most problematic for several
reasons. First, they are largely lagging indicators—they
tell a story about what has happened in the past, up to
the present day. Yet, we try to use the indicators to
predict the future. For example, GDP helps us gauge, in
some approximate way, the country’s future purchasing
power and, thus, the country’s ability to build the
platforms and sustain the force structures that would
interoperate with U.S. forces, assuming the trend remains
constant. Military expenditure helps gauge to what degree
the country has been committed, and will presumably
remain committed, to building and sustaining its military.
R&D expenditure provides an indicator of the country’s

investment in modern technologies, in order to be able to
interoperate with modern Western military organizations.
Manpower is also a critical indicator. The United States is
returning to the Asia Pacific region because it is
concerned about the potential for future conflicts there.
We will need to have a view of which countries have
sufficient manpower to augment U.S. forces materially.

Data availability and consistency are often problematic in
the Enabling Indicator domain. One would think that the
various indices (for example, the CIA World Factbook,
the World Bank, the United Nations Development
Programme, etc.) would have available and consistent
data for all countries. Regrettably, they often do not. For
example, life satisfaction score,10 which this article does
not use, is available for only half of the countries in this
study. The World Factbook counts both men and women
in its military manpower indicator—except for Singapore,
which counts only males (even though women do serve in
the Singaporean military). One index lists Brunei’s GDP
real growth rate as 2.2 percent; another says 6.5 percent.
Sometimes it is not possible to replicate how an
organization calculated a country’s GDP per capita
number, using the data presented.

CONSTRAINT INDICATORS

In his 2003 book, State Failure and State Weakness in a
Time of Terror, Robert Rotberg compares strong states,
where terrorism and other forms of violence struggle to

Table C. Constraint Indicators by Country
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take root, and weak states, where violence prevails.
According to Rotberg, strong states control their territories
and deliver a full range of political goods to their citizens.
They have relatively high GDP per capita and score fairly
high on the United Nations Development Programme’s
Human Development Index (HDI), Transparency
International’s Corruption Perception Index (CPI), and the
Freedom House Freedom Index (FI). They offer reasonably
high levels of security, political freedom, civil liberties,
education, health care, and public services, and they foster
environments conducive to economic opportunity.11

In contrast, weak states typically harbor ethnic, religious,
linguistic, and other tensions that may or may not have
devolved into overt violence. Urban crime rates are typically
high and on the rise. The government’s ability to provide
political goods is diminished or diminishing. Physical
infrastructure, schools, hospitals, and transportation/
communications networks show signs of deterioration. GDP
per capita and other economic indicators have fallen or are
falling, corruption is on the rise, and government leadership
(whether elected or non-elected) grows more despotic.12

No country in the Asia Pacific AOR
publishes a national security strategy,
national defense strategy, military strategy,
or maritime security strategy as explicit as
those of the United States. Countries
instead opt for vagueness when describing
threats, adversaries, security imperatives,
and especially alignment with U.S. foreign
policy.

Capabilities Indicators and Enabling Indicators will tell
only two-thirds of the story. Although it is important to
understand what a country can accomplish today, and
what it aspires to accomplish in the future, we must also
try to understand the things that could potentially hold a
country back. Therefore, this article also compares the
eight countries using 12 Constraint Indicators (see Table
C).

Data availability and consistency are significantly less
problematic in the Constraints domain than in the
Enablers domain. Constraint Indicator CON-01, sourced
from Foreign Policy’s Failed States Index,13 aggregates 12
indicators, including demographic pressures, refugees
and displaced persons, group grievance, human flight,
uneven development, poverty and economic decline,
legitimacy of the state, public services, human rights,
security apparatus, factionalized elites, and external

intervention.  CON-02 and CON-03 are sourced from the
Economist Intelligence Unit’s (EIU’s) Democracy Index.14

CON-04 comes from the United Nations Development
Programme’s HDI.15 CON-05 is from Transparency
International’s CPI.16 CON-06 through CON-08 are
sourced from Freedom House’s Freedom of the World
report.17 CON-09 comes from the World Bank Data
Catalog.18 CON-10 through CON-12 are sourced from the
CIA World Factbook.19 Constraints Indicator scores for
each country are detailed in the tables at the end of the
article.

There is a final, important item to consider regarding all
three dimensions. Capabilities Indicators, Enabling
Indicators, and Constraints Indicators, taken together,
help describe what a country may be able to accomplish.
In mathematical terms, they form the subtrahend of an
equation. The subtrahend of each country must be
subtracted from the minuend to solve for the difference.
The minuend is the country’s intent—what the country
wants to be able to accomplish, and whether and how the
country wants to work with the United States for the
purpose of maritime security cooperation. The minuend is
the least tangible, most problematic part of the equation,
and the most difficult to capture in a comparative model,
even for allies with whom we have open and honest
dialogue. No country in the Asia Pacific AOR publishes a
national security strategy, national defense strategy,
military strategy, or maritime security strategy as explicit
as those of the United States. Countries instead opt for
vagueness when describing threats, adversaries, security
imperatives, and especially alignment with U.S. foreign
policy. Therefore, this article focuses on the subtrahend
for the eight countries. To compare the intent of potential
partners, the J2/N2 staff may be best served by facilitating
a collaborative dialogue among Asia Pacific area experts,
including representatives from the Departments of
Defense and State, as well as representatives from the
commercial sector. The goal would be to determine which
countries want to work with the United States the most,
which countries want to work with us the least, and which
countries are in the middle.

COMPARING CAPABILITIES

Table A, Capabilities Indicators by Country, compares
the eight countries across 22 Capabilities Indicators.
As explained above, Capabilities Indicators CAP-01

through CAP-11 are quantitative, and CAP-12 through
CAP-22 are qualitative.  For each indicator in the data
table, the author indicated which two or three countries
are “More Capable,” which two or three are “Less
Capable,” and which two or three are in the middle. To
compare how the eight countries aggregate against one
another, the author assigned a weight of “3” to the “More
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Capable” assessments, a weight of “2” to the “Somewhat
Capable” assessments, and a weight of “1” to the “Less
Capable” assessments. For the purposes of this article,
the author assigned all indicators equal weight. A
worthwhile follow-on study might be for an analytical
team to rank or weigh the indicators based on some
agreed-upon criteria or through dialogue or multi-voting.

A simple comparison of total vessels across the eight
countries suggests the top three maritime security
partners for the United States might be the Philippines,
which has 174 total vessels; Indonesia, which has 123;
and Thailand, which has 103. If only “blue water” vessels
are counted, corvette-sized and above, the top three
countries are Indonesia, with 37 vessels; Malaysia, with
25; and Thailand, with 24. Furthermore, if offshore patrol
vessels are added back into the mix, the top three changes
yet again, to Indonesia, with 53 vessels; Vietnam, with 47;
Thailand, with 33; and Singapore, close behind with 31.
Removing small vessels from the mix makes sense when
using the model to identify which countries will be able to
best support combined regional and international
operations. Notably, when small vessels are excluded from
the count, the Philippines disappears from the top three.

A country that regularly operates and
exercises with its regional neighbors and
with Western navies, including that of
the United States, will probably make a
better partner than a county that prefers
to work alone.

The size of a country’s fleet, especially the size of its blue
water fleet, is certainly an important indicator of its ability
to contribute to regional or international maritime security
operations. Yet, vessel count tells only part of the story.
A country may have a large fleet that is decreasing in size,
yet increasing in age—which is bad. Likewise, a country
may have a smaller fleet that is growing consistently year
by year, and that has a steady or decreasing average
vessel age—which is good. A comparison of growth and
age trends (CAP-12 through CAP-15) across the eight
countries suggests the top three maritime security
partners for the United States might be Indonesia,
Singapore, and Malaysia. In the case of Indonesia, growth
is across the board: in large combat vessels, corvette-
sized and above; in smaller combat vessels; and in the
amphibious fleet. Singapore and Malaysia are focused
more on growing their combat fleets, and somewhat less
focused on their amphibious capabilities. Malaysia’s fleet
seems to be growing younger at a faster rate than those
of the other seven countries.20

Demonstrated operational activities are also important in
determining a county’s potential maritime security
capability. A country that regularly operates and
exercises with its regional neighbors and with Western
navies, including that of the United States, will probably
make a better partner than a county that prefers to work
alone. A comparison of demonstrated operational
activities (CAP-16 and CAP-20 through CAP-22) across
the eight countries suggests the top three maritime
security partners for the United States might be
Singapore, Malaysia and, to a lesser degree, Indonesia.
The assessment makes sense when considering the
following factors: (a) Singapore’s deployment of
amphibious vessels to Aceh following the December 2004
tsunami, and the country’s ongoing support and
leadership of Combined Task Force 151; and (b)
Malaysia’s regular participation in naval exercises with
Brunei, Singapore, Indonesia, Thailand, Australia, and
New Zealand, and regular participation in the COBRA
GOLD and CARAT exercises with the United States.

Finally, although ships, operational experience, and
exercise participation are important, sailors are ultimately
what make maritime forces capable. The newest and most
sophisticated ships and aircraft are only as good as the
workforces that operate and support them. As U.S. sailors
have witnessed during combined operations and exercises
across the globe, not all our allies demonstrate the same
levels of skill, commitment, morale, and professionalism
that we see in our own military services. Furthermore,
while U.S. forces and monetary resources can certainly
help some allies close critical skill and knowledge gaps, it
is much more difficult to close gaps in commitment and
morale. A comparison of “people” indicators (CAP-16
through CAP-19) across the eight countries suggests the
top two maritime security partners for the United States
might be Brunei and Singapore, and to a lesser extent
Indonesia, Malaysia, and the Philippines.

A comparison of all Capabilities Indicators, CAP-01
through CAP-22, to include fleet size, growth and age
indicators, demonstrated operational activities, and the
“people” dimension, suggests the top two maritime
security partners for the United States are Indonesia and
Singapore, with Thailand a close third and Malaysia not
too far behind in fourth place. Indonesia’s strength is its
size. Singapore’s strength is its modern fleet and
experience operating alongside regional and Western
navies. Malaysia’s strength is fleet growth and new
platforms. The Royal Thai Navy (RTN) is on the list due
to its fleet size, workforce professionalism, morale, and
pride in its capability. However, two things need to be
considered regarding Thailand as a partner. The first is
the RTN’s aircraft carrier, which is a significant source of
pride for the country but is also a significant source of
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distraction, and has a low operational return-on-
investment. The second is the mismatch of platforms that
Thailand continues to purchase from a variety of countries.
Neither of these two issues shows up in the Capabilities
Indicators. Yet, the author would suggest that they are
important enough to push Thailand to the number three slot,
and to bring Malaysia to number two. The lesson learned is
that the Capabilities Indicators, while useful, must be
balanced with a supporting narrative. Thus, from a purely
Capabilities standpoint, the author believes Indonesia,
Singapore, and Malaysia should be considered our top three
potential partners for maritime security cooperation.
Thailand comes in a close fourth, and the Philippines
finishes fifth. However, Capabilities tell only part of the
story. The next section explores how the eight countries
compare from an Enablers perspective.

COMPARING ENABLERS

Table B, Enabling Indicators by Country, compares
the eight countries across the 12 Enabling Indicators.
As explained earlier in the article, Enabling Indicators

help explain how each country’s future will be enabled by its
ability to generate revenue (GDP), its recent economic
successes (GDP real growth rate), and its investments in
military and other key infrastructure. The intention is to
understand better whether a country is creating sustained
long-term capability—in other words, to what extent the
country is becoming “future-enabled” as a potential maritime
security partner.

All Enabling Indicators, EN-01 through EN-12, are
quantitative. Similar to Table A, for each indicator the author
designated which two or three countries are “More
Enabled,” which two or three are “Less Enabled,” and which
two or three are in the middle. To compare the countries, the
author assigned a weight of “3” to the “More Enabled”
scores, a weight of “2” to the “Somewhat Enabled” scores,
and a weight of “1” to the “Less Enabled” scores.

In the business world, GDP is considered a
“lagging” indicator. Military expenditure
is an example of a “leading” indicator that
describes how a country is investing in
future capabilities.

GDP purchasing power parity (PPP) and GDP real growth
rate are two indicators often used to measure whether a
country is demonstrating economic success. A comparison
of Enabling Indicators EN-01 and EN-02 across the eight
countries suggests Indonesia and Malaysia are the most
future-enabled countries. Five other countries are in the next

tier, and the Philippines looks like the least enabled country.
However, although GDP does describe the economic
landscape upon which military capabilities can be built, it
tells only part of the story, because it describes past
economic performance. In the business world, GDP is
considered a “lagging” indicator. Military expenditure is an
example of a “leading” indicator that describes how a
country is investing in future capabilities.

A comparison of military expenditure indicators (EN-03
through EN-07) suggests Singapore and Thailand are the
most future-enabled countries, with Brunei and Vietnam
close behind. Again, the Philippines finishes a distant
eighth. Research and development (R&D) expenditure is
another example of a leading indicator. A comparison of
R&D expenditure indicators (EN-08 and EN-09) puts
Malaysia and Singapore in the top two slots, and the
Philippines again finishes a distant eighth. Military
personnel could be considered lagging or leading indicators,
or somewhere in between. Either way, personnel strength
matters because it is a starting point for building future
operational capabilities.21 In comparing the eight countries in
terms of military personnel, Indonesia and Vietnam are the
top two, with Thailand close behind. Brunei and Papua New
Guinea finish last.

A comparison of all Enabling Indicators (EN-01 through EN-
12) suggests the three most future-enabled countries are
Indonesia, Singapore, and Vietnam.  Brunei, Malaysia and
Thailand finish in the second tier, and the Philippines and
Papua New Guinea finish last.

COMPARING CONSTRAINTS

Table C, Constraint Indicators by Country, compares
the eight countries across the 12 Constraint
Indicators. As mentioned earlier in the article,

Constraint Indicators help us understand what things could
prevent a country from being an effective future maritime
security partner. Similar to Tables A and B, for each indicator
the author designated which two or three countries are
“Less Constrained,” which two or three are “More
Constrained,” and which two or three are in the middle. The
author assigned a weight of “3” to the “Less Constrained”
scores, a weight of “2” to the “Somewhat Constrained”
scores, and a weight of “1” to the “More Constrained”
scores.

Constraint Indicators are leading indicators of potential
instability and conflict. Indicators CON-01 through CON-08
are more qualitative (based on a mix of quantitative and
qualitative underlying indicators). Indicators CON-09
through CON-12 are “harder” measures. Looking only at
indicators CON-01 through CON-08, the two least
constrained countries are Singapore and Malaysia. Looking
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only at the hard indicators (CON-9 through CON-12), the two
least constrained countries are Singapore and Thailand.
Comparing the eight countries across all 12 indicators
suggests Singapore, Malaysia, and Thailand are the least
constrained countries, and the Philippines is the most
constrained. Reviewing the narratives behind the data, the
data seem to make sense. For example, given Singapore’s
aggressive counterterrorism programs, it makes sense that
the country should be assessed as least constrained.
Considering Indonesia’s history of terror attacks and the
continued presence of Jemaah Islamiyah, it makes sense that
Indonesia is assessed as more constrained than Malaysia.
Given analysts’ skepticism of Manila’s “victory” over
terrorism, and given Abu Sayyaf’s demonstrated ability to
reconstitute itself, the Philippines probably does deserve to
be called the most constrained of the eight countries.

CONCLUSION

Table D, Summary and Net Force Assessment,
aggregates the data in Tables A, B, and C, and
suggests that the top three most attractive maritime

security partners for the United States should be Indonesia,
Singapore, and Thailand, with Malaysia finishing a close
fourth. However, the author believes the narrative behind
the data suggests an adjustment to the story is necessary.  If
asked by the President, the National Security Council, or the
INDOPACOM Commander to recommend three future
maritime security partners, based on both the data compared
in the Comparative Intelligence Assessment Model and the
narrative information supporting the data, the author would
recommend Singapore, Thailand, and Malaysia. The author
would recommend prioritizing these three countries for
combined maritime security exercises, training, cooperative
agreements, and most importantly from a budgetary
standpoint.

The author’s top pick, Singapore, has a strong economic
track record, a modern fleet with a proven ability to deploy
and integrate with U.S. and Western navies, and an
aggressive counterterrorism program, which makes that
country the hardest terror target in the region. The author’s
second pick, Thailand, has a growing and modern fleet that
could certainly benefit from more rigorous long-term capital
planning and fleet standardization. However, for the most
part, the Royal Thai Navy has maintained a steady state
order of battle during recent decades. Like Singapore,
Thailand has deployed assets to interoperate with Western
coalition navies as part of Task Force 151, and the RTN has
an excellent reputation among the Thai people. Thailand has
continued to grow from middle income to upper middle
income status according to the World Bank. From a
constraints standpoint, Thailand scored in the middle of the
pack of eight countries.

Although the data in this article suggest Indonesia belongs
in the top three, the author believes the narrative behind the
data suggests otherwise. Malaysia feels like it is on a more
assured path than Indonesia. Malaysia has a growing and
modernizing fleet that has taken on a leadership role in
regional counter-piracy operations. Malaysia has a
modernizing economy and is geographically closer in
proximity to the top two—Singapore and Thailand. Naval
War College professor Thomas Mahnken suggests that the
new coalition which the United States creates in the Pacific
region should be built around an intelligence, surveillance,
and reconnaissance (ISR) network. He suggests “states
would contribute ISR assets and in return would receive the
common operating picture the network generated.”22

Malaysia is geographically very well placed to be the
backbone of such a network. Finally, terrorism and violence
have been less prevalent in Malaysia than in neighboring
Indonesia and the Philippines. In the April 2012 issue of

Table D. Summary and Net Force Assessment
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Joint Force Quarterly, Major Andres H. Caceres-Solari
suggests, “Indonesia is experiencing a new rise of
violence as its traditional terrorist organizations such as
Jemaah Islamiya (JI) continue to weaken and disappear.
This terrorist activity is not receiving the same degree of
international media coverage as the Jakarta and Bali
bombings (2002-2009), although it presents a new and
greater danger to national and regional stability. In fact,
aspects of this new trend are more deeply rooted in the
historical phenomena of this archipelagic nation.”23

Caceres-Solari is referring to “centuries of gang warfare,”
warfare that began and was nurtured under Portuguese
colonial rule and has remained Indonesia’s de facto
mechanism for dealing with political and economic stress.
“Historical patterns of gang warfare throughout the
archipelago in an environment of persistent ethnic and
religious tensions are fuel for a widespread conflict.”24

Terrorism and violence have been less
prevalent in Malaysia than in neighboring
Indonesia and the Philippines.

Caceres-Solari’s narrative shows us that Indonesia’s
story does not come fully alive via the Comparative
Intelligence Assessment Model. The data in the model
say mostly positive, while the anecdotal narratives tell a
more negative story. In the case of the Philippines, the
dichotomy is similar. Despite the recent positive hype in
the press and in Washington about U.S. forces
“returning” to the Philippines, the data in the model
challenge Manila’s “mission accomplished” narrative and
suggest we should be wary of returning to the
Philippines. This is not to suggest that the Philippines
should be tossed aside because the data suggest the
country will continue to be a “net force importer.” On the
contrary, the United States is required by treaty to partner
with the Philippines. The political context will always
weigh in on the situation. In fact, the political context may
even be able to be quantified through some additional set
of measures not yet included in the model. In this case,
the value to the combatant commander is the knowledge
of where the Philippines exists in the spectrum between
net force importer and net force exporter, and the
measurement gaps across all three dimensions that should
be addressed over a period of time. The lesson learned is
that, when assessing which countries will be most able to
integrate and interoperate with U.S. naval and maritime
security forces in the future, a balanced approach which
looks at both comparative data and the narrative
information behind the data is essential. The quantitative
data are not intended to replace a qualitative/political
assessment, but rather to supplement it.

Based on a balanced analysis, the author shifted Malaysia
to number three, given the supporting narrative, and kept
Indonesia in the number four slot. All four countries—
Indonesia, Malaysia, Singapore, and Thailand—will likely
continue to be net force exporters. The author believes
they will likely be able to work alongside the United
States and other countries in the Asia Pacific area to
support maritime security operations within the region
and potentially outside the region. Papua New Guinea and
the Philippines, as net force importers, will continue to
need outside help to maintain maritime security within
their own geographies.

This article was intended to demonstrate that a
Comparative Intelligence Assessment Model can help a
combatant commander, in this case the INDOPACOM
commander, compare potential maritime security partners
within an AOR and ultimately develop a well-informed,
long-term, regional maritime security cooperation
strategy. Key to that determination is whether the
assessment model is useful in drawing sufficient
distinction among the eight countries. The tabular
presentation of the data points analysts to areas where
deeper and more quantitative, statistical, or investigative
analysis may be needed. The shaded indicators provide
the visual separation that can help a combatant
commander gain a perspective on which countries are
most capable, most enabled, and least constrained, and
which countries are least capable, least enabled. and most
constrained. Ultimately, the model can help the combatant
commander make a more informed guess as to which
countries in a regional operating area will be future net
force exporters versus net force importers. To be clear,
this article does call for the J2 and N2 departments to
assume a more definitive role in allied capability studies.
The J2/N2 already has the appropriate data-gathering,
analysis, and production capabilities, and the J2/N2 is
already familiar with, and has experience manipulating,
these same data sets on a regular basis, though for
adversaries rather than allies.

Consequently, where should the model go from here? One
option would be to test the current model as is with the
INDOPACOM command staff or maritime component
command staff to explore whether the model is helpful or
not. Another potential future study would be a full-scale
implementation of the model across the INDOPACOM
AOR, which would require an analysis across 36
countries. A third option would be to expand the model to
a second or third geographical region to determine if the
data present similar contrasts between potential partner
countries. One suggestion was to expand the study
beyond the maritime domain to a specific regional security
problem or problem set, such as ground defense in Europe
or training of developing nations in Africa. Along with
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adding countries, indicators could be added or deleted
from the model as their levels of effectiveness are tested
and proven over time. The best-case scenario would be
for the model to become more predictive and less
unwieldy over time. For example, analysts may eventually
find that the HDI, CPI, or perhaps the poverty rate is the
single most reliable predictor of instability.

J2/N2 staffs must become proficient at
gathering sufficient data to make informed
partnering decisions, while avoiding overly
detailed analysis.

The model could potentially be dimensionally expanded to
help the combatant commander make more fact-based
decisions regarding not only with whom we should
partner, but how we should partner. In his March 2013
article in Proceedings, Rear Admiral Michael E. Smith
suggests that the United States must “accept the
presumptive risk of including (other countries’) naval
forces as intrinsic elements of our force-planning
process—rather than ‘nice-to-have’ additions.”25 In other
words, if we do select Singapore, Thailand, and Malaysia
as our top three partners, we should rely on those
countries to bring specific platforms, weapons, systems,
and ultimately specific capabilities to the fight. The
United States should not build organic redundancies due
to lack of trust in its allies. Rather, we should rewrite our
operational plans to rely on specific partners for specific
capabilities. For truly effective partnering, RADM Smith
argues that we need to muster “the will to selectively
dispense with our unreflective habit of self-reliance.”26 To
that end, the Comparative Intelligence Assessment Model
could potentially be expanded to compare specific
capabilities across countries, and to reduce the level of
anxiety that constantly makes us question whether we can
really depend on a partner country to bring capabilities to
the fight. As discussed earlier in this article, there is also
the potential to expand the model to compare each
country’s strategic intent.

When it comes to organizational transformation, U.S.
military forces have often followed in the footsteps of the
commercial sector. We have watched the world’s most
successful companies evolve from functional to process-
focused organizations. We have followed the commercial
sector through the quality revolution, and we have
embraced such things as modern financial management
practices, workforce management, knowledge
management, and risk management. Most importantly, we
have seen the rise of the networked organization that
focuses on core competencies and outsources non-vital

business functions. Top-performing companies use due
diligence, plus a combination of quantitative and
qualitative analysis, to determine what capabilities to keep
in-house and what capabilities to hand off to business
partners. They then integrate those partners into their
supply and distribution chains. For example, for GE
Capital, due diligence is a “thorough fact-finding mission
that allows you to learn your target inside and out and
determine whether the acquisition (or divestiture) makes
sense for your company.”27 Like the executives in any
multinational organization, military leaders must strive to
excel at due diligence as INDOPACOM and all combatant
commands seek to “strengthen and expand relationships
with allies and partners.”28 J2/N2 staffs must become
proficient at gathering sufficient data to make informed
partnering decisions, while avoiding overly detailed
analysis.

As the U.S. military services continue to pivot to a new
corner of the world, to operate in a maritime security
landscape that is becoming exponentially more complex,
and to do so in an increasingly constrained budget
climate, the key to success will be to select the right
regional partners.

NOTES
1 Jeanette Steele, “In the Pacific, new interest in war games: San
Diego Ships in Biggest-ever Naval Exercises,” San Diego Union
Tribune, July 17, 2012. See also “International Ships Sail to
Hawaii for Rim of the Pacific 2016,” http://
www.public.navy.mil/surfor/Pages/International-Ships-Sail-to-
Hawaii-for-Rim-of-the-Pacific-2016-.aspx (accessed June 27,
2016).
2 Robert K. Ackerman, “Pacific Command Adjusts to New
Regional Emphasis,” Signal Magazine, November 2012, 18, 21.
Why PACOM’s list did not include Taiwan or New Zealand is
curious. Both are top-tier allies.  The United States has a
mutual defense treaty with Taiwan, sells F-16 aircraft to
Taiwan, and was scheduled to transfer two OLIVER HAZARD
PERRY-class frigates to the country in 2015. New Zealand
troops deployed in support of Operation ENDURING
FREEDOM in Afghanistan and as part of the Australian-led
ANZAC Battle Group for peacekeeping in Timor Leste. Also
curious is why the Philippines and Thailand are on the list,
while Singapore, Malaysia, and Indonesia are not. See James
Hardy, “Teaching an Old Dog New Tricks: Taiwan’s F-16
Upgrade,” Diplomat, November 26, 2012, http://
thediplomat.com/2012/11/26/taiwans-f-16-upgrade-creeps-
forward-slowly/ (accessed January 9, 2013). See also “Taiwan
to Buy 2 Frigates From US,” DefenseNews, November 5, 2012,
http://www.defensenews.com/article/20121105/DEFREG03/
311050001/Taiwan-Buy-2-Frigates-From-U-S- (accessed
January 9, 2013).
3 Alexander von Rosenbach, IHS Jane’s World Navies, Issue
Nine, IHS Global Limited, Surrey, UK, 2012, pages 69
(Brunei), 249 (Indonesia), 350 (Malaysia), 432 (Papua New
Guinea), 442 (Philippines), 493 (Singapore), 548 (Thailand),
and 666 (Vietnam).



American Intelligence JournalPage 100Vol 35, No 2, 2018

4 Commodore Steven Saunders (editor), Jane’s Fighting Ships
2002-2003, 105th edition, Jane’s Information Group Limited,
Surrey, UK, 2002.
5 Alexander von Rosenbach, IHS Jane’s World Navies, Issue Nine,
IHS Global Limited, Surrey UK, 2012, pages 69-70 (Brunei), 249-
254 (Indonesia), 350-354 (Malaysia), 432 (Papua New Guinea),
442-444 (Philippines), 493-496 (Singapore), 548-550 (Thailand),
and 666-668 (Vietnam).
6 National Security Strategy, 27.
7 CIA World Factbook, Central Intelligence Agency, https://
www.cia.gov/library/publications/the-world-factbook/, last
accessed December 7, 2012.  For Singapore, data were available
only for males. Total number of females available for military
service was estimated.
8 For EN-02 see Stockholm International Peace Research
Institute (SIPRI) database, http://www.sipri.org/databases/
milex, last accessed December 17, 2012. For EN-03 see The
World Bank Data Catalog and Stockholm International Peace
Research Institute (SIPRI) database.  Data for Brunei, Papua
New Guinea, and Vietnam are from SIPRI. Data for other
countries come from the World Bank database. For EN-04
through EN-06 see The World Bank Data Catalog. Papua New
Guinea data are from the CIA World Factbook.
9 For EN-07 and EN-08, for Brunei, see APEC Database, http://
www.meti.go.jp/english/apec/apec-isti/economy/bnz/
bnz02.html, last accessed December 11, 2012. For Vietnam, see
“The performance of research in Indonesia,” Jakarta Post,
January 22, 2010, last accessed December 16, 2012. For
Indonesia, Malaysia, and Singapore, see 2012 Global R&D
Funding Forecast, Battelle, http://www.battelle.org/media/
news/2011/12/16/battelle-r-d-magazine-annual-global-funding-
forecast-predicts-r-d-spending-growth-will-continue-while-
globalization-accelerates, last accessed December 16, 2012. For
the Philippines and Thailand, see Michael Allen Hamlin, “R&D
will be the driving force of the Asian century,” Manila Bulletin
Publishing, June 17, 2011, http://mb.com.ph/node/322999/rd-
will-be-driving-force-a#.UM4uM6XdJUQ, last accessed
December 16, 2012. For EN-09 and EN-10 see James Hackett,
The Military Balance 2010, International Institute for Strategic
Studies, London, 2010.
10 “Life satisfaction by country,” World Database of
Happiness, http://www.NationMaster.com/graph/lif_lif_sat-
lifestyle-life-satisfaction (accessed December 19, 2012).
11 Robert I. Rotberg, State Failure and State Weakness in a
Time of Terror (Washington: The World Peace Foundation,
2003), 4.
12 Rotberg, 4.
13 Foreign Policy Failed States Index 2012, http://
www.foreignpolicy.com/failed_states_index_2012_interactive,
last accessed December 7, 2012.
14 Democracy Index 2011, Economist Intelligence Unit (EIU),
https://www.eiu.com/public/
topical_report.aspx?campaignid=DemocracyIndex2011, last
accessed December 17, 2012.
15 UNDP Human Development Index (HDI) 2012, United
Nations Development Programme, http://hdr.undp.org/en/data/
profiles/, last accessed December 7, 2012.
16 Corruption Perception Index 2012, Transparency
International, http://www.transparency.org/cpi2012/results,
last accessed December 7, 2012.

17 Freedom of the World Report 2012, Freedom House, http://
www.freedomhouse.org/reports, last accessed December 7,
2012.
18 The World Bank Data Catalog, The World Bank, http://
data.worldbank.org/country, last accessed December 17, 2012.
19 CIA World Factbook, Central Intelligence Agency, https://
www.cia.gov/library/publications/the-world-factbook/, last
accessed December 7, 2012.
20 An important point to remember is that such assessments can
change quickly when construction programs are initiated,
accelerated, delayed, canceled, or otherwise changed. The
shipbuilding programs across all countries remain highly
dynamic, often changing significantly year by year as economic
indicators change and as governments change within each
country.
21 This is the logic for including some military personnel
indicators, EN-10 through EN-12, in the Enabling Indicators
table, while other “people” indicators, specifically CAP-01 and
CAP-17 through CAP-19, are in the Capabilities Indicators
table. The working assumption is that CAP-01 and CAP-17
through CAP-19 are better indicators of current maritime
security capabilities, whereas indicators EN-10 through EN-12
indicate a country’s ability to mobilize or “pivot” to new
missions, threats, geographies, partnerships, etc.
22 Thomas G. Mahnken, “Striking a Strategic Balance in Asia,”
Proceedings, May 2013, 28.
23 Andres H. Caceres-Solari, “Between Democracy and Chaos:
Indonesia at a Crossroads,” Joint Force Quarterly 65 (2012):
27-29.
24 Caceres-Solari, 31.
25 Rear Admiral Michael E. Smith, “Strategic Cooperation:
Everybody Wins,” Proceedings, U.S. Naval Institute, March
2013, 59.
26 Smith, 59.
27 “Due Diligence: Main Steps and Success Factors,” GE Capital
White Paper, http://www.gecapital.com/en/pdf/
GE_Capital_Overview_Due_Diligence.pdf (accessed March 18,
2013).
28 United States Pacific Command Strategy: Partnership,
Readiness, Presence (Honolulu, HI: U.S. Pacific Command,
2009), 10.

Lieutenant Commander Daniel T. Murphy is a Navy Reserve
intelligence officer, currently serving with the Office of
Naval Intelligence. He holds degrees, most recently a
doctorate in education, from the University of
Massachusetts, Georgetown University, and National
Intelligence University. Dr. Murphy is a full-time assistant
professor at Massachusetts Maritime Academy, teaching in
the Emergency Management and Homeland Security
Department, and is also an adjunct professor at Northeastern
University.



American Intelligence Journal Page 101 Vol 35, No 2, 2018

Rock or Island?  It Was an UNCLOS Call:
The Legal Consequence of Geospatial Intelligence

to the 2016 South China Sea Arbitration
and the Law of the Sea

by Steven G. Keating

Life is an island. . .an island whose rocks are hopes.

   — Kahlil Gibran

OVERVIEW

Geospatial Intelligence (GEOINT) is an intelligence
discipline consisting of imagery, imagery
intelligence, and geospatial information. GEOINT

was first codified into U.S. law in the early part of the 21st
century to support the national security objectives of the
United States.  Once the singular province of the nation-
state, GEOINT is now recognized by Intelligence
Community (IC) leaders and commentators as having
undergone internationalization and democratization as the
result of technology-market forces and conscious
decision-making by the IC.  This transformation has
evolved to the point where GEOINT is enabling
international tribunals to resolve disputes subject to the
1982 United Nations Convention on the Law of the Sea
(UNCLOS).  This article examines the legal consequence
of GEOINT to the 2016 arbitral proceedings in The Matter
of the South China Sea Arbitration, which was decided by
a Tribunal constituted under Annex VII of UNCLOS.  This
case involved the contentious dispute between the
Republic of the Philippines and the People’s Republic of
China regarding the legal basis of maritime rights and
entitlements under UNCLOS, the legal status of certain
geographic features, and the lawfulness of alleged actions
taken by China in the South China Sea.  For example, the
Tribunal analyzed satellite imagery and historic, text-
based GEOINT to determine whether a feature was a rock
or an island under UNCLOS—a distinction with crucial
consequence for the nation having sovereignty over that
feature.  In addition, the article considers how GEOINT
democratization by non-government organizations
enhances the peaceful use of the maritime domain by
providing transparency into state actions which can
impact the perceived legitimacy of the monitored state.
The article also argues that, while newer technologies
such as micro or “dove” satellites will become

increasingly relevant to the provision of GEOINT in the
maritime domain, safety of navigation GEOINT products,
such as nautical charts, sailing directions, and their
supporting processes (hydrographic surveys,
cartography, and notices to mariners) are also essential to
advance international maritime domain awareness, ensure
safety of life at sea, and effectively promote a stable,
rules-based international order.1

I.
INTRODUCTION: A LITTORAL GAME OF STONES

On July 12, 2016, the International Arbitral Tribunal
(Tribunal), duly convened under Annex VII of the 1982
United Nations Convention on the Law of the Sea
(UNCLOS),2 issued a unanimous and extensive Award
decision3 in In The Matter of the South China Sea
Arbitration.4  The Republic of the Philippines (hereinafter
“Philippines”) had initiated arbitration proceedings
against the People’s Republic of China (hereinafter
“China”) seeking arbitral resolution on the legal validity
of the following: China’s expansive claims within its
“nine-dash line,”5 the legal status of disputed maritime
features in the Spratly Islands6 and at the Scarborough
Shoal,7 and whether China had violated international law
and UNCLOS by, inter alia, failing to protect and
preserve the marine environment.

Both the Philippines and China are State parties to
UNCLOS.8  Part XV of UNCLOS provides a well-
established framework for the resolution of disputes, and
binding arbitration is an enumerated method under Article
287(1)(c).  In accordance with UNCLOS Article 287(3), a
State party to UNCLOS is deemed to have accepted
arbitration as a means of dispute resolution unless the
State has made a declaration to choose an alternative
means of resolution.  Neither China nor the Philippines
had previously made any declaration for a different mode
of dispute resolution; hence, arbitration was the
appropriate mechanism to address the claims made by the
Philippines.9



American Intelligence JournalPage 102Vol 35, No 2, 2018

The Arbitration Tribunal’s comprehensive Award
decision (Award) was particularly remarkable because it:

1. demonstrated judicial precision in rendering legal
determinations while avoiding the question of
sovereignty of such features;
2. illustrated the Tribunal’s impartiality despite the
non-appearance of China;10

3. concluded that there was no legal basis for China
to claim “historic rights”11 to resources within the sea
areas falling within the controversial “nine-dash
line;”12

4.  represented the first time an international tribunal
had “thoroughly examined the definition of an island13

in a dispute under [UNCLOS] relating specifically to
the definitional problem of when an island is a rock14

[under UNCLOS Article 121(3)];”15 and
5. reflected the legal consequence of “geospatial
intelligence” (GEOINT),16 an intelligence discipline17

that enabled the Tribunal to make accurate findings of
fact and declarations of law by analyzing satellite and
airborne imagery, nautical charts,18 and sailing
directions.19

While the first four attributes of the South China Sea (SCS)
Arbitration Award mentioned above justify scholarly review
on their own, this article concentrates on the fifth attribute,
the legal consequence of GEOINT products and analysis to
the Tribunal’s ability to determine whether China’s activities
may have violated provisions of UNCLOS and whether the
disputed features were islands, rocks, or low-tide elevations
(LTEs) under the Convention.

Why was it so critical to classify dispersed maritime features
that mariners have called dangerous ground20 and avoided
for centuries?  This classification matters enormously due to
the hierarchy of entitlements that UNCLOS grants to
maritime features based upon their geospatial characteristics.
For example, UNCLOS entitles an Article 121 island to the
following:  a territorial sea (TS),21 a contiguous zone (CZ),22

an exclusive economic zone (EEZ),23 and a continental shelf
(CS).24  In contrast, UNCLOS Article 121(3) precludes a rock
from having its own EEZ or CS.25  UNCLOS Article 13
describes an LTE in two parts:

(1) An LTE is a naturally formed area of land which is
surrounded by and above water at low tide but
submerged at high tide. Where an LTE is situated
wholly or partly at a distance not exceeding the
breadth of the territorial sea from the mainland or an
island, the low-water line on that elevation may be
used as the baseline for measuring the breadth of the
territorial sea;
(2) Where an LTE is wholly situated at a distance
exceeding the breadth of the territorial sea from the

mainland or an island, it has no territorial sea of its
own.26  Thus, an LTE does “not form part of the land
territory of a State” in the legal sense” and “cannot be
appropriated.”27

For China, de jure recognition of features it occupies as
UNCLOS islands (and not rocks or LTEs) would have
resulted in extensive sovereign rights to living and non-
living resources within the EEZs of these features.  However,
the Tribunal ruled otherwise.  In response, China’s rejection
of the arbitration process and artificial island construction
efforts has demonstrated its preference for a littoral Game of
Stones to transform LTEs and rocks into a ring of fortified,
military outposts to achieve de facto control of large parts of
the SCS.28

Therefore, the Arbitration was vital to classify the disputed
features and to proclaim how UNCLOS would govern them.
In the arbitration process, the Tribunal examined satellite and
airborne imagery, reviewed testimony as to the interpretation
of that imagery, and deliberated over more traditional
GEOINT products such as nautical charts and sailing
directions.  A review of the Tribunal’s Award decision
shows that GEOINT was the sine qua non that enabled the
Tribunal to describe and assess the maritime features central
to the dispute.  GEOINT played an essential role in the
Tribunal’s determination that no maritime feature in the
dispute met the conditions to be an “island” under UNCLOS
Article 121, entitled to a TS, a CZ, an EEZ, and a CS.

The 2016 SCS Arbitration witnessed the use of
internationalized GEOINT as well as democratized GEOINT.
For example, the Philippines’ use of satellite and airborne
imagery reflects relatively recent GEOINT
internationalization, that is, the use of GEOINT by nations
other than the United States.  In contrast, international
cooperation in hydrography29 and cartography30 represents
institutionalized GEOINT internationalization going back
decades.  GEOINT democratization is epitomized by the
proliferation of satellite imagery analysis by non-
governmental organizations (NGOs) reporting on
geopolitical events such as China’s massive dredging
operations and construction of militarized outposts in the
SCS.

The 2016 SCS Arbitration demonstrates the legal value of
GEOINT in providing both historical and existing geospatial
facts to judicial bodies, especially when the Tribunal (1)
needs to see archival imagery of a feature in its natural state,
or (2) is unable to conduct in situ observation of the subject
of the dispute.  The article concludes that GEOINT, in all of
its forms, is an essential resource for international
institutions striving to achieve the peaceful use of the seas,
consistent with UNCLOS.31
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This article is organized as follows:  Section II defines key
terms, examines GEOINT as a creation of domestic U.S. law,
and discusses the internationalization and democratization
of GEOINT beyond a U.S. Intelligence Community (IC)
discipline.  Section III provides background information on
the 2016 SCS Arbitration.   Section IV examines how the 2016
SCS Tribunal evaluated and used GEOINT in order to make
sound legal determinations.  Section V concludes that
GEOINT will continue to be important to promote a rules-
based order in the maritime domain despite China’s rejection
of the Tribunal’s Award decision.

II.
GEOSPATIAL INTELLIGENCE: KEY

CONCEPTS AND EVOLUTION

A.      Geospatial Intelligence (GEOINT) and Other
          Key Concepts

Defining key conceptual terms such as geospatial
intelligence (GEOINT), imagery, imagery intelligence,
geospatial information, and maritime domain awareness is
essential to understanding the legal consequence of
GEOINT to the 2016 SCS Arbitration and to the Law of the
Sea.  This section will examine the definitions in United
States law in relation to international usage.

Geospatial Intelligence

“Geospatial intelligence” (GEOINT) is an intelligence
discipline, defined in United States statute32 as “the
exploitation and analysis of imagery and geospatial
information to describe, assess, and visually depict
physical features and geographically referenced activities
on the earth. Geospatial intelligence consists of imagery,
imagery intelligence, and geospatial information.”33

The same statute defines imagery, imagery intelligence,
and geospatial information as follows:

             The term “imagery” means...
a likeness or presentation of any natural or
manmade feature or related object or activity and
the positional data acquired at the same time the
likeness or representation was acquired,
including
(i)  products produced by space-based national
intelligence reconnaissance systems; and
(ii) likenesses or presentations produced by
satellites, airborne platforms, unmanned aerial
vehicles, or other similar means.34

“The term “imagery intelligence” means the technical,
geographic, and intelligence information derived through
the interpretation or analysis of imagery and collateral
materials.”35

“The term ‘geospatial information’ means information that
identifies the geographic location and characteristics of
natural or constructed features and boundaries on the
earth and includes: (A) statistical data and information
derived from, among other things, remote sensing,
mapping, and surveying technologies; and (B) mapping,
charting, geodetic data, and related products.”36

Closer reading of these definitions reveals that imagery,
imagery intelligence, and geospatial information may be
considered GEOINT individually or in any combination
with each other.  For example, imagery of a maritime
feature may also contain geospatial information.  The
statutory definition of imagery recognizes a
contemporaneous fusion of necessary information to
geolocate an image of a feature or activity.  Therefore,
this definition of imagery connects the “what” of the
image with the “where” and the “when” the image was
taken.  Imagery, therefore, is the geospatially and
temporally referenced depiction of the feature or the
activity in question.

“Imagery intelligence” is the process and product of
deriving technical, geographic, and intelligence
information from imagery and collateral materials.
Likewise, as “geospatial information” includes mapping,
charting, geodetic data, and related products, such
products are often the result of imagery, imagery
intelligence, or systematic data collection and evaluation
to georeference37 the “geospatial information” to reduce
or eliminate error.  It is not tautological to say that
imagery, imagery intelligence, and geospatial information
are GEOINT in of themselves or in any combination
thereof; rather, this understanding reflects that imagery,
imagery intelligence, and geospatial information are
usually interrelated and provide a geospatial reference to
the information depicted in pictorial, graphical, or textual
form.

Maritime Domain Awareness and the Maritime Domain

The United States defines “maritime domain awareness”
(MDA) as “the effective understanding of anything
associated with the maritime domain that could impact the
security, safety, economy, or environment of the United
States.”38  MDA is an internationally recognized
concept.39  For example, the International Maritime
Organization (IMO)40 defines MDA as “[t]he effective
understanding of any activity associated with the
maritime environment that could impact upon the security,
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safety, economy or environment.”41  However, the U.S.
definition of MDA is more encompassing because it
includes features as well as activities.  Later, this article
examines how GEOINT enabled what may be called the
judicial MDA42 that the Tribunal needed to make accurate
and equitable conclusions on the UNCLOS status of the
disputed features and the legality of China’s alleged
activities in relation to those features.

Defining MDA requires some understanding of what is
meant by the “maritime domain.”  The United States
defines the maritime domain quite expansively as “...all
areas and things of, on, under, relating to, adjacent to, or
bordering on a sea, ocean, or other navigable waterway,
including all maritime-related activities, infrastructure,
people, cargo, vessels, and other conveyances.”43

Although the term “maritime domain” does not appear
anywhere in the entire text of UNCLOS,44 there can be
little doubt that UNCLOS applies to a significant portion of
the maritime domain or that the Spratly Islands or
Scarborough Shoals are part of the maritime domain.  Even
though there does not appear to be an official, international
definition for “the maritime domain,” the term is nevertheless
gaining increasing international usage and common
understanding in Africa,45 the European Union,46 and
Southeast Asia.47

As this article will examine in Part IV, the Tribunal in the 2016
SCS Arbitration required accurate GEOINT for the judicial
MDA necessary to determine (1) the legal status of disputed
features at Scarborough Shoals and the Spratly Islands, and
(2) whether China had violated UNCLOS vis-à-vis the
protection and preservation of the marine environment.

In the following paragraphs, this article will review how
GEOINT evolved from a military/intelligence instrument of
the nation-state to an internationalized and democratized
capability enabling institutions to advance a rules-based
order and individuals to navigate in the global commons.

B.     Evolution of Modern GEOINT

As stated above, GEOINT consists of imagery, imagery
intelligence, and geospatial information.48  Although the
intentional collection, analysis, and application of geospatial
information have been practiced for millennia,49 and charts
and maps have been used for centuries, the term “GEOINT”
is a modern construct of leveraging geospatial information in
the form of maps, charts, and descriptive text with imagery
and imagery intelligence to help leaders “understand what is
happening at any given place, at any given time, and to
anticipate what may happen next.”50

As an intelligence discipline, GEOINT evolved from the
creation of the National Imagery and Mapping Agency
(NIMA),51 an agency resulting from the collaboration and

compromise between executive branch agencies and the U.S.
Congress in the years following the 1991 Gulf War.52  During
this time, leaders in the Department of Defense, the IC, and
the Congress recognized the need to establish a single
agency to provide timely, relevant, and accurate imagery,
imagery intelligence, and geospatial information to support
national security objectives.  In a remarkably short period of
time, the Congress and the Executive Branch drafted
legislation and cooperated to enact The National Imagery
and Mapping Agency Act of 1996.53  The Congressional
Findings for the NIMA Act stated the following legislative
intent:

There is a need within the Department of Defense and
the Intelligence Community of the United States to
provide a single agency focus for the growing number
and diverse types of customers for imagery and
geospatial information resources within the
Government, to ensure visibility and accountability
for those resources, and to harness, leverage, and
focus rapid technological developments to serve the
imagery, imagery intelligence, and geospatial
information customers.54

The goal of the NIMA Act of 1996 was to create a single
agency focus to provide for the combat support and
intelligence requirements of the nation-state.  In 2003
Congress changed the name of the agency from the
National Imagery and Mapping Agency to the National
Geospatial-Intelligence Agency (NGA), giving
Congressional recognition to the GEOINT intelligence
discipline.55  The establishment of GEOINT was
predicated on a governmental decision to consolidate and
centralize GEOINT capabilities within the U.S. government
to produce GEOINT for federal purposes.  However, the
very nature of GEOINT is such that it would not for long
be limited solely to government use.

C.     GEOINT Internationalization and Democratization

i.     Internationalization

GEOINT is global by definition; consequently, it was
inevitable that this intelligence discipline would expand in
usage outside the government of the United States.
Congress recognized the existence and utility of
international geospatial information data sharing when it
established NIMA and made provision for the payment of
licensing fees for,56 or in exchange of,57 geospatial
information with foreign countries.  As the result of this
statutory authority, NGA has entered into numerous
bilateral geospatial information exchange agreements with
other nation-states.58  Many of these bilateral agreements
relate to hydrography and charting.
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Other nations have followed the example of the United
States by creating their own GEOINT organizations.  For
example, Australia created the Australian Geospatial-
Intelligence Organization and developed its own
definition of GEOINT based upon the U.S. statutory
definition.59

GEOINT internationalization has also evolved over the
course of decades through the intentional efforts of
multilateral institutions such as the following: The
International Hydrographic Organization (IHO),60 The
Multinational Geospatial Co-production Program
(MGCP),61 and The Allied System for Geospatial
Intelligence.62 All of these multilateral organizations are
dedicated to applying cooperative GEOINT for
international benefit.

GEOINT internationalization (in the form of imagery and
imagery intelligence) has long been demonstrated by its
use in diplomacy and international judicial proceedings.
A memorable diplomatic usage occurred in the heat of the
Cuban Missile Crisis of 1962; the United States
dramatically and effectively used imagery and imagery
intelligence during an emergency session of the United
Nations to challenge the Russian ambassador as to the
placement of intermediate ballistic missiles.63  From a
judicial perspective, scholars have observed the
increasing usage of imagery from earth observation
satellites (EOS) in both domestic and international judicial
proceedings.64  Singapore was the first nation to use
satellite radar imagery as documentary evidence in a
Singaporean court, in a 1996 case involving an unlawful
maritime oil discharge.65  The United States also
introduced earth EOS66 imagery as well as aerial imagery
at the International Court of Justice proceedings in the
“Iran Platforms Case.”67  Despite the technical
sophistication of space-based reconnaissance systems,
these judicial proceedings demonstrate that EOS imagery
may be useful but not necessarily dispositive in itself.68

Nevertheless, EOS imagery proved its relevance in (1) the
International Criminal Tribunal for the former Yugoslavia
and (2) the Permanent Court of Arbitration related to a
border dispute between Eritrea and Ethiopia.69  These
cases show that EOS imagery is a form of GEOINT that
judicial bodies continue to consider as potential forms of
evidence.70

ii.     Democratization

GEOINT democratization has been described by industry
and intelligence professionals.71  GEOINT
democratization is also referred to as GEOINT
commercialization, reflecting that the former government
“monopoly” on GEOINT is yielding to a wave of higher-
quality, commercial, and publicly-available GEOINT.72

While nation-states have promoted  GEOINT
internationalization, GEOINT democratization is the
inevitable result of market forces and globalization.73  In
addition, the IC played an important role in the initial
commercialization of GEOINT by providing venture capital
to a start-up company named Keyhole, Inc., which
developed 3-D visualization software that was ultimately
sold to the technology giant Google, leading to the
creation of GoogleEarth.74  Technology such as smart
phones, which leverage GEOINT-enabled applications,
generated unprecedented market demand by consumers,
thus furthering GEOINT democratization.   While nation-
states will continue to lead the way with highly
sophisticated, specialized satellite capabilities, commercial
imagery providers are improving resolution quality to
meet requirements across numerous lines of business.
Additionally, GEOINT democratization is advancing
through the introduction of large numbers of “dove”
micro-satellites which will provide higher “revisit”75

frequency, albeit with lower- resolutions.76  These
constellations of “doves” promise a greater availability of
lower cost GEOINT for commercial, environmental, or
personal purposes.

GEOINT democratization not only involves a
proliferation of geospatial information77 and imagery but
also the timely analysis of these, thus providing the
public GEOINT analysis heretofore limited to nation-
states and multinational organizations.  An outstanding
example of this democratization relative to the SCS
conflict is the Asia Maritime Transparency Initiative
(AMTI), a web-based public service provided by the
Center for Strategic and International Studies (CSIS).  A
stated objective of AMTI is “to promote transparency in
the Indo-Pacific to dissuade assertive behavior and
conflict and generate opportunities for cooperation and
confidence building.”78  AMTI and CSIS maintain
neutrality, taking no position on sovereignty of disputed
maritime features.  In the case of the SCS disputes, AMTI
provided the public with free, timely, and relevant
GEOINT (imagery, imagery intelligence, and geospatial
information) on maritime activity in the Asian maritime
domain.   In addition to AMTI, the Council on Foreign
Relations79 and The New York Times80 have expanded
GEOINT democratization by publishing timely reporting
on the SCS dispute between the Philippines and China.
This transparency ensured that the SCS Arbitration would
have a much more engaged global audience than previous
maritime sovereignty claim disputes.81  While
commentators have recommended an international
cooperative regime to monitor activities to enforce
equitable norms in the SCS,82 it appears that NGOs will fill
the vacuum left by lack of agreement among the littoral
states in the SCS.   This transparency has provided a
degree of ground truth83 on actions of states such as
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China and the Philippines, with the resulting effect of
either diminishing or reinforcing the perceived legitimacy
of these actions.

III.
BACKGROUND OF SOUTH CHINA SEA

ARBITRATION

A.     Initiation of Arbitration Proceedings

On January 22, 2013, culminating nearly two decades of
dispute with China over features in the SCS,84 the Philippines
initiated arbitration proceedings against China pursuant to
UNCLOS Articles 28685 and 287.86  The Philippines sought an
arbitral award that would:

i. declare the Parties’ respective rights and
obligations in regard to the waters, seabed and
maritime features of the South China Sea are governed
by UNCLOS, and that China’s claims based on its
“nine-dash line” are inconsistent with the Convention
and therefore invalid;
ii. determine whether, under Article 121 of UNCLOS,
certain of the maritime features claimed by both China
and the Philippines are islands, low tide elevations or
submerged banks,87 and whether they are capable of
generating entitlement to maritime zones greater than
12 nautical miles;88 and
iii. enable the Philippines to exercise and enjoy the
rights within and beyond its exclusive economic zone
and continental shelf that are established in the
Convention.89

In its Notification and Statement of Claim, the Philippines
clearly emphasized that it did not seek “a determination of
which Party enjoys sovereignty over the islands claimed by
both of them…[n]or does it request a delimitation of any
maritime boundaries.”  Instead, the Philippines strategically
focused its request for arbitration, being “conscious of
China’s Declaration of 25 August 2006 under Article 298 of
UNCLOS, and has avoided raising subjects or making claims
that China has, by virtue of that Declaration, excluded from
arbitral jurisdiction.”90

As required by UNCLOS Annex VII, Article 1, on January 22,
2013, the Philippines notified China of the initiation of
arbitration by a note verbale91 sent to the Chinese Embassy
in Manila along with its Statement of Claim.92  China
responded to the Philippines with its own note verbale on
February 19, 2013, stating that China had “indisputable
sovereignty over the Nanhai Islands93 and their adjacent
waters” and that the Philippines Statement of Claim
contained “grave errors both in fact and in law, and includes
many false accusations.”  China rejected the legitimacy of

arbitration, noting that “[a]t the core of the disputes between
China and the Philippines in the South China Sea are the
territorial disputes over some islands and reefs of the
Nansha [Spratly] Islands...,” noting that “[t]he two countries
also have overlapping jurisdictional claims over parts of the
maritime area in the South China Sea” and that both sides
had agreed to settle the dispute through bilateral
negotiations and friendly consultations.94

The Arbitral Tribunal was constituted on June 21, 2013; met
on July 11, 2013; and issued its first Procedural Order on
August 27, 2013.95  This Order identified the Permanent
Court of Registry (PCA)96 as the Official Registry for the
Arbitration, established Rules of Procedure, and requested
that the Philippines submit a Memorial by March 30, 2014,
addressing “all issues including matters relating to
jurisdiction, admissibility, and the merits of the dispute.”97

B.     The Philippines’ 15 Submissions Seeking Declaration

The Philippines complied with the terms of the PCA’s
Procedural Order No. 1 and submitted its Memorial
documentation itemizing the following 15 submissions, listed
verbatim below, on which it requested the Tribunal to
adjudicate and declare the following:

1. China’s maritime entitlements in the South China
Sea, like those of the Philippines, may not extend
beyond those permitted by the United Nations
Convention on the Law of the Sea (“UNCLOS” or the
“Convention”);
2. China’s claims to sovereign rights and jurisdiction,
and to “historic rights,” with respect to the maritime
areas of the South China Sea encompassed by the so-
called “nine-dash line” are contrary to the Convention
and without lawful effect to the extent that they
exceed the geographic and substantive limits of China’s
maritime entitlements under UNCLOS;
3. Scarborough Shoal generates no entitlement to
an exclusive economic zone or continental shelf;
4. Mischief Reef, Second Thomas Shoal, and Subi
Reef are low-tide elevations that do not generate
entitlement to a territorial sea, exclusive economic
zone, or continental shelf, and are not features that are
capable of appropriation by occupation or otherwise;
5. Mischief Reef and Second Thomas Shoal are part
of the exclusive economic zone and continental shelf
of the Philippines;
6. Gaven Reef and McKennan Reef (including
Hughes Reef) are low-tide elevations that do not
generate entitlement to a territorial sea, exclusive
economic zone, or continental shelf, but their low-
water line may be used to determine the baseline from
which the breadth of the territorial sea of Namyit and
Sin Cowe, respectively, is measured;
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7. Johnson Reef, Cuarteron Reef, and Fiery Cross
Reef generate no entitlement to an exclusive economic
zone or continental shelf;
8. China has unlawfully interfered with the
enjoyment and exercise of the sovereign rights of the
Philippines with respect to the living and non-living
resources of its exclusive economic zone and
continental shelf;
9. China has unlawfully failed to prevent its nationals
and vessels from exploiting the living resources in the
exclusive economic zone of the Philippines;
10. China has unlawfully prevented Philippine
fishermen from pursuing their livelihoods by
interfering with traditional fishing activities at
Scarborough Shoal;
11. China has violated its obligations under the
Convention to protect and preserve the marine
environment at Scarborough Shoal and Second
Thomas Shoal;
12. China’s occupation and construction activities
on Mischief Reef

(a) violate the provisions of the Convention
concerning artificial islands, installations, and
structures;
(b) violate China’s duties to protect and preserve
the marine environment under the Convention;
and
(c) constitute unlawful acts of attempted
appropriation in violation of the Convention;

13. China has breached its obligations under the
Convention by operating its law enforcement vessels
in a dangerous manner causing serious risk of collision
to Philippine vessels navigating in the vicinity of
Scarborough Shoal;
14. Since the commencement of this arbitration in
January 2013, China has unlawfully aggravated and
extended the dispute by, among other things:

(a) interfering with the Philippines’ rights of
navigation in the waters at, and adjacent to,
Second Thomas Shoal; preventing the rotation
and resupply of Philippine personnel stationed
at Second Thomas Shoal; and
(b) endangering the health and well-being of
Philippine personnel stationed at Second Thomas
Shoal; and

15. China shall desist from further unlawful claims
and activities.98

On May 19, 2014, China responded with a note verbale,
restating its position that it did not accept the arbitration
initiated by the Philippines.99  The Tribunal required China to
submit a Counter-Memorial before December 15, 2014;100

China did not submit a Counter-Memorial.  Instead, on
December 7, 2014, China published a 93-paragraph Position
Paper101 stressing the following points: (1) the Tribunal
lacked jurisdiction to determine sovereignty over maritime

features; (2) the Philippines had breached its obligations
under international law by initiating arbitration because it
had previously agreed to bilateral settlement with China;
and, (3) the subject matter of the dispute involved maritime
delimitation between two parties, which China excluded from
compulsory arbitration through its August 25, 2006
Declaration102 under UNCLOS.103   On December 8, 2014,
China deposited a note verbale with the PCA that
announced the publication of China’s position paper and
requested that the PCA distribute it to the members of the
Tribunal.  The note verbale also stressed that China’s
“Position Paper shall not be regarded as China’s acceptance
of or its participation in the arbitration.”104

UNCLOS Annex VII on Arbitration authorizes arbitral
proceedings to continue even if  “one of the parties to the
dispute does not appear before the arbitral tribunal or fails to
defend its case.”105  However, an arbitral tribunal convened
under Annex VII  “must satisfy itself not only that it has
jurisdiction over the dispute but also that the claim is well
founded in fact and law.”106  Annex VII to UNCLOS requires
an arbitral tribunal to assure that each party has a full
opportunity to be heard and present its case.107  The
Tribunal decided to move ahead with arbitral proceedings,
despite China’s objections, having determined that China’s
position paper and other writings “effectively constitute[d]
a plea concerning the Arbitral Tribunal’s jurisdiction.”108

The Tribunal bifurcated proceedings to first hold a hearing
on Jurisdiction, with substantive hearings to follow if the
Tribunal concluded affirmatively as to the question of
jurisdiction.109

C.     The Jurisdiction Hearing

The Tribunal held non-public jurisdictional hearings during
the period July 7-13, 2015.  China refused to participate.
Considering the interests of neighboring states, the Tribunal
permitted small delegations from the governments of Japan,
Malaysia, the Republic of Indonesia, the Socialist Republic
of Viet Nam, and the Kingdom of Thailand to observe the
jurisdictional hearing.110

On October 29, 2015, the Tribunal issued a unanimous 150-
page Award on Jurisdiction and Admissibility.  The Tribunal
affirmed its authority to proceed with a hearing on the merits
because the arbitration was not instituted to determine
sovereignty nor the delimitation of maritime boundaries;
rather, the arbitration was seeking a determination on the
interpretation and application of UNCLOS.111  Of the 15
matters the Philippines had originally submitted to the
Tribunal for legal determination, the Tribunal found it had
jurisdiction to consider the Philippines Submissions Nos. 3,
4, 6, 7, 10, 11, and 13.112  The Tribunal deferred consideration
on the Philippines Submissions Nos. 1, 2, 5, 8, 9, 12, and 14
to a hearing on the merits because such a determination
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“would involve consideration of issues that do not possess
an exclusively preliminary character.”113  The Tribunal
directed the Philippines to clarify and narrow the scope of its
15th submission which had originally requested the Tribunal
to declare that “China shall desist from further unlawful
claims and activities.”114

The Tribunal announced that it would schedule a non-public
hearing on the merits to “provide an opportunity for the
Parties to present oral arguments and answer questions on
the merits of the Philippines’ claims and any remaining
issues deferred from the jurisdictional phase.”115  The
Tribunal indicated its willingness to make “appropriate
adjustments to the schedule if China decided to
participate.”116  China continued its active non-participation
in the arbitration by issuing a statement on the Award of
Jurisdiction and Admissibility in which China rejected the
result as “null and void” with no binding effect on China
because “the Arbitral Tribunal manifestly has no jurisdiction
over the arbitration initiated by...the Philippines...”117   China
continued to reassert its “indisputable sovereignty over the
South China Sea and the adjacent waters” without providing
any explanation as to how its claims could exceed or survive
preemption of those rights established under UNCLOS.118

D. The Merits Hearing

Prior to the Merits Hearing, the Philippines had requested
and was granted leave to present for examination two
experts, Professor Clive Schofield119 and Professor Kent
Carpenter.120  The Tribunal held two rounds of extensive
hearings on the merits during the period November 24-30,
2015.121  Although China refused to participate in the
hearing, the Tribunal made every effort to keep China
informed of all proceedings. On November 30, 2015, the
Agent for the Philippines presented its Final Submissions to
the Tribunal in which it amended Submissions 11 and 14 and
clarified Submission 15.122

E. The Award

The Tribunal issued its unanimous, comprehensive, and
cogent Award decision on  July 12, 2016.  The Award
decision is summarized in Part X, the Dispositif,123 in
which the Tribunal made the following Declarations and
Findings:

Regarding Philippine Submissions Nos. 1 and 2, the
Tribunal Declared that as between the Philippines
and China: (1) UNCLOS defines scope of maritime
entitlements in the SCS which may not be
extended;124 (2) China’s claims to historic rights, or
other sovereign rights or jurisdiction within the
“nine-dash line” are contrary to UNCLOS and
without lawful effect; and (3) UNCLOS superseded

any of China’s aforementioned claimed rights in
excess of the limits imposed by UNCLOS;125

Regarding Philippine Submissions Nos. 3-7
(requesting judicial determination of the disputed
features), the Tribunal Found that:

The Tribunal had sufficient information about the
tidal conditions in the SCS to be able to render a
factual determination on Submissions Nos. 4 and 6;

Scarborough Shoal, Gaven Reef (North), McKennan
Reef, Johnson Reef, Cuarteron Reef, and Fiery
Cross Reef are, in their natural state, naturally
formed areas of land, surrounded by water which
are above water at high tide, within the meaning of
UNCLOS Article 121(1);126

Subi Reef, Gaven Reef (South), Hughes Reef,
Mischief Reef, and Second Thomas Shoal are LTEs,
within the meaning of UNCLOS Article 13;127

With regard to the status of other features in the
SCS: none of the high-tide features in the Spratly
Islands, in their natural condition, are capable of
sustaining human habitation or economic life of
their own within the meaning of UNCLOS Article
121(3)128 and therefore these features cannot
generate entitlements to EEZs or CSs;129

Therefore, there is no entitlement to an EEZ or a CS
generated by any feature claimed by China that
would overlap the entitlements of the Philippines in
the area of Mischief Reef and Second Thomas
Shoal;130

Further, regarding Philippine Submissions Nos. 3-7
(requesting judicial determination of the disputed
features), the Tribunal Declared that:

As LTEs, Mischief Reef and Second Thomas Shoal
are incapable of appropriation and unable to
generate entitlements to a TS, an EEZ, or a CS.131

Mischief Reef and Second Thomas Shoal are located
within the EEZ and the CS of the Philippines;132

As LTEs, Subi Reef, Gaven Reef (South), and
Hughes Reef are LTEs incapable of appropriation
and unable to generate entitlements to a TS, an
EEZ, or a CS; however, Subi Reef, Gaven Reef
(South), and Hughes Reef may be used as the
baseline for measuring the breadth of the TS of
those high-tide features located at a distance not
exceeding the breadth of the TS;133
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Scarborough Shoal, Gaven Reef (North), McKennan
Reef, Johnson Reef, Cuarteron Reef, and Fiery
Cross Reef, in their natural condition, are rocks
unable to sustain human habitation or economic
life of their own within the meaning of UNCLOS Art.
121(3); therefore, these features generate no
respective EEZs nor CSs.134

Regarding Philippine Submissions Nos. 8 and 9
(requesting judicial determination on the alleged
acts of China), the Tribunal Declared that China
breached its obligations under UNCLOS Art. 77
with respect to the sovereign rights of the
Philippines over the non-living resources of its CS
in the area of Reed Bank135 by operating its marine
surveillance vessels which interfered with the
Philippines’ M/V Veritas Voyager on March 1-2,
2011.136 In addition the Tribunal Declared that:

China breached its obligations under UNCLOS Art.
56 with respect to the sovereign rights of the
Philippines over the living resources of its EEZ by
imposing a 2012 moratorium on fishing in the SCS,
which included waters within the EEZ of the
Philippines;137 and

China breached its obligations under UNCLOS Art.
58(3) to show due regard for the sovereign rights of
the Philippines by knowingly tolerating Chinese-
flagged vessels to engage in fishing within the
Philippines’ EEZ at Mischief Reef and Second
Thomas Shoal.138

Regarding Submission No. 10 (requesting
declaration of China’s interference with traditional
fishing activities), the Tribunal Declared that
China, through the operation of its official vessels,
unlawfully prevented fisherman from the
Philippines from engaging in traditional fishing at
Scarborough Shoal.  This declaration was based
upon the Tribunal’s Finding that Scarborough
Shoal has been traditional fishing ground for
fishermen of many nationalities.139

Regarding Philippine Submission No. 11 (requesting
judicial determination of the alleged acts of China
regarding protection and preservation of the marine
environment in the SCS), the Tribunal Declared that
China breached its obligations to protect and preserve the
marine environment under UNCLOS Article 192 and failed
to take such measures pursuant to UNCLOS Article 194(5)
to protect and preserve rare or fragile ecosystems as well
as the habitat of depleted, threatened, or endangered
species and other forms of marine life.  The Tribunal
based this declaration on the findings that China was

aware of, tolerated, and protected fishermen from
Chinese-flagged vessels which harvested endangered
species on a significant scale and harvested giant clams
in a manner severely destructive to the coral reef
ecosystem.140

Further, regarding Philippine Submission No. 11
(requesting judicial declaration that China failed to
protect and preserve the marine environment in the SCS),
the Tribunal Declared that China breached its obligations
under UNCLOS Articles 123,141 192,142 194(1),143 197,144

and 206145 based upon the following Findings:

China’s “land reclamation” and construction of
artificial islands, installations, and structures at
Cuarteron Reef, Fiery Cross Reef, Gaven Reef
(North), Johnson Reef, Hughes Reef, Subi Reef,
and Mischief Reef have caused severe, irreparable
harm to the coral reef ecosystem;

China has not cooperated or coordinated with the
other States bordering the SCS concerning the
protection and preservation of the marine
environment concerning such activities; and

China failed to communicate an assessment of the
potential effects of such activities on the marine
environment, within the meaning of UNCLOS
Article 206.146

Regarding Philippine Submission No. 12 (requesting a
declaration on China’s artificial island-building activities
at Mischief Reef), the Tribunal Declared that China
breached UNCLOS Articles 60147 and 80148 because
Mischief Reef is an LTE within the EEZ and CS of the
Philippines, and China thereon engaged in construction of
artificial islands, installations, and structures without the
authorization of the Philippines.149

Regarding Philippine Submission No. 13 (requesting a
declaration that China dangerously operated its law
enforcement vessels in the vicinity of Philippine vessels),
the Tribunal Declared that China breached its obligations
under UNCLOS Art. 94150 based upon findings that China
operated its law enforcement vessels on April 28 and May
26, 2012, in a hazardous manner and violated six specific
rules from the 1972 Convention on the International
Regulations for Preventing Collisions at Sea
(COLREGS).151,152

Regarding Philippine Submission No. 14(d)153 (requesting
declaration that China unlawfully aggravated and
extended the suit), the Tribunal Declared that China
breached its obligations pursuant to UNCLOS Articles
279,154 296,155 300,156 and general international law to
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abstain from “any measure capable of exercising a
prejudicial effect in regard to the execution of the
decisions to be given…” based upon the Tribunal’s
Findings that China:

built a large artificial island on Mischief Reef, an
LTE located in the EEZ of the Philippines;

caused by its dredging, land reclamation, and
construction activities, irreparable harm to the coral
reef ecosystem at Mischief Reef, Cuarteron Reef,
Fiery Cross Reef, Gaven Reef (North), Johnson
Reef, Hughes Reef, and Subi Reef;

permanently destroyed evidence of the natural
condition of Mischief Reef, Cuarteron Reef, Fiery
Cross Reef, Gaven Reef (North), Johnson Reef,
Hughes Reef, and Subi Reef;

aggravated the Parties’ Dispute concerning the
following: their respective rights and entitlements
in the area of Mischief Reef; the Protection and
Preservation of the marine environment at Mischief
Reef, Cuarteron Reef, Fiery Cross Reef, Gaven Reef
(North), Johnson Reef, Hughes Reef, and Subi
Reef; and the status of maritime features in the
Spratly Islands and their capacity to generate
entitlements to maritime zones.157

The Tribunal did not provide Findings or Declarations
with Regard to Philippine Submission No. 15 regarding the
future conduct of the parties.  The Tribunal decided this
submission as “not being necessary or appropriate” on
the rationale that the Parties were already “obliged to
comply” with UNCLOS, including those “provisions
regarding the resolution of disputes” and to respect each
party’s respective rights and freedoms.158

IV.
THE LEGAL CONSEQUENCE OF  GEOINT

TO THE SOUTH CHINA SEA
 ARBITRATION

A.     GEOINT Necessary to Judicially Describe and Assess
the Features in the South China Sea Arbitration

i.     Low-Tide Elevations or High-Tide Elevations

The 2016 SCS Arbitration was a complex legal matter159

involving the interpretation and application of UNCLOS
to 15 particular submissions of the Philippines, 10 of
which required the application of GEOINT for
resolution.160  These 10 submissions required what may
be called judicial MDA,161 necessitating the use of
GEOINT to make coherent conclusions on these issues.

For example, Submissions Nos. 3 through 7 involved
questions of geospatial fact, such as whether a feature
was an island, rock, LTE, or part of the EEZ of the
Philippines.162  This was perhaps the most complex aspect
of the arbitration; the analysis consumed 142 pages of the
Award opinion.163  Distinguishing between rocks and
islands was the most challenging of all because this
process required a geospatial determination as to whether
the high-tide feature could “sustain human habitation or
have economic life of its own” necessary for the feature
to be a fully-entitled island under UNCLOS.164  In
addition, Submissions Nos. 9 through 13 involved
questions of whether alleged Chinese activities violated
provisions of UNCLOS or interfered with Philippine rights
under international law.  Submission No. 14(d) involved
the question of whether China had unlawfully aggravated
and extended the dispute by conducting dredging,
artificial island-building and construction activities at
seven disputed features.  These submissions required
GEOINT and will be discussed further below.

While Submissions Nos. 1, 2, 8, and 13 involved issues
worthy of scholarly discussion, further analysis of the
Tribunal’s resolution of these submissions is left for
another article. Submissions Nos. 3, 4, 5, 6, and 7 were
those in which GEOINT was necessary to adjudicate the
status of the maritime features at the core of the SCS
dispute.165  The Tribunal grouped these submissions into
three thematic bins:  Low-tide Elevations, Rocks, and
Location within the Philippines’ EEZ and CS.
Submissions Nos. 4 and 6 asked the Tribunal to declare
that Mischief Reef, Second Thomas Shoal, Subi Reef,
Gaven Reef, and McKennan Reef (including Hughes Reef)
were LTEs not generating “any independent entitlement
to maritime zones.”166   Submissions Nos. 3 and 7 asked
the Tribunal to declare that Scarborough Shoal, Johnson
Reef, Cuarteron Reef and Fiery Cross Reef were all “rock”
high-tide elevations generating neither EEZ nor CS.167

Submission No. 5 sought a declaration that Mischief Reef
and Second Thomas Shoal are part of the EEZ and CS of
the Philippines.

Prior to analyzing the Philippines’ specific claims
regarding the disputed features, the Tribunal provided a
descriptive Factual Background on each of the features,
giving the geographical coordinates, the distance from
the baselines of China and the Philippines, and the
alternative names for each feature.168  The geolocation,
descriptions, and assessments were relevant to determine
whether a feature would naturally fall within the 200nm
EEZ of either party.169

The Tribunal’s assessment of the disputed features
necessitated the use of historical GEOINT products
because the Tribunal needed to evaluate the features in
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their respective natural conditions.  The Tribunal stated,
“[a]s a matter of law, human modification cannot change
the seabed into a low-tide elevation or a low-tide
elevation into an island.  A low-tide elevation will remain
a low-tide elevation under the Convention, regardless of
the scale of the island or installation built atop it.”170

The Tribunal then reviewed the question of whether the
five features named in Submissions Nos. 4 and 6 were in
fact LTEs.  The Philippines supported its claim that these
features were LTEs based upon two kinds of satellite
imagery evidence: “multi-band Landsat imagery” and
imagery and analysis provided by the EOMAP
company.171  The Philippines asserted that the satellite
imagery demonstrated that all five features were LTEs
“completely and without the slightest ambiguity.”172  The
Tribunal weighed the Philippines’ claim by considering
the testimony provided by Professor Clive Schofield, the
expert witness requested by the Philippines, and by
examining the satellite imagery with an objective GEOINT
analysis.   Professor Clive Schofield presented testimony
of his findings regarding a total of 49 features requested
by the Tribunal.   Of these 49 features, Professor
Schofield concluded that: 22 features were definitely
Article 121(1) high-tide elevations but “rocks” under
Article 121(3); 18 features were Article 13 LTEs; 2 features
were submerged; and 7 were either LTEs or may contain
some rocks above high tide.173  Professor Schofield
testified that “analysis of best high-resolution satellite
imagery of these features proved to be inconclusive in
confirming whether any parts of these features indeed do
emerge above the high-tide mark.”174

The Tribunal observed the complex nature
of tides in general, noting that  “high tide”
is not a technical term.

The Tribunal observed the complex nature of tides in
general, noting that  “high tide” is not a technical term
and that neither UNCLOS nor the customary law of the
sea mandates any particular tidal datum be used to
measure whether a feature is an Article 13 LTE or an
Article 121(1) island or rock.175  The Tribunal recognized
that the tides in the SCS have been described as “the
most complex in the world.”176  Nevertheless, the Tribunal
thoroughly analyzed the geospatial information reporting
on SCS tides and concluded that the vertical tidal range in
the SCS was comparatively small,177 and that the
uncertainties related more to the pattern and timing of
tides relative to the disputed features in the SCS.178

In addition to the factors associated with tides, the
Tribunal applied a sophisticated understanding of both

the capabilities and the limitations of satellite imagery,
including image resolution, error ranges associated with
satellite-derived bathymetry, and the uncertainties
associated with a satellite’s time-over-target in
comparison to the pattern and timing of the tides.179  The
Tribunal concluded that, in this arbitration, determining
the status of a feature as either an LTE or a rock could not
be determined “on the basis of satellite imagery alone.”180

Therefore, the Tribunal would need to rely on more
traditional forms of GEOINT to describe and categorize
the disputed features, particularly survey data, charts,
and sailing directions.

The Philippines provided this traditional GEOINT in
evidence in the form of navigational charts from China,
Malaysia, Vietnam, the United Kingdom, and the United
States as well as sailing directions from various
authorities.  The Tribunal noted the importance of these
older forms of GEOINT products, especially in light of the
Tribunal’s inability to make in situ observations and the
limitations of remote sensing to identify LTEs.181  The
Tribunal accurately recognized that cartographic
depictions or reports made from “older direct
observations are thus not per se less valuable, provided
they are clear in content and obtained from a reliable
source.”182  The Tribunal observed a certain paradox
regarding the transition from physical navigation to
satellite navigation—because mariners have increasingly
relied upon electronic devices to provide precision
positional information, there has been a decline in the
quality of textual reporting and chart depictions
describing reefs, rocks, and LTEs.  Nevertheless, in this
case, older textual reporting proved itself to be
indispensable in the resolution of the arbitration.183

Accordingly, the Tribunal “independently sought
materials derived from British and Japanese surveys” and
made qualitative assessments of the historic source
material for the charts and sailing directions, comparing
fair charts184 of surveys created by British, Chinese,
Japanese, and U.S. survey teams.185  The surveys
conducted in the 19th and 20th centuries showed
disciplined tradecraft that resulted in detailed
descriptions, assessments, and visual depictions of the
maritime features in the SCS.

As a result, from an evidentiary standpoint, these older
forms of GEOINT, such as British fair charts, subsequent
navigational charts, and sailing directions, proved to be
more relevant and accurate than modern satellite imagery.
The Tribunal meticulously reviewed survey data,
accounts of survey data, finished charts, and sailing
directions186 to determine that Scarborough Shoal,
McKennan Reef, Johnson Reef, Cuarteron Reef, Gaven
Reef (North) and Fiery Cross Reef were high-tide features
according to UNCLOS Article 121(1).  An excellent
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example of the Tribunal’s use of vintage GEOINT was its
objective analysis of charts and sailing directions to
determine that Gaven Reef (North) was in fact a high-tide
elevation under UNCLOS Art. 121(1).  The Philippines had
asserted that all of Gaven Reef was an LTE and did not
distinguish Gaven Reef (North) as being an UNCLOS Art.
121(1) feature in contrast to Gaven Reef (South) as an
UNCLOS Art. 13 LTE.187

The Gaven Reefs are located on a larger reef system
known as the Tizard Bank.188 The Philippines based its
assertion the Gaven Reef(s) were LTEs upon its
interpretation of survey data/charts by China, Japan, the
United Kingdom, and the United States,189 respectively, as
well as sailing directions produced by the United States
and China.190  The U.S. sailing directions stated: “Gaven
Reefs...is comprised of two reefs which cover at [high
water]...The N[orth] of the two reefs is marked by a white
sand dune about 2 [meters] high.”191  The Chinese sailing
directions described Gaven Reefs as follows: “[D]uring
high tide, these reef rocks are all submerged by
seawater.”192  The Tribunal, however, did not simply rely
upon the words in the U.S. and Chinese sailing directions
but made a more thorough GEOINT analysis by comparing
the various chart and sailing directions descriptions of
the white sand dune (sandy cay) on Gaven Reef (North)
to the tidal data in the vicinity.  The Tribunal observed
that even using the higher tidal information from the
Japanese Chart, the sandy cay (dune) at Gaven Reef
(North) should still be a full meter above the highest high
water.193  Having completed a comprehensive GEOINT
analysis of various hydrographic products, the Tribunal
thus concluded that Gaven Reef (North) was a high-tide
feature in accordance with UNCLOS Art. 121(1) whereas
Gaven Reef (South) was an LTE pursuant to UNCLOS Art.
13.

ii.     Rocks Not Islands

I am a rock…I am an island.

–  Paul Simon

GEOINT was necessary to enable the Tribunal to determine
whether maritime features in Submissions Nos. 3, 5, and 7
were UNCLOS rocks or islands.  With all due respect to Paul
Simon’s poetic lyrics above, rocks are not islands under
UNCLOS unless (1) they are above water at high tide and (2)
can, in their natural state, sustain human habitation or
economic life on their own.194   The Tribunal devoted a
number of pages on judicial analysis of the construction of
UNCLOS Article 121(3), concluding first that the term
“rock” did “not limit the provision to features composed
of solid rock,”195 and that the size of a feature is relevant
but not dispositive for the determination of whether an

Article 121(1) feature is a fully-entitled island.196  The
Tribunal restated Article 121(3) in positive language:  “An
island that is able to sustain either human habitation or an
economic life of its own is entitled to both an exclusive
economic zone and a continental shelf (in accordance with
the provisions of the Convention applicable to other land
territory).”197  The Tribunal concluded that the “ability to
sustain human habitation” means that “a feature be able to
support, maintain, and provide food, drink, and shelter to
some humans to enable them to reside there permanently
or habitually over an extended period of time.”198 The
Tribunal also determined that the term “economic life of
their own” means that an Article 121(1) feature must be
able to “support an independent economic life, without
relying predominantly on the infusion of outside
resources or serving as an object for extractive activities,
without the involvement of a local population.”199  The
Tribunal remarked that because economic activity requires
human participation, humans will rarely inhabit areas
where no activity or economic activity is possible.200

The Tribunal stated that assessing the status of a feature
to sustain human habitation or an economic life of its own
must be performed on the basis of the feature’s natural
condition.201  The Tribunal also recognized that “the
capacity of a feature to sustain human habitation or an
economic life of its own must be decided on a case-by-
case basis...”202  Such case-by-case analysis should
examine the historical record for prior habitation to
include duration and any causes leading to the cessation
of habitation.  Natural causes, rather than war or forced
eviction, may lead to a conclusion that the feature was
ultimately incapable for sustaining habitation.  Therefore,
it is recognized that habitability can be altered by either
natural or human causation.

The Tribunal relied on GEOINT from photographs, sailing
directions, and charts to determine that Scarborough
Shoal, Johnson Reef, Cuarteron Reef, Fiery Cross Reef,
Gaven Reef (North), and McKennan Reef are all rocks
within the meaning of UNCLOS Art. 121(3) because these
high-tide rocks were in their natural condition (1)
generally miniscule, (2) lacking vegetation, and (3)
possessing no drinkable water.203  China’s massive
construction efforts to create artificial islands or
installations were legally irrelevant to the Tribunal’s
conclusion because the status of a feature under
UNCLOS Art. 121(3) is assessed on the natural condition
of the feature regardless of human modification.204

As for other larger, high-tide features in the Spratly
Islands, the Tribunal also relied on GEOINT in the form of
historical reporting to determine that none of these larger
features met the requirements to be an UNCLOS “island” in
accordance with the conditions established in Article
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121(3).205  The Tribunal reviewed historical reporting from
British, Chinese, Japanese, and Taiwanese sources
describing potable water, vegetation, soil and agriculture,
the presence of fishermen, and commercial operations on
these features.  The Tribunal noted that while these larger
features were not “barren rocks or sand cays, devoid of
fresh water...uninhabitable by physical characteristics
alone,” even the larger features such as Itu Aba and Thitu
were not “obviously habitable” with distinctly limited
capacity to enable human survival.206  With regard to
economic activity, the historical record on the islands led the
Tribunal to conclude that “all of the economic activity in the
Spratly Islands” was extractive in nature for the economic
benefit of people living elsewhere. This extractive nature of
economic activity, the lack of a stable local community, and
the lack of capacity to sustain long-term habitation justified
the Tribunal’s conclusion that all the other high-tide features
in the Spratly Islands, to include Itu Aba, are UNCLOS Art.
121(3) rocks which cannot sustain human habitation or
economic life of their own and shall have no exclusive
economic zone or continental shelf.207  Thus, following an
extensive GEOINT analysis of imagery and geospatial
information, the Tribunal concluded that there are no
naturally formed UNCLOS islands in the Spratly Islands.208

B.     GEOINT Essential to Demonstrate China’s Failure to
Protect and Preserve the Marine Environment

The Philippines Submissions Nos. 11 and 12(b) both alleged
that China’s activities at Scarborough Shoals and other
features in the SCS breached its obligations to protect and
preserve the marine environment.209  The Philippines alleged
these breaches resulted from China’s dredging/land
reclamation activities, harmful fishing practices, and the
harvesting of endangered species.210

UNCLOS imposes a general duty upon State parties to
preserve and protect the marine environment, to include, in
alia: taking measures to protect endangered species and
other forms of marine life and cooperating bilaterally or
through competent international organizations to formulate
and elaborate international rules, standards, and
recommended practices and procedures consistent with this
Convention.211

i.     China’s Harmful Dredging and Construction
       Activities

The Tribunal employed experts in coral reefs and marine
fisheries to report on environmental impacts to the littoral
reef ecosystems in the SCS and at Scarborough Shoals.212

The Tribunal also used publicly available GEOINT (imagery
and imagery analysis) from the Asia Maritime Transparency
Initiative to show how rapidly China had accelerated its
artificial island building efforts since 2013, 213 coincidentally
the same year in which the Philippines commenced

arbitration proceedings.  Satellite imagery proved more
useful in resolving Submissions Nos. 11 and 12(b) (regarding
protection and preservation of the marine environment) than
it had in Submissions Nos. 3-7 (differentiating an LTE from a
high-water feature) because EOS imagery could reflect gross
changes such as reclaimed land and dredging plumes better
than detecting miniscule rocks above water at high tide.214

For example, the Tribunal recognized that satellite imagery
(and aerial photography) demonstrated massive
environmental changes caused by Chinese dredging and
construction at Cuarteron Reef, Fiery Cross Reef, Gaven
Reef (North), Johnson Reef, Hughes Reef, Subi Reef, and
Mischief Reef.  The Tribunal’s Award decision included
commercial before and after imagery of various reefs which
showed how powerful imagery can be to prove geospatial
change.   Satellite imagery was also consequential to the
2016 Ferse Report, which found “up to 60 percent of the
shallow reef habitat at the seven reefs has been directly
destroyed.”215  The Tribunal relied on the Ferse Report
(supra n. 215) to come to the conclusion that China breached
its obligations to protect and preserve the marine
environment under UNCLOS Articles 192, 194, and 197.216

The Ferse Report exemplifies GEOINT because the report
exploited and analyzed imagery and geospatial information
to describe, assess, and visually depict degraded physical
features at the seven reefs caused by China’s geographically
referenced activities.  For example, the Ferse Report
remarked that even Chinese researchers had emphasized the
need for conservation of the seven reefs and “that available
satellite and aerial imagery provides little indication of
effective mitigation measures” following dredging.217  In
addition, the Ferse Report analyzed overhead imagery to
conclude, contrary to Chinese assertions, that China’s
construction activities occurred during both fish and coral
spawning periods.218

By using GEOINT in the form of satellite and aerial imagery,
the Tribunal was able to find that China had breached
UNCLOS Articles 192, 194(1), 194(5), 197, 123, and 206
through its island-building activities at Cuarteron Reef, Fiery
Cross Reef, Gaven Reef (North), Johnson Reef, Hughes Reef,
Subi Reef, and Mischief Reef.219

ii.     China’s Harm to Endangered Species and
         Destructive Extraction of Giant Clams

In addition to the environmental damage caused by its
dredging and land reclamation efforts, China also caused
devastating and long-lasting harm to endangered species by
harvesting both coral and living and fossilized giant clams at
Scarborough Shoals and a number of the reefs in the Spratly
Islands.  Giant clams are highly prized in Asia for both their
meat and their exotic shells.220  These marine megafauna are
fixed to their reef habitats and are therefore susceptible to
overfishing.
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The Tribunal evaluated satellite, aerial, and ground-based
imagery that was part of in situ reports from the Philippines
and from environmental experts.  This GEOINT documented
the large-scale commercial activities that caused catastrophic
harm to reefs in the Spratly Islands.221  Based upon this
evidence, the Tribunal was convinced that “Chinese fishing
vessels have been involved in harvesting of threatened or
endangered species,” including endangered corals, sharks,
giant clams, and turtles.222  The Tribunal was further
persuaded based on its review of satellite imagery,
photographic and video evidence, contemporaneous press
reports, scientific studies, and the materials provided by
Professor John W. McManus, a coral reef expert.223

Professor McManus reported “that in recent years, Chinese
fishing vessels had engaged in widespread harvesting of
giant clams through the use of boat propellers to break
through the coral substrate in search of buried clam
shells.”224

This aspect of the arbitration demonstrated how satellite
imagery can be probative when used in combination with
expert analysis, hand-held photography, and textual
reporting.  This was an excellent example of how GEOINT
democratization directly contributed to establishing
objective facts upon which an international tribunal could
render a cogent conclusion advancing the rule of law.  This
GEOINT democratization was exemplified by two pieces of
journalism: Victor Lee’s article in The Diplomat225 and Rupert
Wingfield-Hayes’ article for the BBC.226  These articles
provided independent imagery and imagery analysis of
Chinese-sponsored harvesting/reef destruction.  These two
articles were cited in the Ferse Report and informed the
Tribunal’s conclusions as to Submissions Nos. 11 and 12(b).
In fact, Mr. Lee’s Article in The Diplomat was influential in
two important ways:  First, it prompted the Tribunal’s
request for Professor McManus, the Philippines’ expert, to
revise his unpublished report.227  Second, Lee’s article
provided the GEOINT to support the Tribunal’s
determination that (1) China was responsible for the more
recent and widespread environmental degradation caused by
propeller chopping for giant clams across the Spratlys; (2)
satellite imagery showing scarring demonstrated that the
giant clam harvesting took place in areas under control of
Chinese  authorities at a time and in locations where Chinese
authorities were engaged in planning and implementing
China’s island-building activities; and (3) the small propeller
vessels involved in harvesting the giant clams were within
China’s jurisdiction and control.228

As a direct result of using publicly available GEOINT
(including imagery, expert analysis, and press reporting),
the Tribunal concluded that China breached UNCLOS
Articles 192 and 194(5) “through its toleration and
protection of, and failure to prevent, Chinese fishing
vessels engaging in harmful harvesting activities of

endangered species at Scarborough Shoal, Second
Thomas Shoal, and other features in the Spratly
Islands.”229

V.
CONCLUSION

This island’s mine…
— Caliban

William Shakespeare, The Tempest, Act I, Scene II

The SCS dispute presents a sobering example of an
apparently intractable conflict that challenges the peaceful
use of the ocean at a geostrategic location.  The irony is that
rocks which had been ignored or avoided for centuries have
generated a geopolitical tempest with attendant destruction
to environmentally critical reef areas.  Scarborough Shoals
and the Spratly Islands represent a convergence zone where
Chinese expansive claims to “indisputable sovereignty”
collide with the international rules-based order.  Despite the
magnitude of this international conflict, the 2016 SCS
Arbitration demonstrated that an international tribunal was
the proper mechanism to arbitrate the issues of whether
disputed maritime features were (1) LTEs incapable of
appropriation, (2) rocks with territorial seas, or (3) UNCLOS-
recognized islands entitled to EEZs and CSs in addition to
territorial seas.  In addition, a neutral, international tribunal
was necessary to make legal findings and declarations
regarding China’s environmentally destructive activities
associated with its aggressive artificial island building and
rapacious reef harvesting of endangered species.  These
fundamental questions of fact and law could not have been
legitimately answered without the use of GEOINT, which
enabled the Tribunal to “describe, assess, and depict
physical features and geographically referenced activities on
the earth.”230  The Tribunal carefully used this GEOINT in
the form best suited to provide probative value, using more
historical GEOINT in the form of charts and sailing directions
where earth observation satellite (EOS) imagery alone lacked
the resolution to distinguish LTEs from high-water features.
The 2016 SCS Arbitration also demonstrated that, while new
remote sensing technologies (such as constellations of low-
cost dove satellites) will make timely imagery more
accessible, foundational GEOINT activities such as
hydrographic and seismic surveys, cartography, and
observation-based sailing directions will remain
indispensable to accurate understanding of the maritime
domain.  This maritime domain awareness (MDA) is crucial
to maintaining freedom of navigation under the Law of the
Sea and for adjudicating future disputes over whether newly
contested features are governed under UNCLOS Articles 13
or 121.
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Despite GEOINT’s legislative creation as a specific
intelligence discipline to be used for the national security
objectives of the United States, GEOINT
internationalization and democratization have
contributed to international rule of law.  Rather than being
limited to requesting access to and analysis of national
satellite imagery, international tribunals now have access
to a wide array of commercial and publicly available
GEOINT.  In the 2016 SCS Arbitration Award, the Tribunal
cited AMTI GEOINT products more than ten times,231 and
used GEOINT-based reporting from both the BBC and The
Diplomat232 to support its findings and declarations.  This
publicly available GEOINT was necessary to prove the
massive extent to which China had failed to protect and
preserve the marine environment at Scarborough Shoals
and the Spratly Islands.   In addition, within three hours
of the PCA’s publication of the Award Decision, AMTI
published a GEOINT depiction of the legal effect of the
Tribunal’s Award.  To do this, AMTI had created a series
of depictions based upon a potential range of judicial
outcomes.233

GEOINT was essential for supporting a rational
Arbitration Award and will remain an indispensable
capability for advancing a rules-based international order
in the maritime domain.   China’s refutation of the
Tribunal’s Award reflects a challenge to the Law of the
Sea and an international order based upon international
norms.  China’s behavior demonstrates an aggressive
realpolitik emboldened by its burgeoning economic and
military power.234  Democratized GEOINT, published by
organizations such as AMTI, the Council on Foreign
Relations, and the international news media, will continue
to provide the transparency that exposes China’s feature-
occupation, island-building, and exploitation of
endangered species—activities which the Tribunal
concluded were contrary to international law.

Future GEOINT democratization can have a stabilizing
effect on international relations.  GEOINT from multiple
sources and platforms focused on an area such as the
SCS can better establish ground truth and challenge self-
serving narratives by expansionist nation-states.  The
proliferation of commercial imagery capabilities through
constellations of dove satellites with high revisit
frequency will multiply the quantum of GEOINT available
to governments and NGOs.  Big data analytics will assist
GEOINT consumers select the most timely, relevant, and
accurate GEOINT to solidify MDA.  Such GEOINT
democratization will enhance the reporting effectiveness
of both international media and environmental NGOs.  For
example, continued revelations of China’s actual activities
may influence its leadership to moderate to a smarter
power235 approach, one in which China balances hard and
soft power based upon a sage appreciation that territorial

expansionism in violation of international law will
ultimately undermine its legitimacy and influence as a
rising world power.236

However, should China choose to pursue hard power
hegemony in the Western Pacific region by actualizing an
Anti-Access/Area Denial237 strategy intended to reduce
U.S. influence in the SCS, GEOINT will be even more
critical for enabling the international community to
engage China constructively and to recue destabilizing
efforts to control the seascape of the SCS.  For example,
foreign policy experts have discussed the need for the
United States to conduct Freedom of Navigation
Operations (FONOPS)238 to challenge China’s excessive
and legally insupportable territorial claims in the SCS.239

GEOINT will be essential in the lawful conduct of these
FONOPS because the United States must know the exact
location of its vessels when conducting these potentially
escalatory activities.  Foundational GEOINT obtained
through hydrographic surveys and cartography will be as
important as EOS imagery because ships and submarines
cannot safely navigate without accurate and updated
nautical charts.240  Additionally, as the 2016 SCS
Arbitration demonstrated, survey data, charts, and sailing
directions had more probative value than EOS imagery in
the determination of whether a particular feature was an
LTE or a high-tide feature, such as a rock or an island.
Accordingly, nation-states should consider future
GEOINT investment with a balanced approach, one that
leverages development of dove micro-satellites while
continuing to carry out sea-based hydrographic and
oceanographic surveys.  Much of the ocean bottom
remains unsurveyed, and melting ice in the Arctic will likely
expose more LTEs and high-tide features needing to be
surveyed, categorized, and charted.241  The imperatives for
safety of navigation and the protection and preservation of
the environment are not only interdependent, but they are
both obligations under international law.

GEOINT will also be vital to support the MDA needed to
advance the United States’ Maritime Security Initiative242

and empower its “international network of interlinking and
interdependent stakeholders” to ensure the peaceful use of
the South China Sea.243

Territorial disputes and resource competition will continue in
the SCS and also can be expected to develop in other
sensitive maritime areas as well, such as the Arctic and the
Southern Oceans.  GEOINT-supported MDA will be
important, but it is not a “magic fix” in and of itself.  Rather,
GEOINT has the capability to provide actionable knowledge
of geospatial features and potentially harmful activities in
the maritime domain—providing notice to nations and
institutions to respond through legal process, diplomacy,
or other means supportable by international law.
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In conclusion, the 2016 SCS Arbitration demonstrated the
critical legal consequence of GEOINT to enable accurate
factual determinations and sound judicial decisions
interpreting UNCLOS.  Time will tell whether China will
alter its recalcitrant stance toward the SCS Arbitration and
the Tribunal’s Award.  In the meantime, GEOINT can also
empower nations to reinforce a responsible, rules-based
order and to navigate the geopolitical hazards in the
maritime domain which lie beyond the horizon.

[Author’s Note: The views expressed in this article are my
own, and any errors are my responsibility. The article is
dedicated to my wife Cynthia, who has been my constant
partner for over 35 years.]
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An Exploration of the Effectiveness of Teaching
Foreign Cultures to the U.S. Military

by Dr. Rad Malkawi

OVERVIEW

The interaction of soldiers with locals has become an
important component of successful missions. The
problem is that soldiers in the United States Armed

Forces lack adequate educational training regarding foreign
cultures; they do not have the proper tools to deal with an
insurgency, or to work with local populations. The purpose
of this study is to explore the effectiveness of the teaching
of foreign cultures to U.S. military personnel prior to their
overseas deployment at the operational level. This
qualitative study involves the analysis of fifteen interviews
from soldiers who were deployed oversees during the U.S.
involvement in various theaters. The results of the study
show that most soldiers are exposed to pre-deployment
training in cultural understanding and awareness, but
suggest that the training is not sufficient for effective
service.

 INTRODUCTION

Learning to interact with local people during overseas
deployments presents a major challenge for soldiers,
leaders, and civilians. For most long-distance

operations, the United States military attempts to introduce
soldiers to an awareness of the cultural norms for the
regions in which they operate (McFarland, M., 2005).

However, since the United States invaded Iraq in March
2003, the U.S. military has not educated and trained its
soldiers adequately through understanding Iraqi society and
its culture in order to establish local support and achieve
mission success. To accomplish this, the U.S. military must
prepare, educate, and train its soldiers in how to
communicate with the Iraqi population in order to maintain
their support (Arcuri & Ulrich, 2007).

According to Arcuri and Ulrich, “[F]ew members of the
American Armed Forces are familiar with the cultural
traditions of the countries in which they operate. Yet
violation of local norms and beliefs can turn a welcoming
population into a hostile mob” (p. 6).  For instance, Iraqis
arrested by U.S. troops have had their heads forced to the

ground—a position forbidden by Islam except during
prayers. This action offends the detainees as well as the
bystanders (Arcuri & Ulrich, 2007). Another tactical
difficulty based on a misunderstanding of culture is the need
for U.S. soldiers to physically search Iraqi women. Although
tactically it might be necessary, it is considered a highly
disrespectful action that violates the honor of a family
(Hudson & Warman, 2005).

This study investigates the effectiveness of teaching foreign
cultures to U.S. military members before their overseas
deployment at the operational level. The operational level is
defined as the beginning of an international assignment
outside the country. The qualitative findings of the study
are developed from fifteen (15) interviews.  The 15
participants are asked to describe what happened during
their deployment.

The so-called acculturation integration attitude strategy is
used in the results of the data collection and analysis of
American soldiers who have participated in military missions
in Vietnam, Korea, Germany, the Philippines, Afghanistan,
Iraq, Bahrain, Saudi Arabia, and Kuwait. This strategy
addresses cases wherein there is an interest in both retaining
original culture while at the same time looking for
contributing as an integral part of the dominant culture. This
means that, with culture becoming more integrated into
mission planning, it may also be necessary to modify senior-
level staff sections to provide a cultural expert or liaison who
has access to cultural experts (Bledsoe, 2005). The data
gathered from the 15 interviews were analyzed through the
NVivo software to identify themes within the actual
interviews. The insights gained from this research study
help to assess whether it is beneficial for the U.S. military to
improve cultural understanding among its personnel.

LITERATURE REVIEW

Numerous professional articles and journals, military
publications, professional textbooks, and interviews
have supported this study. For Hudson and

Warman (2005), understanding how to identify local social
structures is vital in understanding conflict from new and
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different angles. American soldiers must know how to
operate with and respect people from the various cultures
they will encounter on deployments.

“Recent American history has witnessed frequent failures in
the application of cultural intelligence and awareness,
ranging from the war in Vietnam to ongoing deadlock over
North Korea’s nuclear ambitions. The US military occupation
of Iraq constitutes the most prominent contemporary
example” (CADS Staff, 2006, p. 3). The basic cultural training
of U.S. troops has been “insufficient, as namely illustrated
by dramatic misunderstanding between troops deployed in
Iraq and Afghanistan and the local population in those
countries” (CADS Staff, 2006, p. 2). These failures have
“increased the time spent in foreign combat operations and
have prolonged Military Operations Other Than War
(MOOTW), such as Somalia and Haiti” (CADS Staff, 2006, p.
3).

Major General (USA, Ret) Robert Scales asked a returning
commander from the Third Infantry Division about how well
situational awareness (in terms of aerial and ground
intelligence technology) worked during the march to
Baghdad (Scales, 2004). “I knew where every enemy tank
was dug in on the outskirts of Tallil,” he replied. “Only
problem was my soldiers had to fight fanatics charging on
foot or in pickups and firing AK 47s and RPGs. I had perfect
situational awareness. What I lacked was cultural
awareness” (Scales, 2004, p. 2). This officer’s prescient
remark presaged the difficulties that would be encountered
during the present “cultural” phase of the war when intimate
knowledge of the enemy’s motivation, intent, will, tactical
method, and cultural environment has proven to be far more
important for success than the deployment of smart bombs,
unmanned aircraft, and expansive bandwidth.

“The U.S. Army invaded Iraq with its forces unprepared to
interact with Iraqi culture. Other than the token cultural
awareness briefing (if) conducted by the unit, there was
insufficient knowledge or understanding of the significance
the Iraqi culture, family, tribal affiliations, and religion would
have on combat and stability and reconstruction operations.
There was no understanding of subjective culture which is
the learned and shared patterns of beliefs, behaviors, and
values of groups of interacting people” (Beckno, 2006, p. 38).

Acculturation is defined as a process by which individuals
or groups accept, selectively, aspects of another culture,
often a dominant one that those individuals or groups intend
to adopt without completely relinquishing their own.
Aspects of the adopted culture may include beliefs (e.g.,
religion), values (e.g., generosity, volunteerism, free speech),
social norms (e.g., dress, greetings, burial), and lifestyles
(e.g., foods and tobacco use) (Ma, Tan, Toubbeh, Su,
Steven, & Lan, 2004).

The acculturation integration attitude strategy will be used
for this study because there is an interest in both retaining
original culture while at the same time contributing an
integral part of the dominant culture. The U.S. Army has
taken a number of steps to integrate this instruction during
pre-deployment training. Limited pre-deployment training
occurs at home station using live role players while
“graduation exercises” in negotiation training are also
provided at the Army’s combat training centers (e.g.,
National Training Center, or NTC, and Joint Readiness
Training Center, or JRTC) (Durlach et al., 2008).

METHODOLOGY

Qualitative research was used to explore the
effectiveness of teaching foreign cultures to U.S.
military members before their overseas deployment

at the operational level. To understand and examine the
complex real-life activities in which multiple sources of
evidence are used, the case study method was chosen to
explore the perceptions and experiences of military officers
on cultural understanding (Noor, 2008).  The cases
considered in this study were based on interviews with 15
members of the U.S. military. The interviews allowed
validation and a deeper understanding of how learning
cultural awareness affects the members of the military.

A sample population of U.S. military personnel from units
based in northern California was interviewed. All 15
participants were staff and officers who have served in
foreign countries during wartime. The interview process was
guided by the following interview question:  “How effective
was the training method used to develop your
understanding at the operational level?”

INTERVIEW FINDINGS

Effectiveness pertained to having the ability to
communicate and interact with individuals from other
cultures. Half of the participants believed that the

training they received concerning cultural awareness was
not effective. Six participants believed that the training was
only effective in gaining basic knowledge about the culture.
Table 1 contains all the codes that emerged from the
thematic category—effectiveness of cultural awareness at
the operational level.

Table 1 

Codes for Effectiveness of Cultural Awareness at the Operational Level 

Codes 
# of participants 

to offer this 
experience 

% of participants to 
offer this experience 

Not effective 6 41% 
Basic knowledge of culture 5 35% 
No response 2 12% 
Nuances of cultural differences 1 6% 
Linkages 1 6% 
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Many of the participants believed that the cultural
awareness training the troops received was not effective
at the operational level. Participant 10 explained that he
was not given enough training because he was not
assigned to the front lines: “We weren’t told much about
the operations or missions. We were put in the country
and our mission was to drive trucks and take supplies to
the front lines.”

Participant 3 explained how the training was ineffective
during the first few years of the Iraq war: “It wasn’t very
effective. First, because I was there in 2003, which was the
beginning of the occupation of Iraq. So we had little time
to learn and to accept some of the cultural differences that
we were going to encounter. Second, we were not
expecting the Iraqi Freedom operation to happen. So when
it did, we were afraid of this new culture, religion of
people we were going to encounter.”

Participant 8 spoke about how the training of typical
soldiers does not translate in a useful way during
operations: “We were trained how to salute and how to
march and how to do our job. I was assigned to merchant
ships so I didn’t serve on the navy ships until the war
was over.”

Participant 12 spoke about operations in Vietnam, where
there was a perception that they were not exposed to
sufficient training, particularly in understanding the
culture and the people: “The operational level in Vietnam,
like I said we didn’t have much training. At the unit I was
in I had no personnel including myself that had any
training in the culture or people. I learned later that in
Vietnam there was many Catholic religions but probably
Muslim as well, Protestant but for the people we were
dealing with. Cause we were out in the bush out in the
jungle I had very little contact with the Vietnamese people
other than once in a while you’d be around some of them
at least to get a prisoner from the MDA or we had no way
of communicating.”

Participant 15 spoke about the potential stereotyping as a
result of the training received by soldiers: “Training has
been very ineffective. While the approach that I described
above can be very general I would offer that in practice
you have to focus on the specific area for which you will
be working. Just because you have worked in Egypt
doesn’t mean you will be able to apply what you learned
there in Iraq, Lebanon, Syria, etc.  Just because you
worked in Salah ad Din province in Iraq doesn’t mean you
can automatically transfer everything you learned there to
southwest Baghdad. You have to be careful with this
stereo-typing, and unfortunately when the US military
develops a training package called ‘Understanding Arabs’
these generalizations can do more harm than good. This

creates a great challenge for training developers. For this
reason the training should perhaps focus on teaching us
how to learn about another culture and not necessarily
what to learn about another culture.”

Just because you have worked in Egypt
doesn’t mean you will be able to apply what
you learned there in Iraq, Lebanon, Syria,
etc.  Just because you worked in Salah ad
Din province in Iraq doesn’t mean you can
automatically transfer everything you
learned there to southwest Baghdad.

The perceived ineffectiveness of cultural awareness
training programs can be attributed to the basic nature of
the training. Many of the participants cited that the
training program was generic and very basic, not enough
to give a comprehensive picture of the entire culture.

Participant 1 said: “It provides the soldiers basic
knowledge on the cultural aspects of the culture. Raising
awareness of the nuances of cultural differences has a
positive effect of soldiers being able to engage with local
nationals with these considerations in mind. Furthermore,
this attention to even the most basic elements of cultural
awareness pays large dividends when local Arabs have
the opportunity to see that the United States Military is at
a minimum concerned about these aspects.”

This finding is consistent with Durlach and associates
(2008) and Dees’ (2006) definition of acculturation, which
is the integration attitude strategy that succeeds when
there is an interest in maintaining original culture while at
the same time looking to contribute as an integral part of
the dominant culture. The participants mentioned that
they could learn foreign culture from a local-rich
environment.

The foreign culture learning experiences of the
participants suggested that they learned elements of the
target culture when it does not conflict with those of their
own culture. In cases where there was no conflict, the
participants integrated the target’s cultural elements into
their existing cultural knowledge. Acculturation of every
soldier to prospective theaters of war is important. Every
young soldier should receive cultural and language
instruction. The purpose would not be to make every
soldier a linguist but to make every soldier a diplomat in
uniform, equipped with just enough sensitivity and
linguistic skills to understand and converse with the
indigenous citizen on the street.
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CONCLUSIONS

The results indicated that pre-deployment training of
military personnel in cultural understanding and
awareness is not sufficient, providing minimal utility

during operations.  This report was based on the perception
that the cultural understanding training received includes
only basic information and guidelines, without making any
attempts at comprehensive training. Higher-level military
colleges and schools fail to meet the learning needs of the
services, particularly in terms of preparing the military for
developing cultural understanding (Scales, 2004).

Basic training in cultural understanding that covers only the
main characteristics and practices of a culture would be
beneficial as an introduction, but not as the main training
upon which the military personnel would be dependent
during operations. The insufficient utility of pre-deployment
training for cultural understanding to which the military is
exposed suggests that more effective strategies should be
explored.

The participants also expressed the view that involvement in
cultural understanding is beneficial to their performance at
the operational level. Cultural understanding should not be
ignored in favor of tactical strategies because cultural
understanding in itself could be a source of strategic
advantage. The willingness of the soldiers to be more
culturally sensitive and aware should be used to the
advantage of the military by exposing soldiers to quality
cultural understanding programs.
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In the Wake of the Pueblo Incident
by Bill Streifer and Irek Sabitov

I do not know if they in Moscow understood how
close we were to war, but I felt this with my every
cell. Heaven forbid, if our aircraft crashed into an
American ship or if one of our commanders lost his
nerve. Death buzzed over our and their heads at an
altitude of a mast. But everything worked out…1

-Admiral Nikolai Amel’ko
How I Fought With America (1999)

BACKGROUND

Walter Goodman, a TV critic and New York Times
reporter, said of the year 1968, “It was the best of
years. It was the worst of years.”2 On December

22, 1993 (between 9 and 10pm that evening), Mike Wallace,
the veteran television journalist and news correspondent,
hosted an episode of “CBS Reports,” a 25-year look back at
1968. It was a tumultuous year of political and social unrest
at home coupled with military conflicts abroad, which “in
more tranquil times might be called a stroll down memory
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lane.”3 The musical “Hair,” Wallace said, was not just about
youth and rebellion, of course; it was also about an
unpopular war in Southeast Asia.4 In 1968, “If youth was the
music, Vietnam was the drumbeat.”5 By January of that year,
there were half-a-million American troops in Vietnam6—
16,000 boys had been killed and 110,000 wounded.7

“‘Only a country of unimaginable strength could have
survived intact’ sounds like hyperbole,” Wallace said, until
we recall the unimaginable events of that year—two of the
most shocking were the assassinations of Martin Luther
King, Jr., and Robert F. “Bobby” Kennedy.8 Harry C.
McPherson, Jr., an influential White House counsel and
President Lyndon B. Johnson’s speechwriter,9 called 1968
“the worst year I remember in my lifetime. It was a year in
which a lot of things converged in a way that you would
have thought impossible.”10 In “Turning Back to an
American Turning Point, 1968,” an exposé in The New York
Times, Goodman summarized a year in turmoil.11

What began as a joint U.S. Navy/NSA
mission to collect data on Soviet naval
operations and radar installations became
an international incident and the subject
of numerous books, articles, and academic
publications...

At home, Goodman said the “antiwar insurgency” of
Senators Eugene McCarthy and Bobby Kennedy brought an
end to Johnson’s presidency.12 Rioting during the 1968
Democratic National Convention in Chicago, by both
protesters and police, guaranteed Richard M. Nixon the
presidency.13 In Vietnam, there was the Tet offensive (a
military defeat for North Vietnam, but a propaganda victory)
and the My Lai Massacre, a moral disaster for the United
States.14 In Biafra there was man-made starvation, and in
Czechoslovakia Soviet tanks crushed the Prague Spring.15

In Korea the North Korean capture of the American spy ship
“Pueblo” was an event that kept the President’s closest
advisors scratching their heads for a solution. The crew was
released eleven months later but the USS Pueblo remains in
North Korea to this day. In 2013, in advance of North
Korea’s unveiling of the U.S. intelligence-gathering (spy)
ship,16 Eric Talmadge, a reporter for the Associated Press,
described the Pueblo as “the centerpiece of a renovated war
museum to commemorate what North Korea calls ‘Victory
Day’.”17 “If there was ever any doubt about what happened
to the only U.S. Navy ship being held by a foreign
government,” Talmadge said, “North Korea has cleared it up.
It’s in Pyongyang.”18

Talmadge said the North Korean government hoped the
Pueblo would serve as a “potent symbol of how the
country [had] stood up to the great power of the United
States, once in an all-out ground war and now with its
push to develop the nuclear weapons and sophisticated
missiles it needs to threaten the U.S. mainland.”19

Meanwhile, the USS Pueblo, North Korea’s greatest Cold
War prize, “looks like it’s here to stay.”20 What began as a
joint U.S. Navy/NSA mission to collect data on Soviet
naval operations and radar installations became an
international incident and the subject of numerous books,
articles, and academic publications,21 both in the U.S. and
abroad.

One week after the seizure of the Pueblo, TIME magazine
ran a 7-page editorial on the crisis titled “War: The
Impotence of Power.”22 The seizure of a U.S. spy ship in
international waters, TIME said, “came as an abrupt object
lesson to Americans that the world’s greatest power
[could] be roundly and resoundingly put down by the
most minuscule of foes”—at stake was nothing less than
our national honor.23 The failed Bay of Pigs invasion in
1961 was a portent, TIME said, but it was only a “local
and limited embarrassment.”24 North Vietnam had also
“proved the efficacy of persistent, small-scale Communist
effort, yet no other Communist state, large or small, had
succeeded so well in provoking and frustrating the U.S.
as North Korea did…by hijacking Pueblo.”25

Disguised as a hydrographic vessel of the AGER
(Auxiliary, General Environmental Research) type, the USS
Pueblo (AGER-2), was actually a state-of-the-art SIGINT
(COMINT and ELINT) Banner-class technical ship with
$1.5 million in intelligence-gathering equipment onboard.
The numerous receivers, recorders, and ancillary
equipment were designed to monitor high frequency (HF),
very high frequency (VHF) and other types of signals,26

the nature of which remains classified.27 The Pueblo also
had direction-finding capability, an electronics
intelligence capability, and a position on the ship devoted
to monitoring Soviet telemetry.28 The communications
equipment in support of this monitoring effort included
the latest and most sophisticated systems available to the
U.S. government.29

The USS Pueblo and crew were seized on January 23,
1968. The next day, North Korean radio broadcast a
purported “confession” by the captain of the Pueblo,
Commander Lloyd M. “Pete” Bucher.30 During Bucher’s
alleged confession, he supposedly said that on December
2, 1967, he received an assignment at Sasebo, Japan, from
Rear Admiral Frank A. Johnson, a U.S. Navy commander.
“My ship had conducted espionage activities on a
number of occasions,” Bucher said, “for the purpose of
detecting the territorial waters of the Socialist countries.
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Through such espionage activities, my ship detected the
military installations set up along the coasts of Socialist
countries and submitted the materials to the U.S. Central
Intelligence Agency [CIA].”31 More recently, Bucher
allegedly said he was ordered to conduct “military
espionage activities on the Far Eastern region of the
Soviet Union, and then on the offshore and coastal areas
of the DPRK [Democratic People’s Republic of Korea, or
North Korea]”32 Although his “confession” was almost
certainly coerced, those portions of Bucher’s statement
concerning the ship’s mission were remarkably similar to
the Pueblo’s Operational and Sailing Orders.

The CIA weighed in on a possible motive
behind North Korea’s decision to seize an
American spy ship while in international
waters.

According to naval orders dated December 1967 and
January 1968,33 the Pueblo was to sail from Yokosuka to
Sasebo, Japan, before heading north toward Op Area
Mars off the coast of North Korea. [See the Pueblo’s track
chart at the beginning of this article.] When the Pueblo
departed Sasebo on January 11, the American vessel was
to conduct surveillance in the waters off Vladivostok,
USSR. She was then to travel down the east coast of
North Korea before continuing on to Japan’s Tsushima
Strait (a narrow body of water around Tsushima Island,
midway between Pusan, South Korea, and Sasebo, Japan).
Naval reports34 indicated that the Tsushima Strait was
populated by Soviet spy ships disguised as fishing
“trawlers.” However, before the Pueblo could depart for
Japan on the last leg of her mission, the North Koreans
seized the ship and interned its crew. Fortunately, only
one sailor died as the result of an injury he suffered
during the ship’s seizure.35

In the afternoon of the following day, January 24, 1968,
President Lyndon Johnson met with the National Security
Council at the White House.36 The President opened the
meeting by asking Secretary of Defense Robert McNamara
to bring everyone up to date.37 McNamara began by
saying, “All of you know the information which has been
published. I will not go over any of that. We do not know
what happened except that this incident was pre-
planned.”38 While three key questions remain
unanswered, McNamara said—Why did they do it? What
will they do now? How should we respond?—three things
are clear: (a) It was a conscious effort to provoke a
response, or a lack of response; (b) the Soviets knew of it
in advance; and (c) the North Koreans have no intention
of returning the men or the ship.39 “I view this situation
very seriously,”40 McNamara said.

At about the same time, the CIA weighed in on a possible
motive behind North Korea’s decision to seize an American
spy ship while in international waters. In a recently
declassified Weekly Summary41 titled “North Korea Provokes
New Confrontation,” the CIA argued that the North Koreans
might have seized the Pueblo to assist North Vietnam, an ally
of North Korea, knowing the incident would require the
Americans to divert their vital naval assets from the ongoing
war in Vietnam in advance of the forthcoming Tet
Offensive.42 In North Korea’s view, the seizure of the Pueblo
appeared to have been “a windfall opportunity to sharpen
the diversionary confrontation in Korea, to stimulate U.S.-
South Korean differences, and to put greater pressures on
U.S. policy in Asia. The seizure of the Pueblo was not part of
an elaborate scenario prepared in advance.”43

Around the same time, Neil Sheehan of The New York Times
quoted Secretary of State Dean Rusk, who called the Pueblo
incident “a matter of the utmost gravity.”44 Rusk said the
U.S. was negotiating with North Korea through available
channels to obtain “the immediate release of the vessel and
her crew.”45 The incident, Rusk said, had forced a sudden
confrontation between the U.S. and an Asian Communist
regime that had “long been calling for diversion assaults
against ‘United States imperialism’.”46 Like the CIA’s Weekly
Summary, Rusk also thought the North Koreans had
captured the Pueblo to distract American energies from the
ongoing war in Vietnam.47

Following the 1985 arrest of John Walker, Jr., who The
Washington Post described as “this country’s ‘most
notorious naval spy’,”48 a new explanation emerged for the
North Korean seizure of the Pueblo. Two decades earlier,
during the height of the Cold War, Walker, an American
sailor and submarine communications specialist, approached
the Soviet embassy in Washington, DC, and offered to hand
it the keys to coded material on a regular basis.49 The Soviets
later used those keys to decipher secret U.S. naval
communications.50 According to Reuters, Walker began his
Cold War-era espionage scheme while working as a Navy
warrant officer and, according to the FBI, had compromised
at least one million classified messages.51 Authorities also
said Walker “masterminded a family of spies,” recruiting his
brother, his son, and a good friend—all of whom had
security clearances—to help Walker gain access to Top
Secret information after he retired from the Navy.52

At the time of Walker’s arrest, then-Defense Secretary
Casper Weinberger said Walker’s efforts had allowed the
Soviets “access to weapons and sensor data and naval
tactics, terrorist threats, and surface, submarine, and
airborne training, readiness tactics.”53 According to John
Murphy, a retired Navy commander, the KGB began
receiving high-level codes and ciphers from Walker in 1967,54

and the following year they received the KW-7 crypto
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machine off the Pueblo.55 Consequently, by April 1968, the
KGB’s Department 16 was reading high-level U.S. Navy
messages.56 “This was a primary reason for grabbing the
USS Pueblo,”57 Murphy said.

The damage caused by the transfer of the Pueblo’s Top
Secret intelligence data to the Russians was irreparable and,
until recently, highly classified. Since 2010, the National
Security Agency (NSA) has released more than 200
documents (some heavily redacted) concerning North
Korea’s seizure of the Pueblo and the subsequent shoot-
down, in April 1969, of a U.S. Navy EC-121 SIGINT aircraft.58

Other documents, such as personnel and medical files, have
also been released but with portions withheld for privacy
reasons.59 A third group of documents, produced by the
CIA’s Directorate of Intelligence, pertained to the
negotiations surrounding the return of the USS Pueblo and
crew.60

In an article on the lessons learned from the Pueblo and EC-
121 incidents [in CIA’s Studies in Intelligence, 2015],
Richard A. Mobley, a retired Navy commander, said he
thought the two incidents should be considered together
because both “reveal related systemic flaws in indications
and warning, intelligence analysis, military planning, and
command and control.”61 In addition, “many of the same U.S.
national and theater decision-makers and intelligence
staffers participated in both incidents.”62 One of the many
unanswered questions is whether the Pueblo had strayed—
either accidentally or intentionally—into North Korean
territorial waters, or, as Mobley insists, was the Pueblo at all
times in international waters.63

At the time of the Pueblo incident, the Soviets charged
several times that the ship had conducted espionage from
within North Korean territorial waters,64 an accusation the
U.S. Navy adamantly denied. During the President’s foreign
affairs luncheon at the White House, when President
Johnson asked if it was “typical of the Soviets to be so firm
on a thing such as this,”65 his Secretary of State replied,
“The Soviets will say something knowing the facts to be to
the contrary.”66 But what if the U.S. was in the wrong? “I am
jittery about the possibility of error,”67 the President said.
“This officer [Commander Lloyd M. Bucher] doesn’t look
like the normal, prudent, alert officer I would have handle Air
Force One if it were on alert,” Johnson said. “We must
always bear in mind the possibility that we are in the
wrong.”68

Although the Pueblo was in contact with the U.S. Naval
Communications Station at Kamiseya, Japan (over high-
frequency encrypted radioteletype) the entire time, its first
distress call was dismissed, since it appeared to describe
harassment much less severe than a sister ship, the USS
Banner (AGER-1), had experienced from the Soviets and

Chinese on previous missions.69 In addition, the ship’s
Operational Orders state: “Estimate of Risk: Minimal, since
Pueblo will be operating in international waters for entire
deployment.”70 Fortunately, the Pueblo’s second message
was relayed by Kamiseya to the Commander of the Fifth Air
Force (received at 2:23 p.m.) and to the USS Enterprise, the
world’s first nuclear-powered aircraft carrier, only minutes
after the North Koreans boarded the American spy ship.71

As the U.S. armed forces in the Korea-Japan area positioned
themselves for possible military operations in the wake of
the Pueblo incident, the State Department searched for a
diplomatic solution to the crisis.72 According to a
declassified NSA report on the capture of the USS Pueblo
and its effect on SIGINT operations, influential Japanese and
foreign military/diplomatic officials in Tokyo who were
sympathetic to U.S. aims and policies in the Pacific believed
the United States had “suffered a loss in prestige,” and that
the lack of a quick response to the North Korean capture of
the Pueblo “had raised questions concerning U.S.
capabilities in the Pacific.”73 To these persons, the NSA
report said, “U.S. intentions with respect to diplomatic and/
or military actions were unclear.”74

Ultimately, Commander Bucher and his crew were released
by the North Korean authorities following months of secret
negotiations. During that time, 28 meetings were held
between U.S. and North Korean negotiators.75 The Pueblo’s
82 men and the body of Seaman Duane Hodges were
released on December 23, 1968 (eleven months to the day
after the Pueblo Incident began), after what Secretary of
State Rusk described as an “unprecedented” procedure.76

Major General Gilbert H. Woodward, the chief U.S.
negotiator at Panmunjom, had signed a document
constituting a formal “admission” by the American side that
the Pueblo had entered North Korean waters, after solemnly
apologizing for the vessel’s “grave acts of sabotage,” and
after giving the North Koreans “firm assurance” against any
repetition of such acts.77 Following the release of the crew,
General Woodward publicly repudiated the document,
making it clear that he signed it only to secure the crew’s
release.78

Now, some 50 years later, the USS Pueblo remains in North
Korea, but participants remember the Pueblo incident like it
was yesterday. Jim Damschen was a crewman aboard the
USS Providence (CLG-6) when the Pueblo was seized.79 “We
got word of it when we were at the DMZ in Vietnam,”
Damschen said. “We left the DMZ full steam to Subic Bay,
to rearm and re-supply, and left with a task force to the Sea
of Japan.”80 With a full blizzard going at the time, Damschen
said there were plans to go into Wonsan Bay and either pull
the Pueblo out or destroy her.81 “The Russians also sent a
task force to the Sea of Japan,” he said. “We circled around
each other waiting to see who would make the first move.”82
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Just as Damschen remembered, the Soviet Navy bolstered its
presence in the Sea of Japan to counter the U.S. Naval build-
up. The Soviet response was substantial, including a sizable
array of Soviet ships and submarines, at least one of which
could have been armed with nuclear-armed torpedoes or
guided missiles. According to a Soviet submarine navigation
officer at the time (later to become a submarine commander),
the Soviet Pacific Fleet was transferred in full combat
readiness to counteract the U.S. armada of ships and
aircraft—into the sea came “all combat-capable surface
warships” and more than two dozen submarines, he said.

How aware the U.S. Navy was of the presence of these
Soviet submarines is an open question since some could
remain submerged for days, running silently on electric
battery power. At one point, for example, the destroyer USS
Blue tried and failed to detect a Soviet submarine.83 On
February 7, 1968, at 8:25 p.m., the ship’s Quartermaster saw
that the Enterprise task group had begun changing course—
noting it seemed to be going back and forth, south to
north.84 Then at 11:20 p.m., on orders of the Screen
Commander,  Blue began chasing what its crew thought was
a submarine. After twenty minutes, however, they gave up
and returned to their formation.85 Apparently, Blue had not
detected or triangulated a Soviet submarine in the Sea of
Japan.

During the Cold War years, a battle for supremacy on the
high seas between the U.S. and Soviet Navies began to
unfold rapidly. After World War II, the Soviet Union started
to build up its submarine fleet. German experience was used
widely on this effort. A group of Soviet experts was sent
to Blankenburg, East Germany, where a design bureau was
established.86 According to U.S. military historians, in 1950,
the Soviet Union moved to regain status (from the Germans
during World War II) as the operator of the world’s largest
submarine fleet.87 Over the next eight years, the Russians
built 235 Whiskey-class submarines.88

In 1954 the U.S. Navy commissioned the world’s first
nuclear-powered submarine, the USS Nautilus. The Soviets
followed suit three years later with the launch of the K-
3 Project 627 ”Whale,” known by NATO as “November.” On
September 16, 1955, a Soviet Zulu-class submarine became
the first submarine to conduct an above-water ballistic

missile launch,89 which made nuclear strikes against enemy
ground targets possible.90 Five days later, on September 21,
1955, the Soviets conducted their first test of a nuclear-
armed torpedo. Below are images (obtained from rare color
footage) of that first Soviet underwater test of a 3-KT yield
T-5 nuclear torpedo:91

The first Soviet nuclear-powered submarine appeared in
1958. Five years into the program, the Soviets had 24 nuclear
submarines in three classes, all employing the same reactor.92

According to Boris Dronov (PhD in Science) at the design
bureau “Malakhit” (St. Petersburg), “By their physical
appearance, the first American and Soviet nuclear
submarines contrasted sharply since each country went its
own way”—design differences allowed the first Soviet
nuclear submarines to achieve speeds of 30 mph, which is
one-and-a-half times as fast as their American counterpart.93

In 1960 the U.S. made a significant technological
advancement with the development of a submarine capable
of launching a ballistic missile from beneath the sea. On
October 20, 1961, a Soviet submarine launched the R-13
missile with a live nuclear warhead.94 In 1962 the Soviet Navy
began deploying the SS-N-3 “Shaddock,” a 450 km-
range cruise missile with a nuclear warhead,95 and in 1968,
the year of the Pueblo incident, the world’s first Ametist
(Amethyst) anti-ship cruise missile launched from
underwater was introduced on submarines.96 That same year,
a Soviet November-class nuclear submarine surprised the
U.S. Navy by keeping up with a 31-knot high-speed task
force led by the USS Enterprise, a nuclear-powered aircraft
carrier.97 Spooked by the “November surprise,” the Navy
developed the “Los Angeles,” a new class of high-speed
attack submarine.98

In retaliation for the North Korean seizure of the Pueblo, the
Truxtun, a nuclear-powered destroyer leader, along with the
Halsey, a destroyer, were ordered to escort the USS
Enterprise to Korea in a show of force.99 At the time, the
Enterprise, known as “Big E,” was the largest ship ever built
of any kind by any nation, and even today exceeds the
length of any other naval vessel.100 Also sent to Korea were
battleships and two additional aircraft carriers. The U.S.
flotilla was codenamed FORMATION STAR.101 Less is
known about how the Soviet Union, an ally of North Korea,
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had also sent ships and submarines—some possibly armed
with nuclear torpedoes and/or guided missiles—to confront
the U.S. Navy task group. Unfortunately, when the
Enterprise and Truxton received orders to proceed to North
Korea, they were more than 500 miles from Wonsan.102 To
make things worse, only 35 of the 59 fighter jets on board
the Enterprise were operational.103

On board the Truxtun when the Pueblo incident began was
Radarman Third Class (RD3) John L. Perry. As Perry recalls,
on January 23, 1968, at about 9 a.m., the USS Truxtun pulled
out of Sasebo, Japan, heading south toward the Philippines,
armed with a 5-inch rapid-fire gun forward, two 3-inch guns
amidship, a twin-rail Terrier missile launcher aft (in the rear),
a helicopter deck and hangar, six torpedo tubes, and .50
caliber machineguns on the bridge wings.104 105

Then, “during evening chow,” Perry said “the ship heeled
over in a sharp, table-clearing 180-degree turn and the voice
on the 1MC [the ship’s primary public address system] told
us that a US ship had been captured by the North Koreans
and we were going to assist, if possible.”106 The task group,
composed of the Enterprise and its screening ships, was
ordered to reverse course in the East China Sea and run
northward to the Sea of Japan. Hence, the Truxtun headed
north at flank speed (about 33 knots) with the Enterprise and
Halsey trailing behind.107 Unlike the Halsey, the nuclear-
powered Truxtun was fast and did not require refueling by
the Enterprise.108 As a result, it pulled steadily ahead of the
other ships.109

At around 4 a.m. the next morning, Perry recalled receiving
orders to rig up towing cables and to be ready to move
into Wonsan Harbor during daylight hours.110 They were to
“shoot the place up, recapture the Pueblo, and tow it out of
there.”111 Nevertheless, with only one 5-inch/54-caliber and
two 3-inch/50-caliber anti-aircraft guns, plus an aluminum
superstructure and thin skin, the Perry crew figured they had

their work cut out for them if they were to get into a gunfight
with North Korean shore batteries.112 Around 5 a.m., the
Truxtun pulled up just south of Wonsan. An hour later, two
older World War II-vintage destroyers arrived on station
and were given the towing assignment, which was set to
begin at 8 a.m. However, it was postponed until 9 a.m., and
then 10 a.m.113 Perry said the recovery effort was eventually
called off, because officials felt the Pueblo was a lost cause,
or because the crew of the Pueblo had already been taken off
the ship, or because the secret material on board had already
been compromised.114

At about that same time, Perry said a Soviet reconnaissance
aircraft, a Tupolev Tu-16 “Badger,” a twin-engine bomber,
flew over their ship at about 200 feet.115 Meanwhile, a
“sharp-looking Russian DE [destroyer escort] shadowed us
for a few days,”116 Perry said. More U.S. ships began to
arrive, and within a few days there were about 30 ships in
three carrier groups off the coast of Korea.117 Then, after a
couple of weeks, the Truxtun and the Enterprise sailed
around the Korean peninsula and took up station in
the Yellow Sea.118 Perry and his shipmates figured the big
fight was about to begin with U.S. carriers on both sides of
the Korean peninsula and Air Force bases to the south—
North Korea was nearly surrounded. “However, as we all
now know,” Perry said, “nothing happened.119
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According to a Russian scholar, the crisis along the coast of
the Korean peninsula actually drove the world to the brink of
nuclear war. As a Soviet submariner, a participant in this
Cold War incident, wrote, one false move by either side
could have triggered a nuclear war between the U.S. and the
Soviet Union. His description of the events following the
seizure of the Pueblo reads like a scenario from the 1965 film
“The Bedford Incident,” which described a deadly game of
cat-and-mouse at sea.

In the end, Task Group FORMATION STAR, led by the USS
Enterprise, operated in the vicinity of South Korea for nearly
a month. On February 22, 1968 (too late to provide
assistance to South Vietnam during the Tet Offensive), the
Enterprise launched her first combat sorties from “Yankee
Station”—the waters off the coast of North Vietnam from
where strategic bombing missions and close air support were
conducted. Then on June 26 the Enterprise began her
voyage home. After arriving at Puget Sound Naval Shipyard
in Bremerton, Washington, on July 29 for a two-month
overhaul, the Enterprise returned to the now-defunct
Alameda Naval Air Station, California, on September 30.

WHY WERE THE RUSSIANS
NOT MENTIONED?

During Korean Military Armistice Commission
(KMAC) meetings held to resolve the Pueblo
incident, LT Douglas M. Hackett, Office of Naval

Intelligence (ONI), narrated a filmed presentation used to
refute North Korea’s claim that the Pueblo had infiltrated its
territorial waters.120 Despite the existence of written orders
instructing the Pueblo to spy on a fleet of Soviet spy ships
disguised as fishing trawlers that populated the coast of
North Korea and in Japan’s Tsushima Strait, Hackett failed
to mention the Russians in his presentation. Instead, he said
the ship’s mission was simply to “gather data on electronic
installations along the east coast of Korea.”121 Was LT
Hackett’s failure to mention the Russians deliberate?

“As was clear from her Sailing Orders,” Hackett said, the
Pueblo had “specific instructions that while carrying out her
task, her closest point of approach was to be not nearer than
13 nautical miles from the North Korean land mass or
offshore island.” The Pueblo’s Operational Orders, however,
clearly state that the Pueblo was not to be closer than 13
nautical miles from any “Korean/Soviet land mass or
offshore island.” Again, Hackett failed to mention the
Russians, despite Sailing Orders that contained four “special
provision(s),” some of which specifically referenced the
Soviet Navy.

One such provision read, “upon establishment of firm
contact with Soviet naval units,” the Pueblo was to break
EMCON122 (a U.S. Navy term for electronic silence, a

countermeasure to hostile ELINT123) and to transmit daily
SITREPs (Situation Reports).124 The Pueblo was also ordered
to remain at least 500 yards from Soviet units except to close
briefly to 200 yards as required for visual/photographic
coverage.125 She was also instructed not to interfere with
Soviet exercises, but rather to maintain a position on the
periphery for observation purposes.126

While en route to Op Area Mars, the crew was also asked to
avoid detection by Soviet naval units.127 Upon arrival, the
Pueblo was ordered to initiate Operation ICHTHYIC (a
codeword meaning “fish-like”);128 to operate within the three
operational areas: Mars, Venus, and Pluto, concentrating
their efforts on those areas that appear most lucrative;129 to
depart the three operational areas on January 27 (if not under
surveillance);130 to maintain strict EMCON;131 and to proceed
south along the Korean coast to the vicinity of the Tsushima
Strait.132 Finally, after terminating surveillance, the Pueblo
was ordered to arrive back at Sasebo on February 4.133 An
earlier departure was authorized to ensure that the Pueblo
had sufficient fuel on board (10%) upon its arrival back in
Japan.134

To determine the possibility that the Soviets had observed
and/or tracked the Pueblo from the time it departed Sasebo,
Japan, until it was captured off the coast of Wonsan, North
Korea, a member of NSA (whose codename was “A”) had
reviewed all Soviet communications during the period
encompassing Pueblo operations. The results, published in a
report titled “Review of Soviet Material having to do with
the USS Pueblo,” was approved for public release by NSA
on May 28, 2013. The results of A’s analysis, however,
remain entirely redacted. [Authors’ Comment: Note the
heavy redactions in the adjoining “TOP SECRET TRINE”
NSA document.] Could these redactions help explain why
LT Hackett could not mention the Soviet Union in his
presentation?

DID THE PRESS GET IT RIGHT?

Was the Pueblo mission as the world was led to
believe, to conduct electronic surveillance along
the coast of North Korea, or as Bernard

Weinraub’s article in The New York Times described it, was
it a dual-phase mission to spy on the Russians? In
Weinraub’s “Pueblo’s Main Task Was to Survey Russian
Fleet,”135 which he said was based on conversations with
Navy officials and testimony at the 1969 Court of Inquiry,136

the primary phase of the Pueblo’s mission was to “collect
data on Russian naval operations in the Sea of Japan.”137

The ship’s secondary mission, he said, was to “move along
the North Korean coast to check on radar installations and
the movement of [Soviet] submarines in the area.”138
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According to Weinraub,139 though the Pueblo was
purportedly on an intelligence-gathering mission along the
coast of North Korea, only two members of the crew spoke
Korean; six enlisted men and officers, however, spoke
Russian.140 The relative importance the Navy placed on the
Pueblo’s two missions, Weinraub said, was “underscored by
the fact that the ship’s two Korean-speaking crewmen joined
the Pueblo in December 1967, two weeks before the former
cargo ship sailed from Yokosuka, Japan toward North
Korea.”141 More recently, LT Edward R. Murphy, the
Pueblo’s Executive Officer,142 confirmed that the ship’s first
“target” was Vladivostok,143 a major Soviet submarine base.
The Pueblo’s route—from Sasebo until its capture off the
coast of Wonsan—is seen on the ship’s track chart. Note
how the Pueblo first traveled northeast toward Vladivostok
and the Soviet Far East before doubling back down the
North Korean coast. The last phase of the mission (which
never took place due to the Pueblo’s capture near Wonsan)
was to operate within the Tsushima Strait in an effort to
determine the Soviet presence in that area since 1966.144

Secondarily, the ship’s operation consisted of three parts:
(a) to determine KORCOM (Korean Communists, an
abbreviated designation of military units or individuals
serving the Communist regime in North Korea)145 and the
Soviet reaction to an overt intelligence collector operating

near the North Korean coast while “actively conducting
surveillance of USSR [Soviet] Naval units,”146 (b) to evaluate
the Pueblo’s (AGER-2) capabilities as a naval intelligence
collection and tactical surveillance ship, and (c) to report any
deployment of KORCOM/Soviet units which might be an
indication of pending hostilities or offensive actions against
U.S. forces.147

In early 1969, a Navy chart, purporting to show the Pueblo’s
route through the Sea of Japan, first appeared in The
Washington Post,148 and has been widely publicized ever
since. According to the accompanying text, however, the
ship’s “first objective” was Chongjin, North Korea, not
Vladivostok, USSR. The chart, prepared for the press by the
Navy’s Command Information Bureau (CIB), was drawn by
Joseph Mastrangelo, a Washington Post staff writer and
news artist. The story, part of a disinformation campaign to
avoid mentioning the Soviet Union, was undoubtedly
written by George W. Wilson, the Washington Post reporter
who attended the Pueblo Court of Inquiry.

THE NAVAL CONFRONTATION AT SEA

Soviet vessels began surveilling the U.S. fleet from the
start. The Soviet hydrographic vessel Gidrolog, in fact
a small reconnaissance ship from the 169th Separate

Division of Special Purpose Ships, met the U.S. carrier strike
group headed by the Enterprise, from January 23—the day
of the Pueblo’s capture—until it arrived in the Sea of Japan
the following day. That morning, two Tu-16s conducted a
reconnaissance flight over Sea of Japan waters. To
strengthen the Soviet naval group, the big missile ship
Neuderzhimy shoved out of Vladivostok armed with eight
anti-ship cruise missiles. Meanwhile, the nuclear-powered
aircraft carrier Enterprise was shadowed by a Soviet nuclear-
powered torpedo NPS Project 627À submarine while en route
to the Korean coast. Other submarines were also put out to
sea in a rush to counter the deployed U.S. surface ships and
submarines.

The Soviet spy ship Gidrolog
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Once in the Sea of Japan, Soviet ships continued to shadow
the U.S. naval task force. According to a January 24 CIA
SITREP, Task Force FORMATION STAR, led by the USS
Enterprise along with destroyers Higbee, Truxtun, and
Ozbourn, moved to a new rendezvous area 120 nautical miles
south of South Korea and 120 nautical miles southwest of
Sasebo, Japan. The destroyers Collett and O’Bannon also
steamed toward that same rendezvous point.

On February 3, two Soviet Tupolev Tu-16 “Badger” aircraft,
flying generally southward, overflew the ships of the U.S.
task force at a low altitude, which a retired Soviet submariner
thought must have had a sobering effect on the American
crews. Then, when out of radar range, the Soviet planes
turned and again made a pass over the Enterprise and other
ships during their homeward leg149 as if to say, “Thanks for
stopping by.”

The O’Bannon underway in the Sea of Japan

A couple days later, the Joint Chiefs of Staff ordered150 the
Enterprise (with necessary support ships) to move
southward through the Tsushima Strait to an operating area
that would permit their return to their original operating area
within 12 hours.151 Meanwhile, five additional Soviet naval
ships, including a Kynda-class cruiser, deployed from
Vladivostok, joining the Soviet naval group in the southern
Sea of Japan,152 and the Soviet intelligence collector
Protraktor returned to the FORMATION STAR surveillance
area.153

According to a now-declassified Top Secret NSA
publication titled “The Capture of the USS Pueblo and Its
Effect on SIGINT Operations” (declassified in 2012), by
February 7 the considerable Soviet naval presence in the Sea
of Japan-Tsushima Strait area numbered 13 surface ships
and a “possible submarine.”154 According to Russian
sources, however, the Soviet Navy sent an armada of ships
and submarines to the area in retaliation for the U.S. show of
force. According to Admiral Nikolai Amel’ko, the commander
of the Soviet fleet in the Sea of Japan, “about 25-27 diesel
and atomic submarines were deployed in the depths of the
Sea of Japan.” Russian experts and participants agree that
this naval confrontation at sea could have led to war, not

between the United States and North Korea, but rather with
the Soviet Union. In none of the documents we have
examined, however, did it appear that the Americans
recognized the severity of this potential nuclear
confrontation at sea in the wake of the Pueblo incident.

To reinforce the Soviet detachment, the destroyer Burlivyi
from the 201st Brigade of Anti-Submarine Ships went to sea,
to “escort” the U.S. carrier Ranger from a distance of seven
miles. By February 2, 1968, five ships of the Soviet Pacific
Fleet monitored the U.S. armada. Also on February 2, the
small reconnaissance ship Protraktor joined the Soviet ships.
According to an AP wire service story based on U.S.
government sources, the Soviet Navy moved between 10
and 15 warships, including cruisers, destroyers, and
frigates,155 into Korean waters where U.S. fighting ships had
concentrated since the Pueblo incident began.156 It was
believed the Soviet fleet originated out of Vladivostok, the
Soviet Union’s primary Far East naval base. Even though
Vladivostok was also a major Soviet submarine base, the AP
story did not mention submarines.

When the U.S. Navy later withdrew the giant 85,000-ton
aircraft carrier Enterprise from the Sea of Japan, it left behind
two other carriers, destroyers, and support ships in a force
of about 20 U.S. vessels.157 The government sources who
provided AP with these recent military developments offered
no connection between the presence of the Soviet ships and
the withdrawal of the Enterprise.158 They conceded, however,
that the actions could have created the impression of a
partial U.S. pullback in the face of Soviet naval pressure.159

Other sources believed that the withdrawal of the Enterprise
to the southern fringe of the Korean Strait was offered as
part of diplomatic efforts aimed at getting Communist North
Korea to return the intelligence ship Pueblo and her crew.160

The Neuderzhimy.
Credit: Pacific Fleet of Russia Press Service
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Aleksandr Samokhvalov, Captain I rank (Post Capitan), a
Soviet submariner in retirement, was the veteran
commander of the strategic missile submarine cruiser K-
506.161 In 2013 Samokhvalov gave a first-hand account of
the military confrontation at sea following the seizure of
the USS Pueblo. During the Soviet build-up in the Sea of
Japan, then-Senior Lieutenant Samokhvalov participated
as commander of the Electronic Navigation Group of the
Navigation Department of K-7,162 a Project 675 nuclear
submarine.163

Project 675 (known as Echo II by NATO) consisted of
nuclear-powered cruise-missile submarines. Project 675
submarines—378 feet, 7 inches in length—weighing 5,852
tons submerged,164 were armed with guided missiles and
torpedoes with both conventional and nuclear
warheads.165 Like Samokhvalov’s K-7, Project 675
submarines were armed with eight SS-N-3 cruise missiles
along with six 21-inch (533mm) torpedo tubes forward and
four 16-inch (406mm) torpedo tubes aft.166 It is believed
that Stallion SS-N-16 missiles were also fitted to this class
of submarine.167 Between 1962 and 1968, a total of 29
Project 675 submarines were built.168

Project 675 submarines were originally designed as anti-
aircraft carrier weapons, in response to the threat of
nuclear strikes against the Soviet Union by carrier-based
aircraft such as the A-3 Skywarrior.169 They were modified
to carry Front-series radars.170 This enabled submarines to
launch eight anti-shipping versions of the “Shaddock-A”
anti-ship cruise missile,171 mounted in pairs above the
pressure hull.172

Although all eight missiles could be fired within 30
minutes (or within 20 minutes according to some Western
estimates173), submarines like Samokhvalov’s had to
surface before elevating the missile to approximately 25-30
degrees.174 They also had to surface to deploy and
activate their tracking radar, remaining on the surface
linked to the high-altitude cruise missile in flight via
datalink.175 This provided guidance commands based on
the submarine radar’s tracking data,176 unless guidance
was handled by a third party.177 The need to remain above
the water for prolonged periods of time, however, made
Project 675 submarines highly vulnerable to attack.

The torpedoes aboard Project 675 submarines may have
been armed with nuclear warheads. During the 1962
Cuban Missile Crisis, for example, the 69th Brigade of the
Soviet Navy—five Romeo-class diesel submarines and
one older Zulu—sailed to Cuba from various locations.178

Each carried one Type 53-58 nuclear torpedo with a 10-KT
warhead.179 Moscow had authorized their launch if
attacked by the U.S. Navy.180

Soviet ships shadowing the USS Enterprise task group.
Credit: The New York Times

Over time, the Soviet ships tried to be everywhere. On the
morning of January 25, Gidrolog escorted the carrier strike
group at a distance of two miles. That evening, a Soviet
guard ship escorted the U.S. destroyer O’Bannon from a
distance of less than a half-mile on its way from Sasebo,
Japan, to the Enterprise carrier strike group. On January
27, the big missile ship Neuderzhimy joined Gidrolog and
the guard ship to track the operations of the Enterprise
carrier strike group. Neuderzhimy conducted observation
from a distance of 11 or 12 miles, guaranteeing the
effective use of anti-ship guided missiles, if needed.

A photo that first appeared in the Japanese newspaper
Asahi Shimbun and later in The New York Times, shows
one of two Soviet ships, a destroyer and a smaller craft,
trailing about four miles behind the USS Enterprise, which
was being escorted by four destroyers and a supply
ship.181 Three days after the Pueblo incident began,
Defense Department officials said a Soviet intelligence-
gathering vessel was shadowing the nuclear aircraft
carrier Enterprise off the coast of South Korea.182 The
Soviet vessel, identified as the Gidrolog, was reportedly
sailing in the midst of the Enterprise’s task group, which
included a guided-missile ship and several destroyers.183

According to a Defense Department official, the Gidrolog,
disguised as a “hydrographic ship,” was on essentially
the same sort of mission as the Pueblo was on when she
was seized off the coast of North Korea.184

According to a U.S. government official, nothing was
done about the presence of Soviet spy ships disguised as
“fishing trawlers” because the Pueblo was in international
waters.185 In the past, the U.S. largely ignored the activity
of such trawlers, even when they got inside U.S. ship
formations during maneuvers.186 The official cited the
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trawler as an example of how commonplace such seaborne
espionage was.187 If the U.S. had wanted, officials said, it
could have picked up 15-20 Soviet intelligence trawlers
operating off the U.S. coast.188 The Pentagon, however,
declined comment on a report that a Soviet ship was
trailing the Enterprise.189 At the United Nations, U.S.
delegate Arthur J. Goldberg charged that another Soviet
intelligence ship “right now is to be found in the Sea of
Japan, not far from South Korean shores.”190

To persuade the United States to decrease its military
presence off the Korean coast, and thereby reduce
tensions, Soviet leaders sent a letter to President Johnson
on February 3, 1968. The letter urged the President to
direct pressure on his leadership in order to “lessen its
urge and desire to inflame provocations in the immediate
proximity of the borders of the USSR and in relation to
countries allied with us.”191 Soviet leader Leonid
Brezhnev’s account of this letter—a demand that the
Americans scale back their build-up in the Sea of Japan—
suggests it was almost an ultimatum to Washington, but
Ambassador Thompson regarded the letter as “relatively
mild.”192 Eager to avoid hostilities, Johnson sent a reply
several days later agreeing to move one of his vessels
“somewhat southward.”193

...Brezhnev had likely exaggerated the
influence the Soviet Union had on
Pyongyang.

Later, during a conference before the Central Committee
of the Soviet Communist Party, Brezhnev described this
development as an outright capitulation: “[President
Johnson] ‘gave an order to stop any further amassing of
naval and air forces at the present time’ and decreed the
withdrawal of one of the aircraft carriers with
accompanying vessels from the region of the incident.194

Indeed,” Brezhnev said, “the aircraft carrier USS
Enterprise was pulled out from the DPRK’s [North
Korean] shores.”195 According to Sergey Radchenko, a
Professor of International Politics and scholar who
specializes in the history of the Cold War, Brezhnev had
likely exaggerated the influence the Soviet Union had on
Pyongyang.196

Four months after the Pueblo incident came to an end with
the release of the crew, the Nixon administration had
reportedly already begun studying the possibility of
sending an electronics intelligence ship, like the Pueblo—
this time with sea and air escort—to patrol North Korea in
international waters again.197 While no final decision had
yet been made, some officials, particularly at the

Pentagon, believed that with a fleet of warships to protect
resumed reconnaissance flights it might also be a good
time to reestablish American intelligence ships off the
coast of North Korea.198

According to an April 1969 story in The New York Times,
there had been no such activity during the fifteen months
since North Korea seized the Pueblo.199 Meanwhile, the
Banner (AGER-1), the Pueblo’s sister ship,200 was in port
in Yokosuka, Japan, within easy steaming distance of
North Korea.201 In that same New York Times article,
officials revealed for the first time the full extent of the
U.S. task force sent into the Sea of Japan in response to
the North Korean seizure of the Pueblo. Originally
reported as comprising 23 ships, the actual number was
closer to 40,202 including three attack aircraft carriers, one
anti-submarine carrier, three cruisers, 22 destroyers, at
least five submarines, and between four and six other
vessels including ammunition and provision ships.203

POSTSCRIPT

In 1993 Vadim P. Tkachenko, a Russian scholar and former
Soviet Communist official, wrote a lengthy (nearly 10,000-
word) essay on the Pueblo incident. Written from a

Russian perspective, Tkachenko’s essay was first
published in an English translation in the Korean Journal
of Defense Analysis and later in Far Eastern
Affairs, a Russian journal on China, Japan, and the Asia-
Pacific Region. “Lessons of the Pueblo Crisis,” the
English-language version, began by stating (without
offering any substantiation) that the USS Pueblo had
intruded into North Korean waters—this despite
consistent denials by the U.S. Navy and the Office of
Naval Intelligence. “January 1993 marked the twenty-fifth
anniversary of a crisis in Korea that began,” Tkachenko
wrote, “with the intervention in North Korean territorial
waters by a U.S. Navy ship.”204

Tkachenko, who had worked as a secretary at the Soviet
Embassy in Pyongyang in his youth and then as a party
official in Moscow (until the fall of the Communist
system), also addressed the Cold War-era confrontation
at sea between the U.S. and Soviet Navies. “Though the
armed clash nearly caused a nuclear-missile conflict,”
Tkachenko said, “the world mass media tended to treat it
as only a regional incident, evidently because the main
battles of this Korean crisis, fortunately, took place on
the diplomatic front and thus remained in the shade for
quite a long time.”205

Even now, on the 50th anniversary of the Pueblo incident’s
welcome conclusion, many details of this potentially
catastrophic nuclear confrontation remain classified, and
thus hidden from the public. Captain Samokhvalov, the



American Intelligence Journal Page 139 Vol 35, No 2, 2018

retired Soviet submariner, who called the naval
confrontation in the Sea of Japan “unjustly forgotten,”
said “the world stood on the brink of thermonuclear war.”
According to Samokhvalov, the decision to lock a
nuclear-armed torpedo on its target rested in the hands of
the submarine commander and his deputy for political
affairs. Since there was no method for preventing the
unauthorized launch of a nuclear missile, any Soviet
submarine commander who was unable to bear the tension
could have unleashed a nuclear war.

One question that remains unanswered is the reason for
the Soviet naval build-up in the Sea of Japan. One
possible motive appeared in a February 1968 CIA analysis
following a meeting between Walt Rostow, Chairman of
CIA’s National Estimates, and Richard Helms, the Director
of Central Intelligence. The remaining portions of this
Postscript are based on that CIA analysis (declassified in
2005), which was written to help explain the cause and
purpose of Soviet harassment against the United
States.206

An earlier CIA memo said the Soviet Union was unlikely
to pose a major challenge to the U.S. for the purpose of
assisting the Communist cause in Vietnam. The CIA felt,
however, the Soviets would continue to exploit the
American “preoccupation” with the Vietnam War, to the
benefit of Soviet policy elsewhere. In a subsequent
national estimate, the CIA surveyed a number of
situations in which an action by the Soviet Union of a
more limited nature might be undertaken. None of these,
however, was considered probable. They simply served to
illustrate the type of steps the Soviets might entertain if
they decided to show greater displeasure or menace
toward the United States.

“Quite apart from such deliberate measures,” the report
said, the ordinary flow of events in many unstable areas
of the world gave the Soviets “plentiful opportunity to
manifest hostility to the U.S., and to link this attitude
somehow to U.S. policy in Vietnam.” From the Soviet
perspective, it was felt that harassment of the U.S. could
“serve some useful purpose.” Soviet leaders in Moscow
may have thought that such harassment would produce
political ferment and perhaps a high level of concern in
the U.S., and that an accumulation of such minor
tensions, especially in combination with a deterioration of
direct U.S.-Soviet relations, could serve to “underline
more emphatically that the U.S. course in Vietnam was
perilous internationally and perhaps dangerous on the
domestic political front as well.”

According to an analysis by the CIA, the Russians tried
to seize on and profit from incidents around the world,
even as they tried to create incidents of their own. For

instance, while it was believed the Russians had not
conspired with North Korea to capture the Pueblo, the
Soviet reaction to the Pueblo incident made it clear to the
CIA that the Russians were happy to see the United
States suffer from the incident. In most incidents
involving difficulties for the U.S., the Soviets quickly tried
to capitalize on “presumed American discomfiture.” The
CIA said it would not be surprised if the U.S. sought to
do the same to the Russians. “In this sense at least,” the
report said, “the Soviets have always been
troublemakers” and were “hostile to the U.S. in many
situations for many years.”

According to an analysis by the CIA, the
Russians tried to seize on and profit from
incidents around the world, even as they
tried to create incidents of their own.

Given Soviet activities in the Mideast and more recently
bomber aircraft exercises close to North America, the CIA
believed the Soviets probably intended in part to
demonstrate that the USSR had “powerful forces and
[could] use them effectively.” Increased submarine
patrols off both U.S. coasts might have also served as
another gesture of this sort. The CIA also considered the
possibility that the Soviets might step up the tempo and
extend the range of these activities if they thought it
would divert U.S. attention away from the war in Vietnam
or create general concern within the United States about
relations with the Soviet Union. The Soviets were clearly
becoming more active and mobile in displaying and
deploying their military forces, the report said.

In Korea, an example of this was how the Soviets were
“quick to reinforce their fleet in the Sea of Japan as a
gesture of support to their North Korean ally, and as a
show of strength for the benefit of the U.S. as well.” Since
Soviet leaders were aware that the Pueblo incident had
caused “embarrassment and concern in the U.S.” and had
“strained relations between the U.S. and South Korea,”
they encouraged the maintenance of tensions at a high
level. Moreover, while the CIA felt that “advice to and
support of Pyongyang might suffice,” it thought
increased military aid would also likely be included, some
of which would probably be cautionary since the
Russians “almost certainly didn’t want to see a
resumption of the Korean War.”

[Authors’ Note: We would like to thank the following
individuals without whom this story would never have
been told: Bernie Weinraub, Douglas M. Hackett, Edward
R. Murphy, Jr., W. Craig Reed, David Ajua, Michael
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Tomko, Christopher Witman, Michael Ravnitzky, Thierry
Etienne, Joseph Rotty, Harold M. Leich, Dave Winkler;
members of NARA and the FOIA offices of Navy
Historical and Heritage Command, CIA, NSA, and others.
Unfortunately, many intelligence records concerning the
Pueblo incident and its consequences still remain
classified or heavily redacted, despite the passage of 50
years. A book-length version of this story is in the works.
The authors are Bill Streifer and Irek Sabitov, a Russian
journalist and former newspaper editor in Ufa, Russia. The
editor is Michael Ravnitzky.  We would also like to thank
in advance the hundreds of individuals—in the United
States, South Korea, and Russia—whose contributions
made this article and our future book possible.]
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A Memorial:
Jerre Franklin Hancock

(November 16, 1945 – October 17, 1966)

Before the USS Pueblo (AGER-2) sailed on her maiden voyage, another U.S. Navy intelligence vessel, the USS Banner
(AGER-1), had carried out over 15 missions against targets in North Korea, Communist China, and the Soviet Union. During
one such mission in 1966, the crew of the Banner was “shocked and grieved” by the loss of one of her own, ETR3 (radar) Jerre
Hancock, who had fallen overboard. At the time of this unfortunate incident, the Banner was on a secret mission, codenamed
CLICKBEETLE VIII, off the Soviet port city of Vladivostok.

The Banner’s sailing order had directed her to conduct a normal, random patrol until evidence was received that annual Soviet
Pacific Fleet exercises in the Sea of Japan were underway. She was then to attempt to intercept the exercising units. However,
even though the Commander of Naval Forces Japan had extended the Banner’s patrol by two days, by October 21, 1966, it
became obvious that the Soviet naval exercises would not be held in the immediate future. Therefore, the Banner was ordered
to return home to her base in Japan. Three days before departing the area, the Banner commenced a search-and-rescue
operation for a man overboard and the ship’s commander mustered the crew at a foul weather parade. Upon completion of
a systematic search of the entire ship, an investigation concluded that Jerre F. Hancock, 20, of Spokane, Washington, must
have accidentally fallen overboard and drowned on the night of October 17, 1966. Hancock’s burial marker is located in
Willamette National Cemetery in Portland, Oregon.

[Editor’s Note:  The identity of  Jerre Hancock remained redacted in official documents of the Pueblo episode until the principal
author, Bill Streifer, filed a Freedom of Information Act appeal with the U.S. Navy’s Judge Advocate General’s office. The appeal
was successful and now Hancock can be properly identified and honored. Many of the details outlined in the article above
would have remained classified and unavailable to the American public had it not been for the dogged perseverance of Mr.
Streifer. For that he is to be commended.]
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Blind Sabotage:
How the Nazi Mythology Created a Culture

of Cognitive Errors, Collapsed the Third Reich,
and Cautions Today’s Intelligence Community

by Stefan G. Konstantopoulos

OVERVIEW

In today’s Intelligence Community (IC), much discussion
and analysis is being conducted at every level to
determine how intelligence can be collected and

processed more rapidly, as well as to understand how that
analysis can be made more accurate through a reduction of bias
and information processing errors. Multiple research projects
have been conducted about judgmental bias and cognitive
errors in intelligence analysis and have exposed that even the
most seasoned professionals are not immune to these errors in
their daily work.1 If left uncorrected, these cognitive errors can
lead to extreme and potentially devastating consequences
within the IC. In order to gain better perspective about these
various types of bias and information processing errors, we
must turn to the figures and events in history that best
encapsulate them.  We must show how they impeded,
manipulated, or dismissed intelligence, and ultimately led to
overwhelming systemic and strategic failures and losses.

What are the factors that make intelligence fail? In researching
the answer to this question, a wide array of variables is
discovered that can lead to intelligence failure, from faulty
procedures to bad leadership, to lack of target understanding,
to poor training, or to a series of cognitive and information
processing errors of the analysts themselves. Digging even
more deeply into the study of cognitive errors, it is important
also to figure in the impact of social engineering on the minds of
the populace in which the IC resides. Could an entire system of
analysis really be compromised by individuals who have been
influenced, both overtly and covertly, by a culture that has
been relentlessly manipulated by leaders and their regimes,
whose aim for perception engineering was originally meant to
increase productivity and nation building? The most direct
answer to this question is “yes.” In order to best illustrate this
principle in practice, the historical account of Adolf Hitler and
the Third Reich serves as the greatest recent example. By using
their own words and propaganda, we can learn the answer to
the question, “How did the Nazi mythology create a culture of
cognitive errors, collapse the Third Reich, and serve as a
caution to today’s Intelligence Community?”

THE MAKING OF ADOLF HITLER
AND THE THIRD REICH

In order to begin to understand how this type of dynamic
was manifested and imbedded in a nation the size of
Germany, it is important first to understand the

atmosphere that prepared the German mind to be receptive to
these cognitive manipulations. In the book Army of Evil: A
History of the SS, by author and former British military
intelligence officer Adrian Weale, the German society was left
devastated and emotionally broken in the aftermath of World
War I. A returning soldier, Adolf Hitler, is brimming with anger
and humiliation at Germany’s defeat, is disgusted by the lies of
his leaders, experiences the pinch from Europe’s demand for
excessive war reparations, and witnesses the fight of
communist and socialist revolutionaries for the control of his
war-torn homeland.2 This dismal existence leads Hitler to vow to
“reverse this personal and national humiliation and defeat,” and
revive the glory of the German people.3 These feelings of Hitler
were widely echoed by the German post-war populace.

As a complement to the rise of nationalistic thinking, post-war
Germany was inundated with the works of numerous scholars
and thinkers who widely published their dreams of a glorious
future for the nation. In the project “The Third Reich in the
German Legal, Philosophical and Political Thinking,” by
Professor Gabor Hamza, department chair of civil law at the
Eotvos Lorand University School of Law-Budapest, the famous
German authors of the period and the impact of their works are
evaluated. These authors were Arthur Moeller van den Bruck,
whose ideas of the creation of a “third empire” influenced the
minds of the young intellectual class4; economist Ferdinand
Fried, whose Ende des Kapitalismus made a case for an
“authoritarian economic system” as an alternative for
capitalism5; and the editor of the merged publications Die Tat
and Das XX, Giselher Wirsing, who helped convince his 30,000
subscribers that the enemies of Germany were aiming to
“encircle the country.”6 Together, these works would help
inspire a series of political forums and campus groups that
would circulate these ideas en masse and help to usher in
the Third Reich.7



American Intelligence Journal Page 145 Vol 35, No 2, 2018

As the tide of nationalistic ideals grew in Germany, the Nazis
began to fuel and cement their ideals in the German minds
through a series of elaborate schemes. In her book The
Master Plan: Himmler’s Scholars and the Holocaust,
journalist Heather Pringle exposes the plot of the Nazis to
manipulate the perceptions of the German populace through
the creation of mythologies and false history. Hitler’s
henchman, Heinrich Himmler, created a “research and
educational society” called the Ahnenerbe, “something
inherited by forefathers,” where prominent German
researchers would devote themselves to “distorting truth
and turning out carefully tailored evidence to support the
racial ideas of Adolf Hitler.”8 The Ahnenerbe employed “137
archaeologists, anthropologists, ethnologists, classicists,
biologists, musicologists, philologists, folklorists, and
geneticists, along with experts from the filmmaking,
photography, art, and library industries,” to help solidify the
Nazi plan for Germany.9

The total control of information, education,
and media resources by the Nazis made
their propaganda impossible for the people
to avoid.

The effects of the Nazi propaganda on a desperate people
were overwhelming. In “The Effect of Nazi Propaganda on
Ordinary Germans,” by author Judy Monhollen, of the Saber
and Scroll Historical Society, it is revealed that Adolf Hitler
and Joseph Goebbels created the “Reich Ministry of Public
Enlightenment and Propaganda” to unleash a new type of
doctrine that would “permeate the psyche of the German
people” and “replace prevailing class, religious, and
sectional loyalties with a new and heightened [Nazi] national
awareness.”10 To make this propaganda more palatable to
the German people, the Nazis skillfully interwove their
doctrines with long-held German values and prejudices
already imbedded in the German culture.11 The total control
of information, education, and media resources by the Nazis
made their propaganda impossible for the people to avoid.

The effect that this unrelenting propaganda had on the
soldiers of the Third Reich would be just as brainwashing as
Hitler and the Nazis had hoped it would be. In the book by
award- winning author Ian Kershaw, The End: The Defiance
and Destruction of Hitler’s Germany, 1944-1945, the extent
of Nazi societal engineering would be made manifest in the
words recorded from Allied-captured Wehrmacht soldiers. In
one such example, a German soldier captured in the 1944
Ardennes offensive articulated, “Victory was never as close
as it now. The decision will soon be reached. We will throw
them into the ocean, the arrogant, big-mouth apes from the
New World. They will not get into our Germany…”12

Sentiments like this would be expressed by many in the
German Wehrmacht and prove to create staying power
within the shell of the defeated ranks in the final days of
battle.

As profound as the effects of Nazi propaganda were on the
minds of adults, it was even more impactful for the minds of
Germany’s children. These effects are explained in greater
depth in author Linda Shay’s Saber Scroll article titled “A
Nazi Childhood: Hitler’s Germany, 1939-1945.” Here it is
shown that the children were the prized audience for Nazi
propagandists, ho saw them as the empire’s future and the
most vulnerable group to be “swaddled” in Nazi beliefs
through a constant bombardment of slogans and
indoctrination, unable to remember a life prior to the Third
Reich.13 With the absolute corruption of Germany’s children,
a future Nazi empire seemed certain to succeed and endure
for generations.

To better understand the impact that the Nazi movement had
on the cognition of German citizens, it is worth investigating
and identifying the psychological schemes that altered the
population’s “cognitive entirety.” To define these cognitive
errors, the work “Cognition, Social Identity, Emotions, and
Attitudes in Political Psychology,” by Martha Cottam, is an
important source to review. From the very start of Hitler’s
rise, Nazi propaganda fueled “anger” and “disgust” for Jews
and undesirables and placed the blame on them for the
nation’s ills, leading to feelings of “contempt” by elevating
the German people above those they dehumanized.14 These
views developed “stereotypes,” or “attitudes of people in
particular groups or social categories” and led to a
heightened “social identity,” which provided Germans with
“information concerning the group that they belonged to
[the Nazis], and those that they did not belong to [Jews,
communists, undesirables, non-Aryans].”15 As this project
later delves into tactical errors, examples of “colonial image”
will also be identified and evaluated.16

In post-World War I Germany, “groupthink” was also
rampant in the ranks of the Nazis and the evolving society
they manufactured. In Victims of Groupthink by Irving Janis,
the types of symptoms attributed to groupthink are all
present within the Nazi culture. The Nazis possessed the
“illusion of invulnerability, unquestioned belief, collective
efforts to rationalize, stereotyped views of Germany’s
enemies, self-censorship, shared illusions of unanimity,
pressure against dissent, and self-appointed mind guards to
protect Nazi ideology”.17 This system would help ensure
their ultimate destruction.

To wrap up the discussion of Nazi cognitive errors, Philip
Tetlock defines the “cognitive consistency hypothesis” in
his article “Theory-Driven Reasoning about Plausible Past
and Probable Futures in World Politics: Are We Prisoners of
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Our Preconceptions?” In this hypothesis, “forecasters
preserved confidence in their world view by invoking
various belief system defenses.”18 Hitler’s delusions of a
“master race,” among others, would fit this description.
Authors Mark Schafer and Michael Young expand on this
delusion in “Is There Method in Our Madness? Ways of
Assessing Cognition in International Relations,” when they
state “perceptions of reality, whether accurate or not,
become reality in a decision maker’s mind, and he or she has
no basis upon which to act; thus, perceptions influence
policy.”19 These cognitive errors combined to create an
entire culture that was set up to fail.

Were Hitler and the Third Reich consumed by their own
ruse? According to Richard Evans, Regius Professor of
Modern History at Cambridge University, in his book The
Third Reich in Power, the answer is “yes.” Evans points out
that “Hitler did not like extensive and sometimes critical
discussions that a cabinet meeting involved, but instead
preferred decrees to be worked out as fully as possible
before they came to the full meeting of ministers. He
expected cabinet members to rubber-stamp previously
decided legislation.”20 Under this regime, the will of the
Fuhrer was absolute. The result of this totalitarian
leadership, braced by a culture consumed by mythical
imagery, would ultimately lead to a long succession of
German military and intelligence blunders in World War II.

In author Jim Lacey’s article, “How to Lose a War: Hitler’s
Greatest Blunders,” Hitler began to see himself as a military
genius and an invincible messiah.21 Unfortunately for him
and the people of Germany, it was that delusional perception
which would handicap the German war effort and lead to the
obliteration of the new empire before it even started. The
cost in human life would also be unimaginable. Hitler’s
growing megalomania would interfere with and neutralize the
tactical genius of the German Wehrmacht and lead to the
catastrophic decisions to wage war on the United States, to
halt the probable routing of the British army at Dunkirk, to
ignore the utility of German U-Boats early in the war, to
engage in a devastating, second-front battle against the
Soviet Union (Operation BARBAROSSA), and to stubbornly
enter into a game-ending assault at the Battle of Kursk.22

In the research conducted by author Williamson Murray in
Germany’s Fatal Blunders, the country’s military
effectiveness was determined by a mismatched combination
of “battlefield brilliance and a myopic vision at the strategic
level. This combination ensured maximum damage to
Germany’s neighbors and the German people.”23 The
overwhelming Nazi “contempt” toward those whom they
conquered also led to a missed opportunity by the
Wehrmacht to enlist the large ranks of disenfranchised and
marginalized opponents throughout the Soviet bloc, who
would have gladly taken up a shared military campaign for

popular liberation from the Communists.24 Throughout
World War II, the Third Reich would continue to be plagued
by the cognitive error-rich decisions of the Nazi leadership
over military campaigns that their own social engineering
helped create.

INVESTIGATING THE REICH

Due to the great complexity of this topic, its proximity
in history, the fall of the Third Reich, and the death
of Adolph Hitler, the correct design and plan of this

research project and the supporting platform of this
hypothesis follows a qualitative research structure. More
specifically, the information gathered and analyzed within
this research utilizes content analysis of documents and the
collection and analysis of archival, administrative, and
performance data found in books, articles, journals, post-
World War II interviews, and archived German intelligence
reports. This research design is necessary to studying the
relationships, configurations, and patterns between the
intelligence presented to Hitler and his leadership, and their
manipulation or disregard of it can be properly understood
and presented. Using the examples of selected historical
battles between the Third Reich and the allied forces in
World War II, and how cognitive failures of Hitler and his
henchmen distorted intelligence passed up the chain of
command by officers in the field, leading to great strategic
military blunders, will further test and support this
hypothesis.

THE UNFORESEEN EFFECTS OF SYSTEMIC
NAZI PROPAGANDA

To begin to understand the culture of cognitive errors
that the Nazis created in Germany, it is important to
see how the rise of the Nazi movement led to the

growth of their influence over society, until it ultimately
consumed it. The secret to Nazi control was that it was
accomplished incrementally and systematically over time.
The German people, who were left economically and
emotionally broken after World War I, saw a massive six
million workers unemployed.25 These conditions left the
German populace extremely vulnerable to a charismatic
leader and a nationalistic movement that offered them hope
and a promise of unprecedented glory.

With the German economy in ruins, Hitler understood that
“if he could mobilize the masses, the state would be unable,
and the army would be unwilling, to oppose him and his Nazi
party.”26 To accomplish this, Hitler and his propaganda
minister, Joseph Goebbels, would found the Reich Ministry
of Public Enlightenment and Propaganda in 1933, and
manufacture a “masterful doctrine that would permeate the
psyche of the German people.”27 Hitler would then use his
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outstanding oratory skills to convince the people of
Germany that individuality was dead, and fortified that belief
through the clever orchestration of large public marches and
rallies that would drown out individualism and replace it with
a mass of impressionable, indistinguishable citizens.28 These
marches and rallies were impeccably choreographed and
masterfully designed to appeal to the emotions of the
people, instead of reason, and create a culture of devotion
and unwavering obedience to a new, exclusive, racially-
superior community.29 These tremendous productions would
manipulate speech and utilize trumpets, lights, symbols, and
drums to overwhelm the senses of those present in what the
then-famous satirist, Karl Kraus, referred to as “cerebral
concussion.”30 The “Third Reich would now represent the
empowerment of the masses and the overthrow of all social
authority.”31

Hitler believed that Nazi propaganda should be popular,
create feelings of national community, blame the country’s
misfortunes on society’s “undesirable” populations, and be
written in such a way that even the most intellectually limited
individuals would be able to understand it and feel
included.32 To accomplish this, Joseph Goebbels seized
power of the print media, meeting daily with editors and
correspondents to decide which news would be printed or
suppressed and what the headlines would say, and he
maintained tight control of publicly- released information.33

In addition, the Reich Radio Chamber would be created to
manage the radio industry’s broadcasters, engineers, and
salesmen, while the state-controlled Reich Film Chamber
would help cement party ideology through numerous
newsreels and films; the most famous being the cutting-edge
propaganda masterpiece “Triumph of the Will.”34 While
Hitler would be billed to the masses as a “godlike” redeemer
and savior, complete with stories claiming miraculous
occurrences credited to the Fuhrer’s gaze and touch,
“international Jewry” was sold as the evil creature
responsible for financial corruption, Bolshevism, and white
slavery.35 Alongside the Jews, other undesirable minorities,
dissenters, and critics of the Reich would find themselves
blamed for Germany’s problems and targeted by an
increasingly indoctrinated and hyper-nationalized
populace.36

Under the Third Reich, the youth of Germany would also be
heavily propagandized and manipulated into Nazi obedience.
Hitler was aware that teenagers looked for an identity, were
easily excited by movements and causes, and were eager to
rebel against the “old ways” of their parents.37 The Nazi
Party would offer them a cause that would create a new
Germany of their own, and the hours-long processions and
rallies would lull them into spellbound servitude.38

Childhood education would also be a target of Third Reich
acquisition, since an indoctrinated youth would one day
lead the Reich.39 With the educational system purged of all

non-compliant teachers, and 38 percent of the faculty being
Nazi Party members already, “History classes would now
focus on the Nazi revolution and revised history, Biology
would be centered on heredity, racial breeding, and racial
purity, while children’s books would introduce anti-Semitic
overtones.”40 Previous school textbooks were replaced with
150 pamphlets that taught a Nazi Party curriculum, and new
Nazi emphasis on sport and physical exercise would brush
aside most academic study.41 The Nazi Party would also
introduce different clubs and campus organizations, like the
“Hitler Youth,” to showcase young marching boys in
elaborate parades, while young girls were taught to become
prolific mothers.42 Using these methods, Nazi indoctrination
became so complete that parents feared being reported by
their children, and teachers became fearful of their
students.43 Propaganda Minister Joseph Goebbels would
then staff his ministries with young, committed ideologues
who would sell the lie that the German populace
enthusiastically endorsed Nazi regime principles.44 With all
these Nazi initiatives in place, Joseph Goebbels would make
the statements, “The revolution we have made is a total
one,” and in regard to Nazi propaganda, “All that goes on
behind the blackcloth belongs to stage management.”45 The
culture that would breed cognitive errors was complete.

With the Nazi Party in control of all information coming in
and going out of Germany for years, the national and
international perceptions of the populace became distorted
and clouded on a mass scale. These distorted perceptions
would predictably spill into and influence the military and
intelligence ranks of the Third Reich and lead to a series of
disastrous strategic blunders. Hitler had used his SS
commander, Heinrich Himmler, to create elite soldiers out of
young men who would view themselves as “Aryan
supermen.” They would train physically and be
indoctrinated mentally. Their officers would fraternize and
lead them into battle; they were the first to charge enemy
ranks and the last to leave the battlefield. They would see
human beings as expendable and look upon all outsiders and
non-Germans with disdain.46 This indoctrination instilled
“disgust” and “contempt” among the ranks of these soldiers
by making them “feel superior to other groups, which would
ultimately lead to domination, dehumanization, violence, and
genocide.”47 Himmler’s Ahnenerbe would further manipulate
the perceptions of the soldiers by convincing them that they
possessed the “magical elixir” of pure Aryan blood that
heightened their intelligence,4 and that symbols, religious
artifacts, and cultish rituals would envelop them with great
powers.49

Hitler believed himself to be a military genius and, in the
early years of his reign, his “messianic conviction of his
invincibility” was reinforced by his seemingly flawless
political, military, and diplomatic decisions.50 According to
the soldiers, Hitler was “the leader” by “the united will of the
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people.”51 Hitler’s hierarchy would even change the soldier’s
oath to read: “I swear by God this holy oath, that I will
render unconditional obedience to the leader of the German
Reich and people, Adolf Hitler, the supreme commander of
the armed forces, and as a brave soldier am willingly
prepared to risk my life for this oath at any time.”52 Once
Hitler was in control, questioning his judgment was no
longer possible and his word was absolute, “overriding all
existing laws.”53 Germany’s military strategy was now
Hitler’s domain and his generals were merely his
technicians.54 As would be made historically apparent, the
tactical acumen of the German Wehrmacht would never
overcome the strategic ineptitude of senior military and
political leaders in World War II.55

Early warnings of future strategic problems were overlooked,
resulting in a rapidly expanded military force that outgrew
the Wehrmacht’s ability to provide units with experienced
leaders, as well as Hitler’s hierarchy dismissing the general
staff in charge of intelligence and logistics as less important,
resulting in fewer resources appropriated for both.56 The
limited budget of German intelligence would be particularly
damaging by blinding the Germans to the facts that the
Allies had cracked their most important codes, the Soviets
were disguising their major offensives with deception, and
the Western Allies were creating fake operations and
deceptions of their own.57 Hitler and his top leaders were
consumed by their “colonial image” that the countries they
were fighting were in fact “inferior in terms of culture and
capabilities,” leading them to undermine their opposition.58

Furthermore, the Nazis preserved their confidence, by
invoking their own propaganda and mythology, that they
were a superior race which could not be defeated—a true
example of the “cognitive-consistency hypothesis” in
action.59 Unfortunately for Hitler and his leadership,
Germany’s limited intelligence resources, combined with its
superior attitude regarding foreigners, would prevent
German officials from enlisting the ranks of many thousands
of “Estonians, Latvians, Lithuanians, white Russians,
Ukrainians, and Poles, who would have gladly waged war for
independence against the Soviet Union.”60 These strategic
mistakes would not be the only ones made by the Third
Reich.

In World War II, nearly every major strategic decision made
by Hitler would unwittingly help the Allies and harm the
German military.61 As Field Marshal Wilhelm Keitel would
state in a post-war interview with Allied captors, “Hitler was
no officer. He lacked education. Once he got an idea in his
head, no man on Earth could shake him out of it.”62 Keitel,
however, would reinforce Hitler’s poor strategic abilities
years earlier in the “Battle of Britain” by informing him that
“crossing the channel should prove no more difficult than a
river crossing.”63 The war experienced by Hitler and his
generals in World War I would not support the new

obstacles they would face in World War II, their strategies
and operations had obvious weaknesses, and Germany’s
three military branches had no concept of joint operations or
an understanding of the difficulties in invading the British
Isles.64 Instead of learning from their strategic mistakes and
missteps as they went along, it was the standard practice of
Hitler and his leaders to deny there were problems at all.65

Pride, ego, and minds saturated with unrealistic projections
and expectations from years of propaganda would sabotage
most of the Reich’s military objectives.

As are the symptoms of “groupthink,” Hitler’s strategists
were isolated from outside information, alternatives to
Hitler’s wishes were not sought out, and the final decisions
of all major actions were dominated by Hitler himself.66

Advice and warning from Field Marshals Erwin Rommel and
Wilhelm Keitel, for example, would fail to persuade Hitler to
amend his strategies and no insistence would be
attempted.67 Hitler’s “suicidal hubris” and his blind
subservient team of Nazi-indoctrinated strategists would
dismiss the enormous burden the war in Europe placed on
Germany and foolishly declare war on the United States.
They would ignore the directives of their own generals to
route the British and Allied forces at Dunkirk. They would
dismiss the intelligence concerning U-Boat effectiveness at a
time when mass producing them could have brought
Germany overwhelming dominance. They would ignore
historical lessons of fighting a two-front war simultaneously
and attack the Soviet Union. Finally, they would overrule
Wehrmacht generals by dividing forces at times of strategic
disadvantage during multiple battles in Soviet cities, while
attacking superior numbers of enemy soldiers against the
advice of generals in the Battle of Kursk.68 “The combination
of battlefield brilliance and a myopic vision at the strategic
level would ensure maximum damage to Germany’s
neighbors and to the German people themselves.”69

In World War II, well over 60 million lives would be
extinguished in what would be seen as history’s most
horrific and bloody six years.70 Hitler and his Nazi apparatus
would raise a military machine of 18 million, with the addition
of millions of Europeans from mixed nations, and wage war
against a massive Allied force in the West and a force of
34,476,000 Soviet men and women in the East.71 The planet
would never again witness the degree of carnage that
ensued. Though a war of this magnitude is not impossible in
our future, much can still be learned to prevent it by
studying this tumultuous piece of military, intelligence, and
political history. Most importantly, we can study the effects
of systematic propaganda and social engineering on a
populace and how they bleed into strategic and political
decision-making.
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THE RELEVANCE OF NAZI PROPAGANDA
STUDIES IN TODAY’S INTELLIGENCE

COMMUNITY

The example of Adolf Hitler and the Third Reich stands
as a warning for the severe, unforeseen side effects of
cultural perception manipulation. Via a thorough

analysis of the Third Reich and the presentation of current
literature regarding its mythical origins, its insulated society,
its absolute control of information, its corruption of early
childhood education, and its hunger for ideological
dominance, it is important to consider these initiatives,
though extreme, in regard to our modern-day Intelligence
Community. After all, the Nazi Party did not rise overnight. It
incrementally and systematically grew its movement by
conditioning the minds of the German people over time. As
the movement grew, its influence grew until it would one day
reach a height that allowed the Nazis to seize control of the
nation. As summarized by a former Romance Studies
professor at Dresden University and World War I veteran,
Victor Klemperer, the characteristics of Third Reich language
were “to strip everyone of their individuality, to paralyze
them as personalities, to make them into unthinking and
docile cattle in a herd driven and hounded in a particular
direction, to turn them into atoms in a huge rolling block of
stone.”72

To a lesser degree, we can evaluate modern-day traditional
and social media and witness tactical similarities with the
early Nazi social engineering initiatives at a time when the
United States is similarly undergoing an economic decline
and witnessing an increase in individuals who feel
disenfranchised and let down by their leaders. The anger
and frustration of everyday Americans is amplified by TV
and radio “talking heads,” while blocks of racial and social
minorities are being herded into identity groups to support
the initiatives of a myriad of political and social agenda
organizations. Today in the United States, we are witnessing
a rise of large, well-constructed, well-funded, and aggressive
movements, special interest groups, and foreign- sponsored
extremists who are increasing in circulation and influence
among our population. These special interest groups can be
found in every country around the world, but the United
States has an unusually large number of them by
comparison.73 Many of the tactics used to push their crafty,
ideological messages (e.g., 24/7 social media memes, satirical
pseudo-news shows, agenda-driven sitcoms and movies,
professional activists and agitators, and rapid-response
protests) infect the cognition of everyday Americans and,
by proxy, leach into their business, government, military, and
intelligence dealings, products, and analysis, mimicking that
of the Third Reich’s early propaganda campaigns.

During the creation of the U.S. Constitution, our forefathers
knew that organized interests would always seek to
influence policy and thus created a system of republican
government which would allow for them to participate in the
democratic process.74 Although Americans would be given
these protected liberties in the Bill of Rights, James Madison
would warn of the “mischief of factions” in Federalist No. 10,
in which organized interests “could threaten individual or
other groups’ liberties.”75 In the United States, citizens are
encouraged to participate in the government, join any
groups that interest them, and speak their ideas openly, but
we must be watchful when movements become too powerful,
when multiple groups band together to overwhelm and/or
suppress opposing groups and individuals, and when
movement agendas become echoed, endorsed, and promoted
by mass media. As experienced in the research above, the
Nazi Party started small, stood up for the people, and sought
out plans to revive Germany. As it got larger and its
influence began to seep into media and education, however,
it began to use its influence to destroy the opposition.

As witnessed historically in post-World War I Germany,
manipulated perceptions can bleed into the psyche of those
who work in the Intelligence Community and increase the
rate of biases and information processing errors, leading to
an increase in intelligence failures like the catastrophic
military blunders experienced by the Germans in battle. By
studying and understanding the example of Adolph Hitler
and the Third Reich, we can be better prepared to identify
propaganda, understand its link to corrupted cognition, and
screen out those who are affected by it. This type of
research can further evaluate the cognitive errors of the
Third Reich that led to costly military missteps, and serve as
a caution to current intelligence workers living in a culture of
mass manipulation. As a warning from the Reich Minister of
Propaganda himself, Joseph Goebbels, “This will always
remain one of the best jokes of democracy, that it gave its
deadliest enemies the means by which it was destroyed.”76

Let these words motivate us and our leaders to increase our
understanding and diligence, and prevent these methods
and corrupting forces from repeating again in the future.
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PROFILES IN INTELLIGENCE

Source:  Boston University official website.

[Editor’s Note:  Professor Hulnick passed away from cancer
on April 18, 2018, at the age of 82.  I learned of his death
from a musical group colleague who served in the U.S. Air
Force with Mr. Hulnick over a half century ago and remained
a fast friend until the end.  I asked Professor Joe Wippl, who
I knew was a close colleague, to write some words of
remembrance.]

I first met Art Hulnick in 1974 in Bonn, West Germany,
 where he was assigned as an analyst with liaison
 responsibilities and I was a first-tour operations officer.

We did not speak much as Art and I were separated by
both corridors and floors.  I did note to our seminar
students 40 years later that when I first met Art he had
hair and that I still have hair, albeit of a different color.
Through his writings, which somehow came to my
attention over three decades, I knew he was active and
alive somewhere.  When I was asked by the Executive
Director what I wanted to do after a stint as CIA’s
Director of Congressional Affairs, I replied “Officer in
Residence.”  When he asked where, I said “Boston.”
When he asked where in Boston, I answered “Boston
University.”  He informed me that CIA had sent an officer
there over 20 years ago.  His name was Art Hulnick and I
confided that I knew Art Hulnick.

My interview in Boston was with the International
Relations Department Chair at the time, Erik Goldstein,
along with Art.  Apparently, I passed the interview and
Boston University agreed to have me begin teaching in
fall 2006.  Art made the transition easy by giving me one

of his courses as well as all the notes for the course.  He
then mentored me on creating other courses for the
Department.  To date, I know of no other university
program which each year has eight courses dedicated to
intelligence.  Art was also supportive of my hiring on the
faculty staff after retiring from CIA.

In addition, Art introduced me to Cornwall’s on Kenmore
Square, the absolutely best college pub in the world.  It
was a tradition with Art to take the graduate students to
Cornwall’s to continue the discussion after class.  This
was a tradition easy to assimilate and also imitate.  Since I
was single, the happily married Art was also helpful to
me; whenever I lost a button on a shirt, he brought his
needle and thread to repair what I could not.  He was very
dexterous.

Art also introduced me to the International Studies
Association (ISA).  Specifically, he introduced me to the
Intelligence Studies Section of ISA.  He was an early
contributor to various panels as a practitioner of
intelligence.  From the time he began his participation to
when it ended, Art saw the study of intelligence explode.
He understood there can be no study of international
relations without the study of intelligence.  We were both
fortunate that this truism about intelligence was accepted
and understood at Boston University while in other
places it may still be a work in progress.

Art produced a steady stream of work on intelligence.  In
addition to his books on Fixing the Spy Machine and

The Passing of Arthur Hulnick:
The Epitome of the Intelligence Scholar-Practitioner

by Joseph W. Wippl
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Keeping Us Safe: Secret Intelligence and Homeland
Security, he wrote numerous articles on historical and
contemporary intelligence issues.  Perhaps his most
influential work was an article, “The Intelligence Cycle,”
which challenged the dogma of the traditional intelligence
cycle.  He noted the concept of requirements from the
policymaker to intelligence elements, the collection of the
intelligence, the analysis of the intelligence, and its return
to the policymaker for the completion of the intelligence
cycle was misleading and naïve.  That is because the
policymaker had a political agenda and often did not know
what he needed to know.  Art noted correctly that the
statement by former Secretary of Defense Donald
Rumsfeld that “we didn’t know what we didn’t know” was
hogwash.  We did know what we didn’t know; we just
were unable to find it out at a particular time and place.  In
addition to flaws in the intelligence cycle itself, the
construct ignored both covert action and
counterintelligence, which are now just as central to
intelligence as collection and analysis.  For his
outstanding contributions in the field, Art was honored
by the Intelligence Studies Section (ISS) of ISA with its
Distinguished Scholar Award for 2011.

[Editor’s Note: I was present at the panel and reception
honoring Professor Hulnick, held during the ISA annual
convention in March 2011 in Montreal, Quebec.  It was
clear from the comments of the panelists who paid tribute
to him, plus the large crowd of attendees, just how much
he was respected within the intelligence and academic
communities.  During that same convention, Art served as
discussant on a panel at which I presented a paper and,
as always, he provided a firm, but fair and gentle, critique.
He knew how to make academics younger and less
experienced than he feel comfortable and important.]

Art was a graduate of Princeton University.  He served as
an officer in the U.S. Air Force.  At CIA, he had a number
of responsible positions including serving on the
President’s Daily Brief (PDB) staff briefing the Attorney
General on the daily PDB; heading the CIA’s Watch
Office, which meant having the judgment to know when to
awaken seniors at the policymaking level; and writing
speeches for the Director of Central Intelligence.  He was
a recipient of CIA’s Career Intelligence Medal.
Subsequent to his three decades at CIA and in the
military, Art served another 25 years on the faculty of
Boston University’s Department of International
Relations.  There is one thing I’m sure of, and that is no
matter where he was in the military, at CIA, or at the
University, he spoke his mind.  Art Hulnick was the
ultimate person you would want to speak “the facts to
power.”  He was a devoted teacher always ready and
prepared to help students, whether undergraduate or
graduate.  The Pardee School issues a master’s degree

based on a policy paper in which students are required to
give options to policymakers and make recommendations.
Art was the master of the policy paper.

How many paragraphs begin with the words “it is an
understatement”?  Well, it is an understatement to say
Art was happily married to Eileen.  He told me more than
once that she was his best friend.  They did a lot together
and they had a lot in common.  They both loved music
and museums.  They were both cultured individuals who
shared good taste. They loved their daughters, their
sons-in-law, and most especially their grandchildren.

A week or so before he died, I called Art at the hospital.  I
knew from Eileen he was very sick.  I told him how
thankful I was for all his help when I came to Boston
University.  He replied that he appreciated hearing that,
making me think we don’t say enough of what we think,
that we are not thankful enough.  Remembering Art
Hulnick means remembering that he had a good life.  He
has every right now to rest in peace.

Joseph W. Wippl is Professor of the Practice of International
Relations at Boston University’s Frederick S. Pardee School
of Global Studies.  A former CIA operations officer, he spent
a 30-year career in the National Clandestine Service (NCS).
He served overseas in Bonn, West Germany; Guatemala
City; Luxembourg; Madrid, Spain; Mexico City; Vienna,
Austria; and Berlin, Germany.  At CIA headquarters, he was
assigned as the Deputy Chief of Human Resources, Senior
NCS representative to the Aldrich Ames Damage Assessment
Team, Chief of Europe Division, and Director of
Congressional Affairs.  Prior to his assignment to BU, he
held the Richard Helms Chair for Intelligence Collection in
the NCS training program.  Joe has taught at BU since
2006, and speaks and writes widely on issues regarding
intelligence. He earned a BA degree from Marquette
University and an MA in European History from the
University of Minnesota, where he is a PhD candidate.
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Can Sherlock Save Counterintelligence?
by MAJ (USA, Ret) John W. Davis

The Official Secrets Act of Great Britain is perhaps the
most stringent on earth. This was clearly proven in a
remarkable discovery last year in Whitehall. It has

taken the “secret world” by storm. The British National
Museum’s historian opened a safe found locked in an office
quite literally walled off since before the Great War (i.e.,
World War I).  In it were none other than the documents of
Mycroft Holmes, Sherlock Holmes’ “smarter brother.” This
discovery confirmed not only that Mycroft was a leading
member of the nascent British Intelligence Service, but that
he was instrumental in the development of that agency’s
professionalism in matters of detection, liaison, surveillance,
personal behavior, cultural awareness, and languages. Thus
Mycroft began what we now know as counterintelligence,
indispensable for identifying the spies within.

Remarkably, Mycroft seems to have met with Dr. John H.
Watson at the Diogenes Club in central London. There he
“tasked” Watson to write about his brother’s non-forensic
methodologies, the better to understand what types of
characteristics would make a good counterintelligence
“detective.” Using the pretext of a reader’s letter concerning
Sherlock’s published adventures, Watson provided a
comprehensive study of what is needed to become a good
counterintelligence officer. Watson thus moved away from
Sherlock’s science into the unremarked upon, but utterly
new, arena of human intelligence mastered by his friend and
colleague. Watson answers Mycroft’s requirement, and
provides a document utterly “deniable” should it fall into
unauthorized hands. It is provided here it as it was
discovered in the safe, as an apparent “presentation” in
response to a letter. Whether other copies exist is unknown,
although the document suggests that the principles are now
codified in several agencies around the world. 

I am providing Watson’s formerly secret essay because our
modern American counterintelligence enterprise finds itself
confronted with new, inchoate, and bloody chapters in this
post-Cold War world. We wonder if our detection
capabilities, our cultural awareness, and our human
relationships are up to the task of keeping us safe from the
dangers within and, indeed, without. Let us read what
Watson said, and measure accordingly.

(Begin essay)

Good Evening, Ladies and Gentlemen,

I’d like to thank you for your kind invitation this evening. My
name is Dr. John Watson. In particular, I’d like to thank you as
well on behalf of my friend and colleague Mr. Sherlock Holmes.
Regrettably, he could not be here himself this evening because
he was deeply engaged in the study of smoke bomb composition,
which he states will lead directly to the resolution of another
case. While engaged in such an intense pursuit he is not, as you
well know, to be disturbed.

Nevertheless, it is really because of Mr. Holmes that I am here
tonight. As you know, I’ve recounted many of our adventures
in the pages of Strand Magazine. As a result, I’ve received
hundreds upon hundreds of inquiries, commentaries,
observations and critiques from readers around the world. One
inquiry in particular intrigued me, so much so that I thought I
would answer it in detail. My written answer to my correspondent
led to this presentation, which I hope will interest, or at least
amuse you, my listeners.

Mr. K. William Martin of Geleen Manor, Sussex, wrote the
Strand to ask this most remarkable question. If you don’t mind,
I shall read it in its entirety.

     
Dr. John Watson, 221b Baker Street, London,
     
Dear Sir,

I’ve eagerly followed every one of your and Mr.
Holmes’ adventures as you faithfully have recorded
them in the Strand. Although I am young myself, I
wonder if I too could be like Mr. Holmes someday.
Indeed, I’ve practiced daily, offering my careful
observations on my mother’s cooking, my father’s
demeanor while driving our vehicle, even my sister’s
young gentleman caller. Seldom do they respond with
the gratitude Mr. Holmes’s observations have
received. Nevertheless, or should I say in pursuit
of being like Mr. Holmes, I ask you to please answer
this inquiry. What is it like to be a professional, for
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Mr. Holmes is clearly such a man. I know he is the
only listed consulting detective in London, but he
seems to have mastered what art and science there
is in his profession. Thus can you tell me, Dr.
Watson, what does it mean to be a professional as
characterized by Mr. Holmes?
      
Thank you for your kind consideration,
      
K. William Martin

I sat down to compose a response to Mr. Martin, and
discovered he’d opened an entirely new avenue of inquiry
about my remarkable friend, Mr. Sherlock Holmes. In a
practice of which you are the lone practitioner, what
constitutes professional characteristics? Can you be a
professional consulting detective? I thought long into the
evening about our numerous clients and our many adventures.
Strange encounters rolled through my thoughts, the Giant
Rat of Sumatra, the apparent suicide off an old country
bridge, and the red headed gentlemen each vying for a
perceived advantage. After hours of rumination, I realized
Holmes’ professionalism is not so much technical skill, or
even scientific deductions, but rather personal characteristics
applied to a practice. Indeed, Holmes’ technical abilities
together with his wisdom about human nature, applied to
each of his cases, achieves success. Let me explain.

Consider the case of “The Speckled Band.” Here you had a
young woman, clearly distraught. She came to us fearful and
in dread of everything and everyone. She poured out her
heartbreaking tale amid a gale of tears, her hair quite literally
turned white with horror. Because of Mr. Martin’s inquiry, I
can now observe this encounter in an even more profound
way. Not only did Holmes observe her person and her
personal demeanor. He listened. Do you realize that Holmes’
observations, which ultimately led to a resolution of a case,
each derived from his attentive listening? When listening to
our visitors to 221b, Holmes was silent as the tomb itself. He
allowed the visitor to explain the circumstances of an incident.
Only upon conclusion would Holmes ask a clarifying question,
or attempt to elicit a more definitive description. Furthermore,
Holmes listened with empathy, for he was remarkably able to
place himself, in his mind’s palace, in quite literally the same
circumstances as our caller. Thus, through careful, respectful
listening Holmes is able to “see” the event unfold before his
own eyes. This in turn leads him to his utterly remarkable
investigations. I discovered that listening was as great an
investigative skill as observation with Holmes. For, without
a careful, indeed thoughtful ear, he could not place his
observations at often the very scene of the crime.

As I scribbled my response to Mr. Martin, “The Boscombe
Valley Mystery” occurred to me. Here was a case where none
other than Scotland Yard came into play. Inspectors Lestrade

and Gregson often figured in our adventures. They
represented the official arm of London detective work. What
I find most remarkable about our collaboration with Lestrade,
for example, was his willingness to help exactly and when
Holmes needed him. Holmes, for his part, practiced a unique
ability to communicate his requirements in a truly collaborative
manner. Never is Holmes imperious. Rather he is the picture
of equality of effort. There is only the difference of authorities
when it comes to capturing a bad person. Holmes was a
private citizen, and they were not. Through such professional
collaboration, he brought out the best in others joined in the
common cause. I might even add myself to this picture. “I say
Watson, do bring your revolver!” has been said often enough.
He defers to my skill with the weapon, long practiced in
Afghanistan, whenever it may be of need. Holmes is a
veritable communist when it comes to law enforcement. From
each according to his abilities, to each according to his
needs, as it were. Holmes is at once aware of the limits of his
profession, and defers to rightful authority when required.
He seeks the assistance of others, wherever that assistance
might come from. Consider the cases of The “Adventure of
the Crooked Man” and indeed The Sign of Four.  There you
find Holmes enlisting the assistance of his so called Baker
Street Irregulars. These urchins know every inch of London,
and are eager, responsive, and imaginative in their assistance
to Holmes. I believe a truly professional aspect to be derived
here is a strange sort of humility. Holmes is not the
investigative agent to overlook the aid of someone far better
suited to resolve a case, even though that person be of lesser
or different status than he. Holmes finds aid where none had
even thought to look in the first place! I myself must admit
to grateful astonishment when first I witnessed him engaged
in meaningful dialogue with young pups who I’d have
thought needed a good ear boxing. But no, Holmes put them
not only to good but effective use. Everyone in Holmes’
world has value. Like the humility of pensive listening as
discussed earlier, one must also have a certain wise humility
to enlist those who can help, but who, because of their
circumstances, are often overlooked, or not even seen at all.
Consider if you will, your cab driver, your flower seller, even
your housekeeper. Holmes did!

This brings me to another case which expands on Holmes’
rare professional skills. “The Five Orange Pips” was a strange
case indeed. Holmes failed. But after all is said and done, did
he fail?  I can offer this observation. Holmes is a master of
detail, but that mastery comes from hours and hours of
research. Who but Holmes has accumulated, much to Mrs.
Hudson’s chagrin, mounds of burned types of tobacco, the
better to determine their composition and differences. After
every case, which I do not begin to record for fear of boring
my readership to sputtering drools of impatience, Holmes
secrets himself as a bizarre sort of monk. He’ll ruminate for
hours, staring at a single strand of hair. Or he’ll pillar his
fingertips, musing on an odd comment made at an otherwise
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insignificant time. Or even, with his preferred pipe tobacco
swirling about his head, he’ll roll an odd occurrence around
and around, the better to deduce its significance. He peruses
the London Times for items of value overlooked by others.
No reader can imagine, but through the good offices of Mr.
Martin’s inquiry, I can now offer this. Mr. Sherlock Holmes
never loses value from any encounter. He learns from his
mistakes, for indeed he makes them, as Mr. Openshaw
regrettably discovered. Unlike many in our world today who
live in constant fear of failure, and are thus paralyzed for
action, with Holmes there is no failure. Once he encounters
a wall, he puzzles until he’s found a way around, over, or even
through it. Holmes will even enlist an urchin to dig him a hole
under it, or a brick mason to dismantle it!  He’s not even afraid
of going back, and trying another way altogether. 

Holmes is a student of human nature. He can readily identify
worry from directionless movements of a caller outside 221b.
He can discern honesty, malice, shame and all in between, the
better to protect reputations and serve the law. He’s
encountered every creature issuing from Pandora’s box of
evil, from duplicity, avarice, blackmail, and hatred to grim
murder itself. Nothing which motivates a human is alien to
him.

With regard to his personal reputation, in his dealings with
others Holmes defines honesty. His integrity is beyond
question, indeed has preceded him. If you’ll recall often mere
mention of his name is sufficient to allow his access to police
activities. Everyone on the side of the law knows and trusts
Holmes. In this our Victorian age, when spies, cutthroats,
and especially white collared criminals besmirch the pages of
our newspapers, Holmes stands as a bulwark of truth; that
law and justice will prevail in the end. Can anyone challenge
that assertion? No. Deception in the cause of right, however,
is another story.

Holmes is the picture of English rectitude. Of course, this
does not dissuade him from wearing disguises when necessary
in the pursuit of justice. He’s been disguised as a stable hand,
a gardener, even a bookseller! Can you imagine the skills
needed to impersonate someone else? Not only must you
make yourself out to physically appear as another, but must
mimic their spoken word as well. Learning a foreign language,
even a type of English not traditionally spoken by your own
class, requires the very patience of Job. It demands attention,
care of pronunciation, manipulations of verb tenses, even
inappropriate usage when required. You’ll not find a good
surveillant who cannot sound like a duke or a Greek sauce
seller when need be. And again, none of this, none indeed,
could come about without first being a good listener, and
patient observer. There is no school to teach the squawks of
a docklands fishmonger, or the practiced swearing of an
unreformed subway digger. Whether vicar or addict, Holmes
can confound true practitioners of either calling equally as
well.

Holmes’ professionalism can also be seen in another, less
commented upon practice I’ve seen on numerous cases. He
has, despite his contrary claims to acknowledge only pure
reason, a sense of true compassion. Where there is a juncture
of law from justice, a matter of the heart, or the shame of a
family to consider, he will not be dissuaded from taking the
cause of right. He will choose right, even instead of rote law,
when to do so would harm a reputation or family’s good
name. One need only consider the foul marriage in The Beryl
Coronet as its own punishment, or letting Turner write his
confession and avert a family scandal in Boscombe Valley,
to see Holmes is both just and wise. He sees the world not
as black and white, but rather as variations on truth and error.
Where a crime can be forgiven to preclude a scandal, or a
mistake properly atoned for, to repair a reputation, Holmes
will take the path of compassion over law. I’m told by a fellow
doctor who studied medicine at the University of Siena, Italy,
that a great mural shows Justice’s balance held by a person
symbolizing the people of the town. Yet, holding the balance
steady is another figure, called wisdom. She sees to it that
justice is based on her mitigating influence as well. Holmes
is wise, as well as just.

All in all, Holmes’ responsibility, indeed his reliability, are
hallmarks. No one who engages his services will ever receive
less than his best efforts. Such often includes personal
danger to him, as well as, dare I add, to me. Never can I say
I ever saw him shirk his responsibility, once accepted.
Neither alleged demon hounds, nor skilled sharpshooters
have held him at bay. He is brave, but not foolhardy. He is
relentless, but not to the exclusion of new information,
collaborative effort, and concern for others. I read a wise
comment from the continent once which noted something to
the effect that criminals are always astounded to discover
good people can be clever too. This is because criminals are
selfish, in the end. No indeed, Holmes is a professional, who
cares for justice above personal recognition and reward. I’ve
seen, indeed have noted in my stories how he defers
recognition to Scotland Yard, reward to a fair compensation,
and refuses honorifics. He has no use for them. For Holmes,
the game is the reward, the better to play it his avocation. He
would never claim to be the master, but always on the road
to mastery of detection. I daresay Holmes, once committed
to a case, places the welfare of his client above his own.

All of these traits comprise Holmes’ professionalism. I’d not
reflected upon this theme until I received Mr. Martin’s wise
inquiry. Anyone with patience, good listening and technical
knowledge can be like Holmes. Anyone who practices clearly
defined collaborative skills and possesses the ability to
reflect upon all past efforts and derive merit from them can
aspire to be like my colleague. Indeed, anyone who can
collate his observations with wise insight and an honest
understanding of human nature will make a good detective.
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Holmes possesses all of these skills and human qualities.
With these abilities, I think Mr. Martin can surely aspire to
be like Mr. Sherlock Holmes.

(End essay)

John W. Davis is a retired U.S. Army counterintelligence
officer, civil servant, and linguist. He was commissioned from
Washington University in St. Louis as an Artillery officer in the
101st Air Assault Division. Thereafter, he went into
counterintelligence and served 37 years. A linguist, Mr. Davis
learned foreign languages in each country he served. After the
Cold War and its bitter aftermath, he wrote Rainy Street Stories:
Reflections on Secret Wars, Espionage and Terrorism. He

wanted to explore not only true events in his own life, but also
the moral and ethical aspects of the secret world. With the
publication of his second book, Around the Corner:  Reflections
on American Wars, Violence, Terrorism, and Hope, Davis
expands his reflections on conflicted human nature to our
present-day traumas of fear, and causes for hope.

[Editor’s Note: The author’s most recent book mentioned
above is currently being reviewed for AIJ; the review will
likely be published in the next issue.]

The National Military Intelligence Foundation (NMIF) is dedicated to inspiring new generations of intelligence
professionals, recognizing the success of current intelligence professionals, and sustaining the intelligence
workforce needed to ensure the overall capability of the military intelligence function to support the national
security of the United States of America. 
 
With the support of our donors, NMIF awarded $37,000 in scholarships for the 2018-2019 academic year
to nine undergraduate and graduate students enrolled in intelligence or national security-related programs. 

Provided below are brief profiles of our other winners, many of whom are either fluent in or studying the
following languages: Arabic, Korean, Mandarin Chinese, Spanish, and Japanese.

• Two students pursuing master’s degrees in Nonproliferation and Terrorism Studies at
Middlebury Institute of International Studies

• Two undergraduate students majoring in Intelligence Studies at Mercyhurst University
• A senior at the University of Nebraska-Lincoln majoring in Psychology with minors in

Arabic and Security Studies
• A graduate student at Embry-Riddle Aeronautical University seeking a master’s degree

in Safety and Security Studies
• An undergraduate student at Liberty University majoring in International Relations
• A candidate for a master’s degree in Forensics and Psychology at Marymount

University 
 
Supporting students’ pursuit of undergraduate and graduate programs that lead to careers in the Intelligence
Community remains a major priority for NMIF.  Your donations help NMIF make this happen.

NMIF Scholarships 2018-2019
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INSIDER THREATS.

Matthew Bunn and Scott D. Sagan, eds.
Ithica, NY, Cornell University Press.  2016.

181 pages.

Reviewed by Dr. Diana Clark Gill, author of How We Are
Changed by War: A Study of Letters and Diaries from Colonial
Conflicts to Operation Iraqi Freedom.  The reviewer earned
her PhD from the University of Mississippi.

When a destructive force is aimed in our direction,
most of us hurry to pull up the drawbridge, slam
shut the city gates, and/or build a bigger wall.  In

other words, we struggle for a barrier between the safety
of what we value and outside dangers.  However, what
Matthew Bunn and Scott D. Sagan clarify in Insider
Threats is how the greatest threat to organizations may
come not from without, but from within, namely from
one’s own staff and trusted employees.

Professors Bunn and Sagan have enlisted a group of
mental health practitioners and scholars of international
relations/security studies to examine past examples of
staff disloyalty in order to address two questions:  Why
do insiders turn on their employers?  How can employers
better protect themselves in the future from such
betrayals?  Each group member contributes a chapter to
analyzing a past incident of an insider threat:  thefts/
sabotage of nuclear facilities, the mass shooting at Fort
Hood, the anthrax letters after 9/11, violence between
allies in Afghanistan, and insider stealing from gambling
or pharmaceutical companies.

Insider Threats touches only briefly on terrorist
conspiracies since, to date, they appear infrequently
within nuclear facilities.  The book focuses instead on the
problem of individuals, those like Chelsea Manning or
Anders Behring Breivik who, due to disaffection or mental
illness, use duplicity and/or violence as what contributor
Austin Long, in studying violence between allied troops
in Afghanistan, calls “a means of exercising voice” (p.
106).

Rogue employees “can follow many pathways to
becoming insider threats…[these] include money
problems, anger and disgruntlement, desire to show off
their own cleverness, and ideological affiliation with a
terrorist group or another state” (p. 4).  For example, the
anthrax letters, sent on the heels of 9/11, resulted in 22
individuals becoming infected with the disease and five

deaths.  Their sender, Bruce Ivins, a mentally unstable
senior scientist at the U.S. Army Medical Research
Institute of Infectious Diseases (USAMRIID) at Fort
Detrick in Frederick, MD, may have created the threat
either for job aggrandizement or merely to impress a
female coworker.

Such individuals can be much harder to identify than a
classic terrorist for both psychological and organizational
reasons.  On the interpersonal level, group dynamics
often “blind” members of an organization from seeing
unstable coworkers as dangers despite clear indications,
their likely violence then becoming what Max H. Bazerman
and Michael D. Watkins call a “predictable surprise” (p.
88).  Contributors Jessica Stern and Ronald Schouten
point out how, in the case of Ivins, there were “many
warning signs…not reported or acted upon.  [His
coworkers] ignored red flags, probably because of in-
group bias, wishful thinking and a wish to avoid actions
that could harm a fellow insider, friend and coworker” (p.
100).

The Fort Hood, TX, shooting by U.S. Army Major Nidal
Malik Hasan is another case in point.   Hasan, a
Palestinian-American military psychiatrist who would kill
13 fellow soldiers in 2009, had previously voiced support
for Osama bin Laden and his use of suicide bombers.  He
wrote openly of the likelihood of fratricide by Muslim-
Americans in the U.S. military.  He was also seen as a
“religious fanatic” who (with full FBI knowledge)
frequently conversed by email with Yemini-American
terrorist Anwar al-Awlaqi.

All this, combined with poor job performance, should
have set off alarm bells, but instead Hasan’s supervisors
ignored the obvious because addressing the problem
would have “involved high opportunity costs, draining
time and resources away from other activities in a military
stretched thin by two long-running wars” (p. 55).  They
did nothing other than hurriedly transferring Hasan to
another facility.  The Army official responsible for his
transfer to Fort Hood confided to an associate stationed
there, “You’re getting our worst” (p. 55).   Contributor
Amy B. Zegart insists, “Surprise attacks are almost never
really surprises” (p. 48).

In light of these two cases, Bunn and Sagan ask a logical
question:  How can high-security facilities prevent
sabotage by a “sophisticated and determined insider” (p.
8) (i.e., a spy or trained terrorist) when they are unable to
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detect even the most scandalously obvious warnings
such as those presented by Ivins and Hasan?

The answer to this question, suggests Zegart, may be
found in whether or not federal security agencies can be
restructured at an organizational level.  She blames the
decentralized intelligence structure of the U.S. for the
creation of such disasters as Pearl Harbor and 9/11.
Likewise, in the cases of Ivins and Hasan, signs as to
their increasing destabilization “were dispersed in
different bureaucracies, where they became lost amid the
‘noise’ of false leads, irrelevant information, and
deception” (p. 46).

U.S. intelligence efforts prior to 9/11 were divided up
among a dozen federal agencies.  Today that has
expanded to 17 agencies charged with safeguarding
national security, maintaining federal laws, and
supporting foreign policy.  These are agencies that hold
“information closely and collaborate…poorly” (p. 46).

Not only is information-sharing a problem between
agencies, but Zegart claims most have had a hard time
transitioning to the insider threat phenomenon.  The
Department of Defense, for example, is geared more to
protecting military installations “from the outside, not the
inside” (p. 52).  Focusing on insider threats requires
commitment to a new way of thinking.  Traditional
security assessments, such as the “snapshot” value of
background checks, often fail to keep up with the
increasingly fluid environment for self-radicalization
provided by the Internet.

Zegart is especially concise as to the FBI’s structural
problems which made the Fort Hood massacre possible.
The FBI, she points out, is in the process of transforming
itself “from a reactive law enforcement agency to a
proactive domestic intelligence organization” (p. 64).
Organizational glitches arise, however, because this
requires a fundamental shift in the Bureau’s perspective.
Preventing crime is very different from solving crime.  One
looks to the future, the other to the past.  One looks at the
big picture in order to discern trends, while the other has
to have a laser-sharp focus on details.  When the FBI
investigated Hasan’s emails with a known terrorist,
agents judged his past emails to be benign.  The
“investigation ended even though Hasan’s emails to
Anwar al-Awlaqi continued for months and demonstrated
growing radicalization” (p. 69).

Identification of such weaknesses, though, is not enough.
Insider Threats’ relevance to security/intelligence studies
hinges on how it proposes to fix what is broken.  First
among its proposals is that of reform, and in particular
structural reform, as it proposes less turf protection and

more centralized coordination among U.S. intelligence
agencies, and procedural reform as “nuclear incident
data” are shared with academic researchers who can help
problem-solve incident causes.  Such safety fixes should
then become part of the standard operating protocol for
nuclear facilities.  The anthrax letters tainted dozens of
buildings in 2001 and yet, as pointed out by contributors
Jessica Stern and Ronald Schouten, the same type of
systematic failures were blamed for “a series of
biosecurity and safety failures at high-containment labs
disclosed in 2014.”  In other words, “the U.S. government
has not yet learned” (p. 102) its lesson from the earlier
devastation whose clean-up cost was estimated at one
billion dollars.

The second proposal of the book’s contributors is to
invest more in on-site security staff.  Not only should
such employees be rewarded for identifying security
weaknesses, but they should be selected for a specific
skill set.  What is needed are “creative people with a
hacker’s mind-set to come up with a wide range of
strategies that insiders might use to try to beat the
security system and then develop security measures that
will be effective against a broad range of possibilities” (p.
163).

Security managers should also reinforce their team’s
ability “not [to] assume, always assess – and assess (and
test) as realistically as possible” (p. 174).  Bunn and
Sagan caution that “what is needed is constant and
creative vigilance, building a culture of continual
improvement in the face of evolving threats and always
looking for the next vulnerability to be addressed” (p.
174).  Finally, contributors to Insider Threats propose
more stringent staff assessments, not only constantly
looking for signs of disaffection or mental illness/stress,
but also stronger security monitoring of employees in
pursuit of “guarding the guardians” (p. 163).

On the whole, this book is an informative read.
Nevertheless, it covers a lot of ground in 181 pages,
bouncing from a short history of terrorist threats at
nuclear facilities, to deadly violence used against
coworkers, to thefts in casinos and pharmaceutical
industries.  It aims for a big-picture analysis of the
problem but, in so doing, comes across as slightly
fragmented in focus.  A more powerful thesis might have
been made if only one threat type was covered.  This
caveat aside, Insider Threats has earned well its place on
the library shelf.

○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○
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THE ASSAULT ON INTELLIGENCE:

AMERICAN NATIONAL SECURITY IN AN
AGE OF LIES.
Michael V. Hayden.

New York, Penguin Press. 2018.
282 pages.

Reviewed by George W. Ridge, retired Dean of the University
of Arizona School of Journalism, a former reporter and editor
for such newspapers as Stars and Stripes and International
Herald Tribune, and who wrote approximately 850 published
travel columns over a 15-year period.  In addition, he and his
wife wrote a weekly review of Tucson restaurants for the
Arizona Daily Star.  George has previously reviewed books for
such scholarly journals as Military Review and American
Intelligence Journal.

Confronted with a U.S. President who often fails to let
facts stand in his path, General (USAF, Ret) Michael
V. Hayden has again emerged from multi-retirement to

select the pen over the sword.  The former director of the
National Security Agency and the Central Intelligence
Agency has authored Assault on Intelligence, another
insightful and combative book to add to his former
bestseller, Playing to the Edge: American Intelligence in
the Age of Terror.  [Editor’s Note:  For a review of the latter
by Dr. Edward M. Roche of Columbia University, see AIJ,
Vol. 33, No. 1, 2016.]

In his latest work, Hayden introduces us to the concept of
metacognition.  He defines this as “a vicious loop in which
people who do not know much about a subject also don’t
know when they’re in over their head… there is no way to
educate or inform people who, when in doubt, will make stuff
up.” 

It is fairly obvious where Hayden’s finger is pointing.
However, nobody is spared.  He finds that the Obama
administration erred in another direction…refusing to utter
even the words “radical Islam.”

Yet, Hayden contends, when we describe the struggle—as
did Trump—as a clash between civilizations, “We adopt the
narrative of ISIS and al-Qaeda that there is underlying
enmity between Islam and the West.”

The author says he spent more time explaining that there
were edges, things we should not do, and there were lines
beyond which we should not go given the tone of the
Republican primaries, mostly set by then-candidate Trump.

Hayden alleges that the shifts in (Trump’s) emphasis were
not the product of a thoughtful, deliberative policy process
conducted by a wide-ranging team.  These were the attitudes
and habits of thought picked up throughout life as a

Manhattan businessman who occasionally watched the
Sunday morning talk shows.

Hayden goes on to list some “unforced errors” in the
President’s first one hundred days: 
-  Using insulting words in response to the political leader of
our best intelligence partner in the Pacific and perhaps in the
world—the prime minister of Australia.
-  The President’s tweeting habit, which raised issues
containing specific intelligence implications.
-  The ill-conceived, poorly implemented, and ill-explained
executive order that “looked to the world like a Muslim ban.”

The book covers a lot of familiar territory but often wallows
in “tradecraft” talk.  

The author glosses over or ignores CIA failures such as the
Bay of Pigs invasion of Cuba and also glosses over the
phantom WMDs in Iraq (depending, I suppose, on one’s
definition of WMD, but it got us into a protracted war).

Hayden bristles at the notion of a “deep state” involving the
CIA, NSA, FBI, and other institutions.

“I have known what the antidemocratic forces look like.  I
have seen them in multiple foreign countries.  There is no
‘deep state’ in the American republic... I characterize it as
career professionals doing their best within the rule of law.” 

Having already authored one bestseller, General Hayden
explains difficult concepts of his trade with skill.  He is
especially informative in the emerging world of cyberwarfare.

[Editor’s Note:  Since this review was submitted, I have been
privileged to attend two events in which Gen Hayden was a
key figure.  In both he defended his book and his
increasingly open criticism of the Trump administration and
how it deals with intelligence and other forms of information.
Non-attribution rules prevent me from sharing the details in a
public forum.  The first was a “book talk” by Hayden on
August 21, 2018, in Alexandria, VA, sponsored by the
National Intelligence University Alumni Association, which
is under the NIU Foundation that Hayden chairs.  He is a
1980 graduate of the then-Defense Intelligence School (now
NIU), three years after yours truly graduated from the same
institution, and has often been invited as a guest speaker for
academic and social events hosted by NIU.  Hayden is
proud of the fact that he successfully, and faithfully, served
in high-level intelligence posts under both Republican and
Democratic administrations.  The second event, held in
Arlington, VA, on September 11, 2018—not coincidentally
the 17th anniversary of the 9/11 attacks—was an intriguing
panel titled “Secrets, Presidents, and Dissent,” the latest
iteration in the so-called Accountability of Intelligence
Series sponsored by the Michael V. Hayden Center for
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Intelligence, Policy, and International Security, which is
under the Schar School of Policy and Government, George
Mason University.  Not only was the Center named for
Hayden, but he regularly teaches classes there.  The high-
level panel consisted of Hayden; former Director of National
Intelligence Lt Gen (USAF, Ret) James R. Clapper (who also
served earlier as Director of both DIA and NGA, and was
Under Secretary of Defense for Intelligence prior to being
named DNI by President Obama); recently retired NSA
Director/USCYBERCOM Commander ADM (USN, Ret)
Michael S. Rogers; and Philip Mudd, former Deputy Director
of CIA’s Counterterrorism Center and FBI’s National
Security Branch.  The moderator was Nicolle Wallace of
MSNBC.  Not surprisingly, the most reticent of the bunch
was ADM Rogers, who happens to be the most recently
retired and the only one who has served under the Trump
administration.  If any individual reader is interested in some
of the detailed comments made during either of these events,
please contact this editor.  Suffice it to say that high-ranking
former intelligence officials are now outspoken about current
politicians and their policies to a degree I have never
witnessed in my entire career, and one has even had his
security clearance revoked by the sitting President.  At AIJ,
however, we seek to remain objective and apolitical, to the
extent possible given the increasing politicization of
intelligence in the U.S. in recent years.]
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RECOUNTING THE ANTHRAX ATTACKS:
TERROR, THE AMERITHRAX TASK FORCE,
AND THE EVOLUTION OF FORENSICS IN

THE FBI.
R. Scott Decker.

New York, Rowman and Littlefield. 2018.
300 pages.

Reviewed by Dr. Robert D. Gay, Jr., a federally-contracted
Assistant Professor in the College of Strategic Intelligence,
National Intelligence University, in Bethesda, MD, where
he teaches both international political economy and
international relations.  As an Air Force officer, he served
almost a decade as an Airborne Intelligence Officer on the
EC-130 Airborne Battlefield Command, Control, and
Communications and the EC-135 2nd Airborne Command
and Control “Looking Glass” command posts.  He was also
an intelligence analyst at Osan AB, South Korea, and with
the Joint Intelligence Center-Pacific (JICPAC) at Hickam
AFB, HI.  In 2016 Bob retired from the FBI as a Supervisory
Special Agent after 20 years of service in Little Rock, AR,
and Washington, DC.  He holds a BS degree in Engineering
Science from Lipscomb University, an MA in Economics

from the University of Oklahoma, and a DBA in Business
Administration (Finance) from Nova Southeastern
University.

Nearly all of us can remember where we were and what
we were doing on 9/11, but what about during the
following anthrax attacks which took place soon

afterward?  What actions did the Federal Bureau of
Investigation and other agencies/laboratories undertake
to investigate these attacks, different from the
PENTTBOMB terrorist attacks, which led to more than
one person of interest?  Was it conducted using
traditional investigative techniques (e.g., fingerprints,
DNA, interviews, surveillance, etc.), or did it require new
and untried techniques involving sequencing of anthrax
strains for comparison to determine the source and
subject/subjects, or a combination of both?  The answers
to these and other questions involving the first known
bioterrorist attack in the U.S. is the topic of this book.

To be honest, I selected this book for a selfish reason.
Other than being in the FBI at the time of both attacks,
and being deployed as a member of the Little Rock
Division’s Evidence Response Team to New York City to
support evidence collection from the World Trade Center
about a month after PENTTBOMB, I still did not know
much about the joint investigative efforts of the
Amerithrax Task Force (TF).  Moreover, a good friend and
fellow FBI agent assigned to the TF unfortunately could
not discuss the case before he passed away from cancer,
contracted from the hazardous materials encountered as
one of the FBI’s first responders to the Pentagon attack
on 9/11.  Consequently, in addition to learning more about
the investigation, I was also able to determine the element
of the TF for which he worked.

As we now know, the bioterrorism attacks began within a
week after the events of 9/11, with the mailings of anthrax-
tainted letters to a media publishing company in Florida
and to two U.S. Senators in Washington, DC.
Complicating the investigation were the supposed
terrorist warnings contained within the letters, reports of
possible follow-on bioterrorism attacks using crop-
dusting aircraft, and the non-evidentiary information
gleaned from the letters (e.g., fingerprints, DNA,
backtracking events and movement of victims, interviews,
evidence collection, etc.), not to mention turf wars
between U.S. intelligence agencies and laboratories in the
sharing of information.  As additional tainted letters
surfaced, such as one to news broadcaster Tom Brokaw
and those to other victims not seemingly related to each
other who became infected, new investigative techniques
were needed.



American Intelligence Journal Page 161 Vol 35, No 2, 2018

BOOKSHELF
Using then-novel techniques such as Multiple-Locus
Variable Analysis (MLVA) for DNA fingerprinting of
bacteria possibly causing an outbreak and typing
particular microorganisms, as well as genome sequencing
via “gene chip” technology to understand mutations, the
Amerithrax TF was able to determine the strain of anthrax
used in the attacks.1  After numerous testing of domestic
and international samples of the identified anthrax strain,
the TF narrowed its list of subjects down to two main
individuals.  After one of the subjects, or persons of
interest, was eliminated, the TF then returned to
traditional investigative techniques to determine who had
access to the identified anthrax strain, and any
commonalities between access to and the mailings of the
tainted letters.

In the end, through the joint effort of multiple U.S.
agencies and laboratories, along with the coupling of
investigative techniques (interviews and access logs) and
new technological advances, the investigation determined
only one individual could have carried out the
bioterrorism attacks which left five dead (including two
U.S. Postal Service employees) and seventeen sickened in
Florida, New York, and Washington, DC, via direct
contact or cross-contamination.  Unfortunately, not only
did the subject commit suicide, but there were still gaps in
the evidence collected to tie the individual directly to the
type of envelopes used in the attacks.

As mentioned in the beginning of this review, there was a
selfish reason for reading this book.  Regardless, I still
found the book very interesting and an outstanding
chronological review of the first known U.S. mass
bioterrorism attack.  At times, I did get confused by the
scientific explanations behind the various techniques and
testing used to identify the strain of anthrax, which
ultimately led to the source and identified the subject with
access to it prior to each attack.  However, the author did
an outstanding job giving credit where it was due—to the
Amerithrax Task Force members and others for their
outstanding joint employment of traditional “gum-shoe”
investigative and biological techniques to bring this
investigation to a close.

NOTES
1 “Multiple Locus Variable-number Tandem Repeat Analysis
(MLVA),” Centers of Disease Control and Prevention, last
modified October 24, 2017, accessed July 11, 2018,
https://www.cdc.gov/pulsenet/pathogens/mlva.html.
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FIDELITY.
Jan Fedarcyk.

New York, Simon and Schuster. 2016.
306 pages.

Reviewed by Dr. Michael T. May, a faculty member and
former FBI Chair at National Intelligence University who
earned his PhD from Syracuse University.

Imagination is an under-rated and under-appreciated
attribute of a good intelligence analyst.  I routinely
encourage my students to spend some of their time

reading fiction as a way to stimulate their imagination,
which plays such an important role in the field of
intelligence.  I have just added a new book to the top of
my list of recommended readings.  The book, Fidelity, is
the first novel written by former FBI Special Agent Jan
Fedarcyk.  There are several reasons to recommend this
book.

Most importantly, it is a realistic story relating to the
discipline of counterintelligence.  As someone who has
worked in counterintelligence, and now teaches graduate
courses on the subject, I have found that literature related
to counterintelligence is limited.  Consequently, whenever
I discover a good story it stands out.  Ms. Fedarcyk has
created a believable main character and has developed a
compelling plot that helps the reader understand the
milieu of an FBI Special Agent working in the shadow
world of clandestine activities as she protects the nation
against the actions of foreign intelligence services.

There are few books written about counterintelligence,
fewer still written with a female lead character, and even
fewer still written by a woman author.  The lead of
Fidelity is Special Agent Kay Malloy, a strong but flawed
character whose hard work involving criminal matters in
the Baltimore Field Office leads to an assignment with a
counterintelligence unit in the FBI’s New York Field
Office.  In her first office, Kay has proven how tough she
is, and now she must work cases that require great
intellect and patience.

The author’s career experience as an FBI Special Agent,
including the prestigious position as Assistant Director
 in Charge of the New York Field Office, clearly informs
her writing.  Ms. Fedarcyk has created Kay Malloy as a
human, three-dimensional, believable, authentic character,
and her plot involving intelligence issues is realistic.  She
has a great respect for, and understanding of, the
discipline of counterintelligence.  She clearly conveys the
complexities of counterintelligence in a way the reader can
easily understand.
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There is a dearth of female writers in the spy thriller
genre.  Ms. Fedarcyk’s first novel is on par with the
works of Stella Rimington, former Director General of the
United Kingdom’s MI5.  These two authors have in
common distinguished careers in the male-dominated
world of intelligence, and have created realistic stories
about counterintelligence featuring strong and believable
female lead characters.  Rimington’s lead character Liz
Carlyle, the heroine of nine novels, would get along well
with Kay Malloy.  In fact, they would make a great team.

My one minor criticism of the book is the author’s
overuse of clichés and trite expressions.  This is a
common pitfall facing first-time writers.  The writing did
improve as the story progressed, and I expect that trend
will continue in her next book.

Fidelity is a welcome addition to the spy thriller genre. Jan
Fedarcyk is well on her way in following up her
distinguished career of public service with a second career
as a successful writer.  She will now serve to educate, as
well as entertain.  I am already looking forward to what I
imagine to be the second book of a trilogy following the
career of Special Agent Kay Malloy.  I want to learn more
about Kay, and the challenges she faces in the office and on
the street as she works the wilderness of mirrors that is
counterintelligence.  I recommend Fidelity to all my
students, and to any readers of the genre.
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GLOBAL INTELLIGENCE OVERSIGHT:
GOVERNING SECURITY IN THE

TWENTY-FIRST CENTURY.
Zachary K. Goldman and Samuel J. Rascoff (eds).

New York, Oxford University Press.  2016.
392 pages.

Reviewed by Dr. Jennifer A. Davis, an Associate Professor
at National Intelligence University who teaches courses
covering the impact of transnational threats on U.S. security
and intelligence operations.  She completed her PhD at the
George Washington University in 2010, writing her
dissertation about the use of child soldiers in combat.  Her
current scholarship focuses on the use of women and
children as perpetrators in terrorist movements, and also
on Russian social media influence operations in Europe.

Goldman and Rascoff approach an increasingly complex
and difficult challenge in their edited volume on
intelligence oversight.  The goal of the work is to focus
both on newer institutions and constraints in the
operations of intelligence, and also to evaluate the

oversight of intelligence operations provided by judicial
and executive bodies.  The book delves well beyond
performing a straightforward evaluation of the
effectiveness of those intelligence agencies and their
requirements, also seeking to establish a more
comprehensive and nuanced view of the inevitable
tensions between the freedoms expected in liberal
democracies and the demands on privacy that intelligence
operations often present.

The book is divided into three sections:  Transnational
Oversight, Judicial Oversight, and Executive Oversight.
The first section is arguably the most compelling and
novel of its chapters, as the authors in the seek to unpack
the complexities presented in an interconnected world
where various non-state actors also influence intelligence.

Historically, intelligence has largely been managed
between and among state actors, constrained by
sovereign boundaries and regulated by government
agencies.  In the 21st century, the role and influence of
mega-corporations such as Facebook, Google, Microsoft,
and Apple have dramatically shifted the operations of
these prior relationships.  These entities all have their own
perceptions and motivations regarding intelligence that
often differ from those of government agencies.  Perhaps
the most famous of recent cases involving the conflict
between privacy and intelligence involving a company
and an intelligence agency was that between Apple, Inc.,
and the Federal Bureau of Investigation.  The FBI, seeking
access to one of the San Bernardino shooters’ iPhones,
sought to compel Apple to unlock the phone’s PIN using
an obscure application of the All Writs Act of 1789.
Apple opposed the order, expressing concerns about
customers’ privacy and the ability of any government to
require a back door into customers’ data.1  In this
particular case, the lawsuit did not proceed as the FBI
withdrew its case when it was able to find a third party to
unlock the phone.  However, it is exactly these issues
between transnational actors and government intelligence
agencies that are captured in Part I of this work.

The second and third parts of Global Intelligence
Oversight provide examinations of governmental
oversight across more traditional territory, though each
section provides some new insights and analyses.  Part II
examines Judicial Oversight of various intelligence
agencies, examining case studies in Canada, Israel, and
the United States, and in particular the unique checks and
balances in intelligence surveillance created between the
judiciary and the executive in liberal democracies.  Part III
turns the lens on the executive branch and the
independent oversight of intelligence, analyzing cases in
the United States, Germany, the United Kingdom, and
Australia.
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The book’s greatest strength is in its examination of the
transnational issues complicating intelligence collection
in the 21st century, and most of the chapters in this
section offer insightful contributions to this increasingly
challenging dynamic.  One chapter seems a bit out of
place, almost as though written for another purpose and
edited to fit into the framework of the volume, rather than
designed specifically with a focus on intelligence
oversight as are the others, which are all quite robust and
engaging.  The judicial and executive sections are a bit
more issue- or country-specific as opposed to the broader
viewpoints in the first section, but they also provide
worthwhile insights into intelligence operations.

This book is clearly written for an informed audience.
Many of the chapters assume significant knowledge of
either intelligence laws or intelligence practice, and
novices in the field would likely struggle with much of the
content.  This can be a positive aspect, however, as many
books on intelligence are written with a much broader
audience in mind and fewer appear focused on advanced
scholars and practitioners as this one is.  It is refreshing
to have such an in-depth and complex viewpoint on what
is rapidly becoming a very complex and intricate field.

If there is one overarching weakness to the work, it is that
the universe of cases on intelligence oversight are almost
exclusively drawn from the Five Eyes partners.2  Only
Germany and Israel are not part of this intelligence-
sharing group.  The book’s purpose states its desire to
focus on the challenges of intelligence oversight among
liberal democracies, but the case studies are heavily
weighted to the English-speaking countries among them.
Granted, it is a limited group of states which are
considered liberal democracies, but it may have been
worth either limiting the cases to the Five Eyes partners,
if so much of the focus remained on them, or trying to
pull in one or two other cases to have a more
geographically and culturally diverse portfolio in its final
analysis.  Specifically, it would have been quite
interesting to examine an Asian case, such as Japan or
South Korea, to see if the dynamics of intelligence
oversight in Western liberal democracies hold true in the
Far East as well.

Overall, Global Intelligence Oversight is a rich,
insightful, and heavily analytic examination of the rules,
laws, and complexities that govern intelligence in the
21st century.  While there are a couple of minor areas for
improvement of the work, it is a strong endeavor and a
worthwhile contribution to the field of intelligence
scholarship.  Its in-depth examination of the myriad legal
and transnational issues that complicate (or complement)
intelligence oversight are well worth reading.

NOTES
1Pym, Sheri (February 16, 2016).  “Order Compelling Apple, Inc.
to Assist Agents in Search.”  United States District Court for the
Central District of California.  Retrieved
 Mach 14, 2018.
2The Five Eyes are an intelligence-sharing partnership established
after World War II.  It includes the United Kingdom, the United
States, Canada, Australia, and New Zealand.  Available at https://
ukdefencejournal.org.uk/the-five-eyes-the-intelligence-alliance-of-
the-anglosphere/.
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WORDS ARE WEAPONS: INSIDE ISIS'S
RHETORIC OF TERROR.

Philippe-Joseph Salazar.
New Haven, CT, Yale University Press.  2017.

256 pages.

Reviewed by Dr. Bowman H. Miller, who teaches graduate
courses at National Intelligence University following a
career in the U.S. Air Force and in the U.S. Department of
State, where he was Director of Analysis for Europe.  Educated
at the University of Iowa, Cornell University, and the
University of Tuebingen (Germany), he received his PhD in
German from Georgetown University with a dissertation on
the language strategy of the German Baader-Meinhof
terrorist group.  His research interests and publications
center on conflict and threat analysis, U.S. intelligence
challenges, all-source analysis, and European and
transatlantic issues.  He is currently writing a book on the
power of naming.

Salazar’s analysis, translated from the French, is a
densely written, critical discussion that tries to turn
on its head the counterterrorism approach now in

use by ISIS-targeted Western countries.  He faults the
opponents of ISIS for not understanding the true nature
of the “caliphate,” how it turns anti-jihadist arguments to
its advantage, and makes a mockery of the counter-
arguments directed against radical Islam—a label the
author rejects as both wrong-headed and misdirected.  In
short, in Salazar’s less than humble opinion, when it
comes to understanding and combating ISIS and its ilk,
we are getting it all wrong.  For one, we blithely explain
away ISIS recruitment as a function of a person’s societal
exclusion, isolation, and susceptibility.  No, says Salazar;
rather the issue should be understood as conversion onto
the right path, not radicalization, i.e., a conversion in
response to convincing jihadist messaging.  The existing
counter-message mistakenly denies any notion of
volunteerism behind someone joining the ISIS cause.  On
the contrary, this action is purposely taking the path into
Islam away from the unbelievers’ lands and the abhorrent,
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irreligious practices of the infidels.  In this respect, France
(where the author resides and has taught) is among the
worst offender—and thus a popular ISIS target—given its
secular laicite national posture abjuring all religion in the
public space, not just Islam.

Salazar’s central tenet is that the West’s approach,
centered on countering terrorist violence by rounding up
or eliminating those perpetrating it, misses the point and
will prove interminable.  The caliphate, as he judges it, will
outlast such a strategy because it lives in, and thrives on,
the worlds of words, ideas, and persuasion.  The
unsuccessful strategy to confront it, operating when the
war among the great ideologies, as he calls them
(communism, fascism, democracy), has left a void that the
jihadist ideology is working effectively to fill.
Confronting “radical Islam” is foremost a struggle of
ideas, of words, of appeals.  The “white hat” forces are
losing that war of words, as he sees it.  Moreover, he
predicts that the future will be one of bellicose peace in
which those advocating for and recruiting into the
caliphate, as well as killing to widen its terrain and
populace, will not be daunted.

The author’s emphasis, in the first instance, is on its
artful employment of language and media in its attraction
to would-be adherents and rejection of the “other”—those
who stand in the way of the caliphate’s realization, be they
Muslim “Uncle Toms” or outright opponents of militant
Islam’s unending quest for dominance.  He extols the
caliphal eloquence of its persuasion strategy—able to
address itself effectively and simultaneously to both
Muslims and their enemies.  Salazar only somewhat
begrudgingly gives high marks to the caliphal
propagandists, both the message writers and the Internet
wizards who make that global venue such a vital, magnetic
medium for propagating jihad.

It is hard not to read a degree of cultural relativism into
Salazar’s portrait of ISIS.  While he never directly claims
that its propagandistic, Koran-infused commentary and
actions are neither right nor wrong—only different, he
endeavors with fervor to have us step outside our
ingrained mindset.  He challenges the reader to reconsider
this thing we call “terrorism,” and to adopt analytically at
least the perspective and strategy of those fighting
against the infidel on behalf of the caliphate.  To this
reviewer it recalls a comment attributed to a Native
American football player under the wing of legendary
coach Pop Warner.  The Indian youth—referring to the
wars of annihilation directed against his forebears—
claimed that “when your side won, it was called a victory;
when ours won, it was a massacre.”

In Salazar’s word, “the caliphal methodology…is a
strategic plan.  It is the Islamic equivalent of Clausewitz’s
On War.” (p. 190)   The author insists that, while all wars
have rules regardless of their nature, the one in which we
are now encased operates under a different rulebook that
clearly is written by ISIS.  ISIS’s strategy has two co-
equal components:  “the ground attack, the Internet
attack.”  Its propaganda is a fundamental ingredient of its
strategy, not a supplement to its violence but intrinsic to
it.  The caliphate already exists in the minds and words of
its adherents; the task is less to establish it than to
convert, with whatever violence serves that purpose,
those in the recalcitrant, infidel “provinces” yet to be
fully incorporated.  This is the task of those few faithful
amid the many who are non-believers or inactive claimants
to Islam—those many corrupt enemies of the prophet
Mohammed.

Salazar’s analysis is replete with terms drawn from
metaphysics, philosophy, and linguistics, not an easy
read nor one taken on when easily distracted.  The prose,
in what appears an expert translation from the French, is
both pithy and at times fragmented.  That said, for any
student of terrorism, Islam, and the connections we draw
between the two as we watch conflicts raging from Syria
to Afghanistan and attacks from San Bernardino to Paris,
his assessment is rich with food for thought.  It calls on
us to recognize the blinders of our own mindsets and
lexicon, and to ask ourselves how well we understand the
strategy of this new adversarial entrant in the contest of
ideologies, i.e., “Islamism.”
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SPYING THROUGH A GLASS DARKLY:
AMERICAN ESPIONAGE AGAINST THE

SOVIET UNION 1945-1946.
David Alvarez and Eduard Mark.

Lawrence, University Press of Kansas.  2016.
282 pages.

Reviewed by Col (USAF, Ret) William R. Arnold, former
President of both NMIA and NMIF and current Vice
President, NMIF.  Bill is a retired Air Force Office of
Special Investigations officer who completed his 27-year
career as a senior J2 staff officer at Headquarters, U.S.
European Command, in Stuttgart, Germany.

The authors of this extremely well-researched study
claim that this very short period (basically the two
years immediately following World War II and before

the creation of the Central Intelligence Agency) is one of
American espionage that has been mainly ignored by
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historians.  As the title suggests, this is a study of the
transition of American espionage from a war footing
aimed primarily at Germany to peacetime espionage in
support of U.S. intelligence collection priorities in post-
war Europe.  Also, as the title proposes, American
espionage activities focused fairly quickly on the
activities of the Soviet Union to impose communist rule
throughout Europe.  In the Preface, the authors identify
the goal of their research and the book as “an effort to
map” the role of espionage, especially agent operations,
“for the first time by surveying the history of the
Strategic Services Unit and providing details of its
operations in Europe.” (p. xi)

While the research is certainly very detailed, the book is
organized into several different studies that are
geographically and topically focused rather than
chronologically focused.  As a result, the presentation of
information repeats itself from topic to topic or country to
country.  Each chapter, therefore, begins with espionage
activities, principally those of both the U.S. military and
the Office of Strategic Services (OSS) at the close of the
war, and describes how intelligence collection activities
evolved from an aggressive military and OSS collection
system to a more restrained, and frequently less focused,
system.  For example, in Chapter 5, “A Distant Arena,” the
authors look at U.S. attempts to collect intelligence in
Poland, Hungary, and Czechoslovakia, and they start
again with OSS efforts to target these countries, or not,
during the war.  Of note, they conclude that if “the test of
a clandestine intelligence service is its ability to produce
useful information not readily available from other
sources, then OSS and the SSU performed poorly in
Eastern Europe in the first year of peace” and they
“contributed relatively little to the flow of important
information to Washington.” (p. 223)  Again, in Chapter
Six, “The Nearer Shore,” the authors deal with intelligence
collection in France and Italy and, from a chronological
standpoint, restate many of the same difficulties already
addressed earlier in the book.

The central theme that runs through each of the topical
areas addressed is that American espionage activities
were constrained by two factors.  The first was the
disestablishment of the OSS and the debate within the
Truman administration over peacetime intelligence
requirements going forward.  The second was the clamor
for a peace dividend that drove a relentless cut in military
programs and personnel, with military intelligence
programs taking at least their fair share, and sometimes
more, of the cuts in both programs and personnel.  The
authors detail an American intelligence operation that
they rate as among the best at the end of the war, one that
had been virtually built from scratch, and then discuss the
dissolution of these significant intelligence capabilities in

the years immediately following the war.  They spend
some time throughout the study discussing how much of
the mission of the former OSS was passed to the new
Strategic Services Unit (SSU).  The SSU commander, BG
John Magruder, was tasked with two competing missions:
demobilization of personnel while preserving “important
assets and the maintenance of programs that might prove
useful in the future.” (p. 16)  The authors contend, “If
William Donovan was the father of modern American
intelligence, John Magruder was its savior, sheltering the
flame of clandestine operations from the crosswinds of
budget cuts, demobilization, and interdepartmental
politics.” (p. 24)  Both the downsizing and lack of clear
direction from the administration contributed to an
uncertainty regarding appropriate intelligence collection
targets and priorities.  This was exacerbated by the lack of
a strong, coordinated intelligence structure which in turn
led those remaining collection stations and agencies to
decide themselves which targets should be collection
priorities.  Frequently this resulted in collecting against
the easiest targets or those where pre-established
collection sources were already in place.  Furthermore,
despite a few examples to the contrary (e.g., STELLA
POLARIS), intelligence collection focused mainly on
identifying Nazi war criminals and German intelligence
networks and not on the USSR.  Even when the focus did
begin to change in the autumn of 1945, it did so only
slowly.  [Note:  STELLA POLARIS was the codename for
the mass defection of the Finish military intelligence
service in September 1944 and the treasure trove of
intelligence on the Soviet Union it brought with it.]

The authors insist that previous historians had virtually
ignored the important contributions of the SSU in postwar
Europe.  They cite as an example that the most extensive
coverage of Cold War intelligence efforts (Christopher
Andrew’s For the President’s Eyes Only: Secret
Intelligence and the American Presidency from
Washington to Bush) devotes only one sentence to the
SSU.  However, they point out that the value of the SSU
was confirmed by an extensive review conducted by the
Fortier Committee which verified, in March 1946, the
continuing need for the espionage services being carried
out by the SSU.  On the other hand, the Committee also
recommended the SSU be turned over from the War
Department to the Central Intelligence Group.  The
authors also commend the efforts of some of the more
astute SSU station chiefs (e.g., James Angleton in Rome
and Peter Sichel in Berlin) for fully understanding the
obstacles they faced and working to overcome them.
They conclude that, in spite of these obstacles, the SSU
and the remaining communication intercept and code-
breaking assets provided “sufficient information to allow
policy makers to answer with some confidence three
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questions central to an appraisal of Moscow’s
capabilities and possible intentions”:

•    How quickly could the Soviets reconstruct from the
losses of the war and how much did that
reconstruction depend upon economic assistance
from the U.S.?

•    How large and capable a military establishment did
the Soviets intend to maintain in the postwar period?

•   Would Moscow use communist parties as surrogates
to extend its influence beyond its borders and
ensure domination of its neighbors?

While the authors conclude that useful intelligence was
being collected and reported, they also report the
decentralized nature of the Intelligence Community at the
time, along with concerns about protecting the security of
intelligence information, meant that only a small number of
people had access to significant intelligence reports.  The
SSU was an exception to this policy and was much more
liberal in its distribution of reports than other agencies;
however, none seemed to land at the White House.  While
Donovan and the OSS routinely provided both Roosevelt
and Truman with memos, that practice seemed to have been
discontinued once the OSS was disbanded and the remnants
fell under the command of John Magruder.

In most of the topical- or geographic-focused chapters, the
authors also look briefly at U.S. counterintelligence (CI)
operations.  In most cases, CI operations provided useful
information both about current activities in various countries
and the operations of foreign intelligence organizations.
While several countries in Europe, including France,
launched intelligence operations against the U.S., only the
USSR was extremely aggressive and ruthless in its efforts
aimed at American espionage operations, activities that
included kidnapping and murder.

In sum, Alvarez and Mark contend, “What we can say is that
in this period the United States maintained active
clandestine intelligence programs; that after a slow start
these intelligence programs produced for policy makers a
picture of the Soviet Union’s behavior and capabilities that
was largely accurate in the general if not in detail; that the
picture revealed a Soviet Union that was deceptive,
untrustworthy, hostile, and belligerent; and that this picture
was circulated in a timely fashion to those officials
responsible for making American foreign and military
policy.”  In short, the authors argue that American
espionage activities in the early postwar era suggest they
may deserve a more prominent place not only in the history
of American intelligence, but in the history of the origins of
the Cold War.
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SPY LOST:  CAUGHT BETWEEN THE KGB
AND THE FBI.

Kaarlo R. Tuomi.
New York, NY, Enigma.  2014.

184 pages.

Reviewed by (CDR, USNR, Ret) Kevin P. Riehle, an assistant
professor at the National Intelligence University.  He is
completing a doctoral thesis at King’s College London on
Soviet intelligence officer defectors and the insights they
provided into a closed Soviet national security decision-
making process.  He has worked for most of the past 28 years
as a counterintelligence analyst and has written on topics
related both to intelligence and counterintelligence.

Kaarlo Tuomi is one of over 25 KGB and GRU illegals
who defected during the Soviet era.  He was,
however, a reluctant defector, and he maintained to

the end that he remained loyal to his Soviet convictions.
Despite his loyalty, Tuomi felt betrayed by his GRU
handlers, who failed to prepare him for the possibility that
he might fall into the hands of U.S. counterintelligence.
He felt that he was left to his own devices, and that he
had no choice but to cooperate with the FBI and then to
remain in the United States when the Soviet Union made
plans to bring him home.

Tuomi published a Finnish edition of his autobiography in
1984,1 but the English edition did not appear until 2014,
posthumously for Tuomi, who died in 1995.
Unfortunately, the English translation is clumsy and it
would have benefited from a much more thorough edit.  It
has no table of contents and contains numerous unclear
passages with inept English grammar.  John Barron
included a chapter on Tuomi in his 1974 book KGB: The
Secret Work of Soviet Secret Agents,2 and Tuomi’s book
is essentially a repeat of the Barron chapter, prefaced by
material about his childhood and political upbringing
before he was recruited into intelligence.  What is new in
the 2014 book is particular detail about the Finnish
immigrant community in the upper Midwest of the United
States of the early 20th century, along with zeal for
returning to the “Socialist paradise” that gripped the
community after the onset of the Great Depression in
1929.  Tuomi’s family immigrated to Soviet Karelia in 1933
when he was 16 years old, and he made his name as a hard
worker—a Stakhanovite, by his own claim—and a
Communist devotee, even after his father disappeared in
1938 during the Yezhovshchina.

The author was introduced to Soviet counterintelligence
during World War II due to his Finnish language
proficiency.  He served as an MGB (a KGB predecessor)
secret collaborator after the war, and was recruited in 1954
for an “important intelligence task”: to travel to the
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United States as an intelligence illegal.  He was well
suited to be an illegal—he was proficient in both Finnish
and English; he had lived in the United States during his
childhood; and he had displayed a strong loyalty to the
Soviet Union, becoming a full member of the Communist
Party in 1952.  After several years of training, he arrived in
the United States in December 1958 using his real name,
only for the FBI to arrest him almost as soon as he
crossed the border from Canada.  By his account, the FBI
coerced him into becoming a double agent, threatening
either to throw him in jail or to return him to the Soviet
Union as a failed operative.  He claims to have informed
his GRU superiors of his compromise, but they continued
to handle him until 1962, when he received a message that
he would be given home leave in 1963.  He decided at that
time to remain in the United States, despite his three
children, whom he would never see again.

Tuomi drops several prominent names with whom his life
intersected.  He mentioned Taisto and Enni Huuskonen,
Finnish writers who defected to the Soviet Union in 1949.
Tuomi was assigned to monitor because the MGB
assumed they were foreign spies.  They eventually
returned to Finland, and Taisto published a book titled
Laps Suomen,3 which mentions Tuomi.  One of his trainers
was Dmitriy Fedorovich Polyakov, who later volunteered
his services to U.S. intelligence and produced the
highest-ranking U.S. penetration of the GRU, ending his
espionage career only when Aldrich Ames compromised
him in 1985.  Tuomi also names Faina Solasko, the tutor
who helped him perfect his English during illegals
training.  Solasko later went on to translate numerous
Russian books into English for Soviet publishing houses.

Tuomi’s book includes a 23-page introduction by Soviet
intelligence historian John Earl Haynes, which
foreshadows much of what comes later in the book and
could have been half its length.  Nevertheless, Haynes
includes context about the U.S. Intelligence Community’s
speculation surrounding the GRU/KGB’s continued
handling of Tuomi even after he had informed them of his
compromise.  Haynes cites the book Spy Wars for this
context, in which Tennant Bagley claims that Tuomi was
still under KGB control while the FBI was handling him.4

According to Tuomi, Barron pointed out that his name
was on a list of Soviet defectors who had received a death
sentence inside the Soviet Union.  Such lists were
published occasionally as a form of “all-points bulletin”
to inform KGB offices around the world about traitors in
their area of responsibility.  Tuomi may have made this
claim to prove he was a real defector, because active
Soviet intelligence agents’ names were not included on
such lists.  He admitted to having withheld information
from the FBI and giving a false biography initially, but he

writes that he eventually provided all that he knew.
However, Tuomi’s name is conspicuously missing from
the 1969 edition of the list supplied by Armenian KGB
officer Artush Oganesyan when he defected in 1972, and
about which Vladislav Krasnov wrote a detailed analysis
in 1985.5  The absence of Tuomi’s name from the 1969 list,
along with his admission to having retained his Soviet
convictions, may support Bagley’s assertion.

Despite its flaws, the book portrays for the student of
Soviet intelligence history a picture of training for and
handling of Soviet intelligence illegals, consistent with
accounts told by others, like Yevgeniy Khokhlov,
Anatoliy Granovskiy, Yegveniy Brik, and Reino
Häyhänen.  More importantly, it offers a picture of an
individual who was, like other defectors, torn between
loyalty to the Soviet Union and personal survival.  Tuomi
chose the latter.

[Editor’s Note: Despite the somewhat dated publication of
this book, both the reviewer and I feel strongly that it may
be of interest due to the recent renewed prominence of
Russian intelligence activities worldwide.  In addition, it is
a perfect fit with the CI theme of this issue.]

NOTES
1 Kaarlo R. Tuomi, Isanmaattoman Tarina: Amerikansuomalaisen
Vakoojan Muistelmat (Stateless Story: Memoirs of a Finnish-
American Spy) (Helsinki, Finland; Söderström, 1984).
2 John Barron, KGB: The Secret Work of Soviet Secret Agents
(New York: Bantam Books, 1974), pp. 258-305.
3 Taisto Huuskonen, Laps Suomen (Finnish Laps) (Helsinki:
Soderstrom, 1979).  The book refers to Tuomi by the name Rudolf
Saastamoinen; see, for example, pp. 153-154.
4 Tennant H. Bagley, Spy Wars: Moles, Mysteries and Deadly
Games (New Haven, CT: Yale University Press, 2007), pp. 171-
172.
5 Vladislav Krasnov, Soviet Defectors: The KGB Wanted List
(Stanford, CA: Hoover Institution Press, 1985).
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AFTER THE WARS:  INTERNATIONAL
LESSONS FROM THE U.S. WARS IN IRAQ

AND AFGHANISTAN.
John A. Gentry and William Nolte, editors.

Washington, DC, National Intelligence Press of the National
Intelligence University.  2018.

344 pages.

Reviewed by Dr. Russell G. Swenson, who has been
intermittently active in the Intelligence Community since
1966 when he joined the U.S. Air Force Security Service as a
Spanish linguist and operations exploitation specialist.  He
earned a PhD in Geography in 1977, and joined the faculty of
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the then-Defense Intelligence College in 1988.  In full
disclosure, Dr. Swenson directed the then-Joint Military
Intelligence College’s Center for Strategic Intelligence
Research beginning in 1994, plus the institution’s academic
press (now the NI Press) from its founding in 2004 through
2008, when he retired from federal service.

This anthology from the National Intelligence Press
burnishes its nascent reputation as a serious, niche
academic publisher.  Befitting the National Intelligence
University’s mission to assemble, enable, and apply
educational resources with particular attention to
sharpening the perspective and anticipating the needs of
the U.S. Intelligence Community (IC), editors Gentry and
Nolte lead 11 authors in a departure from typical
international relations punditry.  Rather than expecting
contributors to assess from afar what foreign actors may
have learned from their involvement with U.S.-initiated
wars in Iraq and Afghanistan, they urge the authors to
discover operational and strategic lessons encountered
through the lens of ongoing internal debate and policy
development discernible within 11 countries, across three
types of non-governmental organizations and three
relevant insurgent organizations.  Getting inside foreign
thought modes in this way pays dividends that are
particularly realized when a few of the authors draw on
their own career experiences to identify and characterize
foreign intelligence insights drawn independently of
those of the IC.

The editors both have long experience as government
intelligence employees, together with continuing roles in
academic institutions.  Their background and affiliations
combine to jumpstart this collection of essays, as they
have convinced an impressive array of established
authors to re-examine their respective areas of expertise in
a fresh manner.

From Denmark, Peter Viggo Jacobsen explores the
prospects for European involvement in foreign military
operations by analyzing the recent experiences of three
leading European powers; from Germany, Patrick Keller
evaluates that country’s negative operational experiences
in Afghanistan.  From the U.S., Stephen Blank cogently
argues that Russian whole-of-government Information
Operations and Information Warfare, self-taught and
suited to centralized direction, bring a capability greater
than seems possible in the West; Thomas Dowling argues
that Iran continues to leverage its non-Iranian allies in
multi-front confrontation with the Great Satan, but has
also learned to cultivate its cyber warfare capabilities;
K.A. Beyoghlow tracks Turkey’s internal debate about
whether to cooperate with or pull back from U.S. and
NATO initiatives, but concedes that any lessons learned
from that discussion remain obscure; similarly, Stephen

Tankel finds that Pakistani leaders have yet to implement
lessons available from post-9/11 warfare in their region
because those lessons remain too ambiguous; and finally,
David Lai exploits Chinese open sources to produce a
revealing assessment of lessons encountered.  He expects
the country’s regime will have learned to change from
threat-based to capabilities-based security preparedness.
Rounding out these essays, Pauline Baker expresses a
skeptical perspective toward improving non-governmental
organization field efforts in war zones, a skepticism
acquired by NGO officials whose efforts are at times
thwarted or overwhelmed.  None of the contributions is
simply a warmed-over version of an author’s earlier
publications.

In terms of salient insights commensurate with what one
should expect from the NI Press, however, three other
essays stand out for their authors’ reliance on career
experiences that ground their assessments of lessons
learned by foreign actors with regard to their own
respective intelligence enterprises.

First, accomplished NIU professor Michael David draws
on accounts of explicit Japanese lessons learned, together
with personal experiences from his earlier assignments in
Japan, to assert that a chief lesson from its international
deployments is that a whole-of-government approach and
a physical presence, with its concomitant visibility,
outweigh the substantial but less risky provision of
financial support, when both options exist.  Another
essay, by NIU professor Bowman Miller, highlights recent
episodes in U.S. intelligence history that undermine its
credibility as an intelligence partner and that
coincidentally reinforce Japanese learning from its recent
involvement in regional conflicts.  He points out that the
stark clarity of declining trust of intelligence-sharing
partners has implications for Japan.  As Japan expands its
participation in international conflict scenarios, it will
likely act to improve its own, independent intelligence
capabilities.  In consummate fashion, retired U.S. Army
military officer Lawrence E. Cline lays out the intelligence
learning path of three insurgent groups active in the Iraq
and Afghanistan wars.  Each group, he finds, has
determined that cyber and information operations offer
the greatest opportunity to remedy any shortcoming they
may otherwise face in asymmetric conflict operations.

Notably, the various actionable points discovered or
inferred by authors from deep dives into the individual
experience of countries with strong international
involvement, and particularly those in the essays that
focus on foreign intelligence lessons, constitute a
pathway for a proactive U.S. Intelligence Community to
address the critique leveled by then-MG (USA) Michael
Flynn in his well-known Fixing Intel: A Blueprint for
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Making Intelligence Relevant in Afghanistan (Center for
a New American Security, 2010).  Flynn makes the point
that the IC’s capabilities have been misused in the sense
that a focus on current intelligence coverage of insurgent
activities has proved strategically irrelevant to senior
decision-makers.

NI Press editors deserve recognition for producing an
attractive book nearly free of typographic errors.  Reader-
friendly features include colored tabs printed so as to be
visible on the fore-edge as a quick guide to the pages
containing endnotes and the index.  Author biographies
have been placed in the most convenient location
possible for quick access—on the last pages of the book,
after the index.

Given the advisory value of this book, readers can have
hope that the NI Press will continue to live up to the
potential inherent in its unique role and ultimately
increase its production of books and papers that

incorporate strategically usefully insights from other
experienced, but perhaps reticent, faculty members.

[Editor’s Note: Both of the book’s editors are well-known
in intelligence academic circles.  Dr. Gentry taught for
several years at DIA’s Joint Military Intelligence Training
Center and at the National Intelligence University.  He is
now with Georgetown University.  Dr. Nolte was the first
Chancellor of the National Intelligence University system
after it was established in the wake of 9/11 in essentially
virtual form under the Office of the Director of National
Intelligence but before the brick-and-mortar National
Defense Intelligence College was designated by a later
DNI as the sole NIU.  Upon retiring from federal service,
Nolte returned to teach at the University of Maryland at
College Park.]

Please send copies to:
American Intelligence Journal

256 Morris Creek Road
Cullen, Virginia 23934

Submit a book for review!
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