
AMERICAN
INTELLIGENCE
JOURNAL THE MAGAZINE FOR INTELLIGENCE PROFESSIONALS

__NMIA__________________________
Vol. 31, No. 1, 2013

Intelligence/Information Support to Small Unit Operations



Page iAmerican Intelligence Journal Vol 31, No 1

American
Intelligence
Journal

The American Intelligence Journal (AIJ) is published by the National Military Intelligence Association (NMIA),
a non-profit, non-political, professional association supporting American intelligence professionals and the U.S.
Intelligence Community, primarily through educational means.  The Board of Directors is headed by Lieutenant General James A.
Williams (USA, Ret), and the president of NMIA is Colonel Joe Keefe (USAF, Ret).  NMIA membership includes active duty,
retired, former military, and civil service intelligence personnel and U.S. citizens in industry, academia, or other civil pursuits who
are interested in being informed on aspects of intelligence.  For a membership application, see the back page of this Journal.

Authors interested in submitting an article to the Journal are encouraged to send an inquiry – with a short abstract of the text – to
the Editor by e-mail at <aijeditor@nmia.org>.  Articles and inquiries may also be submitted in hard copy to Editor, c/o NMIA, 256
Morris Creek Road, Cullen, Virginia 23934.  Comments, suggestions, and observations on the editorial content of the Journal are
also welcomed.  Questions concerning subscriptions, advertising, and distribution should be directed to the Production Manager
at <admin@nmia.org>.

The American Intelligence Journal is published semi-annually.  Each issue runs 100-200 pages and is distributed to key govern-
ment officials, members of Congress and their staffs, and university professors and libraries, as well as to NMIA members, Journal
subscribers, and contributors.  Contributors include Intelligence Community leaders and professionals as well as academicians
and others with interesting and informative perspectives.

Copyright NMIA.  Reprint and copying by permission only.

THE MAGAZINE FOR INTELLIGENCE PROFESSIONALS

Vol. 31, No. 1 2013                 ISSN 0883-072X

NMIA Board of Directors
LTG (USA, Ret) James A. Williams, CEO

Col (USAF, Ret) Joe Keefe, President
Mr. Antonio Delgado, Jr., Vice President
Mr. Mark Lovingood, Treasurer/Director

Col (USAF, Ret) William Arnold, Awards Director
Brig Gen (USAF, Ret) Scott Bethel, Director

MSgt (USAF, Ret) Thomas B. Brewer, Director
CDR (USNR, Ret) Calland Carnes, Chapters Director

Mr. Joseph Chioda, PMP, Membership Director
RADM (USN, Ret) Tony Cothron, Director
Lt Gen (USAF, Ret) David Deptula, Director

COL (USA, Ret) Jim Edwards, Director
Ms. Jane Flowers, Director

Col (USAFR, Ret) Michael Grebb, Director
COL (USA, Ret) Charles J. Green, Director

COL (USA, Ret) David Hale, Director
COL (USA, Ret) William Halpin, Director

Ms. Tracy Iseler, Director
MG (USA, Ret)  David B. Lacquement, Director

CDR (USNR) Louis Tucker, Director
Ms. Marcy Steinke, Director

COL (USA, Ret) Gerald York, Director

Editor - COL (USA, Ret) William C. Spracher, Ed.D.
Associate Editor - Mr. Kel B. McClanahan, Esq.

Editor Emeritus - Dr. Anthony D. McIvor
Production Manager - Ms. Debra Hamby-Davis

LTG (USA, Ret) Harry E. Soyster, Director Emeritus
RADM (USN, Ret) Rose LeVitre, Director Emeritus

LTG (USA, Ret) Patrick M. Hughes, Director Emeritus

Lt Gen (USAF, Ret) Lincoln D. Faurer, Director Emeritus
COL (USA, Ret) Michael Ferguson, Director Emeritus

MG (USA, Ret) Barbara Fast, Director Emeritus
Dr. Forrest R. Frank, Director Emeritus



Vol 31, No 1 Page ii American Intelligence Journal

N
M
I
A

C
O
R
P
O
R
A
T
E

M
E
M
B
E
R
S

Accenture

American Military University

ANSER, Analytic Services, Inc.

CACI

CGI

Concurrent Technologies Corporation

DynCorp International

Eagle Ray, Inc.

General Dynamics Advanced Information Systems

General Dynamics Information Technology

Henley-Putnam University

Institute of World Politics

Integrity Applications, Inc.

Intelligent Waves, LLC

L-3 Communications

MCR Federal, LLC

Northrop Grumman Information Systems

PARSONS

Pluribus International Corporation

Point Park University

Riverside Research Institute

Science Applications International Corporation, SAIC

SOS International, Ltd.

Sytera, LLC



Page iiiAmerican Intelligence Journal Vol 31, No 1

Table of Contents

AMERICAN INTELLIGENCE JOURNAL

The opinions expressed in these articles are those of the authors alone.  They do not reflect the official position of the U.S.
government, nor that of the National Military Intelligence Association, nor that of the organizations where the authors are
employed.

Editor's Desk ................................................................................................................................................................................. 1

Preparing the Air Operations Center to Leverage the Intelligence, Surveillance, and Reconnaissance Capabilities of Current
and Future Aircraft
by Maj (USAF) Richard G. Vasquez ............................................................................................................................... 3

Transition Planning for the Intelligence Community in Afghanistan:  Adaptive Frameworks Unifying Future Missions,
Enduring Capabilities, and Resource Implications
by Dr. Andrew Trice, Hannah Powell, and William Patchak ........................................................................................ 13

Human Intelligence Operations in ISAF
by Erik D. Jens .............................................................................................................................................................. 21

The Social Context of Clandestine Operations
by Dr. Alf H. Walle ........................................................................................................................................................ 29

Supplementing Shadow’s ISR Capabilities with Longer-Enduring Tactical Unmanned Aerial Systems
by 2LT (USA) Matthew Polek ...................................................................................................................................... 36

Culture for the Masses?  Supporting Small Units with Cultural Intelligence
by Dr./LTC (USA, Ret) Lawrence E. Cline .................................................................................................................... 39

Finishing Strong:  Adjusting Intelligence Practices for the Drawdown in Afghanistan
by MAJ (USA) Michael J. Adamski ............................................................................................................................. 43

Cartel-Extremist Relations:  Increasing Concerns at the U.S.-Mexico Border
by Briguette Carstensen ............................................................................................................................................... 49

The Shock of ‘First Lightning’:  An Intelligence Failure?
by Bill Streifer and Irek Sabitov .................................................................................................................................... 54

A Failure of Imagination in the U.S. Intelligence Community
by David R. Hoover ...................................................................................................................................................... 59

Government Draws upon the National Language Service Corps for Foreign Language Skills
by Wanda Penn ............................................................................................................................................................ 72

Cyber Joint Munitions Effectiveness Manual (JMEM)
by Dr. Mark A. Gallagher and Dr. (LT, USNR) Michael C. Horta .................................................................................. 73

Cyber Warfare:  A Misrepresentation of the True Cyber Threat
by Troy E. Smith ........................................................................................................................................................... 82

Fixing Intelligence:  Reforming the Defense Intelligence Enterprise for Better Analysis
by Welton Chang ......................................................................................................................................................... 86

A Lack of Process:  Why the Intelligence Community Finds It Difficult to Assess Military Threat
by John J. Robb ............................................................................................................................................................ 91



Vol 31, No 1 Page iv American Intelligence Journal

Assessing Foreign Intelligence Threats
by CDR (USNR) Kevin P. Riehle .................................................................................................................................. 96

Dark Networks and the Missing Link Inference Problem
by Dr. Thomas F. Litant .............................................................................................................................................. 102

Integrating ISR with Small Unit Operations:  An Airman’s Perspective
by Maj (USAF) Robert D. Folker, Jr. ........................................................................................................................... 116

Profiles in Intelligence series...

Colonel General Ludwig Beck:  Conspirator
by Dr. Kenneth J. Campbell ........................................................................................................................................ 123

In My View...

Drones:  The Psychological and Cultural Effects of Gaming/Kill Operations in the Future of War
by A.P. Mathew .......................................................................................................................................................... 130

NMIA Bookshelf

Philip H.J. Davies’ Intelligence and Government in Britain and the United States:  A Comparative Perspective
reviewed by Judith Boyd ........................................................................................................................................... 134

Tony Schwalm’s The Guerrilla Factory:  The Making of Special Forces Officers, the Green Berets
reviewed by LTC (USA) Alexander D. Stephenson ................................................................................................... 135

Fawaz A. Gerges’ The Rise and Fall of Al-Qaeda
reviewed by William S. Combes ................................................................................................................................. 136

David M. Barrett and Max Holland’s Blind Over Cuba:  The Photo Gap and the Missile Crisis
reviewed by Joseph W. Caddell ................................................................................................................................. 137

Vali Nasr’s The Dispensable Nation:  American Foreign Policy in Retreat
reviewed by LTC (USA) Joseph Becker ..................................................................................................................... 139

Glenmore S. Trenear-Harvey’s Historical Dictionary of Atomic Espionage
reviewed by CDR (USNR, Ret) Calland Carnes .......................................................................................................... 140

Review Essay
GEN (USA, Ret) Stanley A. McChrystal’s My Share of the Task:  A Memoir
Michael R. Gordon and Bernard E. Trainor’s The Endgame:  The Inside Story of the Struggle for Iraq, from George W. Bush

to Barack Obama
Peter L. Bergen’s The Longest War:  The Enduring Conflict Between America and Al Qaeda

reviewed by Christopher N. Bailey ............................................................................................................................ 142

Table of Contents (Continued)

AMERICAN INTELLIGENCE JOURNAL

The opinions expressed in these articles are those of the authors alone.  They do not reflect the official position of the U.S.
government, nor that of the National Military Intelligence Association, nor that of the organizations where the authors are
employed.



American Intelligence Journal Page 1 Vol 31, No 1

Welcome to the Spring 2013 issue of American
Intelligence Journal.  No, that’s not a typo.  This
issue is admittedly very late, in part due to the last

issue being somewhat late too.  We at AIJ appreciate your
patience and understanding of the many competing demands
on our time.  However, we would like to think in terms of an
“eternal spring” in the intelligence business; hence, we’re never
really late, just selective in the timing of our dissemination!

The overall focus of this issue is “Intelligence/Information
Support to Small Unit Operations,” and it was selected by the
NMIA Board of Directors to expound in more depth on the
theme of our Fall 2011 National Intelligence Symposium.  The
keynote speakers for that 2-day event were then-MG (USA)
Mike Flynn, fresh back from serving as ISAF J2 in Afghanistan
and preparing for a position as Deputy DNI for Partner
Engagement (prior to taking over DIA in July 2012), and then-
BG (USA) Gregg Potter, at the time Commander of the U.S.
Army Intelligence Center of Excellence at Fort Huachuca but
later deployed to Afghanistan himself in a key role.  The
purpose of that forum was to explore the ways strategic
intelligence—and not just finished intelligence but also
actionable unprocessed information—could be used to support
the “little guy,” both in the military arena and in the civilian
world at the state, local, and tribal levels.

The NIF examined the merging of high-level military intelligence
and lower-level homeland security/law enforcement information
for the protection of U.S. personnel in all walks of life.  Just as
important as the intelligence provided by the national-level
Intelligence Community to the White House and other top
policymaking entities is the information used by first
responders to protect regular citizens.  Training is critical at the
small-unit level, which was the piece filled in by now-MG Potter
and representatives from such organizations as FEMA, USAID,
DTRA, the Marine Corps, the Coast Guard, the Army National
Guard, and various institutes responsible for training in peace
operations.  Without a doubt, such functions as humanitarian
assistance, disaster relief, law enforcement, fire, emergency
medical services, and search and rescue operate in small tactical
teams that must perform many functions and require
comparable support from intelligence/information organizations,
often without the benefit of high-level security clearances or the
ability to process huge amounts of data requiring extensive
bandwidth.  Creating situational awareness, fostering teamwork,
and capturing lessons learned are key.

To quote from the announcement of the November-December
2011 NIF which examined this theme:  “Small units are the
foundation of all direct actions conducted by military, law
enforcement, public safety, intelligence community COIs
[communities of interest], and disaster management
organizations.  These units must effectively and quickly
observe, acquire, and process information and intelligence to
determine their specific situations, establish a common
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operating picture within and among their units and their
command and control hierarchies.  They must apply information
and intelligence to find and fix their ‘targets’ and engage or
prosecute them.  Finally, they must create and report
information for peers and superiors as they complete missions,
recover, reconstitute, and prepare for the next engagement.  All
this has to happen, appropriately for what they diagnose the
situation to be, in very ambiguous and complex circumstances,
with the circumstances rapidly developing and evolving,
without bias, in the face of never-before-seen combinations of
phenomena with agility and thoughtfulness. . . As we look at
the evolution of small unit operations across the entire
spectrum of engagements, we perceive large changes in
requirements for, as well as capabilities of, small units to collect,
process, and use information and intelligence to be more
efficient and effective in their operations.  We believe small unit
activities have evolved, as they must in asymmetric warfare, to
adapt to the needs of the situations, and have gotten ahead of
doctrine and our ability to institutionalize approaches, mental
models, and learnings.  We also perceive that small units can
make increasingly large contributions of information and
intelligence to the larger enterprises.”

We had hoped that many of the speakers/panelists at that
event would turn their presentations into prose.  To a limited
degree that happened.  However, most of the submissions to
this issue of AIJ arrived after the fact and add to the body of
knowledge already acquired.  We begin this issue, as we like to
do whenever possible, with an NMIA award-winning paper.
Air Force Maj Richard Vasquez received the 2012 writing award
at the Air Command and Staff College for his “Preparing the Air
Operations Center to Leverage the Intelligence, Surveillance,
and Reconnaissance Capabilities of Current and Future
Aircraft.”  Other articles which examine the intelligence
requirements of Operation ENDURING FREEDOM in
Afghanistan include “HUMINT Intelligence Operations in
ISAF,” written by Erik Jens, a repeat AIJ author and NIU faculty
member recently returned from a rotation to the Naval
Postgraduate School (NPS), who has made multiple
deployments to that troubled country in support of DIA, and
“Transition Planning for the Intelligence Community in
Afghanistan:  Adaptive Frameworks Unifying Future Missions,
Enduring Capabilities, and Resource Implications,” by a group
of ODNI officials and contractors, Andrew Trice, Hannah
Powell, and William Patchak.  Also looking to the future, Army
MAJ Mike Adamski, another repeat AIJ author, draws upon his
own recent deployment experience in “Finishing Strong:
Adjusting Intelligence Practices for the Drawdown in
Afghanistan.”  Moving to the book review section of this issue,
the reader will find a stimulating review essay looking at the
memoirs of an icon of that conflict, GEN (USA, Ret) Stanley
McChrystal, and bouncing those insightful views off those
from two other books, one about the U.S. effort in Iraq and the
other dealing with the U.S.’s seemingly interminable quest to
eradicate al Qaeda.
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This issue also showcases a piece on tactical intelligence, and
UAVs in particular, by one of General Potter’s young students
at Huachuca.  2LT (USA) Matthew Polak, a UAV operator and
recent graduate of the Van Deman Program at the MI Officer
Basic Course, writes about the Shadow’s ISR capabilities when
compared with other UAV systems.  A thinkpiece in the “In My
View” section also looks at the increasingly controversial drone
program, which is making news as the Obama administration
continues to prosecute it with vigor.  Of course, using UAVs/
drones for data collection is a bit different from using them for
targeting terrorists.  Former Marine Alex Mathew opines about
the psychological and cultural effects of kill operations in future
warfare.  Somewhat related to Maj Vasquez’s article mentioned
earlier, another Air Force pilot talks about ISR not just
supporting small unit operations but also being operations.
This incisive essay, which heavily references one of our very
own NMIA board members, Lt Gen (Ret) Dave Deptula, is
written by another repeat author, Air Force Maj Rob Folker.

With the continuing revelations by fugitive Edward Snowden
of extensive NSA surveillance activities, it is fitting to follow up
previous AIJ issues that focused on the themes of “Cyber
Security and Operations” and “Counterintelligence, Information
Assurance, and Operations Security” with additional cyber-
related articles.  One of my former NIU students, LT (USNR)
Michael Horta, has teamed with an Air Staff official, Dr. Mark
Gallagher, to develop the “Cyber Joint Munitions Effectiveness
Manual (JMEM),” with an article about that critical effort
shared between this journal and a more specialized, technical
publication.  With cyber always at the forefront of current threat
concerns, Thomas Litant of Mitre Corporation peers into “Dark
Networks and the Missing Link Inference Problem,” while
graduate student Troy Smith, a native of the small Caribbean
nation Trinidad and Tobago, examines cyber warfare and
explains why it misrepresents the true cyber threat.  Another
recurring area of interest for AIJ, the clandestine arena, is
discussed by UTEP professor Alf Walle in “The Social Context
of Clandestine Operations.”

Intelligence analysis and assessments receive coverage in this
issue in a handful of provocative articles.  Defense analyst and
repeat author Welton Chang, who up until recently served in
the Army Reserve, offers some suggestions for fixing
intelligence by reforming the enterprise for better analysis.
NASIC analyst John Robb laments “A Lack of Process:  Why
the Intelligence Community Finds It Difficult to Assess Military
Threat,” while Naval Reserve CDR Kevin Riehle of NIU’s
Reserves Program faculty holds forth on “Assessing Foreign
Intelligence Threats.”  Similarly, independent author David
Hoover rues “A Failure of Imagination in the U.S. Intelligence
Community.”  Of course, language expertise is essential for
analysts, attaches, and other practitioners of cultural
intelligence.  Wanda Penn of the Defense Language and
National Security Education Office reveals that the federal
government is looking for volunteers for its National Language
Service Corps.

To follow up our recent issue of AIJ on “Cultural Intelligence
and Regional Issues,” AMU graduate student Briguette
Carstensen discusses a close-in part of the world neglected
by that issue, which boasted at least one article on every
region except Latin America, this editor’s first love and
scene of most of his FAO exploits.  She examines in detail
“Cartel-Extremist Relations:  Increasing Concerns at the U.S.-
Mexico Border,” one of the most dangerous areas in the
hemisphere right now.  Lawrence Cline of the Center for
Civil-Military Operations at NPS does a wonderful job
applying cultural intelligence to the theme of this issue of
AIJ in “Culture for the Masses?  Supporting Small Units with
Cultural Intelligence.”  Intelligence historian and repeat AIJ
contributor Bill Streifer joins with a Russian colleague in
examining the development of the Soviet atomic bomb in
“The Shock of First Lightning:  An Intelligence Failure?”  As
has become a custom with the Journal in recent years, we
are proud to present another fascinating essay by
intelligence historian Ken Campbell regarding a prominent
German World War II official, Ludwig Beck.

To whet your desire to write more, I would urge you to
consider submitting a manuscript for future installments of
AIJ.  The next issue, already closed out and undergoing final
copy-editing, will examine the state of “Intelligence
Education and Training,” hopefully building on the 1-day
workshop jointly sponsored in November 2012 by the local
chapters of NMIA and IAFIE.  The theme for the Spring 2014
issue will relate to that of the Fall 2013 NIF, which in part
discovered the exciting new world of “Identity Intelligence.”
However, this issue will broaden the scope a bit more and
delve into “New Paradigms of Intelligence Analysis.”
Looking ahead to the Fall 2014 issue, and trying not to fall
behind again, we are strongly considering a theme that is a
staple of intelligence historians and also pertains to a very
popular certificate program at NIU, “Denial and Deception.”
Naturally, as I have preached before, your topic does not
have to match closely any of these announced themes, but
your chances of having your work included in the Journal
are better if it does.  Thank you for your support of this
publication in the past; we anticipate you will continue to
enjoy its offerings in the future.  To make it even better, we
need your help and would like to see your byline included!
If interested in submitting a manuscript, please contact me at
AIJEditor@nmia.org, or my cohort in crime, Kel
McClanahan, at AIJ.Associate.Editor@nmia.org.

Bill Spracher
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Preparing the Air Operations Center to Leverage the
Intelligence, Surveillance, and Reconnaissance

Capabilities of Current and Future Aircraft

by Maj (USAF) Richard G. Vasquez

ABSTRACT

The history of air power began when the French Army
realized it could use air balloons to generate its own
synthetic “high ground.”  Access to the third

dimension permitted increased battlefield clarity and thus
helped commanders make maneuver adjustments to gain an
advantage over the enemy.  With the development of
aircraft, the emphasis on using the third dimension for
observation fell victim to the aircraft’s ability to act as its
own kinetic maneuver arm.  The emphasis placed on the
aircraft’s kinetic capabilities helped justify a separate service
but it also created a cultural rift between those charged to
provide battlefield clarity (Intelligence, Surveillance, and
Reconnaissance, or ISR) and those charged to employ the
aircraft’s kinetic potential (Operations).

This rift between ISR and Operations lasted through the last
decade and recently began to close due to mission
requirements, resource constraints, and advanced
technology that dictated the two mission sets recombine.
Today, multi-role Remotely Piloted Aircraft (RPAs) and ISR-
capable fighters can accomplish both missions on a single
sortie.  However, antiquated Air Operations Center (AOC)
processes and cultural inertia that supports the continued
separation of ISR and Operations prevent such efficiencies.
This article explains how the continued separation of ISR
and Operations will be untenable in future conflicts and thus
the AOC must adopt processes which encourage ISR and
Operations integration versus the current processes which
encourage ISR and Operations deconfliction.

HISTORY

The history of air power began when the French Army
utilized manned air balloons to perform
reconnaissance missions against Austrian forces at

the Battle of Fleurus in 1794.  Almost one hundred years
later, during the Civil War in the U.S., the Union advanced
the capabilities of the balloon by developing a technique for
the observer in the balloon to signal his observations to
ground commanders in real time using the telegraph.  Using
this technique, the observers were able to direct artillery fire

onto Confederate encampments.1  This ability to use the
third dimension to provide battlefield clarity and targeting
information was the precursor to what we now refer to as
Intelligence, Surveillance, and Reconnaissance (ISR).

Over time, air power’s ability to provide battlefield clarity
was minimized in order to advance desires for an air service
separate from, but equal to, the Army and the Navy.
Assistant Secretary of War Henry S. Breckenridge argued
that air power’s utility as “just another way to observe,
communicate, and perform reconnaissance” dictated
aviation’s continued relegation as a complement to the
Army.2  This popular sentiment in 1913 forced enthusiasts to
emphasize air power’s kinetic potential over its utility for
observation and reconnaissance.  The unintended effect of
emphasizing air power’s kinetic potential over its
observation merits was a bifurcation between the two
mission sets with a clear emphasis on one over the other.

...the development of the ISR mission set
always took a back seat to kinetic operations.

The emphasis of air power’s kinetic potential (Operations)
over ISR and the advancement of their bifurcation is evident
throughout the short history of the Army Air Corps (AAC)
and the United States Air Force (USAF) beginning in World
War II.  First, the AAC established the Army Corps Tactical
School in 1920 committed to advancing the role of strategic
bombardment “with little thought given to…reconnaissance.”3

Additionally, that war also saw the emergence of Tactical
Reconnaissance Squadrons and Photo-Reconnaissance
Wings and Groups.4  This functional separation between
reconnaissance units and their bomber/fighter sister units
helped split ISR from operations, setting in motion a chasm
that is apparent today.

Despite lessons from World War II, Korea, and Vietnam
regarding the importance of ISR to both ground and air
efforts, the development of the ISR mission set always took
a back seat to kinetic operations.  To validate this claim, one
need only look at the lack of attention given to the ISR
mission during the late 1970s and 1980s.  During this time,
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the USAF went through a period of introspection based on
lessons it had observed during the Vietnam War.  From its
analysis of the war, the USAF developed multiple training
exercises and schoolhouses dedicated to sharpening the
USAF’s cutting edge.  Examples include the creation of RED
FLAG and the Air Warrior Close Air Support (CAS) exercise.
None of these programs or exercises, at least at their
inception, dedicated any significant portions of their syllabi
to the ISR mission set.  Despite the obvious need for and
utility of ISR, the USAF dedicated very little effort toward
advancing the mission up until the current conflicts.

The past ten years have seen an exponential rise in the
importance of the ISR mission.  The importance and demand
for ISR is due in large part to advancements in the Tasking,
Collection, Processing, Exploitation, and Dissemination
(TCPED) cycle.  Commanders now receive analyzed
intelligence collected by surveillance and reconnaissance
aircraft in near-real-time (NRT).  This NRT capability,
coupled with the intelligence-driven nature of
counterinsurgency (COIN), forced the reemergence and
reemphasis of ISR as a key mission set of the USAF.  The
current Air Combat Command Strategic Plan reflects this
reemphasis by stating that ISR will continue to be one of the
USAF’s unique and enduring contributions toward national
defense.5

As the importance of ISR increased, the chasm between ISR
and Operations closed significantly, giving rise to such
mantras as “ISR is Operations.”  While this perspective may
be gaining ground, the historic subordination of ISR as a
mission set generated accepted practices of presenting and
employing air forces that are sub-optimized to take
advantage of ISR’s capability and account for its
importance.  The embodiment of how the USAF presents
and employs forces is the Air Operations Center (AOC).
Thus, because the current AOC weapons system was
developed during a period of ISR and Operations
bifurcation, accepted practices at the AOC must be modified
to better integrate ISR and Operations to efficiently leverage
all ISR capability of current and future aircraft.

The AOC evolved over many years to complement changing
air power doctrine.  The beginnings of the AOC are seen in
World War II with the development of the Tactical Control
Centers (TCCs).  The TCCs served as the primary command
and control (C2) nodes for tactical air forces supporting
ground forces in the European theater.6  However, it is
important to note that the U.S. and Royal Air Forces’ aircraft
supporting the Combined Bomber Offensive did not take
direction from the TCCs as they fell under a separate chain
of command.  The TCC C2 entity existed through the Korean
War, in which all air assets were led by the Far East Air
Forces (FEAF) commander, Lieutenant General George E.
Stratemeyer.7  However, limited coordination between Navy

and Marine aviation elements stymied the success of the
centralized command structure.  By the time Vietnam began,
the U.S. military still lacked a viable C2 entity to control all air
power in theater.  The result was three separate
organizations responsible for planning and executing air
operations in Southeast Asia.8  Vietnam ended without a
clearly defined C2 node dedicated to planning and executing
a theater air war with a single air component commander.

The new way of employing air power ... did
not fit the way for which war had been
planned during the 1980s under the Air
Land Battle Doctrine.

The failure to develop a viable C2 entity to control all theater
air forces proved to be an issue during Operation DESERT
STORM.  While the military finally acknowledged the
requirement that a single airman should control all air forces,
the TCC system which evolved slightly from Vietnam was
sub-optimized for its new role as a theater Air Operations
Center.  The new way of employing air power, championed
by Lt Col John A. Warden, did not fit the way for which war
had been planned during the 1980s under the Air Land Battle
Doctrine.  Despite the issues, the AOC was able to overcome
the problems and successfully execute the air war.9

The AOC’s history proves its adaptability and thus its
elasticity.  In fact, the AOC has changed significantly since
the conclusion of DESERT STORM, becoming a fully
functioning “weapons system” tailored to meet the air power
needs of Joint Force Commanders (JFC).  Currently there are
13 operational AOCs specifically tailored to meet their JFCs’
needs, making each AOC idiosyncratic.10  The tailorable
nature of the AOC weapons system has proven particularly
significant over the past ten years in the U.S. Central
Command (CENTCOM) Area of Operations (AOR).  The
AOC processes at Al Udeid, Qatar, morphed to prosecute
irregular wars in Iraq and Afghanistan.  However, the nature
of the fight and the importance placed on ISR in Iraq and
Afghanistan highlighted several accepted AOC practices
germane to all AOCs, which encourage Operations and ISR
deconfliction versus Operations and ISR integration.  First,
there is no mechanism built into the Master Air Attack Plan
(MAAP) development process that forces a daily discussion
on whether or not multi-role aircraft with ISR capabilities
should be designated for ISR primary missions.  Second,
there is no doctrinal mechanism to prompt the Combat Plans
Division (CPD) Chiefs to recommend the Joint Forces Air
Combat Commander (JFACC) allocate multi-role aircraft to
ISR primary missions.  Finally, there is no doctrinal
mechanism which prompts MAAP planners to utilize aircraft
with ISR capabilities in an ISR swing role.
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THE PRESENT AND THE FUTURE

While the current AOC processes and their shortfalls
worked for past conflicts, the information-centric
nature of future warfare, coupled with future

reduced resources and expanded capabilities, demands the
above mechanisms be added to the AOC’s Air Tasking
Order (ATO) cycle.  The late 1990s generated academic
discussion regarding the so-called “Revolution in Military
Affairs” (RMA).  The predominant ideas behind RMA were
the emergence of Network-Centric Warfare (NCW) and 4th

Generation Warfare (4GW).  NCW is defined as “an
information superiority-enabled concept of operations that
generates increased combat power by networking sensors,
decision makers, and shooters to achieve shared awareness,
increased speed of command, higher tempo of operations,
greater lethality, increased survivability, and a degree of self
synchronization.”1  On the other hand, 4GW is defined as an
“evolved form of insurgency that employs all available
networks—political, economic, social, and military—to
convince an opponent’s decision makers that their strategic
goals are either unachievable or too costly.”2

The common thread between both of these theories is the
importance of leveraging information superiority to
overcome one’s enemy.  The force that can collect,
synthesize, and act more quickly than the other is more likely
to win in a conflict.  Colonel John Boyd understood this
concept and its application and used it to develop his
“OODA loop” theory.  OODA stands for Observe, Orient,
Decide, and Act.  Boyd felt that information superiority
offered a decisive advantage to a force because it allowed a

Figure 1. OODA Loop

more rapid and accurate completion of the OODA loop, or
commander’s decision cycle.3  Unfortunately, the AOC
processes instituted to help Air Component Commanders
Orient, Decide, and Act with their air forces did not evolve
concurrently with the increased capability and methods now
available to Observe.

Regardless of one’s opinions about NCW or 4GW, the basic
premise that information is of greater importance in warfare
in the 21st century is undisputed.  In a world of asymmetric
warfare and precision guided munitions, the better one’s
information, the better one’s chances for victory.  USAF
leaders have grasped this concept and are looking to shape
the future USAF force in a manner that recognizes the
importance of Operations, ISR, and their required integration.
The first example of this transition has been the increased
use and fielding of the Predator remotely piloted aircraft
(RPA).  When the U.S. invaded Iraq in 2003, the USAF was
able to field between four and five Predator Combat Air
Patrols (CAPs) to provide constant monitoring of the
battlespace through the phenomenon of Full Motion Video
(FMV).1  FMV capability has grown exponentially in the past
ten years to the point where, by the end of FY14, the USAF
will be operating 65 RPA CAPs.2  While most of these newly
fielded assets have the capability for FMV, many are also
equipped with additional sensor packages to collect signals
intelligence (SIGINT).3

The last ten years of fighting a COIN war generated creative
ways of utilizing air power for ISR.  The most influential
creation, and the one which will have the most impact on the
future of the USAF, is the melding of the kinetic weapon
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with ISR sensors.  The first successful combination of the
two took place in August 2000 when an RQ-1 Predator was
modified to shoot Hellfire-C missiles.4  Since then, all RQ-1
Predators have been replaced by their Hellfire- shooting
cousin, the MQ-1.  Additionally, after recognizing the merits
of having ISR platforms with teeth, the USAF purchased the
more advanced and capable MQ-9 Reaper, which boasts a
combat load-out comparable to an F-16.

Another technological development that ran parallel and
enabled the development of the multi-role RPAs was the
USAF’s Remote Split Operations (RSO) and Distributed
Common Ground System (DCGS) communications
architecture.  The RSO architecture enables RPAs to be
flown by pilots located in the U.S. via a satellite
communications downlink.  Additionally, the DCGS
architecture permits the surveillance and reconnaissance
information collected by those same RPAs to be analyzed
and turned into intelligence.  Large groups of analysts
located thousands of miles away monitor, analyze, and
disseminate the collected surveillance and reconnaissance
data via the same DCGS architecture.5  The benefits to
executing the missions in this manner are tremendous, as
they reduce the manning and equipment footprint which
must be deployed and maintained in-theater.

RPAs as shooters and collectors, coupled with DCGS and
RSO architectures, seem to be the prescribed method for
waging war in an era in which information superiority is key.

Figure 2.  Air Force RPA Acquisition Timeline

USAF leaders recognize the utility of the current architecture
and intend on expanding it.  In 2009 then- USAF Deputy
Chief of Staff for ISR, Lieutenant General David A. Deptula,
authored the Unmanned Aircraft Systems (UAS) Flight
Plan, which sought to map out the USAF’s future
acquisition of UASs through 2047.6  His vision was the
catalyst and bedrock for the new RPA Vector: Vision and
Enabling Concepts 2012-37, promulgated by the Secretary
of the Air Force and the Air Force Chief of Staff at the end of
FY12.

(Editor’s Note:  The now-retired Lt Gen Deptula is a highly
valued member of the NMIA Board of Directors.)

The RPA Vector essentially mirrors Lt Gen Deptula’s UAS
Flight Plan with modifications to account for fiscal
constraints and the increasing Asia-Pacific and Middle East
focus.  The future USAF force structure will include a host
of multiple UASs grouped into five different categories.  The
first three categories will be comprised of the smaller, more
tactical UASs including the Scan Eagle and the RQ-7
Shadow.  Categories four and five will include those larger
UASs such as the RQ-4 Global Hawk, MQ-1 Predator, and
the MQ-9 Reaper.  Whereas all of the UASs may have niche
capabilities for a theater commander, the primary categories
which will be tasked at the operational level will be four and
five.  According to the RPA Vector, these systems will
eventually be modular, open architecture, and networked;
will be built around a common core airframe; and will
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demonstrate some autonomous behaviors.  These aircraft
can be tailored with capabilities shaped to the mission needs
of the supported commander and allocated as needed
throughout the theaters.1

As shown in Figure 2, RPAs will be a staple in the future of
the USAF for both kinetic and ISR-related missions.  Despite
the emphasis on RPAs, the USAF still plans on developing
manned aircraft to fulfill a variety of roles.  Based on the ISR
capabilities built in to the latest fighters (F-22 and F-35) and
future fiscal constraints, we can expect that most future
manned aircraft will also have built-in ISR capability.  The
aggregate effect is that the majority of aircraft flying as part
of the U.S.’s air forces, to include sister service aircraft, will
have an intelligence collection capability which must be
leveraged.  This was the primary argument made by Lt Gen
Deptula when he stated, “The F-35s, and for that matter the
F-22s currently in the Air Force fleet, ‘need to be thought of
not just as fighters, but as integrated flying ISR sensor
nodes with an additional capability to engage adversaries if
necessary’.”2

The planned modular and multi-role nature of future RPAs,
coupled with the increased ISR capability of the Air Force’s
future fixed-wing aircraft, suggests that technology and
resource constraints will force Operations and ISR
integration.  Thus, it is imperative that the USAF ensure the
AOC weapons system and its processes mature to optimize
the smaller but more mission-agile U.S. air forces.  The first
step in making the necessary changes to the AOC processes
is to adjust Air Force culture to reflect “ISR is Ops” instead
of “ISR versus Ops.”

The past decades of accepted ISR and Operations
bifurcation unfortunately created a culture that discouraged
their integration.  This cultural hump is best exhibited by the
aviator’s aversion to the Non-Traditional ISR (NTISR)
mission which emerged during Operation ENDURING
FREEDOM (OEF) and Operation IRAQI FREEDOM (OIF).
First, NTISR is “the concept of employing a sensor not
primarily used for ISR as part of an integrated collection
plan, developed at the operational level, for preplanned, on-
call, ad hoc, and/or opportune collection.”3  While the
concept is as old as air power itself, Air Force culture
prioritized kinetics over ISR to the point where the Air Force
had “completely disconnected aircraft from battlefield
situational awareness.”4  Lt Col Lewis Hill, a retired Air Force
pilot and OIF veteran, summed up the attitude of many
aviators regarding NTISR:  “Thinking about what’s on the
ground and collecting intelligence was not a mainstream
topic at the O’Club.”  Additionally, he writes regarding his
OIF NTISR experience, “For Airmen it (NTISR) was a big
lesson. Lots of things went against our nature. We didn’t
blow up bridges, we looked under them…It was new stuff to
us.”5

The cultural aversion to NTISR during OIF and OEF
subsided around 2006 and 2007 when articles emerged
espousing the contributions made by the Air Force to the
COIN fight through NTISR.6  Despite the apparent
acceptance of the NTISR mission, many aviators continued
to argue against it because it reduced pilot proficiency in
their traditional missions, lowered overall combat
proficiency, and advanced the aging of the U.S.’s aircraft
fleet.7  These arguments provide some of the reasoning
behind why a few combatant commanders mandate that
multi-role RPAs be exclusively tasked for ISR primary
missions.  The idea is that if multi-role RPAs execute all the
ISR missions then manned fighter aircraft will forego wear
and tear associated with those missions.  While this decision
reflects the increased importance of ISR in the minds of
commanders, it also demonstrates there still is a bifurcation
between ISR and Operations.  Despite multi-role RPAs’ dual
role capability, the AOC only treats aircraft and their
capabilities in terms of either Operations or ISR and rarely (if
ever) attempts to meld the two.  While this decision may
save flight hours on fixed-wing aircraft and increase pilot
proficiency in their “traditional” missions, it also
discourages Operations and ISR integration in favor of
Operations and ISR deconfliction.

While the consequences of a combatant commander’s
decision to use multi-role RPAs solely for ISR missions may
stunt ISR and Operations integration at the AOC, the
impetus of the decision shows that the Air Force culture is
changing.  Senior Air Force officers accept the complete
secession of multi-role assets to ISR primary roles to meet
mission requirements. This complete shift in thinking must
be followed up with doctrinal adjustments to advance ISR
and Operations integration for the future.

As discussed above, the first adjustment must be the
insertion of a doctrinal mechanism into the MAAP
development process, which forces a daily discussion on
whether or not fighter aircraft with ISR capabilities should be
designated for ISR primary missions.  While this seems like
an easy task, certain prerequisites are necessary to advance
this daily discussion.  The first prerequisite is that ISR
collection managers must prioritize their “targets” on their
Joint Integrated Prioritized Collection List (JIPCL) in the
same manner their Operations brethren prioritize targets on
the Joint Integrated Prioritized Target List (JIPTL).  The
second prerequisite is that future CPD members must be
taught to think of multi-role RPAs and fighters as Lt Gen
Deptula suggested:  “Integrated flying ISR sensor nodes
with an additional capability to engage adversaries if
necessary.”8

The current process for developing the JIPCL and the JIPTL
reflects the bifurcation of ISR and Operations in the AOC
since both processes occur with minimal integration.  The
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JIPTL is the traditional list of targets selected for destruction
or effect via kinetic or non-kinetic means, while the JIPCL is a
list of targets identified and prioritized for intelligence
collection.  Development and prioritization of the JIPTL
targets occurs in the Combat Plans Division (CPD) of the
AOC by the Targeting Effects Team (TET).  JIPTL
prioritization is based on the guidance and intent the JFACC
provides to the CPD via the Air Operations Directive (AOD).
Using a strategy-to-task methodology, each target is linked
to a tactical task which is tied to an operational task, and
linked to a JFACC operational objective.  The targets are
then prioritized based on the priority of the tactical tasks
with which they are associated to create the JIPTL.  The final
JIPTL is eventually blessed by the JFC at the Joint Targeting
Coordination Board and sent to the MAAP team.  The
MAAP team takes the targets from the JIPTL and tasks them
for attack based on available weapons and available aircraft.9

The JIPCL, on the other hand, is generated separately from
the JIPTL in the AOC’s Intelligence, Surveillance, and
Reconnaissance Division (ISRD).  The JIPCL is a
consolidation of all service component intelligence
requirements prioritized according to the JFC’s objectives
and his Prioritized Intelligence Requirements (PIRs).  The
collection requirements and their respective priorities are
approved by the JFC or his designated representative
(usually the J2) at the Joint Collection Management Board
(JCMB) meeting.  Once approved, members of the ISR
Operations Team in the ISRD schedule the JIPCL “targets”
for collection by national, theater, and component ISR
assets.10

While doctrine states that the processes for the
development of both lists encourages integration, the truth
is that the two lists only integrate when targets on the JIPTL
require pre-strike and post-strike imagery for mission
planning and battle damage assessment (BDA).11

This minimal integration between the two lists perpetuates
ISR and Operations deconfliction, which ultimately retards
satisfaction of JFC and JFACC objectives.  The most recent
example of this phenomenon occurred during Operation
ODYSSEY DAWN (OOD).

OOD was executed to support United Nations Security
Council Resolution 1973, which levied a no-fly zone over
Libyan airspace to protect anti-Gaddafi militias from pro-
Gaddafi forces.  The rapidity with which the operation was
planned and executed created many impediments to mission
accomplishment, to include a purported dearth of ISR.  A
Joint Staff analysis of the operation concluded that
“protecting civilians through air and sea operations would
have been better enabled by improving ground perspectives,
persistent ISR, and a more robust dynamic targeting
capability.”12  The purported dearth of persistent ISR assets
initially reduced the JFACC’s ability to conduct Intelligence

Preparation of the Operational Environment (IPOE) prior to
and during the initial phases of the operation, “making it
difficult to build the necessary pattern of life required to
maintain momentum concurrently in several areas.”13

While these conclusions regarding the impact of having
limited, dedicated ISR assets are valid, they fail to address
the underlying problem instigated by minimal fusion of the
JIPCL and the JIPTL.  The overlooked corollary conclusion
is that the difficulty in updating the IPOE and building the
necessary patterns of life may not have been a lack of
persistent ISR but instead the result of institutionally
accepted norms that prevented consideration of using ISR-
capable fighter aircraft for ISR primary missions (NTISR) at
the onset of hostilities.

The combined NATO force included over 140 coalition strike
aircraft including F-15Es, F-16s, and AV-8Bs.14  While a
significant percentage of these aircraft were outfitted with
some version of a targeting pod (TP), CPD members working
in the MAAP cell resisted utilizing TP- equipped fighters to
service JIPCL “targets” despite encouragement from ISRD
collection managers.15  This resistance to utilizing fighter
aircraft as ISR platforms at the onset of hostilities prevented
collection of targets whose priority for collection could
easily have trumped others’ priority for destruction.  That is,
ISR operations planners could have successfully argued that
a certain target’s collection was prioritized higher than the
destruction of others and hence been able to use fighters for
ISR during the initial stages of the operation when ISR was
lacking.16

In defense of the CPD MAAP team members for OOD, it is
naive to suggest that NTISR could have solved all of the
persistent ISR needs of the operation.  Additionally, all
fighters with multi-role capability might be required primarily
for their kinetic capabilities at the onset of any operation.
Kinetic requirements to “gain and maintain air superiority”
may trump any use of multi-role aircraft in their ISR capacity
at the beginning of a conflict.  Furthermore, it is important to
note that MAAP team members for OOD eventually did plan
creative Strike Coordination and Reconnaissance (SCAR)
missions that both mitigated the lack of persistent ISR and
confirmed the potential of using multi-role fighter assets in
integrated strike and collect modes.17  Despite the above, the
key takeaway from the initial OOD air campaign is that a
mechanism must be in place to force an interrogative at the
onset of hostilities which determines whether some fighters
should be used primarily for ISR versus blindly accepting
the current status quo assumption of the negative.  The
requirement to generate a mechanism to force a discussion
on the possible use of fighters or multi-role RPAs as ISR
primary assets is marginally important today but will be
essential in the future when resources are limited and
interchangeable.
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As the U.S. Air Force inventory increases its ISR capability
to the degree expected with the F-22, F-35, and future RPAs,
solely utilizing the kinetic capability of these assets to “gain
and maintain air superiority” throughout a campaign will be
inexcusable.  The exploitation of their ISR capability will be
equally as important to achieving that same objective.  As
stated by Lt Gen Deptula, the F-22 and F-35 already have
significant ISR capabilities which could be used in a primary
role to “collect, analyze, transmit, and share ‘decision
quality’ information with those who need it.”18  This
capability will continue to get better on future Fifth
Generation manned aircraft and RPAs.  According to the
RPA Vector, category four RPAs will have SIGINT- capable
collection modules which will have the ability to find, fix, and
track targets emitting given signals.  Having this capability
on stealthy fighters and multi-role RPAs will be
indispensible as threat systems grow more advanced and
proliferate, reducing the capability of our current primary
SIGINT collectors.

Advanced SAM and satellite jamming
systems are quickly proliferating and will
hamper SIGINT collection operations in
future conflicts.

The current SIGINT assets available to the USAF include
space-based assets (hereafter referred to as National
Technical Means or NTM) and a host of modified fixed-wing
aircraft.  All are extremely limited when confronted with long-
range strategic surface-to-air missile (SAM) systems and
jammers.  This has not been a problem in recent conflicts and
arguably was not a significant issue for OIF or OOD.
However, advanced SAM and satellite jamming systems are
quickly proliferating and will hamper SIGINT collection
operations in future conflicts.  For example, “the Chinese, as
well as the Russians, are developing space capabilities that
interfere with or disable U.S. space-based navigation,
communications, and intelligence satellites.”19  Additionally,
the Chinese, Iranians, and North Koreans all currently have
strategic long-range SAMs in their inventories.20  These
long-range SAMs would, at least at the beginning of a
conflict, significantly reduce or negate our fixed-wing
SIGINT collection capabilities.  Couple this with possible
NTM jamming, and multi-role aircraft having SIGINT
collection capabilities may be the only assets available to
map an enemy’s electronic order of battle (EOB).

This concept is important as the development and
maintenance of an enemy’s EOB during an air campaign is
linked to gaining and maintaining air superiority.  “Gain and
maintain air superiority” is every JFACC’s first air campaign
objective, particularly in a major combat operation (MCO)

scenario.  Thus, based on predictions about the U.S.’s future
air forces, multi-role RPAs and ISR-capable fighters will have
to be used in ISR primary roles.  A major step in facilitating
this is to force the ISRD to prioritize the JIPCL using the
same strategy-to-task methodology as is used to prioritize
the JIPTL.  By using the strategy-to -task methodology to
prioritize the JIPCL, ISRD personnel will better be able to
show how collection of targets measures in importance
compared to destruction of targets.  By using the same
priority schema as found on the JIPTL, ISR planners can
make better arguments to “out-prioritize” targets for
destruction with targets for collection using scarce multi-role
aircraft.

The “tactic” of prioritizing the JIPCL using a strategy-to -
task methodology is already maturing and proliferating
based on guidance from the USAF Deputy Chief of Staff for
ISR through his 2008 Theater ISR CONOPS, plus efforts by
instructors at the USAF’s ISR Operations Course (IROC) at
Goodfellow AFB, Texas.21  Thus, the next step is to
encourage increased consideration of RPAs and fighters for
use in ISR roles at the AOC CPD Initial Qualification
Training (IQT) Course at Hurlburt Field, Florida.

Currently, personnel attending the CPD IQT course are
familiarized with the concept of allocating fighter resources
for use as ISR assets (NTISR); however, they are not taught
to actively question whether collection of certain targets
might “out-prioritize” destruction of others. 22  Additionally,
CPD IQT students are not taught to consider multi-role
RPAs and fighters as “integrated flying ISR sensor nodes
with an additional capability to engage adversaries if
necessary.”23  This cultural hump at the primary AOC
schoolhouse must be overcome and rectified if the USAF
wants to integrate ISR and Operations versus solely
deconflicting them.  Accomplishing these prerequisites will
synthesize ISR and Operations integration as Operations
personnel will be primed to take advantage of multi-role
RPAs and fighter ISR capabilities, and ISR planners will be
able to make their case for asset allocation to ISR missions
using a prioritization scheme familiar to MAAP team
members.

This leads us to the next doctrinal modification which must
occur to further advance ISR and Operations integration at
the AOC.  The AOC must develop a mechanism to prompt
the CPD Chiefs to recommend the JFACC actually “allocate”
fighters to ISR primary missions.  Air allocation is “the
translation of the air apportionment decision into total
number of sorties by weapons system type available for
each objective and task.”24  Air apportionment is defined as
“the determination and assignment of the total expected
effort by percentage and/or by priority that should be
devoted to the various air operations for a given period of
time.”25  The difference is that the JFACC makes his
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allocation decision based on the JFC’s apportionment
decision.  According to doctrine, the JFACC, via a combined
effort between the TET Chief and MAAP planners, begins to
formulate air allocation immediately after the air
apportionment decision.  It is at this point where a
mechanism should be introduced to prompt the TET Chief
and MAAP planners to take into account priority arguments
made by ISR planners regarding collection requirements
during the MAAP process.  The TET Chief and MAAP
planners must attempt to make an honest assessment as to
whether certain targets on the JIPCL should be prioritized
over targets on the JIPTL.  If the answer is affirmative, then
they should recommend the JFACC allocate a certain
percentage of multi-role aircraft to ISR primary missions.
Once approved, ISR collection managers can task those
aircraft for the given ATO day to collect on the priority
collection targets.

The final doctrinal mechanism which must be developed is a
method of prompting MAAP planners to utilize aircraft with
ISR capabilities allocated for kinetics in a non-interference
ISR “swing role.”  Presumably, as the number of single-role
aircraft decreases and the demand for ISR increases, aircraft
tasked via the ATO for kinetic missions should be tasked to
perform ISR functions at the conclusion of their primary
missions.  As already discussed, future USAF procurement
plans include additional RPAs.  If modeled after the current
RPAs, the new aircraft will have loiter times longer than the
current manned aircraft.  For example, the multi-role MQ-9
Reaper can carry 1,500 pounds of munitions on a 12- to 14-
hour sortie.  The long dwell times of the future multi-role
aircraft inventory suggest they can be tasked for both
Operations and ISR during the same sortie.  MQ-9 Reapers
allocated for an air interdiction (AI) mission against the
enemy’s air defense network will promptly re-roll into an ISR
platform for collection of ISR targets during the remaining
eight hours of dwell time.

To properly accomplish multi-role RPA tasking, the Force
Enhancement (FE) Cell ISR operations planners dedicated to
the MAAP team must increase coordination with the Force
Allocation (FAL) cell.  Current processes are optimized to
task single-mission ISR aircraft and possibly task manned
fighter aircraft on NTISR missions, but there is currently no
process for deliberately utilizing multi-role aircraft and RPAs
in a “swing role.”26  The available coordination system
requires the ISR operations planners to increase their
coordination with the FAL and develop a graphic which
shows where the primary kinetic targets are located in
relation to the collection targets.  Using this graphic, ISR
planners and CPD planners can select secondary and tertiary
collection targets for aircraft dedicated primarily for kinetics.
Once collection targets are identified, those targets should
be listed directly on the ATO for the given mission just as
the primary kinetic target is listed.

While this tactic is relatively accepted for long-dwell, multi-
role RPAs, it is frowned upon for use with manned fighter
aircraft.  The primary argument against the ISR swing role for
manned fighter aircraft (threat permitting) is that having to
operationally plan for secondary and tertiary ISR missions
decreases the probability of achieving the primary
objective.27  For example, if an F-15E two-ship has to take
into account the secondary and tertiary ISR targets when it
calculates its planned fuel requirements, having to conduct
this operational calculus inherently reduces the chances of
striking its primary targets.

While this argument does have some merit, it is easily
countered.  First, MAAP and ISR planners can mitigate this
issue by ensuring the secondary and tertiary targets are near
the primary kinetic target or geographically located along the
F-15E’s planned egress route.  Second, the tactic of using
aircraft in swing roles during the same sortie is commonplace
and somewhat encouraged.  For example, suppression of
enemy air defense (SEAD)-dedicated aircraft, such as the F-
16CM, will routinely train during RED FLAG to ingress to a
target area as part of a strike package, drop its munitions,
and then reset into a SEAD CAP to support follow-on strike
packages.  Utilizing strike aircraft in an ISR swing role is
essentially the same thing except instead of supporting
follow-on strike packages they will be satisfying collection
requirements for future strikes.

Regardless of the arguments about which aircraft are best
optimized for this tactic, using fighters in an ISR swing role
will have to become the norm as resources dwindle but
capabilities expand.  Reduced aircraft numbers and the
expanded capabilities of future aircraft will dictate increased
use of this multi-role tactic for all aircraft to help achieve the
JFACC’s objectives.  The last ten years of using fighters for
NTISR has helped advanced this idea so that it is now
taught as part of the Combat Plans Division Initial
Qualification Training course at Hurlburt AFB.28

CONCLUSION

The history of U.S. air power began with the ISR
mission set and naturally expanded to include
kinetics.  Unfortunately, the emphasis placed on

kinetics drowned out the importance of using aircraft to
provide battlefield awareness.  Thus, the USAF culture
developed in a manner that created a barrier between those
who collect intelligence and those who use intelligence.
Unfortunately, this barrier stymied creativity and flexibility in
the way aircraft are employed at the operational level of war
so much that the “tradition” of using aircraft for battlefield
awareness was labeled as “non-traditional” (NTISR).  In
truth, using aircraft for anything other than ISR is non-
traditional.  This is not to say that ISR is more important than
any other USAF mission set; rather ISR should be
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considered as an additional mission executed concurrently
with every single sortie U.S. forces execute.

The future of the U.S. air forces will reflect the future fiscal
realities and information-centric nature of war, which will
dictate a smaller, modular, and interchangeable force.  This
means that the future U.S. aircraft inventory will have fewer
specialized aircraft capable of only single mission sets.  Most
aircraft (manned and unmanned) will be able to execute
kinetic and ISR missions, and the current plans for manned
and unmanned aircraft development support this claim.  In
order to make aircraft more survivable, they must be able to
act on self-collected, near-real-time, fused intelligence,
making every aircraft a potential sensor or ISR platform.  The
USAF must institute the aforementioned mechanisms to
ensure the multi-role capability of all current and future
aircraft are exploited efficiently, thus guaranteeing future
CFACCs can achieve their objectives despite limited
resources.
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Transition Planning for the Intelligence Community
in Afghanistan:

Adaptive Frameworks Unifying Future Missions, Enduring

Capabilities, and Resource Implications

by Andrew Trice, Hannah Powell, and William Patchak

ABSTRACT

Planning for the future of the Intelligence Community
(IC) in Afghanistan is very challenging due to
uncertainty and evolution in multiple dimensions—

policymaker objectives, conditions on the ground,
relationships with the host government, and fiscal
constraints, to name a few.  To aid in planning in this
environment, the Director of National Intelligence (DNI)
directed a study to examine the impact that the transition in
Afghanistan will have on IC capabilities and resources.  In
response, the study team developed a mission framework
that posited a range of future missions and environments in
Afghanistan, which drove IC component estimates of
resources needed to meet these varying combinations of
conditions.  In parallel with this effort, the study team also
addressed the dual problem of assessing which IC
capabilities should be retained for use by the enterprise
independent of future needs for Afghanistan, using a
capability profiling, filtering, and decomposition framework.
Impacts of this study included the following:  (1) Enabling
strategy-driven resource planning for Afghanistan
underpinned by a clear and simple intellectual framework and
estimation methodology; (2) providing a model for triaging
capabilities and performing further analyses on them to make
sound, enduring capability resource decisions; and (3)
supporting and serving as a point of reference for ongoing
planning and resourcing processes for Afghanistan as
planning dimensions change.

INTRODUCTION

The U.S. military footprint and mission in Afghanistan
continue to evolve.  Troop levels in Afghanistan will
decline as the International Security Assistance Force

(ISAF) transfers operational control to the Government of
the Islamic Republic of Afghanistan (GIRoA).
Consequently, Intelligence Community (IC) support to the
military and diplomatic missions in Afghanistan must adjust
to reflect new mission requirements.  However, planning for
this transition is very challenging due to uncertainty and
evolution in multiple dimensions.  First, policymaker

objectives and priorities in Afghanistan can and will
continue to evolve due to changes in relative priorities,
administration change or personnel turnover in 2014, and
other factors.  Second, future conditions on the ground in
Afghanistan, in terms of the security situation and
relationships with the host government, are also uncertain.
Third, the IC, like all U.S. government (USG) components,
faces potential severe fiscal constraints and an
undetermined outlook for funding in the years ahead.  In
particular, most of the Department of Defense (DoD) and IC
activity in Afghanistan since 2001 has been funded via
Overseas Contingency Operations (OCO) appropriations
and, as military operations there transition, the justification
for this type of funding becomes more challenging.

In light of these uncertainties, the DNI commissioned a
study to analyze how these uncertainties in future mission,
USG presence levels in Afghanistan, and fiscal outlook
could affect the resource requirements and capabilities there.
More specifically, the study was to inform senior IC
leadership decisions on the future budget by evaluating the
impact that changes to U.S. military and non-military
missions in Afghanistan will have on the need to maintain
the intelligence capabilities now providing support there.
The study was also tasked with providing an understanding
for the IC and for policymakers of what the IC must do for
different USG mission profiles in Afghanistan, and what the
IC potentially can do after the military drawdown (with the
associated costs defined).   To do so, the study team was
required to identify a range of future mission needs and
estimated costs for IC support in Afghanistan, and also
identify which types of capabilities are best suited to
address those different mission sets.

A parallel objective of the study was to identify enduring
intelligence capabilities that should continue to be sustained
even if they were not needed in Afghanistan after the
drawdown of U.S. military action there.  Furthermore, IC
leadership needed to understand the costs required to
maintain enduring IC capabilities, and the potential cost
savings from capabilities no longer needed following the
drawdown of military operations in Afghanistan.
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At the outset, the study team recognized that the study
would be subject to certain limitations in order to be
executable.  First, when conducting enduring capability
analysis, the study emphasized those capabilities that would
require substantial resources to retain; capabilities involving
relatively small resource decisions were not further
evaluated.  This approach captured approximately 80 percent
of IC activities in Afghanistan funded in the National
Intelligence Program (NIP).1  Second, it was very important
to set expectations on the potential accuracy in resource
estimates that could be obtained.  Given the degree of
uncertainty noted above, any estimates would have to be
regarded as rough and relative to one another as opposed to
precise estimates within a statistical confidence level.
Finally, the study was bounded by time; it provided a
“snapshot” of results given the available information on
Afghanistan in late 2011, and therefore additional follow-up
analyses will be required as the funding process for the
theater continues.

PLANNING CONTEXT

At an abstract level, the study team framed the
planning and budgeting problem as illustrated in
Figure 1.  For determining the future of all currently

funded capabilities for Afghanistan (including OCO), one
should be able to classify all capabilities and their associated
capacity levels into one of four categories, shown from the
top to the bottom regions of the chart.

Category 1 represents capabilities no longer needed due to
reduced mission.  For instance, with fewer troops on the
ground in Afghanistan, one would expect the need for
certain types of direct support to the warfighter to be
reduced or eliminated.  Category 2 represents capabilities
that may still be retained for surge support or continued
contingency operations, but would scale back according to
the mission needs of that contingency.  Category 3
represents enduring capabilities, and comes in two varieties.
Category 3a represents capabilities that still will be needed
to maintain a minimum core mission in Afghanistan, however
that is determined.  Category 3b represents capabilities
developed in the course of Afghanistan operations which,
though not needed in Afghanistan when it reaches a future
steady state, are deemed to have global, enduring
application and therefore need to be retained by the IC
Enterprise as a whole.  Finally, the reader should notice from
the figure the depicted assumption that all of the changes in
the levels of these four categories take place gradually over
a period of time, probably some years.
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PRESENT FUTURE

In some sense, the study (and its associated planning and
budgeting processes writ large) can be viewed as an
effort to specify how the future mission in Afghanistan
will affect the resource paths of the four capability
categories, and as a vehicle for informing policymakers of
these implications.

From a future strategic mission planning perspective, the
study team took its direction from two primary sources.
One was the National Intelligence Manager (NIM) for
South Asia (SA), who serves as the principal intelligence
advisor to the DNI on Afghanistan and is responsible for
intelligence mission management and integration within
the South Asia Area of Responsibility (AOR).  The NIM-
SA produces the Unifying Intelligence Strategy (UIS) for
South Asia, which outlines both IC mission priorities and
key future intelligence questions for Afghanistan.  The
second primary source was various National Security
Staff guidance documents, which provide planning
direction to both the DoD and IC on Afghanistan.

MISSION PLANNING FRAMEWORK AND
RESOURCE ESTIMATES

Given the above planning context and associated
uncertainty, the study required an intellectual
mechanism for capturing the alternative space for

future IC support to Afghanistan for roughly the 2015 time
frame.  To meet this need, the study team developed a matrix
in collaboration with the NIM-SA to capture notional ranges
in future mission intensity and USG presence levels in
Afghanistan, which were labeled the “MEP” (Mission-
Environment Profile) matrix.  The matrix specified variations
along two axes, as described below.

Mission Axis:  Defined as the degree of intelligence mission
“intensity” or required level of effort.  Decisions for this axis
are policymaker-driven.  These ranges incorporated the

Figure 1:  Afghanistan Transition Planning and Budgeting
Framework
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mission needs outlined in the National Security Staff (NSS)
guidance documents, as well as those expressed in
conversations with the NIM-SA.

Environment Axis:  Defined as the degree of “presence” or
“footprint” that the U.S. IC holds in-country.  The decisions
for this axis are primarily policymaker-driven in coordination
with GIRoA and other USG elements.

Figure 2 shows a notional MEP matrix. Each cell in the matrix
represents a specific mission-environment combination.  In
addition, a potential “Mission Add-on” to the MEP matrix
was identified that did not fit well into the spectrum of
mission sets along the main Mission Axis. The details of the
specific MEPs used in the study are classified, but one can
still make several observations about the MEP that
demonstrate its utility as a planning tool:

(1) Each MEP represents a set of assumptions and
constraints that represent meaningful alternatives
for decision-makers and enable rough resource
estimates to be produced for it.

(2) Generally, one would expect that increases in
mission requirements and environment (moving to
the right and up) imply higher capability and cost
levels (e.g., MEP “G” requires more resources and
capabilities than MEP “A”).

(3) Certain MEPs are defined as “not mission
applicable” if their combination of mission and
environment levels are likely to yield surplus
resources (upper left) or high mission risk (lower
right); this highlights the serious constraints that
policymakers and intelligence operators face.

(4) Although the MEP matrix was developed for IC
planning activities, the study team did vet the MEP
framework with CENTCOM and SOCOM
intelligence elements, and they too found the MEP
to be a useful construct for framing Afghanistan
planning discussions.

(5) It should also be noted that, while the matrix does
not imply relative priority or likelihood of the
different MEPs, merely laying out the space of
possibilities in this matter provides a useful
discussion tool for helping policymakers and
planners deliberate on this question.

Once the MEPs were defined, the study team compiled
resource requirement estimates across the MEP matrix in
order to capture the degrees of capability scalability and
MEP alignment more fully.  Agency representatives
provided Concept of Support (CoS) packages to the study
team, with each package containing the key capabilities and
estimated resource levels scaled to a given MEP.  The
representatives provided these estimates in consultation
with their mission and resource subject matter experts.

Figure 2:  Notional Mission-Environment Profile for Future
Afghanistan
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To assist IC agencies in developing the resource estimates and
consistency in the methodology for estimation, the study team
provided a CoS estimating procedure (Figure 3).  Essentially,
the procedure utilized current and near-term planned
Afghanistan spending (fiscal years 2012 and 2013) as a point of
departure for estimation, and then guided the agencies to
navigate around the MEP “gameboard” in a systematic fashion.
The approach suggested that agencies start with a potential
new baseline of capability and resources, and then perform
several excursions in different directions to adjust capability
and resources in terms of deltas from the new baseline,
sometimes using intermediate steps (e.g., working variations H2
and H1 on scenario H). Separately, the study team asked the
agencies to estimate “enduring enterprise amounts” for
capabilities that were independent of future Afghanistan needs.
The potential “Mission Add-on” costs were acknowledged but
not formally estimated.  Several agencies did make use of the
suggested estimation procedure to good effect, while a couple
of others found that other procedures were more suitable given
their particular constraints, capabilities, and cost drivers.

After the individual agencies generated their estimates, the
study team held a Community meeting at which each agency
presented its estimates and associated caveats.   Any

assumptions that were at variance across agencies were then
identified and deconflicted, and agencies submitted updated
estimates.  The final result was a set of CoSs for the MEPs
and a resource matrix aligned to the MEPs with a rough total
estimate assigned to each cell that was “mission-applicable.”

Figure 4 (next page) shows a template specification for a
notional CoS for a MEP cell.  The specification contains the
estimated resources to meet the MEP by budget category,
risk factors that would make the CoS not viable (e.g., implied
mission failure unless more resources were applied), and a
description of the changes in infrastructure and capabilities
implied by the MEP.  Describing the CoS for a MEP in this
aggregated fashion provided a convenient “snapshot”
understandable for senior IC leadership.

While the specific resource estimates and capability
descriptions in the CoSs are classified, we can report that it
was a valuable exercise for many of the agencies in terms of
thinking strategically about resources and developing a
Community view of the estimates.  Estimating the cost of
future overseas activities in a strategically important country
in the face of uncertainty is very challenging, but the
estimation process helped the agencies understand the

Figure 3:  “Gameboard” Estimation Procedure for
Afghanistan MEPs
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important cost drivers, the resource gradients across the two
MEP dimensions, and additional assumptions that were
required to produce estimates.

Finally, as explained below in section 5, the resource
estimates provided a valuable reference point for other
ongoing IC planning processes.

ENDURING CAPABILITY FILTERING AND
ANALYSIS FRAMEWORK

Beyond the analysis of future mission needs and
accompanying resource levels, the study was also
tasked to consider which capabilities currently

deployed against the Afghanistan mission should be
transitioned to the larger enterprise after the military and IC
drawdown.  (These capabilities would correspond to
Category 3b in Figure 1.)  To accomplish this, the study used
a filtering methodology to narrow the list of approximately
100 current OCO-funded IC Afghanistan capability budget
projects into a smaller and more manageable list of capability
candidates for being considered as enduring to the
enterprise.

As illustrated in Figure 5 (next page), three kinds of filters
were applied to the capabilities during this process, in the
following order:  a nomination-based filter, mission-based
filters, and resource-based filters.

The initial nomination filter reflected capabilities that were
brought forward by agency study representatives or the
ODNI study team as having potentially enduring
characteristics.  Approximately 70 capabilities studied were
nominated in this process.

Next, the mission-based filters were applied to the nominated
capabilities.  The mission filters emphasized judgments
(based on the capability descriptions and justifications
along with interviews with subject matter experts) that the
capability would have substantial potential demand from IC
customers beyond any scaled MEP needs previously
identified in the Afghanistan MEP CoSs, and/or have other
potential characteristics that the IC enterprise could ill afford
to lose.  For instance, the capabilities were required to have
global application rather than be geographically specific, to
be focused more on operational intelligence functions than
on support functions, and to provide some sort of unique

Figure 4:  Notional MEP Concept of Support
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capability not already adequately supported in their base
funding programs.  At the end of the mission-based portion
of the filtering process, approximately ten (10) capabilities
remained for consideration.

Finally, the resource-based filters were applied to the
remaining capabilities.  In this phase, the question turned to
whether the long-term sustaining funding needed to retain
the capabilities was at a level that could potentially be
accommodated by adjustments and trade-offs within
individual agency program budgets, or if new investments at
the DNI level were required to sustain them.  In these filters,
both the overall amount of OCO funding for the capability
and the OCO funding for the capability as a percentage of
the total funding (OCO and base) were considered.  If both
of these measures for the capability were relatively high, the
capability was deemed to have passed through the resource-
based filters.

At the end of the resource-based portion of the filtering
process, seven (7) capabilities remained; these capabilities
were presented to the DNI, who directed that they receive
further detailed analysis prior to making any funding
decision.

To complete the second phase of the capability analysis, the
study team considered the capabilities on a case-by-case
basis (Figure 6, next page).2  Several capabilities required
new follow-on “deep-dive” analyses in the form of a fresh
detailed study (i.e., an Analytic Issue Paper) looking at that
capability alone.  Other capabilities were considered as part
of existing analytic efforts or internal negotiation processes.
Still others were assessed in combination with
complementary capabilities.  However, in all cases the
objectives were to identify different alternatives for the
future of the capability based on mission needs, costs, and
risks, and to distinguish the pieces of the individual
capability budget projects that truly had the potential to be
enduring from those which were less critical.  The result of
these follow-on analyses was a “slimmed-down” set of
capability alternatives to be considered for funding; note
that the amounts of the capabilities considered for retention
after this phase of the analysis ranged from 0% (no
transition) to 53% and amounted to 32% of the capability
funding considered as a whole.

Both the MEP-based Afghanistan capability and resource
planning (Section 3) and the enduring capability analyses
(Section 4) positioned the IC leadership to be well informed
to make a series of resource decisions and engage in

Figure 5:  Enduring Capability Filtering Methodology
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strategic discussions with policymakers and oversight
bodies as the planning and budgeting process subsequently
played out, as explained in the next section.

LEVERAGING THE STUDY IN PLANNING,
PROGRAMMING, AND BUDGETING

PROCESSES

When the Afghanistan study and associated
capabilities were complete, the IC principals,
senior IC deliberative bodies, and other

government stakeholders utilized this work in three major
ways to make resource decisions and drive future
Afghanistan planning.

The first use of the study was in driving OCO-to-base
transition funding decisions, in which each capability was
viewed as a candidate investment and assessed relative to
other possible investments in the current budget cycle.  The
results of the enduring capability analyses (Figure 6) were
presented (in addition to a number of other candidate
investments) to both the principals of the IC agencies and to
the Principal Deputy DNI.  The agencies then were led
through a constrained prioritization exercise in which they

rated the importance and value of different investment
options relative to one another.  Based on these inputs and
the DNI’s final judgment, two of the capabilities analyzed in
the study were selected for transitioning applicable OCO
funding to base funding.  The specific decisions on funding
levels for these capabilities and how they will be phased in
over time were then documented in the Consolidated
Intelligence Guidance (CIG), which is a formal document that
is the DNI’s primary tool for directing the agencies to
reallocate long-term programmed resources.  This guidance
is now being implemented by the relevant IC agencies.

Thus, the study and capability analysis ultimately had real
resource consequences for the IC and aligned those resources
in accordance with Community priorities.  Returning to the
framework in Figure 1, the capabilities selected by the DNI for
sustainment as a result of this process represent those
allocated to Category 3b (Enduring – IC Enterprise).  Just as
importantly, a much greater amount of resources were not
transitioned to base; it was determined that these capabilities
were contingent in nature (Category 2 – Support to
Contingency Operations) and may eventually to some extent
migrate to Category 1 (No Longer Mission Necessary).
Separately, the agencies petitioned the DNI for certain other

Figure 6:  Second Phase of Enduring Capability Analysis
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resources required for the long-term mission in Afghanistan,
portions of which were provided for in the CIG as well, which
correspond to resources in Category 3a (Enduring – Core
Mission).

A second use of the study was in providing a point of reference
for related long-term budgeting processes.  At the same time the
enduring capability analyses were being performed, the Office
of Management and Budget (OMB) directed the IC agencies to
outline their long-term transition plan for OCO funding
(Afghanistan as well as other OCO categories).  In the Figure 1
framework, this can be interpreted as a question about which
resources are required for Category 3a for Afghanistan and
other theaters of operations over the long term.  In this process,
the MEP framework of the study was used to compare the
proposals from the agencies to their earlier MEP resource
estimate.  In one case, the MEP construct and framework in
Figure 1 was actually the primary methodology used for the
agency’s response itself.

A third use of the study was to expose the policymakers to
the MEP framework as an adaptive planning tool.  During
and after the conduct of the study, the study framework and
results were briefed to bodies such as the South Asia
Strategy Group, OMB, and others.  These bodies understood
that as policies and the environment in Afghanistan change
in the future, the MEP can be revisited, and estimates and
risk factors redone and recalibrated as necessary.

IMPACTS AND FUTURE WORK

The Afghanistan study enabled the IC to think more
proactively and with greater integration about
Afghanistan planning and to manage transition

planning in a constrained fiscal environment, drive and
shape OCO-to-base planning activities, and provide IC
seniors with key alternatives and a tradespace to inform
future resource decisions.  Specifically, the study and its
follow-on capability analyses resulted in decisions to
transition a set of key capabilities from OCO to base funding
to sustain them for use by the enterprise. The study results
also provided a reference baseline for an OMB-directed
study on IC OCO-to-base planning, and a strategic
framework for IC discussions with policymaker and oversight
bodies relative to Afghanistan.    

We hope that the approach and framework outlined in this
paper can serve as a model for transition planning for other
region-specific and mission-specific intelligence problem sets
in the future.  Such an approach keeps the focus on
developing “strategy-driven budgeting,” as opposed to
“budget-driven strategy.”  Giving IC policymakers and senior
decision-makers meaningful choices and better awareness of
the tradeoffs and risk of different courses of action improves

the decision-making process considerably and, we believe,
ultimately enables better national security decisions and
wise stewardship of taxpayer resources.

Notes
1 The study focused primarily on NIP resources, as opposed to
MIP (Military Intelligence Program) resources, which the DNI
does not directly oversee, but are coordinated with the DoD
Undersecretary for Intelligence (USD(I)).
2 An additional agency-nominated capability was also considered,
resulting in a total of eight (8) capabilities analyzed.
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Human Intelligence Operations in ISAF

by Erik D. Jens

The International Security Assistance Force’s (ISAF)
Human Intelligence (HUMINT) operations in
Afghanistan are subject to a host of legal, technical,

and operational challenges related to intelligence collection
in a dynamic, multinational environment.  This article
addresses a number of such challenges, and surveys the
way forward as ISAF continues to reduce its presence in
Afghanistan.

The major operational challenge faced by ISAF HUMINT
personnel in Afghanistan, as in most collection
environments, is to safely find, assess, and meet with local
nationals having placement and access to information of
military and strategic value.  This, like most military
operations, entails constant risk-versus-gain calculations;
ongoing counterintelligence assessments and evaluations of
sources’ reporting; and effectively coordinating within ISAF
to deconflict collection operations.  Ensuring, as far as
possible, the safety of both ISAF “HUMINTers” and their
sources presents a never-ending challenge as well.  The
level of practical field experience on the part of deploying
collectors sometimes presents additional challenges in
ensuring that all collection operations are conducted
efficiently, safely, and legally.

Legal restrictions on HUMINT collection are carefully drawn
to balance operational viability with applicable laws and
regulations.  Effective legal as well as operational oversight
of collection missions requires constant vigilance by
HUMINTers, their chains of command, and local legal
advisors.  Technical infrastructure represents yet another
obstacle to seamless inter-ISAF coordination—not only
among ISAF partners, but also between collection and
analytic communities in this multinational environment.
Working with various, often incompatible, classified
networks requires vigilance to ensure critical, time-sensitive
intelligence is not delayed.

Given the above challenges, NATO should take measures to
preserve lessons learned in this last decade of coalition
intelligence operations, to avoid the process of “reinventing
the wheel” next time the international community comes
together to assist one of its members via a military coalition.

[Editor's Note:  This article was adapted from an earlier paper
written for a Balkans conference held in March 2012, the
proceedings of which were published by the Albanian
Military Intelligence Service in the WEBADIC II journal.  It
has been updated and reprinted with the permission of the
Chief, Policy of Cooperation & Military Attaché Sector, MIS
of Albania.]

INTRODUCTION

Since late 2001, when the United Nations Security
Council established ISAF, its HUMINT operations in
Afghanistan have been subject to a host of legal,

technical, and operational challenges related to operating in
a dynamic, multinational, and often extremely dangerous
environment.  This article outlines and discusses the major
challenges facing ISAF HUMINT personnel conducting
tactical and operational source operations throughout
Afghanistan.

Over the last decade, HUMINT has been a major contributor
to ISAF’s overall intelligence picture of Afghanistan, and in
its conduct of both military and civil operations throughout
the country.  Both in its own right, and as a “tipper” for
signals and imagery intelligence, HUMINT has repeatedly
proven itself invaluable for ISAF analysts and decision-
makers (Craig, 2011).

We can glean a clear picture of the overall state of ISAF
HUMINT by examining it through the lens of the standard
intelligence cycle, as commonly understood and practiced
by most ISAF partners (Lowenthal, 2006).  Good HUMINT
methodology, as described in many open-source books and
articles, is universal; the following pages will highlight those
issues most relevant to ISAF’s intelligence operations in
Afghanistan.

ISAF HUMINT ORGANIZATION

As of early 2012, a number of ISAF members were
contributing tactical and operational-level HUMINT
collection teams in-country.  Since the United States

provides the majority of such platforms, a word about their
basic organization is appropriate here.  In general, a team
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(known in the U.S. military as a HUMINT Collection Team, or
HCT) consists of approximately four collectors; 2-4 such
units report to a supervising Operational Management Team
(OMT) which oversees, quality-checks, mentors, and
administratively supports the collectors.  The OMTs, in turn,
release the HCTs’ reports under direction of their Regional
Command 2X (HUMINT) staff element within the RC’s
headquarters (U.S. Army Field Manual 2-22.3, 2006).

All tactical U.S. HUMINT operations, including the ISAF
mission in Afghanistan, are conducted under Title 10
(Armed Forces) of the United States Federal Code.  This
puts the U.S. Secretary of Defense in charge of Title 10
HUMINT, which directly supports military operations in
areas of declared war or contingency operations (in the case
of Afghanistan, Contingency Operation ENDURING
FREEDOM).  Title 10 restricts the scope of military
operations to the geographic region of hostilities.  For
example, a military HUMINT collector in Afghanistan may
not task a source to cross into Pakistan or Iran, for the same
reason an infantry officer may not order troops beyond
Afghanistan’s borders.  (U.S. cross-border and other
strategic intelligence operations by non-military elements are
conducted under U.S. Title 50 [War and National Defense]
and are outside the scope of this discussion.)

The senior HUMINT staff officer in ISAF headquarters in
Kabul is the CJ2X (HUMINT), billeted for a U.S. colonel
reporting to ISAF’s chief intelligence officer (J2).  The CJ2
and CJ2X are both dual-hatted as the chief intelligence
officer and chief HUMINT officer, respectively, for both
ISAF and United States Forces-Afghanistan.  The CJ2X is
responsible for legal and operational oversight of all
HUMINT conducted in support of the ISAF mission (U.S.
CENTCOM Regulation 10-2, 2007).

ISAF HUMINT platforms are located predominantly in
Regional Commands (RC)-East, South, and Southwest, but
RC-Central (Kabul and environs), RC-North, and RC-West all
maintain HUMINT capabilities in varying degrees as well.
The United States and the United Kingdom supply the
majority of ISAF’s HUMINT capabilities, with several other
nations also making substantial contributions in this area.
All ISAF HUMINT platforms, regardless of nationality,
operate in support of Priority Intelligence Requirements
(PIRs) set by ISAF headquarters.

ISAF HUMINT AND THE INTELLIGENCE
CYCLE

Most, if not all, intelligence professionals have been
exposed throughout their career to “the
intelligence cycle,” which encompasses planning,

direction, and execution of collection operations; analysis

and production of intelligence based on that collection; and
dissemination of finished analytic products to intelligence
consumers throughout the community.1  For our purposes,
the ISAF intelligence community’s primary “customers” are
the ground commanders, who rely on intelligence for force
protection as well as for planning and conducting military
and civil operations; ISAF leaders, who use intelligence to
guide both short-term and long-term strategy and to assess
the causes and effects of ongoing events; and, of course,
the governments of the entire ISAF community.

The HUMINT cycle is best understood as a subset of the
collection phase of the intelligence cycle, and can itself be
broken down into several phases. These include targeting a
person for possible use as a HUMINT source; assessing
and developing that source; formally recruiting, if
appropriate; handling, tasking, and paying the source for the
lifetime of the relationship; and, ultimately, ending the
source relationship once it no longer produces useful
intelligence, or whenever the benefits of the operation no
longer outweighs the risks due to counterintelligence or
other concerns (Cassera, 2007).

It should be noted that most HUMINT operations never
proceed to a formal recruitment, for a variety of reasons.  The
source may raise counterintelligence concerns; his
personality, employment, or behavior may be deemed
unsuitable for formal intelligence tasking; or his placement
and access to information of interest may be assessed as
sufficient for occasional meetings, but not a formal
relationship with ISAF intelligence.  Recruitment is a formal
agreement under which the source handler undertakes legal
and ethical obligations to the source (and often his family); it
is attended by considerable legal and operational oversight,
and is not undertaken lightly.  However, many productive
source relationships last for years without ever proceeding
to a formal recruitment.  Most of the issues discussed in
these pages apply to ISAF HUMINT operations generally.

ISAF HUMINT:  TOO MANY TARGETS, TOO
FEW COLLECTORS

Prioritizing ever-scarce HUMINT resources is a critical
task for ISAF leaders at every echelon.  On one hand,
most teams could easily stay busy for their entire

deployment with “low-hanging fruit,” such as debriefing
local ISAF personnel on the results of the latest district
elders’ meeting, or typing up lists of clinic locations in each
province as “medical intelligence”—useful to someone, no
doubt, but not always the best use of the only HUMINT
team in a given district or even province.  On the other hand,
a team could easily spend six months or more pursuing (but
never meeting) elusive, hard-to-find, harder-to-recruit, but
potentially invaluable sources of information on senior
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insurgent leaders and networks.  HUMINT taskers must
therefore seek the ideal balance in planning and executing
collection activities.

Complicating the effort to prioritize HUMINT targets is the
fact that ISAF’s six Regional Commands each has a
distinctive character, defined by a variety of factors affecting
HUMINT operations (ISAF Regional Command Structure
2012).  For example, how permissive is the local
countryside—can a HUMINT team travel alone in a local
vehicle, or must it leave the wire only as part of an armored
convoy?  If the latter, is there any way for would-be sources
to work with ISAF without being detected?  Can they get
onto local ISAF bases without being spotted and killed by
insurgents?  If not, do local ISAF HUMINTers have the
resources (vehicles, secure meeting locations, etc.) to
discreetly pick up and meet with sources?  In addition, the
“personality” of a region—local tribal issues, prevalence of
narcotics, population density, geography, etc.—can vary
even within each Regional Command, down to the province
or even district level; all such factors can greatly impact local
HUMINT operations.

Yet another factor is the varying skill and maturity of
HUMINT collectors working in Afghanistan.  While most
ISAF HUMINTers, like ISAF personnel generally, are well-
trained, dedicated, and motivated to do the best job
possible, there is often a gap between schoolhouse training
and the realities of finding and exploiting viable sources
throughout Afghanistan.  Here, as so often elsewhere,
practical experience is the best teacher.  However, with most
nations deploying servicemembers and units to ISAF for

only a few months up to a year, the most experienced
collectors are constantly leaving theater with little or no time
to adequately work up their replacements’ skills and ensure a
smooth turnover with local source pools.  This problem of
“deployment churn,” especially when combined with
inadequate documentation of local source pools and
meetings, too often leads to the need for each new
generation of HUMINTers to reinvent ways of doing
business.

Scarcity of HUMINT resources—too few trained and
capable collectors, too many sets of PIRs—sometimes leads
to a commander’s dilemma as to whether to actively task his
collectors against ISAF, theater-level PIRs, or focus them on
local force protection issues.2  Sometimes the local threat
environment makes the decision for the commander, forcing
him to keep HUMINT teams inside the wire for their own
safety.  The teams must then rely on debriefing other ISAF
personnel on their interactions with local Afghan leaders,
and on the occasional walk-in source at the front gate (who
by his very arrival often raises counterintelligence red flags:
if he seems too good to be true, he almost certainly is).
Some commanders understand and value intelligence, and
are willing to let their HUMINTers push the risk-gain
envelope, going forth and working the local collection
environment as their judgment (and the local threat level)
permit.  Other commanders, or their senior staff, may fail to
appreciate their HUMINT platforms’ potential—resulting in
teams that are marginalized, resource-poor, and often
reduced to tagging along on armed convoys in the hope of
finding a random Afghan willing to talk to them in public.

Pluribu

pro

Comm

Hones

us Internatio

ogrammatic

munity cus

sty and inte

Ex

onal Corpor

c support s

tomers that

egrity in our

For informa

dan.ro

xcellen

ration prov

ervices to U

t directly su

r actions an

partners wi

ation conta

obinson@pl

www.plu

nce with

ides high q

U.S. Defens

upport the f

nd dealings

ill never be 

ct Dan Rob

uribusintl.c

uribusinterna

h Integ

uality, best

se, Homelan

fulfillment o

s with custo

compromis

binson, Exec

com  (571)

ational.com

grity 

t-value, inte

nd Security,

of National S

omers, empl

sed. 

cutive Direc

) 327-5307 

 

elligence an

, and Intelli

Security ob

loyees, and

ctor 

nalysis and 

gence 

bjectives. 

d industry 



American Intelligence JournalPage 24Vol 31, No 1

Finally, local ground commanders may sometimes view
HUMINT target prioritization as a zero-sum game—i.e.,
focusing on ISAF’s theater-level PIRs means less HUMINT
targeted at immediate, local threats such as IED networks
and insurgent ambushes. While ISAF HQ may wish some
remote regions were sending in more HUMINT—or any
HUMINT—for its theater-level analysts, it is hard to fault an
ISAF commander in an isolated and dangerous region who
chooses to use his HUMINTers primarily in a  force
protection role, trying to ensure that all his soldiers get home
alive.

CHALLENGES FOR ISAF HUMINT TEAMS:
ESTABLISHING RAPPORT WITH THE

LOCAL POPULATION

As will be discussed below, each step of the classic
HUMINT collection cycle (targeting, assessing,
developing, recruiting and handling, and source

termination) carries its own challenges.  However, some
overarching issues create challenges at every step of the
cycle.  Chief among these, in Afghanistan, is the shortage of
qualified interpreters.

Trained military HUMINTers with Dari or Pashto fluency are
extremely rare.  At least in the United States, candidates who
can qualify for a security clearance, have native-level
language fluency, and are willing to enlist as an Army
private rather than sign with a contractor for a six-figure
salary are rare indeed.  This means that almost all HUMINT
collectors must rely on contract interpreters whose linguistic
skills, and honesty in presenting those skills when seeking
employment, vary wildly (Strategy Page, 2009).  Interpreter
support for individual platforms poses a constant challenge.
Many teams’ operations are constrained by the fact that the
entire team must share a single interpreter—who, as a
contractor, is not responsible to the team and cannot be
disciplined for poor performance.  He may even be formally
assessed for competence by the unit he is assigned to
support.  At best, he can be reported to his remote
supervisor or possibly sent home—provided the team
prefers no interpreter at all until a replacement is sent out
(with the associated force protection implications of being
unable to receive even basic local threat information) to a
marginal or otherwise undesirable one.  The high rates paid
to contract linguists create other problems.  For example,
even a fluent Pashto speaker may find himself assigned to a
collection team in a remote province, trying to translate a
regional dialect that he barely understands.  His choices are
to either say as much and be sent home, or keep collecting
thousands of dollars a week as long as he can conceal his
lack of useful language ability.

On the other hand, a skillful and professional linguist is a
jewel beyond price—and generally knows it.  An
experienced interpreter with several years’ Afghan service
may try to dominate the ISAF source handler, who often has
far less field experience.  It is up to the source handler to
ensure his interpreter does not use his position, for example,
to exact revenge against a member of a rival tribe, or to insert
physical threats into the conversation without the source
handler’s knowledge.  These are not common occurrences,
but they do happen and a mature tactical HUMINT collector
must remain vigilant for such problems.

In addition to interpreter support, another challenge for
ISAF military collectors trying to establish rapport with local
sources stems (in most cases) from their relatively junior
rank and youth.  One question that often arises is whether
these soldiers should be authorized “relaxed grooming
standards”—that is, civilian clothes, beards, and local
vehicles, the better to establish access and rapport with local
nationals.  Some collectors point to local customs and
perceptions, arguing that a collector needs to project
authority and maturity, and that in traditional Pashtun
culture a beardless or otherwise young-looking person of
junior rank simply lacks credibility.  This argument is more
persuasive in the remote Pashtun areas of eastern
Afghanistan than in the relatively progressive environs of
Kabul and Herat.  In any case, it often receives mixed
support in the military, which has strong traditions of its
own (as many a young sergeant has learned in trying to
convince his crusty first sergeant or colonel that he “needs”
to wear cargo pants and grow a beard to do his job).

CHALLENGES IN HUMINT SOURCE
TARGETING

ISAF HUMINT operations may be examined in terms of
the classic HUMINT collection cycle:  targeting and
spotting, assessing, developing, recruiting and handling,

and termination.  First in the sequence is targeting, or
finding, then developing as much information as possible
on, a person of likely intelligence interest.

Every collection operation begins with such targeting; this
may be a long, drawn-out affair, fraught with analytic, legal,
and operational judgments, or as simple as noticing a
particularly talkative merchant at the local bazaar.  As
discussed above, the military realities of ISAF’s mission,
especially stringent force protection measures, often make it
difficult or impossible for a collection team to get out and
meet, much less “target and spot,” viable HUMINT leads.
Challenges in spotting sources vary widely with the region,
current threat level, local populations’ attitudes toward ISAF
forces, and even the weather (when, for example, winter
snows or spring floods immobilize HUMINTers and their
quarry alike).
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CHALLENGES IN HUMINT SOURCE
ASSESSMENT

A staple of the HUMINT business is the “walk-in”:  a
would-be source who shows up at the embassy, the
compound, or the forward operating base, claiming

to have valuable information.  This leads to one of the
greatest threats to HUMINT in this theater (as elsewhere):
the counterintelligence threat, in this case the “dangle.”  If
the source seems too good to be true, he almost always is
(CIA, 2012).  The Taliban, as well as several outside non-
ISAF nations, put considerable effort and ingenuity into
infiltrating their agents into ISAF bases, deceiving ISAF
personnel, and inserting false information into ISAF
intelligence channels.  For every dramatic case of a killer in
Afghan uniform opening fire on ISAF personnel, we may
suspect the presence of dozens of less dramatic, less lethal,
but nonetheless damaging agents working silently inside
ISAF bases to report back to the Taliban or other
adversaries on ISAF intentions, capabilities, and any
perceived weaknesses in the coalition.

Another occupational hazard in the assessment phase is
meeting with a source who is already talking with (and being
paid by) another ISAF or national-level collection team.
ISAF HUMINTers must be careful to deconflict all
operations from the beginning—both to address the
counterintelligence threat posed by insurgents’ “catspaws”
reporting to multiple ISAF platforms and to avoid stepping
on each other’s collection operations.  However, since most
countries refuse to share the identities of their sources,
mutual deconfliction can be a tricky business.  As of early
2012, it continued to be conducted partly via an ISAF-wide
database, and largely by informal comparing of operations
(author’s personal experience, 2011).

DEVELOPMENT AND PREPARATION FOR
HUMINT RECRUITMENT

Most HUMINT operations can be defined as either
overt—where the source is willing and witting, as
in a debriefing of an ISAF officer on his or her

conversations with Afghan nationals—or clandestine, where
the operation is classified and conducted with all appropriate
tradecraft to protect the source handler, the local national
source, and all information derived from the operation.
(Note:  ISAF collectors conduct only overt collection from
ISAF personnel.) Formal recruitment of a local national as a
source for ISAF intelligence requires a high level of formal
training and certification, as well as the experience and
maturity to craft and execute a solid operational plan.
Considerable ISAF resources (including multiple layers of
both legal advisors and senior officers in collectors’ chains
of command) go into constant oversight of HUMINT

operations to ensure that they are conducted in accordance
with both legal restrictions and sound operational tradecraft.

As noted earlier, most tactical HUMINT source relationships
never proceed to the stage of formal recruitment.  This is not
necessarily a problem; for example, many sources are
valuable for immediate tactical purposes (such as warning of
local IEDs or ambushes) but are not suited by temperament
or intelligence to receive formal tasking (and the attendant
tradecraft training required to operate safely) from their ISAF
source handler.  The legal “bright line” separating overt from
clandestine HUMINT is that the clandestine recruitment
creates legal authority to task the source—to assign him to
actively collect intelligence as directed by the HUMINT
collector, as opposed to merely reporting what he has seen
and heard in the course of his normal activities (Innocenti,
2009).

The duty to continue tracking and vetting a source’s
reporting throughout his reporting career remains the same
for nonrecruited and recruited sources alike.  In practice,
however, the ISAF “deployment churn” discussed earlier
may complicate efforts to objectively and accurately assess
a longtime source’s performance, as he deals seriatim over
the years with multiple ISAF collectors of varying rank,
experience, maturity, and personality.  (Meanwhile, of
course, the ISAF analysts assessing the “take” from the
collection team’s operations are themselves constantly
rotating in and out of theater, just as they thoroughly learn
their target set.)

Not only legal and operational, but ethical, considerations
guide ISAF HUMINT operations in Afghanistan.  Contrary
to the musings of various ethics academics on the supposed
rough treatment by HUMINTers of their sources, effective
collection (emphatically including clandestine operations)
relies on building positive rapport with sources (Godfrey,
2006).  Clandestine extortion, blackmail, and manipulation
make for exciting spy fiction but, in practice, a source
relationship not based on mutual trust is neither viable nor
safe for source or handler.  This is not to discount the
importance of regularly assessing the source’s placement,
access, motivations, weaknesses, truthfulness, and degree
of control, through various means.  Still, deliberate
mistreatment is never part of the formula.  In the long term,
effective HUMINT must rely on the carrot, not the stick.

There are practical reasons to take the ethical high road in
source relationships as well.  While of course such
operations by their nature are classified, with sources
cautioned to keep the relationship confidential, word
inevitably gets out to local nationals as to how the
personnel of this or that ISAF country treat their sources:
Do they act in good faith?  Do they competently protect the
source’s identity?  Do they see to the welfare of his family,
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should he be killed in the course of the operation?  Do they
attempt to establish source control by humiliation and harsh
treatment, or by establishing a positive rapport and making
the source feel like a member of a team working to improve
his country?  These seemingly “purely ethical” concerns
thus have solidly practical ramifications for the local
population’s willingness to talk to, and sometimes take great
risks for, ISAF collection teams.

Where ethics fail, the law takes over.  Intelligence
professionals are aware that HUMINT is a very tightly
regulated business, both legally and operationally; some
may assume that, at least occasionally, HUMINTers are
tempted to play fast and loose with the law in the interest of
getting reportable intelligence.  On the contrary, most
collectors are extremely careful to remain as far above
suspicion as Caesar’s wife, seeking legal and practical
advice in any doubtful situation.  Whether one is a debriefer,
tactical source handler, case officer, or interrogator, no
individual intelligence operation is worth losing one’s career,
reputation, or worse.

 THE FINAL PHASE OF THE HUMINT
CYCLE:  SOURCE TERMINATION

All good things must end; a source relationship may
be terminated for many reasons, with or without
prejudice (i.e., “laid off” versus “fired for cause”).  In

most cases, a source simply has no more useful information,
and little prospect of getting any; such a person is met a
final time, possibly given a small severance payment, and cut
loose.  However, a source may also be suspected or known
to play fast and loose with the facts, to be trying to collect
paychecks from multiple ISAF teams, or even working as an
active enemy agent.  Such persons are terminated with
prejudice, with word going out to all teams not to work with
him should he resurface in the future.

Of special importance in a turbulent, impoverished region
like Afghanistan is the importance of ending HUMINT
relationships, even when terminated for cause, in a way that
does not sour the source or his kin on the good faith and
intentions of ISAF generally.  As discussed previously, this
phase of the operation must be handled so as not to cause
lasting resentment.  Where a source has come to depend on
the source handler’s payments to support his family, and
begs not to be “fired,” this can be a painful interview for the
ISAF collector.

THE COLLECTOR-ANALYST INTERFACE:
PROCESSING, ANALYSIS, AND

PRODUCTION OF HUMINT-DERIVED
INTELLIGENCE

Consequently, how useful is all this HUMINT that
ISAF collectors have produced for the analysts?
And how do we tell?  As in most collection

environments, HUMINT is quite often used to direct other
resources such as signals and imagery intelligence. While
the technical details of how HUMINT is consumed by all-
source analysts and others is outside the scope of this
paper, HUMINT is a critical resource for tipping off all other
intelligence resources, helping to efficiently allocate
overhead reconnaissance and electronic interception.  Of
course, tipping works both ways; a fortuitous overhead
sighting or signal intercept often alerts a HUMINT platform
where to target its scarce collection resources.

This leads to an important point about the collector-analysis
relationship:  All the collection in the world is useless until
and unless it is assessed and/or used by an intelligence
analyst.  Ensuring effective collaboration within ISAF
between collectors and analysts is an ongoing challenge, for
several reasons.

One such challenge is technical:  ISAF and its member
nations rely on a number of classified computer networks
(ISAF SECRET, NATO SECRET, and CENTRIX, in addition
to multiple domestic systems), many of which are not
mutually compatible (HQ AAC Ramstein, 2010).  Meanwhile,
secure phone lines remain scarce outside the major hubs
such as Bagram Airfield, Kabul, and Kandahar.

Within many ISAF nations, intelligence collection and
analysis are facilitated by multiple domestic, classified
networks.  Synchronizing these networks is complicated
enough at the domestic level; multiply by upwards of 40
ISAF member nations, and it becomes highly challenging to
create an automated process that is both user-friendly and
reliable enough for ISAF commanders to be willing to stake
the safety of their personnel and convoys on timely,
effective sharing of information.  Time and experience have
shown that personal connections—whether formal liaison
officers, or informal e-mail and telephone lists—are essential
to the smooth flow of information.  In a high-tempo
operational environment, analysts and collectors, like many
others, are often in a perpetual rush to meet their “fifty-meter
targets.”  A computer-based task unconnected to any
human being known to an analyst, such as submitting a
detailed evaluation of a recent HUMINT report, naturally
tends to slip toward the bottom of that analyst’s “to-do” list
unless he or she knows, or at least knows of, the collector
who is waiting for feedback in order to tailor his/her
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collection to the analyst’s specific needs.  This fact of life
makes effective intelligence sharing far more dependent on
personalities and on “wasta” (that evocative Arabic word
referring to “who you know”) than we might prefer.  In
practice, it also means that embedding ISAF analysts in
collection platforms, so that collectors and analysts work in
person to focus HUMINT operations, while learning about
each others’ professional priorities and challenges, can yield
great dividends in the quantity and quality of collection.

Another complication arising from multinational
collaboration of HUMINT collection and analysis concerns
source descriptions:  how much, if any, source information
from one country’s HUMINT teams should reach the
analysts of its ISAF partners?  To properly assess a
HUMINT report, an analyst needs at least some clue to its
provenance:  an ISAF colonel? An Afghan minister? A one-
time, walk-in source at a remote operating base?  However,
and understandably, most ISAF members are reluctant to
include any source information in their HUMINT reports that
might help anyone else deduce the possible identities of
their sources.  This issue continued to be debated within
ISAF as of early 2012.  In practice, an analyst with special
interest in a HUMINT report’s sourcing often works with the
collection element to try to glean what context he/she can, in
order to best assess the information.

LEGAL AND PRACTICAL ISSUES RAISED
BY “NON-INTELLIGENCE” INTELLIGENCE

In addition to HUMINT collection teams contributed by
the various ISAF nations, a number of agencies engage
in collecting information—which, however, is not formal

“intelligence” and which does not (and may not, in U.S. law)
go through intelligence reporting channels.  For example, a
Human Terrain Team, consisting largely of civilian
academics advising local ISAF commanders on tribal and
cultural issues, may not recruit or task sources; it must pass
any potential HUMINT sources to the appropriate collection
platform.

Provincial Reconstruction Teams are among the most
lucrative sources of information in Afghanistan.  In addition
to local HUMINT teams—whether ISAF-assigned or
reporting directly to an ISAF nation—working in support of
force protection and the local commander’s direction, many
PRT personnel have a wealth of accumulated data on
provincial politics, health, demographics, atmospherics, and
other information answering ISAF PIRs (Flynn, 2009).  It
only remains for a traveling HUMINT collector to get
information from the PRT’s local database into ISAF-wide
systems where all ISAF members, including domestic
strategic analysts, can access and use the information.3

Some military commanders have established telephonic “tip
lines” to facilitate Afghans’ reporting of threats or offers of
information.  While these lines are not usually run by the
local HUMINT element, once a phone call leads to further
contact and/or personal meetings, the caller is passed to the
HUMINTers for further action.  Following the success of
such initiatives, some have suggested an e-mail tip line as
well.  However, limited computer resources at many forward
bases, combined with the need for electronic security
measures to protect informers and their information, have
prevented this proposal from moving forward.  In any case, a
creative would-be HUMINT source can usually find a way to
make contact with ISAF, whereupon he can be passed to the
local HUMINT platform for further reporting.

INTERROGATION OPERATIONS IN ISAF

Interrogation operations, as a species of HUMINT, merit a
word here.  As of early 2012, almost all ISAF
interrogators were U.S. military personnel.  All

interrogations by any U.S. military or civilian interrogators or
their proxies, and all interrogations by foreign governments
attended by U.S. interrogators, must comply with U.S. Army
Field Manual 2-22.3, Human Intelligence Collector
Operations.  This manual fully complies with the Geneva
Conventions and specifically bans abuse, such as physical
and mental mistreatment, or allowing military police to
participate in “setting conditions” for interrogation.  All U.S.
interrogators are subject as well to ISAF policy; in case of
conflict, the stricter standard applies (ISAF SOP 362, 2006).
All interrogations must be conducted in an ISAF-certified
detention facility (with the exception of direct tactical
questioning at the point of capture).  All interrogations are
videotaped to ensure compliance with U.S. and ISAF
interrogation policies.

CONCLUSION

Despite the challenges discussed above, ISAF
HUMINT constitutes a powerful force multiplier.
Resourceful and creative HUMINT collectors go

beyond the reach of radio intercepts and aerial
reconnaissance to divine the mood of the local bazaar, the
rivalries within government ministries, and the plans to
attack and kill coalition or Afghan military personnel and
civilians alike.  In their dedication and courage, ISAF has a
formidable, if often underappreciated, asset.

1 While of course the intelligence cycle encompasses all sources of
intelligence information from human sources, signals intercept,
aerial imagery, and open sources, this discussion focuses on the
HUMINT contribution.

2  How a HUMINT team prioritizes its efforts also depends
largely on the local command environment.  The willingness of
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local commanders, at all echelons, to support or to sideline
HUMINT personnel, is the one factor that is most likely to make
or break a HUMINT team’s performance.

3  A real-world problem for some HUMINT collectors is the
occasional assumption by non-intelligence commanders, when first
contacted by a collector, that the latter is somehow “investigating”
or otherwise assessing the performance of the commander’s
military unit.  On the contrary, the collector’s only interest is in
accessing the real-world experience, knowledge, and assessments
compiled by the military unit’s staff over months or years of
service in Afghanistan.  This is an example of the kind of thing not
taught in most military courses:  the need to reassure sources that
they themselves are not the target of the intelligence collection!
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The Social Context of Clandestine Operations

by Dr. Alf H. Walle

ABSTRACT

Informal and loosely connected clandestine networks are
often resilient and able to evade opponents in spite of
(and possibility as a result of) their simplicity and

intimacy. Apparently, their friendly, casual, and unstructured
nature can be a powerful asset.  Such networks can be
interpreted by using either (1) models that focus upon
structures that arise because of their illegal nature or (2) the
view that people tend to function within a social context no
matter what the nature of their relationships may be.  The
pros and cons of these non-exclusive approaches are
examined.

INTRODUCTION

Clandestine networks are often viewed as being
categorically different from legally operating
organizations.  On many occasions, this premise is

correct; those who function outside the law often interact in
distinctive ways due to the criminal nature of their activities.
Phil Williams (1994) is a strong proponent of this position.
The tone of Williams’ observations is that organizations that
operate beyond the law are so distinct that mainstream
models of behavior and response might not be appropriate
when analyzing their activities.

Williams continues his chain of thought by providing a
thumbnail sketch of international clandestine organizations,
as he sees them, observing, “The network is comprised of a
core which represents the group of individuals that provide
its direction, and the periphery which operates for the
extensive distribution” (1998).  A more detailed development
of this model is presented in Williams and Gordon’s
“Anticipating Development in Organized Crime” (1999),
where the authors juxtapose a number of different paradigms
including social, political, and economic variants.  Having
done so, Williams suggests that extralegal and legitimate
organizations are distinct.  This chain of thought runs
through his “Transnational Criminal Networks” (2000).

Although concentrating upon the distinctiveness of
clandestine organizations can be useful, on many occasions,

criminals and terrorists operate in more “generic” ways that
are not overt artifacts of their illegal activities.  Accepting
that these social actors often have strong emotional
relationships with their collaborators (and act accordingly)
can be an invaluable analytic tool.  As an example, the
criminal network of Howard Marks, a highly successful drug
smuggler, will initially be analyzed using the Williams model
that concentrates on the distinctiveness of clandestine
organizations.  Having done so, a more generic style of
analysis is presented which focuses on normal social
relationships.  By doing so, the values of both methods are
showcased.

CLANDESTINE VS. GENERIC MODELS

Criminal and terrorist networks need to be understood
on their own terms.  Given this situation, it is only
natural that analysts would focus upon how they

differ from mainstream organizations.  One example of
focusing upon this distinctiveness is Phil Williams’
“Transnational Criminal Networks” (2000), which seeks to
identify the specific characteristics of clandestine networks
and recognize the precise roles held by specific individuals
within them.  Williams tends to view clandestine
organizations as distinct from their legal and mainstream
counterparts.

Williams views such organizations as consisting of a series
of connected nodes. These nodes can include individual
people, organizations, firms, computers, etc.  He envisions a
viable and ongoing network as having several functions that
are inevitable, essential, and necessary for an efficient, safe,
and smoothly running operation.  A number of different
functions include:

Network organizers: Those individuals and groups
who are at the core of the network and provide a
steering mechanism.

Network insulators:  Individuals or groups who
insulate the core from infiltration and compromise.
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Network communicators: Those who ensure that
communication flows effectively from one node to
another across the network as a whole.

Network guardians: Enforcers concerned with
security who take measures to minimize the
vulnerability to external attack and/or infiltration.

Network extenders: Those who recruit new members,
negotiate with other networks, foster collaboration
with others, and encourage defectors from business,
government, and law enforcement.

Network monitors: Those who ensure the
effectiveness of the network and report weaknesses
and problems to the core organizers so remedial action
can be taken.

Network cross-overs: Individuals who operate in a
different sphere from most of the network and may
extend the network into other activities.

According to Williams, clandestine organizations tend to be
characterized by these nodes. He goes on to suggest that
operating outside of the law creates a particular environment
that causes extralegal organizations to evolve independently
in parallel ways that are reflective of his model.

Criminals and terrorists, however, are also people who
possess feelings and develop relationships with each other;
as a result, they may simultaneously act in ways that
duplicate their behavior in the “legitimate sphere” of their
lives, such as participating in friendship groups and so forth.
They may do so because of universal organizational
principles and “human nature” (whatever that is).  The rapid
rise of technology, furthermore, is triggering ubiquitous
changes that impact almost all organizations and the ways in
which they function and are structured.

Clandestine organizations often function in ways that
parallel legitimate businesses and generic social networks.
The drug smuggling network of Howard Marks provides an
example of this tendency and the need to analyze criminals
and terrorists as people as well as strategically minded
criminals or terrorists.  By examining Marks’ organization
using both (1) Williams’ criminal-centric model and (2)   a
more generic model that focuses upon human relationships,
the values of both methods are discussed.

THE HOWARD MARKS NETWORK

Three different books have been written about Howard
Marks:  Mr. Nice by Howard Marks himself (1996),
High Time by David Leigh (1984), and Hunting Marco

Polo by Paul Eddy and Sara Walden (1991).  Eddy and

Walden describe the law enforcement efforts that were used
to expose and bring down Marks and his criminal network.
An interesting facet of the other two books is that they
describe the evolution of Marks’ criminal network from an
embryonic state into a large and well-functioning clandestine
network.  Collectively, these documents provide a rich array
of evidence regarding how the organization evolved over
time and how the emerging network dealt with the
circumstances faced.  Thus, they provide an excellent case
study of a specific clandestine organization.

Howard Marks grew up in Wales and in the early 1960s went
to Balliol College, Oxford.  As a college student, Marks made
numerous friends, many of whom eventually became
involved in his smuggling business.  Leigh (1984) has drawn
a parallel between this group and the crypto communists of
1930s Cambridge:  “With concentric circles radiating
outwards, of illegal activists; occasional accomplices; loyally
silent friends; and a whole galaxy of people who would
prefer to think the best of you because you were assumed to
share the basic attitudes of the group.”

Marks’ status as a “Balliol man” played a major role in his
success as a drug smuggler and Oxford was the perfect
milieu for a “mutual Mafia to flourish” (Leigh, 1984).  Marks’
network was based on trust and loyalty between friends.
Most of the individuals involved in Marks’ schemes did not
regard themselves as criminals because they disagreed with
the prevailing drug laws.  Marks’ drug smuggling activities
were carried out from the mid-1960s until 1988 when he was
arrested in Majorca, extradited to the United States, and
convicted of smuggling.

It is often assumed that criminals devise a network structure
to confuse law enforcement officials; this thinking assumes
that the resulting structure is a conscious response to the
risks associated with illegal activity.  In the case of drug
smuggling, however, a network structure may be a logical
and efficient way to organize the business. There are several
advantages to using networks instead of inflexible
organizational structures (such as those having a fixed
hierarchical structure).  Indeed, this form of organization is
often used in legitimate businesses; “matrix organizations,”
for example, do not operate according to the typical
hierarchical structure of business.  Thus, it is not necessary
to assume that the structures of clandestine organizations
are inevitably an artifact of illegal activities; they might
merely be well suited to the task at hand.

Apparently, Marks and his first smuggling partner, Graham
Plinston, did not plan the structure that ultimately evolved.
In contrast, the budding organization merely reacted to
whatever circumstances were faced and did so in an ad hoc
manner, using styles of interaction that the members already
possessed.  Since Marks initially started smuggling on a
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small scale, following the evolution of his network (into a
global enterprise) is possible.

Two features of the Howard Marks network will initially be
noted.  First, its scope was limited.  Marks’ network was
organized around the smuggling of one commodity, illegal
drugs (although the network eventually pursued some
legitimate businesses, such as importing wine, running a
travel agency, and establishing a language school that
served as covers for illegal activities).  Second, Marks
himself did not use force or the threat of force in order to
maintain control of his operation.  As was mentioned earlier,
Marks’ smuggling network and its operations were based on
friendship, loyalty, and trust between peers.  This
characteristic is a major feature of many clandestine
organizations; their members, for example, often share a
similar ethnic background, religion, etc., and/or they have
similar interests.  That was as true in the case of Marks’
organization (that grew up in the shadow of Oxford) as it is
for terrorist organizations that are based upon a common
religion and/or oppose forces that the members view as
oppressive.

MARKS’ ORGANIZATION: AN OVERVIEW

Marks’ first network was a very simple organization
used to import hashish into England. Three people
served as the main suppliers.  Two groups carried

out the actual smuggling and one additional group was
formed to sell the drugs in England.  In this network, every
member of the organization had a specific role in the actual
smuggling operations although a formal network did not
actually exist.  This organization was simple and small
enough for operatives to communicate directly with each
other, as required.

At this point, participants such as Plinston and Durrani can
be viewed as “core members” according to Williams’
terminology.  The suppliers in Lebanon were at a distance
from the core.  Two subgroups engaged in the actual
smuggling, one under Durrani and another one under
Plinston.  Once the hashish arrived in England, Plinston’s
organization sold the drugs.  This embryonic and immature
network was limited in its ability to carry out complex tasks,
and basic smuggling and distribution activities were about
all it could accomplish (Leigh, 1984, 30 ff; Marks, 1996, 63 ff).

AN EVOLVING ORGANIZATION

As the criminal activities expanded, the organization
became more complex and sophisticated.  These
changes, in part, increased opportunities and profit

margins.  New recruits provided access to the Shannon,
Ireland, Airport, a key transportation hub (Marks, 1996, 78).
Bringing hashish into Ireland (due to less rigorous

inspection policies) was advantageous; nonetheless, sales
were not made there.  After the drugs were repackaged in
Ireland, the product was smuggled into England where the
marketing wing of the organization took over (Marks,
1996, 80 ff).

Jim McCann, who facilitated the Shannon connection,
helped increase Marks’ smuggling activities, a growth that
created the need for additional stashing and processing
facilities in both Ireland and England.  The impact of
McCann upon the operation demonstrates how (1) one
person can be crucial to the growth and evolution of a
criminal enterprise/organization and (2) access to corrupt
officials can be a very important catalyst for growth.
Apparently possessing contacts with the Irish Republican
Army (IRA), McCann may have both insulated the network
from law enforcement officials and prevented interference
from other organizations that were also operating outside the
law.

By this time, the network was beginning to develop
sophistication and professionalism.  False names were
adopted.  Although members of the organization continued
to be preoccupied with procuring and handling illicit drugs,
increasingly they began to think about protecting the core.

FURTHER PERMUTATIONS

Over a period of 10 years, more than 100 tons of
hashish and marijuana were smuggled into England
and the United States.  The organization grew and

the cast of participants increased.  Ultimately, many people
and sub-organizations became involved.

Eventually Plinston introduced Marks to “Ernie” (Marks,
1996, 111), a man described in Mr. Nice and Hunting Marco
Polo as running the American West Coast drug selling and
smuggling operation.  Eventually Ernie gained an equal
footing with Marks.  At a minimum, Ernie evolved into
Marks’ most important associate.

Johnny Martin, a college buddy from Marks’ Oxford days
(Marks, 1996, 102), served in a role that Williams would
describe as an “extender” and he introduced Marks to Phillip
Sparrowhawk (Marks, 1996, 143), who was a “jack of all
trades” (Marks, 1996, 143).  Sparrowhawk served the network
by creating sham companies that could perform functions
such as laundering money, and he also conveyed both
money and messages between network members.
Sparrowhawk soon set himself up as an independent drug
supplier operating out of Thailand and in this role he became
an important member of the final network.  He had no
specific tasks within the network, but was directly involved
in the smuggling operations.
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Tom Sunde, another recruit, was one of Ernie Combs’ men
(Marks, 1996, 139).  His function was that of a courier and
jack of all trades who did whatever needed to be done.  After
Marks was released from prison, Sunde’s role evolved
(Marks, 1996, 259), and it is not clear if he worked for Combs
(as described in Hunting Marco Polo) or if he defrauded
Combs and Marks in order to advance his own agendas
(Eddy & Walden, 1991, 209).  Because of Sunde’s position
as an informant for U.S. Customs, he had a unique ability to
supply Marks and Combs with vital information even though
he was not actually a part of Marks’ network.  Had Sunde
served in such a role, he could have been what Williams
calls a cross-over or insulator.

Jarvis is mentioned in Mr. Nice on several occasions, but he
is not identified or discussed in the other books.  According
to Marks, Jarvis performed many of the functions outlined
by Williams without embracing any particular role.  Like the
others, he helped facilitate the smooth operation of the
business (Marks, 1996, 171, 175, 269), including acts of
insulation (such as hiding Marks’ false passports).  Jarvis
introduced John Denbigh, who helped manage Marks’ wine
importing business that served as a front for the network’s
illegal operations (Marks, 1996, 260).  In performing these
roles, Jarvis seems to have provided a cross-over function.
Thus, it is appropriate to view Jarvis as an insulator.

John Denbigh (The Vicar) was introduced to Marks by Jarvis
(Marks, 1996, 13).  He served several functions.  Initially, he
organized the purchase and sale of hashish from Nepal and
he went on to become one of Marks’ trusted associates.  He
performed acts of insulation and he functioned as a
communicator. A part of the network before Marks’ initial
prison sentence, Denbigh functioned as a troubleshooter in

the final network and might have been a network monitor.
His role is described as more prominent in the final network.
Hunting Marco Polo, for example, shows Denbigh traveling
to the United States to handle negotiations for Marks in
connection with a large smuggling operation (Eddy &
Walden, 1991, 134, 135, 137).

Don Brown was introduced by a lawyer who worked for
Ernie Combs (Marks, 1996, 139).  Brown is described as
having Mafia connections in Mr. Nice while he is depicted
as being more of an ordinary racketeer in High Times.
Working at Kennedy International Airport, he was
instrumental in smuggling large quantities of illegal drugs
into the United Sates from 1975 to 1978.  He was arrested in
1978 after being responsible for 55,000 pounds of hashish
and marijuana being smuggled into the United States.  The
individuals involved in this particular smuggling venture
made $48,000,000 (Marks, 1996, 166).

In 1981 Marks was first brought to trial.  He was acquitted of
drug smuggling but convicted of possessing false passports
(Marks, 1996, 191).  He was released in May 1982 (Marks,
1996, 195).  Immediately after his release from prison, Marks
seems to have stayed  “out of touch” with his old business
associates, but eventually he drifted back, creating a
network with operations in Spain, Great Britain, The
Netherlands, Pakistan, the U.S., Canada, and Thailand.  As
usual, the main purpose of this network was smuggling
illegal drugs.

ANALYZING MARKS’ ORGANIZATION AS
CLANDESTINE

Williams’ model provides a means of interpreting
Marks’ organization and the behavior of its
members that focuses on its clandestine nature.

According to the Williams model, Salim, Malik, and Aftab
and Phil Sparrowhawk functioned merely as suppliers of
drugs.  They had no direct function within the network itself.
James Newton’s only function was forging passports
(Marks, 1996, 278, 279).  They facilitated the operations of
the organization.  Other operatives are discussed below:

Network organizers
Marks and Combs were the main organizers.  The other
members supplied needed services while Marks and
Combs were the core of the network.  After Combs was
arrested, Gerry Wills stepped in to fill the resulting
void in the network.  Wills, furthermore, had his own
cohesive subgroups of sellers.

Network insulators
All members functioned as insulators (Marks, 1996,
157).  No individual had the specific task of insulating
except for possibly Hobbs and Clarke, who at different
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times operated telephone exchanges (Leigh, 1984, 132,
Eddy, and Walden).  This activity can be seen as an act
of both insulation and communication.

Tom Sunde served as an insulator, but he does not
appear to have been a part of the network.  Marks used
him to get information about the ongoing
investigations against his smuggling operations.
Nonetheless, this information was offered on an ad
hoc basis when doing so suited Sunde’s interests.

Network communicators
In Marks’ network it is hard to distinguish between
insulating and communicating.  The telephone
exchange was set up primarily to handle
communication.  Hobbs, furthermore, used “internal
lingo” as an added security technique.  By doing so,
Hobbs functioned as an insulator (Eddy & Walden,
1991, 52).  Marks points out that a telephone exchange
was troublesome due to security issues, because if
messages were intercepted and interpreted by law
enforcement officials profound damage could result.
Due to this threat, Hobbs and Clark served the double
function of insulators and communicators.

Network guardians
 Marks did not use enforcers.  Indeed, he even states
that he was opposed to violence, and allowed people
to come and go at will (Marks, 1996, 192, 378).  There
is only one reported incident when an arrested member
of the group was warned off by “debt collectors”
employed by Ernie Combs (Leigh, 1984, 193-194).

Network extenders
Marks is the foremost extender, but other members
worked to extend the network in the sense that they
continuously sought new partners and participants.
Jarvis, for instance, introduced several new members
into the network.

Network monitors
Tom Sunde performed as a network monitor together
with Rainer Jacobi; however, he was not a member of
the network.  They, for example, told Marks that it was
Salim Malik who had “ripped off” a load of drugs
(Marks, 1996, 259).  Their standing in the network,
however, is unclear.  Even though they provided
Marks with this valuable information, they were not
actually functioning as network members or working
under orders or instructions from Marks or Combs.
The role of Rainer Jacobi is not clear.  He was used as
an informant by the U.S. Customs investigators, but he
seems to have had access to sensitive information that
hints he may have actually been a government
employee.  The case of Jacobi demonstrates the

difficulty involved with informants.  Jim Hobbs also
served as a network monitor when he oversaw Marks’
operation in Karachi (Eddy, Walden, 1991, 45), as well
as performing a number of other functions.

Network cross-overs
 According to the account found in Hunting for Marco
Polo, Patrick Lane only performed acts of money
laundering; thus, his actions were not network-specific.
George and Assumpta Lane ran the International
Language Centre in Karachi (Marks, 1996, 270), which
was set up by Marks to serve as a front.  This business
was intended to provide a legitimate reason for Marks
to have a presence in Pakistan and this can be seen as
fulfilling a cross-over/insulator role.  However, George
Lane and Assumpta Lane are described as not being
aware of this clandestine motive and, therefore, were
not part of the network and not involved in any
criminal activities (Eddy & Walden, 1991, 44).  Marks
simply used them to create a front organization.  Lord
Moynihan is a cross-over in the sense that he had
connections with the government of the Philippines,
but as a network member he played only a minor role
(Marks, 1996, 222, 276, 286).  His activities were limited
to seeking out suitable land for growing marijuana,
which, it appears, he was unable to accomplish
(Eddy & Walden, 1991, 58).  He is the operative with
the least loyalty to Marks.  Balendo operated a travel
agency and became an employee of Marks in the Hong
Kong International Travel Centre (Marks, 1996, 236,
272).  He is described as becoming aware of Marks’
activities and he became involved in the money-
laundering operations as required.  His function seems
to be that of a cross-over insulator for the network.
However, he also carried out direct criminal activities,
such as carrying messages; in addition, the Travel
Centre served as an excellent front.

This use of the Williams style of analysis identifies various
functions within Marks’ organization, but sometimes
provides a confusing picture that tends to over-simplify
reality.  Although useful in some ways, Williams’ model
needs to be viewed with these shortcomings in mind.

A MORE ROBUST ANALYTIC MODEL

As indicated above, Williams’ model centers upon the
specific nature of clandestine networks and assumes
that extralegal organizations will inevitably be

structured accordingly.  Although useful in some ways, a
more robust analysis that also includes the existence of
normal social relationships can also provide useful insights.
By doing so, a simplistic characterization can be avoided.
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A strength of the Marks network lies in the fact that it was
based upon trust and friendship.  The members had a
common background and parallel interests. Because the
participants tended to disagree with the drug laws being
violated, they did not consider themselves to be criminals
and did not participate in the “criminal lifestyle.”

Marks’ network never reached the level of specialization that
is outlined by Williams, but it was an efficient and effective
extralegal enterprise.  It was very fluid and flexible in nature
because it consisted of people who moved in and out of
actual participation on a voluntary basis and as the need
arose.  Many participants were close personal friends.
Marks’ organization can be described as an informal
structure with a core and a loosely connected periphery.
The core of the final network consisted of Howard Marks
and Ernie Combs and, after Combs was arrested, Gerry Wills.
In Marks’ network few roles were network-specific. The only
individual who may have been purely involved with network
duties was Mike Clark, who operated the early telephone
exchange.  All the other members carried out a variety of
different tasks sometimes pitching in informally.  Although
in some ways they functioned according to Williams’
typology, network members tended to have multiple roles
and perform a variety of tasks.  Marks, furthermore, was
opposed to the use of violence; hence, the enforcing
function was conspicuously absent in his organization.  The
organization was simplified as a result.  In addition, the lack
of violence allowed it to occupy a “high moral ground.”

Thus, it is possible to run an extralegal network successfully
without embracing the organizational features identified by
Williams.  In other words, if the network is sufficiently well
run and if everyone trusts each other, it is not necessary to
designate certain people to perform specific functions as
suggested by the Williams model.  If the network is based on
mutual interests or on a “family structure,” the specialized
functions proposed by Williams will not necessarily develop
even though the organization might function effectively.
Thus, this type of network may exhibit only a few of the
roles proposed by Williams while various individuals
perform several functions that Williams depicts as distinct.

Criminal-centric models (such as that proposed by Williams)
ignore the fact that people who operate extralegal
organizations are also members of their cultures, develop
friendships, act according to loyalties, and so forth.  As
such, they often function “generically” as people and not
“specifically” as members of a clandestine organization.
Marks and his associates functioned primarily as friends
even though they were engaged in a clandestine business.
This fact, not the extralegal nature of their network, provided
the “corporate culture” of their operation.  If we ignore this
reality, it becomes easy to overlook profound influences
impacting many clandestine organizations and their
structures.

ANALYTIC IMPLICATIONS OF HUMAN
RELATIONS MODELS

At least two methods of analyzing clandestine
organizations exist.  One, represented by the work of
Phil Williams, offers models of clandestine

organizations and how they operate.  This method of
analysis assumes that those who operate outside the law
tend to embrace a rational structure in order to mitigate the
risks created by a clandestine status.   Williams provides
blueprints regarding sensible ways in which clandestine
organizations can configure themselves for the sake of
efficiency, safety, and security.

The alternative to Williams’ model is to observe that people
are social animals who establish friendships as well as
possess certain traditions that are based on their
backgrounds and cultures.  These people bring their styles,
sentiments, and habits of social interaction with them even
when they participate within clandestine organizations.  As a
result, clandestine organizations will probably not be
completely structured in a strategic manner designed to
mitigate the dangers incurred by their extralegal nature.  The
personal aspects of the members, furthermore, are likely to
be reflected in the organization and its structure.

The Howard Marks organization demonstrates this
tendency.  Although Marks and his organization became
increasingly sophisticated, they never organized their
operations in the strategic manner that Williams predicts.
The organization and its mode of operation, moreover,
reflected social conventions and patterns of friendship and
interaction that existed before the members turned to crime.
This organization, furthermore, was very effective.

The Intelligence Community needs to remain aware that such
“generic” structures are often present in clandestine
organizations.  These tendencies do not necessarily stem
from the illegal nature of the activities performed or the risks
that must be mitigated.  Although paradigms such as that
provided by Williams are useful, they can (if used in
isolation) draw attention away from generic structures that
may also be operating.

In many parts of the world, for example, terrorists provide a
profound challenge to governments and the military.  When
evaluating these organizations and the best way to combat
them, analysts need to recognize that these operatives are
probably (1) strategists who are aware of and respond to risk
on the one hand, while being (2) people who are members of
their cultures, develop friendships, and have personal
relationships on the other.

The Howard Marks organization was informal, based on
friendship, and not tightly structured.  This type of structure
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served it well for many years, helping Marks and his friends
to resist attacks against them.  When dealing with
clandestine organizations, this possibility needs to be
acknowledged.

REFERENCES

Eddy, Paul, & Walden, Sara (1991), Hunting Marco Polo: The
Pursuit of a Drug Smuggler Who Couldn’t Be Caught by
the Agent Who Wouldn’t Give Up (Boston, MA:  Little
Brown).

Leigh, David (1984), High Time: The Life and Times of
Howard Marks (London:  Heinemann).

Marks, Howard (1996), Mr. Nice (London:  Sucker and
Warburg).

Walle, Alf H. (2000), Qualitative Research in Intelligence
and Marketing: The New Strategic Convergence
(Westport, CT:  Quorum Press).

Williams, Phil (1994), “Transnational Criminal Organisations
and International Security,” Survival, Vol. 36, #1, p.
96.

Williams, Phil (1996), “The Nature of Drug Trafficking
Networks,” Current History, Vol. 97, April, 154-156.

Williams, Phil (2000), “Transnational Criminal Networks” (Rand
Corporation).  A pre-publication copy was used when
writing this article.

Williams, Phil, and Godson, Roy (1999), “Anticipating
Developments in Organized Crime,” paper presented at
The Second Annual International Colloquium on
Intelligence (Erie, PA:  Mercyhurst College).

(Author’s Note:  Adam Pode provided much useful input to
this article.  Since it was completed without his participation
due to the fact we have been out of touch with each other, I
have not included him as an author.  Nonetheless, his
participation was important and is gratefully acknowledged.)

Dr. Alf H. Walle teaches in the National Security Program
at the University of Texas at El Paso.

First-of-its-kind Remote Sensing Textbook
The Phenomenology of Intelligence-Focused Remote Sensing is the first textbook 
of its kind to include phenomenology, sensors, and intelligence applications under 
one cover. It builds on over three decades of specialized instruction in electro-
optical remote sensing technologies and geospatial applications of interest to the 
US Intelligence Community (IC) and the Department of Defense. 

All proceeds will be donated to programs dedicated to advancing the IC workforce. 

Sign up for updates by visiting  
riversideresearch.org/textbook



American Intelligence JournalPage 36Vol 31, No 1

Supplementing Shadow's ISR Capabilities with Longer-
Enduring Tactical Unmanned Aerial Systems

by 2LT (USA) Matthew Polek

The United States is a worldwide leader in TUAS
(tactical unmanned aerial system) research,
development, and production.  The U.S. Army has

benefited from this status by having access to some of the
most capable TUASs on the market.  One of these is the
RQ-7 Shadow 200.  The current variant flow by the Army
is the RQ-7B.  All variants of the Shadow 200—there are
three—are rapidly approaching their one-millionth hour of
unmanned flight.  This TUAS no longer needs to justify
its place in the Army arsenal; it has earned it.
Additionally, Army UAV operators and technicians have
proven time and again that manufacturer limitations can be
pushed to the brink.  Their creativity and innovations
have led to many developments and improvements to
Army UAS operations.  The Shadow 200 has solidified its
place as the unmanned workhorse of the Army that is
flown by the best UAV operators in the world.  However,
despite Shadow’s successes, Army ISR requirements far
exceed what it can offer.

Innumerable battlefield ISR requests go unanswered, even
with UAVs in the vicinity.  The Shadow, for instance, has
spent much of its nearly one million flight hours
interrupting missions to return to base for refueling
operations.  While the company AAI has done much to
improve the performance of the Shadow in an attempt to
meet the Army’s need for more time on target, it is still
heavy and fuel-inefficient.  Upgrading the RQ-7A to the
7B improved Shadow’s flight endurance by two hours.
The RQ-7C, also called the Shadow V2 (Version 2) by the
Army, is scheduled for fielding in FORSCOM units in
FY13 (Textron RQ-7B).  The RQ-7C is expected to have
flight endurance of 8-9 hours, a wingspan of 20 feet, and a
weight of well over 400 pounds (CBO, 4).  The RQ-7C’s
payload capacity has been increased to 110 pounds and it
will undergo some engine upgrades that will improve
performance (CBO, 4).  However, with the RQ-7C’s
payload upgrade, its flight endurance could be hindered.
Depending on the weight of the payload, the endurance of
the RQ-7C will not necessarily be improved over the RQ-
7B.  The Army set aside over $358 million in FY12 to
upgrade 43 Shadow systems to this new variant (Textron).
When did the Regular Army last take a step back to make

a cost-benefit assessment of how well its ISR needs are
being met with these upgrades?

The Army has another TUAS operating within SOCOM
called the Aerosonde-G.  This system, which is owned by
AAI and is compatible with the Army’s One System
Ground Control Station (OSGCS), was awarded a $600
million contract by SOCOM in March 2012 (Textron,
USSOCOM).  The Aerosonde weighs approximately 50
pounds and has a 12-foot wingspan.  Since this UAV has
a heavy fuel engine, flight endurance is expected to be 24
hours or longer.  Aerosonde’s heavy fuel engine also
allows it to carry payloads with higher electricity demands
and has performance improvements such as an increased
climb rate, speed, and altitude ceiling (Textron,
Aerosonde).  The Aerosonde lands by flying into a net,
much like the Pioneer UAV.  Aerosonde’s launch site also
requires fewer hours to emplace than the Shadow’s.  A
major criticism of smaller TUASs, like Insitu’s ScanEagle,
is their payload limitations.  The ScanEagle, for instance,
can carry only one electro-optical (EO) or infrared (IR)
camera at a time.  The Aerosonde is sufficiently capable of
carrying a TASE400 payload designed for a combined EO
and IR camera (Goodrich).  This payload also has an extra
bay for an additional IR sensor, rangefinder, or laser
pointer.  Aerosonde exhibits the tactical characteristics
that Army rapid deployment troops need.  It is the
author’s opinion, in regard to TUAS, that runways are a
tactical hindrance to fast-paced modern military
operations.  With each upgrade, the tactical characteristics
the Army once sought in TUASs become less and less
prevalent with the Shadow 200.

AAI’s research and development indicates that there will
not be another upgrade after the RQ-7C.  AAI is currently
testing a heavily modified Shadow called the Shadow M2.
The M2 is essentially a 500-pound Shadow with a new
fuselage and engine (Gourley, AUVSI).  It is arguable, but
these changes to create the M2 may transcend what
would constitute an “upgrade.”  Regardless, the M2 will
be able to carry multiple payloads and have a flight
endurance of 15 hours.  Endurance has always been the
thorn in Shadow’s side and so far upgrades have not been
able to satisfy Army needs.  Shadow’s wings, which
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contain its fuel, have grown from nearly 12 feet with the RQ-
7A to 14 feet with the RQ-7B.  The RQ-7C has a wingspan of
20 feet.  The Shadow M2 has a 25-foot wingspan (Textron,
M2).  What this means is that for the Army to finally meet its
ISR collection needs it will require what essentially amounts
to an entire new fleet of M2 UAVs.  AAI’s Senior Vice
President and General Manager Steve Reid said the Army
could have the M2 for a “very modest incremental cost”
(Gourley, 62).  However, the CBO estimates that acquiring 20
Shadows and upgrading the entire fleet over the next five
years will cost nearly $2 billion (CBO, 9).  There are
unmanned systems on the market right now that cost a
fraction of the Shadow, achieve two to three times its flight
endurance with a fraction of the fuel, have multi-sensor
payloads, and are also compatible with the OSGCS.  If more
efficient, cheaper UAS options exist, why does the Army not
more aggressively pursue these to field in a select unit or two
to test their integration and combat effectiveness?

Despite Shadow’s limitations, I do not propose the Army get
rid of this system.  On the contrary, one benefit of the
Shadow is that its growing payload capacity will allow it to
transcend typical ISR missions. The RQ-7C will be able to
carry 110 pounds of any sensor that can be stuffed into the
fuselage.  These sensors include synthetic aperture radar and
SIGINT sensors found in much larger UASs.  Additionally,
the Shadow’s improved Plug-in Optronic 300 (POP 300)
camera, which has twice the definition of the previous POP
200, is comparable to that of the Predator.  The Shadow is
transitioning into a very capable test-bed UAV with the
capability of allowing for a greater expansion of Army
intelligence collection.  However, I believe the Army has a
greater need for surveillance and reconnaissance than what
the Shadow can offer.  Despite Shadow’s payload
capabilities, the Army should not discount emerging
technologies for smaller TUASs.  Just as smart phones and
personal computers have become smaller, more capable, and
more affordable, the same innovation has taken root for
miniaturized UAV optics and sensors as well.  New payload
developments for smaller TUASs are the primary reason the
Army should consider systems with superior endurance and
the tactical features the mobile Army needs.  The bottom line
is that if a military demand exists for a better TUAS camera it
will be developed.

The Shadow’s payload capacity is not limited to sensors in
the fuselage.  The U.S. Marine Corps is leading the way in
arming the Shadow.  The Marines announced in 2011 that
they would be arming part of their fleet of Shadows and have
a classified multi-million dollar weapons procurement program
for these UAVs.  Each wing of the RQ-7C can be outfitted
with a hard point capable of carrying 25 pounds each
(McLeary).  However, in the fury to outfit the Shadow with
every sensor and weapon available, I believe the argument
regarding intelligence collection is being lost.  Commanders
of the 1st Marine Expeditionary Force argued for munitions

after they complained that a 6-month deployment to
Afghanistan in 2009 resulted in Shadow operators losing
track of 90 insurgents (McLeary).  They claimed that armed
Shadows could have taken out these IED teams.  Did the
USMC consider that killing the teams would not stop IED
production?  If we already know where the IEDs are, then we
should determine why we could not follow the IED
emplacement teams back to the source.  The Marines will
soon find out that with this path IEDs will still be emplaced
and their Shadows will find even fewer of them thanks to its
hindered flight endurance.  If Army commanders are also
looking to enhance their Shadows with weaponry, I urge them
to scrutinize this path and not make such a knee-jerk reaction
as the USMC has done.

If we petitioned battlefield commanders of the past ten years
and asked them what was needed out of our UAVs, I would
bet that one of the top answers would be longer flight
endurance.  Shadow’s short time on target is unacceptable
and has been a concern since this system was introduced to
the Army ten years ago.  The answer for the Army is to
diversify its UAS fleet with more tactical, longer-enduring,
and cost-effective systems while maintaining its schedule of
upgrades for fewer Shadows.  I propose we outfit some of our
most expeditionary reconnaissance, surveillance, and target
acquisition (RSTA) squadrons or battlefield surveillance
brigades (BfSBs) with UAVs that achieve 15-25 hours of flight
endurance and do not require a paved surface to land.  I
suggest we start with the Aerosonde since it is compatible
with our OSGCS and is already being utilized by SOCOM.  If
the Army cancels additional Shadows, we can use that money
to outfit these units with additional systems.  Supplementing
our Shadows with more affordable TUASs that have longer
flight endurance could solve many of our ISR request issues
and aid with the Army’s ongoing budget reduction.  If
outfitting units with another TUAS is not possible, we should
at least monitor SOCOM’s success with Aerosonde and make
an assessment based on that.  At least when the time comes
to make difficult budget decisions, we will already have an
idea of where money could be saved.  With that said, the
Marines are already leading the way with TUAS
diversification.  The Marines are aware of the effects of
Shadow’s reduced tactical capabilities resulting from its
regular upgrades.  To mitigate these effects, they have
contracted for Insitu’s Integrator UAS to operate alongside
their Shadows and supplement ISR collection.  The Integrator
is a 135-pound TUAS with a 16-foot wingspan that uses the
same launch and recovery systems as the much smaller
ScanEagle (Integrator).  This TUAS also carries a multi-sensor
payload bay like the Aerosonde.  The USMC’s small tactical
UAS (STUAS) program manager, CPT J.R. Brown, said the
Shadow is “expeditionary to a point, but requires an improved
runway for recovery” (Butler).  CPT Brown added that the
Integrator “takes expeditionary to the next level” (Butler).
The Marines are proactive and have acted to mitigate the
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limitations brought about by Shadow’s upgrades.  Why has
the Army not followed suit?

The era of the Global Hawk may be over, at least for our
generation.  As the Army’s budget reductions proceed
apace, thanks to our “new economy,” our choice of new
military technologies will soon be limited.  However, there
may be an opportunity in this difficult situation for the Army
to request smaller, more efficient UAS technologies from
defense contractors that will be scrambling for fewer military
contracts.  If the Army does decide to diversify its fleet of
smaller UASs, the time to do so is now.  As its fleet of
Shadows grows to nearly 500, across-the-board upgrades
and repairs may soon become too costly.  The RQ-7C
upgrade was already put on hold once in 2010 due to
budgetary constraints (Brannen).  There are no indicators
that our budgetary woes will improve anytime in the near
future.  Also, with each upgrade of the Shadow it slowly
transitions away from the tactical nature the Army originally
desired.  Troops on the ground may not always operate out
of an area where an airfield is conveniently located.  The
Army needs another TUAS that our MOS 15Ws can operate
in the field, from any field, and with each upgrade the Shadow
strays from that capability.  As I write this, there is a debate in
Congress regarding the price justification of military UASs.
A 2012 Congressional Research Service report asked the
question:  “How should (the) DOD, Congress and the UAS
manufacturers balance cost with capability?”  TUAS
diversification answers this question.  If the Army does not
take charge of its own UAS acquisition, civilians in Congress
who have never stepped foot on a battlefield may soon be
dictating our needs for us.  Considering the innovative
defense contractor spirit that brought U.S. intelligence
sectors the Predator UAV 20 years ago, we should expect no
less effort be invested in our demand for a more capable,
tactical, and affordable TUAS.
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Culture for the Masses?
Supporting Small Units with Cultural Intelligence

by LTC (USA, Ret) Lawrence E. Cline

Much of the emphasis in counterinsurgency (COIN)
doctrine over the last few years, as reflected in
Field Manual (FM) 2-24 and other doctrinal

publications, has been on the need to increase focus on the
local population.1  One of the principal distinctions of the
population-centric approach for intelligence support is its
focus on what typically might be viewed as anthropological
and sociological dynamics.  Skill sets for the population-
centric approach require some specific ones that likely are
not particularly equivalent to those operations focusing on
the insurgents themselves.  Perhaps the most significant
skills that are demanded are a broader and deeper knowledge
of cultural issues.

Although put in unfortunately academic terms, a good
description of this process is:  The realization of
“multidimensional data fusion” allows the cultural analyst to
not only work toward an understanding of the relational
structure of the predominant social system (tribal or
otherwise), but also to integrate these entities (persons,
tribes, etc.) with their spatially fixed anchor points (homes,
schools, territories, etc), allowing for a contextually-enriched
and actionable understanding of the operating environment.2

The process has become sufficiently embedded among some
COIN analysts that it has become accepted as almost a
separate intelligence discipline, that of cultural intelligence.
[Editor’s Note:  A recent issue of AIJ was dedicated to the
theme “Cultural Intelligence and Regional Issues.”  See Vol.
31, No. 1, 2012.]  One of the “godfathers” of the neo-classical
approach to COIN, David Kilcullen, offered the following
prescription for the intelligence system required for COIN:

A final observation is that today’s intelligence
paradigm, which emphasizes the acquisition of secret
intelligence from foreign governments, may be ill-
suited to modern counterinsurgency.  Secret
intelligence is often less relevant than information
which is not classified by any government, but is
located in denied areas.  Feedback on the effect of
operations on public perception may be critical.  Human
intelligence and tactical signals intelligence are clearly
crucial, and additional effort in these areas would be
valuable.  But in modern counterinsurgency, where

there is no single insurgent network to be penetrated
but rather a cultural and demographic jungle of
population groups to be navigated, “basic
intelligence” – detailed knowledge of physical, human,
cultural and informational terrain, based on a
combination of open source research and “denied
area ethnography” – will be even more critical.3

One key question with the issue of cultural intelligence is at
what level it can be used.  Arguably, at least, it can be of
greatest importance at the tactical, small-unit level.  The daily
interactions between military units and the local populace
can provide critical “ground truth” for building the larger
intelligence picture.  Likewise, these interactions are much
less likely to be successful if small units do not have
sufficient cultural understanding to actually communicate
effectively with the population.  These two mutually
reinforcing needs require some systems in place to succeed.

At the operational level, a number of participants in recent
operations have noted some issues with the cultural
intelligence approach.  In general, most who have criticized it
at the tactical level have argued that the cultural collection
simply has not gone far enough.  For example:

One Marine back from Iraq noted, “We were focused
on broadcast media and metrics.  But this had no
impact because Iraqis spread information through
rumor.  Instead of tapping into their networks, we
should have visited their coffee shops.”
Unfortunately, the emphasis on force protection
prevented Soldiers from visiting coffee shops and
buying items on the economy.  Soldiers and Marines
were unable to establish one-to-one relationships
with Iraqis, which are key to both intelligence collection
and winning minds.4

At considerably higher (and much more publicized) levels,
the report from MG (USA) Michael Flynn, et al., described a
similar series of weaknesses in understanding the Afghan
people and culture.5  The Flynn Report in many ways argued
that the U.S. military was not really living up to its doctrine
of a more population-centric approach, and considerably
greater attention needed to be paid to this aspect of
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counterinsurgency.  In fairness, the various military services
have made some progress since then in improving cultural
understanding within tactical military units.

There have been various efforts on the operational side to
increase cultural sensitivity and knowledge of non-
intelligence tactical units.  These typically have involved
short-term training—normally of at most a few weeks—for
troops being deployed into insurgency areas.  Although it
might be argued that shallow knowledge of what can be
complicated cultures may be as dangerous as no knowledge
at all, this training at least represented an awareness of the
importance of culture.  Under the mantra of “every soldier a
sensor,” such broader cultural awareness at least in theory
should be useful as tactical reporting into the intelligence
system.6  Recently, specific units in the Army have been
earmarked for geographical deployments in particular areas
and have been given at least basic training on the politics
and cultures of these regions.  This particularly has been the
case for some units earmarked for Africa Command.7

Clearly, much of this training is at best minimal.  Teaching
troops “Middle Eastern culture” or “African culture” will
lose many critical subtleties.  One anecdotal example might
illustrate this issue.  While the author was working in Iraq
with Iraqis, they were visited by a U.S. military officer who
clearly was trying to use all the cultural skills he had been
taught.  Afterward, one of the Iraqis remarked, “I wish that
you Americans would realize that we’re Baghdadis, not
Bedouin.”  This represents what is likely a relatively common
issue in truly understanding the cultural environment in
which U.S. forces are operating.  As such, units require
further support.  There have been three major support
structures for providing this type of cultural intelligence.

In the case of both Iraq and Afghanistan, the use of Human
Terrain Teams proved valuable in augmenting tactical and
operational intelligence units.  These teams were able to
provide a much more detailed picture of local social and
tribal dynamics.  The use of outside social scientists to
augment military intelligence units unfortunately proved
controversial, however.  This particularly was the case for
anthropologists, whose professional association, the
American Anthropological Association, officially
“express[ed] its disapproval” in October 2007.8  Other
anthropologists argued that that their field was being
“militarized.”9  Given the reaction of many experts who might
be ideal for this approach, its utility in future such
operations may be questionable.

There certainly are other means of gathering this kind of
cultural intelligence beyond hiring civilian academics.  A
very long-standing system, particularly within the U.S.
Army, has been that of Foreign Area Officers (FAOs).
These are specialists in a particular geographical area, with

training in local languages, advanced civil schooling, and
opportunities for multiple assignments to a particular area.
Although the Army has had the longest-lasting and by far
the largest FAO program, the other military services have
also expanded theirs in recent years.  A few caveats,
however, should be noted about the FAO program and its
relationship to intelligence.  Until the last few years, FAOs
were expected not only to maintain regional expertise, but
also to remain competitive in their basic branch; in practice,
this typically meant that the main attention of officers who
wanted to be promoted remained focused on their basic
branch of service.  In what is termed as “single tracking,” the
Army now assigns FAOs to back-to-back assignments
focusing on their geographical area of training.  Given the
ongoing personnel cutbacks within the military, and
prospects for these to increase perhaps exponentially, how
willing or able the military will be to continue this type of
single tracking may be debatable.

[Editor’s Note:  About two years ago, the Foreign Area
Officer Association (FAOA) produced a special issue of its
professional journal International Affairs that focused on
the issue of whether single tracking or dual tracking makes
more sense for an individual’s military career and the
productivity of the U.S. armed forces.  This editor
contributed an article arguing the merits of dual tracking,
based on his own FAO/MI career.  There were several
fascinating articles included supporting both sides of the
debate.  See www.faoa.org for more details about FAOA and
its journal.]

FAOs are what in military jargon are called
“high-demand, low-density” assets for the
military.

Beyond this, FAOs are what in military jargon are called
“high-demand, low-density” assets for the military.  Given
the expense and length of time for their training, FAOs will of
necessity be limited in numbers.  Although they are ideal for
intelligence assignments, of course, FAOs are used in a wide
variety of functions.  These can range from planners to
liaison officers, from security cooperation/military assistance
officers to political-military advisors.  As such, only a
portion of FAOs will likely receive assignments within the
Intelligence Community per se.  Whether these particular
officers will receive actual intelligence training on top of their
geographical training is questionable.

There have been other efforts to broaden cultural expertise
beyond the formal FAO program.  The first of these is the
AFPAK Hands Program, created in 2009.  This program was
designed to create a cadre of experts on Afghanistan and
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Pakistan who will receive regular tours in the area.10

Although designed as a much broader initiative than simply
for intelligence purposes—in fact seeming to focus on the
operational side—the increased expertise would improve
understanding of the operating environment in these two
areas.  The potential downside of this emphasis, of course, is
that it focuses on only two parts of the world; although both
likely will continue to be of strategic interest, their relative
priority likely will decrease as the U.S. military withdraws
from Afghanistan.   This could lead to the equivalent of a
professional ghetto for those officers and civilian officials
involved in the program.

More specifically, some existing units should be key players
in this type of intelligence collection and reporting into the
larger system.  This specifically would include Civil Affairs
and Psychological Operations units and field organizations
such as Provincial Reconstruction Teams and Civil-Military
Cooperation Centers.  All these elements should have both a
detailed knowledge of their areas of operations and good
access to a variety of sources.  Unfortunately, at least
anecdotally, cooperation and coordination among these
civil-military units and intelligence units and agencies have
been patchy at best.

Traditionally, one set of units that was in
fact deeply attuned to local culture and
norms was in special operations,
particularly Special Forces groups.

Traditionally, one set of units that was in fact deeply attuned
to local culture and norms was in special operations,
particularly Special Forces groups.  Two issues may have
hindered their effectiveness for cultural intelligence in recent
years, however.  The first was simply that, due to the high
demand for Special Forces units, many teams had to operate
outside of their normal areas of operations.  Although, over
time, members of those groups operating in new areas likely
gained understanding of the local environment, in many
ways this was learning “on the go,” with the likelihood that
their understanding before deployments was no better than
that of conventional units.

The second issue has been that of the missions assigned to
special operations forces.  Although some have continued
the foreign internal defense mission—somewhat
oversimplified, working with local forces and civilians in
advisory roles—there has been an increasing emphasis on
direct action missions.  In a real sense, this has skewed the
intelligence requirements (and inputs) from cultural
intelligence to pure targeting intelligence.  One aspect of the
targeting/intelligence issue was noted by Christopher J.

Lamb and Evan Munsing.  During the early phases of
operations in Iraq, they found that a “constant tension
existed between the SOF desire to hit targets as soon as
possible and the Intelligence Community’s predilection to
protect sources and collect information for as long as
possible.”11  Although these authors noted the steadily
increasing success of intelligence teams in U.S. COIN
operations, most of their measures of effectiveness centered
around the number of insurgents killed or captured rather
than broader strategic goals.  They concluded that ultimately
the high-value target teams they studied did contribute to
broader counterinsurgency goals, but this was with
significant caveats:

At issue is whether the interagency high-value target
teams made a strategic impact before or only after they
were put to work in support of counterinsurgency
objectives.  Prior to experimentation in Mosul that
married conventional forces and SOF with other
department and agency partners, the high-value target
teams were not making a strategic impact, and the
good they did accomplish was partially offset by
collateral damage.  After the high-value target teams
began cooperating with counterinsurgency forces
and paying greater attention to the second- and third-
order effects, all the sources we reviewed agreed they
were a critical catalyst for success.  We do not have
the data to weigh the impact of the teams against all
other variables that contributed to turning the security
situation around or to argue whether other methods
could have been used that would have produced less
collateral damage.12

This scenario has become particularly prominent among SOF
units.  SOF have in fact developed their own acronym—
F3EAD:  find, fix, finish, exploit, analyze, and disseminate.
Clearly, in this approach, targeting normally is viewed as the
key aspect in the overall intelligence mission.13  “Taking
down” targets, followed by exploiting intelligence gained by
the operators, and then taking down further targets based on
the new intelligence becomes the key intelligence loop.  At
least in theory, this could then be expanded to include the
impact of such intelligence-based operations on the larger
population, thus synthesizing both operational approaches.
In practice, however, this appears to be the exception rather
than the normal process.

Some promising initiatives such as the Human Terrain Teams
and increased emphasis on cultural intelligence for small
units have emerged over the last ten years.  At least
temporarily, these factors seemed to provide some new tools
for intelligence support to counterinsurgency.  These were
important not only to the U.S., but also to other coalition
partners involved in Iraq, Afghanistan, and some other
COIN campaigns.  Many of the individual aspects of gaining
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better cultural knowledge for small units never were tied
together in a seamless whole, and in some ways were merely
experiments in supporting a tactical system for achieving a
holistic knowledge of the insurgency environment that could
provide intelligence payoffs at the strategic level.
Given the U.S. withdrawal from Iraq and the trajectory
toward withdrawal from Afghanistan, the key issue is
whether such support will have any permanence or will
devolve to be a doctrinal “orphan.”
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Finishing Strong:
Adjusting Intelligence Practices for the Drawdown in

Afghanistan

by MAJ (USA) Michael J. Adamski

In an August 8, 2013, speech to the Reserve Officers
Association, International Security Assistance Force
(ISAF) Commander GEN (USMC) Joseph Dunford

reiterated that training, advising, and assisting (TAA) the
Afghan National Security Forces (ANSF) is the most
effective mechanism to build from the 2010 surge, and will
remain the primary mission of coalition forces through the
end of 2014.1  Despite having continually adapted
operational and intelligence practices over the past 12 years,
adjusting to the demands of this nuanced mission requires
open-minded adaptation to an altered way of thinking.
Coalition forces have employed aspects of TAA; however,
executing TAA as the primary mission requires a challenging
reconfiguring of force structure and mindset at the tactical
level.

TAA aims to generate, employ, and sustain host-nation or
regional security forces while seeking to enhance capability
and capacity.2  Although TAA is designed to exist across
the spectrum of conflict from stable peace, through
insurgency, to general war,3 there are factors specific to this
juncture of operations in Afghanistan that raise its relative
significance.  Counterinsurgency (COIN) operations can be
quickly described as a competition with insurgents for the
hearts, minds and acquiescence of the population,4 an idea
that insinuates a liberal timeline, and a mission set structured
to project into the populace.  However, a January 2013
observation by Time Magazine reporter Nick Rawlings
accurately captures the shifting dynamic for conventional
forces.  Rawlings noted that where the winter months in
Afghanistan have traditionally been a period when coalition
forces double down on outreach to the populace, they have
now become dedicated to a race against the 2014 clock to
inventory, consolidate, and move equipment out of the small
outposts established during the height of COIN operations.5

This vignette is indicative of the shift in operational focus
from COIN to TAA, and represents the mental adjustment
needed by the tactical intelligence enterprise.

Further challenging the TAA mission set is the
complementary task of base realignment and retrograde
which aims to set conditions for a force array appropriate to
ANSF capabilities, and account for continued coalition
reductions.  This complement is time-consuming, resource-
intensive,6 and can be counterintuitive to tactical leaders

familiar with legacy COIN and counterterrorism (CT)
operations.  For tactical intelligence support to TAA in
conventional units, practices must adapt to balance force
protection efforts along with posturing ANSF as the primary
customer for production.  Given these challenges, and the
nuances of the TAA mission set, an important question
arises:  How must tactical intelligence leaders adapt practices
from COIN and CT to support TAA, and posture ANSF as
the primary customer for intelligence?7

To answer this question, this article recommends
adjustments to intelligence practices for support to TAA.
The frame for categorization of these adjustments adapts a
construct developed by MG (USA, Ret) James Marks and
then-LTC(P) (USA) Steve Peterson in a 2003 article on
intelligence organization for combat,8 and  covers five
points:  (1) visualizing intelligence support as it applies to
TAA, (2) flattening the physical and digital architecture, (3)
building an intelligence team as it applies to TAA, (4) setting
conditions for analytic collaboration, and (5) effectively
employing intelligence, surveillance, and reconnaissance
(ISR) in the TAA mission set.  The article concludes by
discussing how considering the adjustments within the 5-
point construct will enable the tactical intelligence enterprise
to appropriately influence decision-making, and properly
inform within the TAA mission set.

VISUALIZE INTELLIGENCE SUPPORT TO
TAA

Visualizing support to TAA is reliant on
recognizing the philosophical shift from COIN
(organic operations and projection), toward
TAA (enabling operations and retrograde),
as well as understanding that this shift
requires altered enterprise organization and
practices.

T
he first step toward adjusting intelligence practices
for TAA is visualizing its function, and
communicating anticipated alterations to business
practices throughout the intelligence enterprise.
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Proper posturing for effective intelligence support to TAA
starts with modifying the enterprise task organization.  Task
organization for TAA begins with placing the intelligence
disciplines of all-source human intelligence (HUMINT),
signals intelligence (SIGINT), and geospatial intelligence
(GEOINT), along with the key staff functions of operations,
collection management, and plans, into a basic
organizational structure.  Next, the organic structure should
be enhanced with non-organic enablers such as Counter-IED
Intelligence Analysis Center (COIC) analysts, human terrain
analysts, atmospherics teams, cryptologic support teams
(CSTs), biometrics teams, operations research systems
analysts (ORSAs), field support representatives (FSRs),
general support teams, and augmented HUMINT,
counterintelligence (CI), and SIGINT teams.  Combining
organic and non-organic personnel into a singular task
organization will assist in visualizing analytical and
collection capabilities holistically, and identify personnel
who can be reallocated for non-traditional roles specific to
TAA.

Initial vision also requires posturing for outreach through
liaison roles to select ANSF entities at varying echelons,
special operations forces (SOF), mission-specific fusion
cells, and the interagency.  Collaboration is critical to assist
in shaping the operating environment for favorable ANSF
operating conditions, and effective base closure operations.
The working task organization will serve as effective tools to
visualize where outreach functions fit within the intelligence
enterprise, and assist in drawing up nuanced duties and
responsibilities for these functions (see Figure 1).

Establishing a vision for TAA considers how one personally
does business, with whom he/she interacts, the needs of his/
her commander, and whether or not he/she is meeting these
needs.1   The task organization must account for altered
practices from COIN to TAA, and serve as the centerpiece
for visualizing intelligence practices in this environment.  It
should exist as a living document, and be flexible to
alterations in the mission.  Changes to the task organization
imply altered duties and responsibilities, production, and
outreach functions; these changes must be communicated
throughout the organic and non-organic enterprise.

FLATTEN THE PHYSICAL AND DIGITAL
ARCHITECTURE

Flattening communications with the ANSF,
SOF, and the interagency is critical in TAA
operations.  It is accomplished by utilizing
physical redundancy to reinforce information
exchange, along with resisting institutional
pressure to employ programs of record not
designed for the TAA mission set.

The next step to altering intelligence practices for the
demands of TAA is flattening the physical and digital
architecture.  The desired effect is to break down

barriers to information flow, and understand how most
efficiently to push and pull information from key partners
such as ANSF/Security Force Advise and Assist Teams
(SFAATs), SOF, the interagency, and entities contributing
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During OEF XIII, adjusting the task
organization to include liaison positions to the
ANSF /SFAATs, SOF, interagency functions, and
special missions / projects sought to flatten
communications, simplify a complex digital
architecture, extend the intelligence team- build
outside the organic enterprise, and seek
analytical collaboration.  The adjusted task
organization also provided an effective
visualization tool to discuss the nuances of
intelligence support to TAA.  Inclusion of
augmented support filled analytical gaps which
arose from utilization of personnel for non-
traditional outreach.  It became critical to discuss
the task organization regularly across the
enterprise to communicate where individuals fit,
discuss duties and responsibilities as they apply
to TAA, seek input from mid-level managers, and
adjust along for specific missions/projects or
alterations to the overall mission set.
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to specific missions.  Often, archaic means with redundant
follow-up is the only way to get information into the right
ANSF hands.  With whom one needs consistent
communications and how one accomplishes it is the key to
architecture build.  It is not realistic to suggest avoidance of
the multitude of mediums which need to be monitored within
the intelligence enterprise, but intelligence leaders must
focus on flattening the inherent stovepipes that emerge.
This is accomplished most effectively through physical
redundancy—the main task of the added liaison positions to
ANSF, SOF, the interagency, and mission specific depicted
on the adjusted task organization.

Intelligence leaders must counter the tendency to employ a
singular analytical tool or program of record which ties
analysts to one medium, forcing them to make it work for the
purposes of a mission set for which it was not intended.
One should first consider the efficiencies of information
flow, and resist the institutional pressure to apply
sanctioned tools that can inhibit creativity and time for
outreach.  One should manage organizational energy toward
appropriate digital or physical over-communication with key
entities (see Figure 2).

TEAM BUILDING

Building the intelligence team for TAA
starts internally by clearly defining nuanced
roles and responsibilities, followed by
outreach to key entities through liaisons
that can effectively articulate the intelligence
and operational picture.  External team
building leads to analytical collaboration.

In her summation of enduring lessons from the last decade
of conflict, Elizabeth Young notes a number of examples
where separate elements of the U.S. government

undertook dissimilar approaches to operations based on
varying sight pictures of the environment.2  Marks and
Peterson offer a solution to this dynamic by suggesting that
intelligence enterprises build teams that span echelons and
organizations in order to unify toward common objectives.3

The TAA mission set is too critical at this juncture of OEF to
continue the trend of independent initiatives, and leaders at
the tactical level must seek to solidify the organic team and
posture for effective outreach.  Organizing in this manner
leads to enhanced analytic collaboration.

Building the internal team hinges on over-communication of
changes in structure to the task organization, and the implied
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alterations to intelligence practices to support a changed
operating environment.  Ensuring individual sections
understand where they fit within the modified task
organization, and the particulars of their duties and
responsibilities as they apply to TAA, must be
accomplished prior to discussing analytical content.  One
should include non-organic entities such as COIN, ORSA,
biometrics, atmospherics, human terrain, and NSA support
personnel in these discussions.

Next, for the purposes of outreach and external team
building, one should identify the right personalities to serve
as liaisons to key ANSF and SFAAT entities, SOF, and the
interagency.  Some liaison jobs may be tied to specific
missions, surges, or time periods requiring hyper
communication of expectations.  In large-scale ANSF
operations, a series of kinetic SOF strikes to shape the
environment for ANSF, a complex Combat Outpost (COP) or
Forward Operating Base (FOB) closure, or a major
retrograde, liaisons must be armed with the commander’s
intent and a rich understanding of the operational plan and
intelligence picture.  Liaisons must understand how the
relationship they are facilitating fits into the greater
campaign plan, and be effective at communicating the
commander’s intent to the entity with which they are paired.

Personalities build teams, as well as make or break
relationships internally and externally.  In many cases, the
only factor standing between an enhanced relationship with
ANSF, SOF, the interagency, and enablers is breaking
through a hesitancy to cross cultures, egos, or fear of the
unknown.  Leadership is the bridge to working through this
human dynamic.  In the TAA environment, relationships will
make or break mission success.

ANALYTIC COLLABORATION

Analytic collaboration is a byproduct of
effective external team building, and is
enhanced by avoiding over-classification
(specifically when sharing intelligence with
the ANSF), leveraging analytical and
collection capabilities for collaboration, and
avoiding analytic fratricide/ duplication of
effort with external partners.

Analytic collaboration for TAA is a byproduct of an
effective team build, and calls for efficient utilization
of organic and non-organic capabilities.  Internal and

external collaboration to define analytic responsibility will
allow conventional units the ability to apply organizational
energy toward TAA, permit SOF to focus on kinetic operations
to create space for conventional forces and ANSF, foster

receipt of critical raw context from ANSF through SFAATs, and
unify efforts for important closure and retrograde operations.
This approach is in keeping with “the right entities having the
right tasks,”4 and is accomplished three ways.

Avoid Over-Classification

The habit of over-classification and an inability to merge
servers and data is crippling when we try to fuse
intelligence.5  With the ANSF as the primary customer for
intelligence in TAA, over-classification will lead to mission
failure with strategic implications.  Avoiding this pitfall is
wholly dependent on leadership.  Intelligence leaders,
specifically S2s, must coach subordinates on the construct
of products and re-orient all production in conventional
units to be executed through the eyes of ANSF forces.
SFAAT leaders require products that are expediently
releasable and articulated.  Even the most sophisticated
SIGINT collection product can be tailored to depict pertinent
information in a timely and releasable format.  This requires
adjusting all business practices for production in an
intelligence enterprise to focus on ensuring products are
generated for release to the entity that needs them most.

Leverage Capability for Analytic Collaboration

Enhanced SIGINT capabilities in conventional units can
serve as an effective tool for analytic collaboration,
specifically with SOF.  SOF operations are critical to creating
space for ANSF development, as well as closure and
retrograde.  This dynamic starts with effective
communication between SOF and conventional leaders
focused on delineation of responsibilities in a given area of
operations.  The best action arm for both manned and
unmanned kinetic operations in the TAA environment is
SOF (outside of immediate force protection) given the
organizational energy required from conventional units to
properly enable ANSF and conduct closure and retrograde
operations.  With the addition of Cryptologic Support
Teams, contracted SIGINT analysts, and an organic SIGINT
technician in conventional brigade combat teams, the
potential for collaboration has been greatly enhanced.  The
conventional battlespace holding unit can employ SIGINT
capabilities toward mutually supporting target sets with
SOF, with a byproduct of steering conventional units away
from trying to accomplish SOF tasks.  Feedback from
conventional units to SOF entities on how kinetic targeting
fit into the conventional, or more importantly, the ANSF
campaign plans, is incredibly productive.

Avoid Duplication of Effort and Seek Analytical Unity

One should work in concert with organic sections, enablers,
SOF, and ANSF/SFAATs to avoid duplication of effort and
to pursue analytical unity.  Organizational philosophy, sight
picture, and mission nuance will naturally alter the way
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entities see the battlefield; however, communication must
remain consistent to ensure the most unified analytical view
possible.  Interpretation of the enemy threat must come
through the vantage point of ANSF.  What matters to
coalition forces may not be as important analytically to the
ANSF.

“FIGHTING” ISR IN TAA

Effectively “fighting” ISR in TAA means
intelligence enterprises must prioritize ANSF
as the primary customer, utilize liaisons to
ensure physical redundancy of information
flow, and understand the pivot between
traditional and non-traditional ISR
application during closure and retrograde
operations.

The fifth and final step in altering intelligence practices
for the TAA is proper employment of intelligence,
surveillance, and reconnaissance (ISR).  Marks and

Peterson note the application of ISR as “fighting ISR” as
opposed to collection management, which implies that when
ISR is treated like a weapon system it can serve as a critical
combat multiplier.6  Effective ISR employment requires
understanding traditional methods and employment
alterations specific to the TAA environment.

TAA-Centric ISR Application

In TAA operations, application of ISR requires non-
traditional planning and employment to include prioritizing
ANSF unilateral and enabled operations over traditional
organic missions.  ISR must be utilized to assist ANSF in
avoiding strategic failure, and to build confidence with
mission successes.  This support can be garnered from a
multitude of platforms to include all varieties of SIGINT
collectors and full motion video (FMV) during ANSF
operations, dependent on a liaison passing real-time
information to ANSF leaders.  Additionally, ISR employment
in TAA must consider force protection demands that emerge
from increased interaction between coalition forces and
ANSF, and can also serve as a means of verifying the
effectiveness of ANSF leadership.

For closure and retrograde operations, application of ISR
pivots from traditional to non-traditional at varying stages.
Traditional employment is required for force protection
during the physical deconstruction and transition from
COPs/FOBs, to include the movement of personnel and
materials along lines of communication.  The non-traditional

requirements come with the demand of maintaining
situational awareness of the physical and human dynamics,
as well as intended and unintended consequences that come
with closure and retrograde.  Utilizing ISR to follow up on
COPs and FOBs that have been transferred to ANSF serves
as a confidence builder for that entity, and assists as a
measure of the ANSF’s ability to maintain security without
U.S. forces present.  SIGINT and FMV can assist with the
immediate, and HUMINT must fill the role of an enduring
gauge on post-transfer/closure atmospherics.  Questions
arise such as what happens to the local national personnel
who were employed on a COP/FOB, the impact of the loss of
security (real or perceived) on a local population, and the
economic impacts (even a small COP that employed 20 local
national personnel can have a severe impact on a small
village that relied on the COP for up to 8-9 years).  The very
nature of closure reverses the dynamic of projection enjoyed
during the height of COIN operations.  This “retraction”
demands that HUMINT and CI use creative means to
maintain atmospheric and situational awareness by tapping
into information possessed by ANSF entities, local national
personnel employed on COPs/FOBs, interpreters, and
district and provincial government leaders, to name a few.
The loss of projection into remote areas does not prohibit
the ability to maintain context for the TAA, base
realignment, and retrograde mission set.

INFLUENCE DECISION-MAKING

To effectively posture intelligence to effect
decision making in TAA, intelligence
enterprises must establish an effective
narrative, present problem sets through the
vantage of ANSF, and closely synchronize
intelligence and operations.

“Perfect intelligence is useless if the commander does
not receive it, does not understand it, or does not
believe it.” Adjusting intelligence practices at the

tactical level through revisualizing intelligence support to
TAA, flattening the physical and digital architecture,
building a team appropriate for TAA, seeking analytic
collaboration, and fighting ISR for TAA set conditions for
the intelligence enterprise to effectively inform the command.
Framing intelligence which is processed through this
adjusted construct is the final step toward influencing
decision- making, and is accomplished through
establishment of an effective narrative, appropriate
articulation of problem sets, and efficient intelligence and
operations integration.
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Establish a Narrative

Critical to influencing decision-making is the establishment
of a narrative.  An effective narrative wraps the pertinent
factors of an operating environment from the intelligence
perspective into a simplified account for efficient absorption
by operational and intelligence leaders.  An effective
narrative discusses and quantifies factors of the enemy,
governance, closure, ANSF array, economic, tribal, and
economic factors in an area of operations.  The narrative
should be adjustable for consumption of lower-echelon unit
commanders and senior leadership in-theater.

Presentation of Problem Sets

In this environment it is critical to resist articulating problem
sets as they apply to organic forces.  As reductions
continue, the true measure of progress is the ability of ANSF
entities to hold key physical and human terrain.  Product
production must be structured for ease of information flow
to ANSF through the SFAAT leadership and, when
updating commanders, must present problem sets in this
way.  The order and tempo of COP and FOB closure,
reduction and reallocation of U.S. forces within an area of
operations, and ensuring the right ANSF leaders are heading
appropriate entities all rely on accurate depictions of ANSF
ability to perform their organic functions.  A means of
framing the problem sets in this manner is to structure
operations and intelligence updates to focus wholly on
ANSF array and response to the threat.

Operations and Intelligence Integration

The necessity to fully integrate operations and intelligence
takes on unique aspects in the TAA mission set.  First,
intelligence organizations must understand both the array
and mission sets of organic forces throughout the area of
operations, as well as that of all ANSF entities.  The array
and operational patterns of the multitude of organizations,
often with less than desirable de-confliction, drives enemy
activity and tendencies.   Second, with the pace of force
reductions in Afghanistan, it is important to articulate the
factors of closure to include threat sets, perceptions, and
impacts on the micro-economies of particular areas, and
anticipated reactions by the local populace.  Finally, one
must understand in great detail key ANSF leaders in his/her
area of operations, even to the point of making it a collection
focus to assist SFAAT leaders as they advise commanders
on the effectiveness of ANSF counterparts.
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Cartel-Extremist Relations:
Increasing Concerns at the U.S.-Mexico Border

by Briguette Carstensen

THREATS AT THE BORDER

The U.S.-Mexico border remains one of the largest
national security concerns of the decade.  The
porousness of the border not only allows millions of

undocumented immigrants to cross into the U.S. without
inspection, but also represents a potential pipeline into the
U.S. for extremists.  Federal agencies such as Customs and
Border Protection record “capturing thousands of special
interest aliens (SIAs)” at the U.S.-Mexico border who
“originate from special interest countries (SIC)” deemed by
the U.S. government to “support international terrorism.”1

Terrorist group activities in Latin America indicate that an
increase in extremist activity and presence is growing closer
to the U.S. mainland.  Although terrorist group activity has
not culminated in an attack on the U.S. from the border
regions of the U.S. and Mexico, sources show that affiliates
of terrorist groups are working to recruit and create safe
havens near the U.S. border.2  Increasing relations and past
activity of terrorist groups in Latin America have increased
the likelihood that terrorist organizations and extremists are
working toward enhanced relations with Mexican drug
cartels in order to gain access and proximity to the U.S.
Changes in the level of and mechanisms used by terrorist
groups to inflict damage upon the U.S. are increasing
through the exploitation of insufficient U.S.-Mexican border
security, and tighter relationships with Mexican drug cartels.

CRITICAL CONTEXT:  FACTORS AND
CONSIDERATIONS

A variety of factors is considered in analyzing
indications and issuing warnings about the threat of
terrorist access into the U.S. through the border with

Mexico, and the potential increase in terrorist-cartel
relationships.  The following factors impact the levels of
likelihood and mechanisms available to terrorist groups and
extremists to inflict damage upon the U.S.  This report will
address indications of increasing relationships between
terrorist groups and Mexican drug cartels in regard to
smuggling, technology and know-how transfer, murder for
hire plots, and drug trade business expansion.3  A cost-
benefit analysis will be conducted of cartel incentives and

disincentives in relation to financial gain, U.S. pressure on
cartel activities, and technology and know-how transfers
(weapons and tunneling systems) between terrorist groups
and cartels.4  Trends in common methods of entry into the
U.S. by terrorist groups and extremists will be used to
analyze indications of a possible lean toward illegal means of
entering the U.S. versus traditional legal means.  Such
analyses indicate that terrorist groups and extremist
individuals may be seeking alternative, less regulated ways
and means to enter the U.S. due to heightened immigration
and transportation security measures.  The analysis of entry
patterns will be related to issues of effective control of the
border by U.S. federal agencies and correlated with recent
trends in SIA capture.  Overall, the critical context of this
paper will address both broad and specific implications and
benefits Mexican drug cartels and terrorist groups face in
participating either in close or sparse relationships with one
another to conclude whether the strategic threat against the
U.S. by terrorist group activity on the U.S.-Mexico border is
rising.

DRAWING CLOSER TO THE BORDER, AND
INTO THE U.S.

Extremist relations in Latin America have been growing
since the 1990s.  Most notably the trend began in
South America and has slowly spread throughout the

Americas and closer to the southern U.S. border.  Latin
America is not foreign ground to Middle Eastern and
extremist influence; it is estimated that over six million people
of Muslim descent are scattered throughout Latin America.5

Although a Muslim population in Latin America by itself
does not threaten U.S. national security, it does provide
avenues for foundations of influence within the region.  The
areas of most prominent influence by terrorist groups and
extremists are located in South America, but the trend is now
moving closer to the U.S. border.  The Nassereddine
Network, led by Ghazi Nasereddine, is one aimed at
expanding Hezbollah influence in Venezuela and the
Americas, which has been prominent in Venezuela since the
early 1990s.6  Hezbollah networks have not been the only
ones prominent in South America; since 1995 al-Gama at
Islamiyya has been active in Brazil with the same intent
regarding recruitment and expansion.7  The growth of
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extremist networks in South America has now spread
throughout the region to the extent that Hezbollah, Islamic
Jihad, and al-Qaeda networks are operating in Argentina,
Ecuador, Honduras, Nicaragua, Paraguay, Uruguay, and
Mexico.8  Trends in South America indicate that terrorist
groups and extremists are working to create new safe zones
for recruitment, training, and financial establishment.  After
the September 11 attacks, indications pointing to increasing
relations in Mexico between cartels and extremists suggest
that extremists and terrorist organizations are looking to
create more safe zones closer to the U.S. border.

In April 2008, then-Homeland Security
Undersecretary for Intelligence and
Analysis Charles Allen noted, “We do know
that going back to 2004, the southern border
is something that al-Qaeda’s central
leadership has looked at.”

Mexico has become an environment ripe for extremists and
terrorist affiliates to create new relationships and acquire
new means to enter the U.S. and smuggle people and
weapons.  In April 2008, then-Homeland Security
Undersecretary for Intelligence and Analysis Charles Allen
noted, “We do know that going back to 2004, the southern
border is something that al-Qaeda’s central leadership has
looked at.”9  Due to the increasing violence along the border,
and the loss of Mexican government control over certain
cartel regions, new relationships between extremists and
terrorist groups are increasing and revolving around the
drug trade system.  Relationships revolving around the drug
trade have become more prominent over the years as
international law enforcement agencies continually report
that “Islamic activity in Latin America is closely connected
to drug trafficking and arms dealing.”10  An increase in
relations between Mexican cartels and extremists has begun
to correlate with federal and state data on capture of special
interest aliens (SIAs) along the U.S.-Mexico border who
originate from special interest countries (SICs) deemed by
the U.S. to “harbor or otherwise support international
terrorism,” and are increasingly using illegal networks to
gain access and move materials into the U.S.11  In 2008
approximately 1,300 SIAs from countries such as Pakistan,
Afghanistan, Yemen, and Saudi Arabia were apprehended;
that trend continues to grow.12  The porousness of the U.S.-
Mexico border and the increasing loss of Mexican
government control over regions in the northern part of the
country have opened an opportunity for terrorists and
extremists to create new safe havens near the U.S. mainland.
Trends suggest that extremists are increasing their use of
new relationships with Mexican cartels in order to gain
access and form alliances along the southern U.S. border.

Such relations are increasing in various sectors such as
smuggling, technology and know-how transfer, and murder
for hire plots that are increasing ties between extremists and
cartel members, and potentially strengthening long-term
relationships.

The proximity of relationships between Mexican drug cartels
and terrorist groups and extremists has been increasing
through the avenues most common to drug cartel activity.
Activities such as smuggling and murder for hire plots have
brought terrorist activities into contact with cartel
operations.  Technology and know-how transfer has also
brought the overall relationship and collaboration between
the groups even closer.  Trends indicate that “principal
Hezbollah activities in Mexico include human smuggling and
narcotics trafficking.”13  Smuggling of people, weapons, and
materials has been increasingly aided by the intricate
tunneling systems the drug cartels employ to gain access
into the U.S.  The success of the tunneling systems from
Mexico into the U.S. is providing tunnel users with an
advantage over U.S. federal and state authorities along the
border.  Information from the discovered tunnels suggests
that “increasingly sophisticated narco-tunnels along the
U.S.-Mexico border resemble the types used by Hezbollah in
Lebanon.”14  The discovery of new tunneling architecture
and creation indicate trends in which extremist groups
present in Mexico may be sharing technology and
architectural know-how to increase the success of
smuggling routes into the U.S.  Unfortunately, illegal
methods of entry into the U.S. have not been the only know-
how and technology transfer trends between cartels and
extremists.  In September 2010 an internal Tucson Police
Department memo noted that “recent events involving the
use of vehicle-borne improvised devices (VBIEDs) are
making a significant change in tactics employed by Drug
Trafficking Organizations (DTOs).”15  Technology transfer
between extremists and the cartels has become more
prevalent in recent years, pushing the U.S. State Department
to publicly verify that “terrorist and insurgent tactics are
being employed in Mexico.”16  Trends within Mexico in the
increase of technology transfer and know-how similar to that
used by terrorist groups and extremists in the Middle East
point to a change in mechanisms used by cartels and
extremists to gain access into the U.S.  Increased relations
between cartels and extremists therefore indicate the
possibility of a cooperative effort to develop new ways and
means of gaining access into the U.S.  Relationships
between cartels and extremists have also transformed
mechanisms used to further objectives such as murder for
hire plots.  The trend of extremists employing cartel members
to murder persons of interest within the U.S. was most
notably discovered in October 2011 when Iranian Quds
forces approved a plot to “pay their Mexican drug contact
$1.5 million for the death of the U.S. Saudi ambassador.”17

Fortunately, the Mexican drug contact was a DEA informant
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who was able to tip off authorities before plans were carried
out.  The relationships among Mexican drug cartels, terror
groups, and extremists highlight the many ways in which
cooperation has increased, but also begs speculation on the
incentives and disincentives cartels and extremists must
consider in relation to a strengthened alliance in the future.

Trends have shown that the cartels are
becoming increasingly flexible and
responsive to U.S. government efforts to
shut down their operations.

Both the Mexican drug cartels and extremists face various
incentives and disincentives when considering a close
relationship.  Yet, trends and indications suggest that
incentives for any type—either close or sparse relationships—
are triumphing over disincentives.  Mexican cartels face various
obstacles on a routine basis, such as cartel-on-cartel violence
and intrusions by the Mexican government.  Therefore, it has
been argued that it is not in the interest of the cartels to
promote or conduct further types of activities that would
agitate the U.S. into strengthening its border protections.18  Yet,
trends have shown that the cartels are becoming increasingly
flexible and responsive to U.S. government efforts to shut down
their operations.  Trends show that, when the U.S. escalates
action, cartels are quick to change their operations.  “They
invest in more sophisticated methods to smuggle drugs, they
recruit new members, they corrupt more officials, and they seek
innovative ways to remove obstacles to the business of the
organization.”19  With cartel flexibility increasing, incentives for
continuing or fostering relationships with terrorist groups and
extremists are rising, especially when factoring in the financial
gains, technology, know-how, weapons transfers, and overall
business expansion available through further relations.  Trends
indicate that technology transfer is a large cartel incentive.  As
noted previously, the use of VBIEDs has changed tactical
warfare between cartels and the authorities, and cartels have
begun to turn to high-powered assault rifles, grenades, and
other explosive devices which extremists can provide and train
cartel members to make and use.20  Relationships with terror
groups and extremists therefore reward cartels with the tools
needed to fight their own domestic wars within Mexico against
other cartels and the Mexican government.  Also, as previously
mentioned, new know-how and architecture techniques used
by Hezbollah and now appearing in border tunneling systems
have increased the functionality of smuggling tunnels used for
the drug trade.  Operational incentives may also be outweighing
disincentives for cartel-extremist relations as the cartels and
their individual members can make large financial profits (as
seen in the Saudi ambassador case) to carry out plots for
extremists.  Cartels as organizations are also incentivized to use
such new or continuing relationships to expand business

operations internationally, as groups like al-Qaeda have
experience in domestic drug production for financial gain.  On
the other hand, incentives for terrorist groups and extremists are
also shifting favorably toward using illegal means of entry into
the U.S. after heightened security measures were instituted in
the wake of 9/11.  Such increase in security measures has
further incentivized terrorist groups and extremists to search for
illegal entry into the U.S. and has therefore bolstered
relationships with the cartels that operate and control such
routes.

Trends show that, with the increase in transportation and
immigration security, it has become increasingly risky for
terrorist affiliates and extremists to gain entry into the U.S.
through traditional means.  Risk has increased particularly
through the aviation system and the use of a no-fly list which
prevents suspect U.S. citizens and foreign nationals from either
entering or leaving the U.S.  Not only has the no-fly list system
prevented international travel to and from the U.S., but it also is
serving as a counterterrorism mechanism by impairing the
return of certain individuals suspected of terrorist or extremist
affiliations to countries where they can train or plot attacks.21  In
relation to gaining U.S. entry through the border with Mexico,
traditional means of entering the U.S. legally have now
subjected extremists and terrorist affiliates to U.S. government
tracking and denial of further travel.  The incentives of entering
the U.S. through illegal means have increased on the southern
U.S. border due to the ease of using cartel tunneling systems,
and the U.S.’s inability to control all areas of the border.
Despite large surges in employment of agents that have
resulted in the CBP becoming the largest uniformed federal law
enforcement agency in the country, the CBP effectively
controls only 697 out of the 1, 969 miles of the U.S.-Mexico
border.22  Not only does the porous border allow for easy
access to the U.S. but it also allows for easy access back to
Mexico where extremists can then plan return trips without
scrutiny.  Such use of the border by terrorist groups and
extremists has already been identified and noted in a 2007
Homeland Security Committee staff report which stated:
“Members of Hezbollah have already entered into the U.S.
across our southwest border.”23  Efforts to control the border
have also been stifled due to reports that the Mexicans have
“virtually lost control of, at the very least, the northern-most
areas of their northern border states.”24  The inability of the
Mexican government to exercise jurisdiction and enforcement of
the border against the cartels has increased the power of the
cartels in the border regions near the U.S., and may also be
providing areas of safe havens for terror groups and extremists
who work with cartel members or seek to create new cells closer
to the U.S. border.  Trends suggest that increased proximity
between cartel members and extremists continues.  Reports from
intelligence and law enforcement officials have noted “the
appearance in recent years of arrested gang members entering
the U.S. with Farsi tattoos and other goods that could indicate a
Hezbollah influence.”25  An increase in relations among cartel
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members, terrorist groups, and extremists indicates a rising
threat to U.S. homeland security as terrorist safe havens and
smuggling of extremists continue to move closer to the U.S.
border.  Increasing incentives brought about by technology,
know-how, and financial gain indicate that cartels may be more
inclined to affiliate with terrorist groups and extremist
individuals in order to bolster their own drug trade efforts.
Although knowingly facing increased pressure by the U.S.
government if more indications link cartels to terrorist and
extremist activities, the cartels have become adroit in evading
capture and becoming flexible in coping with new threats.  Such
trends in cartel-extremist relations therefore indicate changes in
the level of and mechanisms used by terrorist groups to inflict
potential damage upon the U.S.

CONCLUSION

Indications suggest an increased change in the likelihood
that terrorist groups are pursuing and fostering relations
with Mexican drug cartels.  The result of cartel-extremist

relations is increasing the mechanisms available to terrorist
groups and drug cartels to inflict damage upon the U.S.
through the use of underground tunnel systems, transfer of
know-how and technology, recruitment of individual cartel
members, and the creation of terrorist safe havens closer to
the U.S. mainland.  Trends suggest that increased proximity
and aided entry into the U.S. may allow terrorist groups to
better recruit, plan, and execute operations against the U.S.
with more ease in the future.  Such capabilities change the
likelihood and level of mechanisms available to terrorist
groups by fostering proximity to the U.S. target, aiding in
entry and exit of the U.S., moving possibly dangerous
material into the U.S., and recruiting cartel members to carry
out attacks.  Trends therefore indicate an increase in the
merging of adversary activities against U.S. interests and
national security.

RECOMMENDATIONS AND FURTHER
POINTS OF DISCUSSION

The trends and indications noted in the preceding
report warn of the increasing cartel-extremist relations
that are threatening, and will continue to threaten,

U.S. national security in the future if proper action is not
taken.  This particular issue presents a bilateral hurdle in
which U.S. defense cannot secure the border alone; much is
needed from the Mexican government along its side of the
border as well.  Latin America as a whole has not been
devoid of turmoil, corruption, weak economics, and poverty;
yet new globalized threats like terrorist groups and extremists
are continually finding it easier to create safe havens and recruit
members in these types of territories.  Mexico in particular has
currently become subject to the debate of whether or not it is a
failed state.26  In order to combat the spillover effects of the
current degradation of northern Mexico, an effective U.S.-

Mexican border strategy must be implemented, more
mechanisms for tracking and detaining SIAs along the border
must be introduced, and HUMINT infiltration operations of
Mexican cartels should be increased.

Crucial to the implementation of further security measures along
the border, an effective U.S.-Mexican border strategy must be
implemented to foster trade and eradicate illegal entry of people
and goods.  The Government Accountability Office (GAO)
recently reported that Defense Department leadership told DHS
officials that “there is no comprehensive southwest border
security strategy.”27  Therefore, in conjunction with
government policy, a U.S.-Mexican border strategy should
clearly define the roles of military, federal, and state agencies
and prepare an integrated network of information sharing
among all agencies involved to better analyze trends in SIA
capture and to build profiles on suspected people coming into
the U.S.  By creating a comprehensive U.S.-Mexican border
strategy, with the tools for sharing and documenting trends and
discovery of border crossings and apprehensions, better
enforcement practices can be established.  The largest obstacle
to U.S. national security along the border is its enforcement
capability.  DEA and CBP officials have noted that enforcement
faces various obstacles such as limited space for detention,
limited capability for deportation, and  insufficient cooperation
with state and local agencies that creates loopholes where
“unless a suspect has an outstanding criminal warrant
unrelated to immigration local police must let the suspects
go.”28  The inability to detain and gather information on those
arrested along the border by federal, state, and local agencies
stifles further collection on illegal entry into the U.S. and should
be a major issue of reform within the U.S.-Mexican border
strategy.  New guidelines and information-sharing methods for
border security detention and apprehension of SIAs will also
foster new mechanisms to track SIAs suspected of entering the
U.S. repeatedly, and encourage communication among federal,
state, and local authorities.

Due to the time and financial restraints that a comprehensive
U.S.-Mexican border strategy will consume, short-term
recommendations call for increased HUMINT operations in
Mexico with the aim of infiltrating drug cartels.  CIA efforts in
Latin America and Mexico need further support in order to
conduct HUMINT operations that may produce more
indications on who or which extremists or terrorist groups are
gaining ground closer to the U.S. mainland.29  HUMINT
operations in Mexico with the intent to infiltrate cartels have
already served to deter an assassination attempt of the Saudi
ambassador to the U.S.  but will also continue to give the
U.S. Intelligence Community a tactical and strategic
advantage over the relationship among cartels and
extremists.

The recommendations listed are for U.S. policy only; yet the
larger context of the issue calls for bilateral integration of a
border region where both the U.S. and Mexican governments
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can effectively control their respective sides of the border.
Therefore, further talks and diplomatic efforts to help Mexico
combat the cartels internally and to integrate stronger travel
and visa security measures are also recommended.
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The Shock of "First Lightning":
An Intelligence Failure?

by Bill Streifer and Irek Sabitov

We in the Soviet Union are utilizing atomic energy,
but not in order to stockpile atomic bombs — although
I am convinced that if, unfortunately and to our great
regret, this were necessary, we should have as many
of these as we should need — no more no less.1

 - Soviet Foreign Minister Andrei Vishinsky,
   during a speech at the United Nations,
    November 10, 1949

On August 6, 1945, the United States dropped the
world’s first atomic bomb on Hiroshima, Japan.
Three days later, a second atomic bomb demolished

Nagasaki, hastening the end of World War II.  Then, four
years later, the Soviet Union conducted its first atomic test
on the range near Semipalatinsk at 4:00 a.m. Moscow time
(7:00 a.m. local time) on August 29, 1949, codenamed
Pervaya Molniya (“First Lightning”), ending the U.S.
nuclear monopoly.2

In June 1941, after Germany invaded the Soviet Union,
Lavrenti Beria, the head of the Soviet security and secret
police apparatus (NKVD), and member of the State Defense
Committee (GKO), was responsible for Soviet war production
in addition to security.  According to Michael P. Grabovski,
the Russian author of “Atomic Rush Job,” after the
successful atomic test in 1949, Beria, the head of the Soviet
atomic program, excitedly embraced and kissed the atomic
scientists on their foreheads.  Meanwhile, he whispered to
Igor Kurchatov, the scientific head of the program, and Yuli
Khariton, a Soviet nuclear physicist, “It would be a great
misfortune if it failed… It would be a great misfortune.”
Beria understood full well the punishment that would result
from a failed atomic test.3

Beria then ordered (by telephone) General Vlasik, the head of
Stalin’s protective service, to awaken Stalin from his sleep
with the good news.  “Josef, it has burst, like the American
one!” Beria shouted.  “I know already,” Stalin replied, and he
hung up the telephone.  Beria was angered because

“The Thirtieth Anniversary of the Great October Socialistic Revolution”

Report by V.M. Molotov at the Ceremonial Meeting of the Moscow Soviet, November 6, 1947
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someone had already notified Stalin.  The following day
Beria traveled to Moscow to hand-deliver a detailed report to
Stalin entitled “The report by L.P. Beria and I.V. Kurchatov
to Stalin about preliminary data obtained during the test of
the atomic bomb…”  And later, a letter of gratitude was
mailed to Stalin—signed by Beria, Kurchatov, and thirty
other members of the Soviet atomic program—
congratulating him for this great Soviet achievement.
“Thank you passionately for the high estimate of our work,
which was granted to us by Party, Government and You
privately.”4  About a month later, President Truman held a
brief press conference.  According to The New York Times,
his carefully worded statement implied that the absolute
dominance of the U.S. in atomic weapons had virtually
ended5:

I believe the American people to the fullest extent
consistent with the national security are entitled to be
informed of all developments in the field of atomic
energy.  That is the reason for making public the
following information:  We have evidence that within
recent weeks an atomic explosion occurred in the
U.S.S.R.

The Soviet News Agency TASS, however, offered an
alternative explanation for the enormous explosion.  In
response to published reports in the American, British, and
Canadian press a few days after Truman’s announcement,
TASS explained that large-scale blasting work in connection
with the building of hydro-electric stations, mines, canals
and roads, was taking place throughout the Soviet Union
using “the latest technical methods.”  Therefore, it is
possible, TASS said, that such blasting might have drawn
attention “beyond the borders of the Soviet Union.”  TASS,
which neither confirmed nor denied that the Soviet Union
had conducted an atomic test, then reminded the world that
two years earlier—on November 6, 1947—Vyacheslav
Molotov, the then-Soviet Minister of Foreign Affairs,
announced that the secret of the atomic bomb had “long
ceased to exist.”6  According to The New York Times, “It
took a moment for [Molotov’s] statement to sink in; then
pandemonium broke out.”  Members of the audience,
composed of top Party leaders who had packed the gold-
and-white Bolshoi Theatre to hear speeches commemorating
the 30th anniversary of the Russian Revolution, sprang to
their feet, greeting Molotov’s words with a loud and
prolonged applause.  “Mr. Molotov evidently made a
sensation in Moscow,” The New York Times said.  Although
Molotov said only that Russian scientists knew, in theory,
how to build the atomic bomb, the distinguished audience
and the Soviet press understood Molotov to mean that the
Soviet Union had the atomic bomb “at her disposal.”7

Scientific circles in the U.S., however, thought Molotov was
bluffing since the Russians were many years away from the
atomic bomb,8 or so they believed.

Then in 1953, after the Soviet Union had conducted its third
such test—and despite “evidence” of a nuclear explosion
years earlier—former President Truman, by then a private
citizen, publicly expressed doubt that the Soviet Union had
nuclear weapons:

I am not convinced Russia has the [atomic] bomb.  I
am not convinced the Russians have achieved the
know-how to put the complicated mechanism together
to make the A-bomb work.  I am not convinced they
have the bomb.

Truman’s comments immediately drew criticism from three
members of the Joint Congressional Committee on Atomic
Energy.  In a joint statement, Senator Bourke B.
Hickenlooper (the ranking Republican on the Committee),
Representative Carl T. Durham (a Democrat and retiring
chairman), and Representative W. Sterling Cole (the ranking
House of Representatives Republican) said that information
concerning the 1949 Soviet nuclear test began arriving in
August, and by the following month the evidence had been
“fully evaluated and it simply did not admit of doubt.”9

“Nevertheless,” the joint statement read, the Executive
Department, “with the backing of President Truman,” elected
not to disclose the nature of the evidence to the Joint
Committee.  This, they added, was in violation of the Atomic
Energy Act which specifically requires that the Committee
receive such information.  Shortly afterward, however, the
Committee gained access to “all details” of the Soviet test.
In a separate statement, Senator Hickenlooper, a former
Committee chairman, said:

I believe he [Mr. Truman] is entirely out of place
making any such statements as a private citizen,
based on sensitive and classified information, which
he may have received while he was President.  If Mr.
Truman made such ominous statements in 1949, and
later, as President, for the purpose of frightening the
American people without being convinced that they
were factually correct, then it is apprehensible indeed.10

In the summer of 1946, three years prior to the first Russian
test, the Soviet Union sent representatives to observe the
U.S. atomic tests at Bikini Atoll, codenamed “Able” and
“Baker.”  Professor Simon Alexandrov, a specialist in non-
ferrous metals including uranium and thorium, indicated his
government wanted to know how such tests should be
organized and conducted.  “I do not know whether we have
an atomic bomb right now,” Alexandrov said.  “Perhaps we
have; perhaps we have not.  But I believe that very soon, we
will have everything that you have in the United States.”
Alexandrov then said that UN representatives would
undoubtedly be invited to attend if the Russians “should
sometime be obliged to make their own demonstration…like
the Americans.”11  Instead, Stalin tried to convince the world
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that the first Soviet nuclear test was nothing more than an
enormous conventional explosion.  Moreover, instead of
triumphantly announcing the end of a nuclear monopoly—
which the United States had enjoyed for four years—he
chose to equivocate.  Why?  By denying that the Russians
had recently conducted its first atomic test in 1949, Stalin
tried to leave the impression that his country had any
number of atomic bombs at its disposal because, just as
Molotov had said two years earlier; the secret of the atomic
bomb no longer existed.

In 2004 Gennady Kiselev, a leading researcher at the
Institute of Theoretical and Experimental Physics (and a
participant and historian for the Soviet atomic project)
discussed Molotov’s speech with journalists at Radio
Liberty.  Kiselev began by conceding, “Radio listeners
should understand that I am a researcher and I can interpret
this record only from a perspective of a researcher and a man
who knows the history of the Soviet atomic project.  Maybe
a political scientist will explain this another way.”  When
Molotov reported in 1947 that the secret of the atomic bomb
did not exist, Kiselev said it was “really so” because
Kurchatov and his team knew perfectly well how the atomic
bomb should be designed and what was required to
construct it, but the Soviet Union lacked sufficient
plutonium.  “I would say it was a kind of political bluff.  In
reality we had very little.”  In response, Vladimir Tolts of
Radio Liberty replied, “Yes, of course, in was a political bluff.
We know indeed that atomic bombs entered service only
after Stalin’s death [in 1953].”12

Following Truman’s announcement of the Soviet atomic test,
Western diplomats and government officials in Washington,
DC, and in New York City—where the United Nations had
just convened—offered sober and guarded comments.
Senator Brian McMahon, Chairman of the Joint
Congressional Committee on Atomic Energy, stated, “We
have our most crucial dilemma”; U.S. Army Chief of Staff
Joseph L. Collins had “absolutely no comment”; Soviet
Foreign Minister Andrei Vishinsky, who had recently
surprised his UN colleagues with an “uncharacteristic
affability,” smiled blandly and said nothing; and Life
magazine argued that the possibility of war was
“undoubtedly closer.”  In April of the following year, in a
report titled “Estimate of the Effects of the Soviet
Possession of the Atomic Bomb Upon the Security of the
United States and Upon the Probabilities of Direct Soviet
Military Action,” the CIA acknowledged that it was not yet
possible to estimate with any precision the effects of Soviet
possession of the atomic bomb upon the probability of war,”
and “the implication of atomic warfare, either military or
psychological” had not yet been “fully appraised.”

According to veteran journalist Arthur Krock, of
Washington, DC, “Psychologically the super-target of an

atomic weapon in enemy hands” received and weighed the
President’s announcement with an attitude of calm, blended
with resignation and hope.13  “That the explosion in Russia
came sooner by months than some competent authorities
expected, and sooner by years than others had,” Krock
reflected, “furnished the only shock impact that was
discernible in government offices and at the Capitol.”  Was
the shock due to a failure of U.S. intelligence?

Although senior officials at the Atomic Energy Commission
sought detection capabilities to avoid an “atomic Pearl
Harbor,” intelligence analysts had not seen a Soviet test as a
near-term likelihood, and estimates by the CIA’s Office of
Research and Estimates (ORE)* were nevertheless
significantly off-base.  According to an October 1946 report
by the Central Intelligence Group (the immediate predecessor
of the CIA), “real information” relating to the Soviet nuclear
weapons program was “meager.”  Nevertheless, the report
assessed, it is probable that the Soviet Union might develop
an atomic bomb to the stage of production sometime
between 1950 and 1953.  Based on this assumption, the CIA
determined that a quantity of such bombs could be
produced and stockpiled by 1956.  Then, in 1948—in
response to questions by the Intelligence Divisions of the
Armed Services based on available intelligence a year prior
to the first Soviet atomic test—the CIA produced a nearly
identical assessment:  “The Russians do not have the atomic
bomb at this time,” and the “earliest date” the Soviet Union
might conduct an atomic test is mid-1950, although mid-1953
was the “most probable date.”14  Then in July 1949—six
weeks before the Soviet atomic test—an inter-agency
assessment by the United States Air Force’s Executive
Directorate of Intelligence, like the CIA, was off by
approximately two years.

*[Editor’s Note:  Subsequent correspondence with the
author revealed that ORE was reorganized and renamed on
October 27, 1946, as the Office of Reports and Estimates.]

Despite a warning in July 1946 that the Russians would make
a “maximum effort” to develop guided missiles and atomic
bombs “as quickly as possible,” CIA analysts were
apparently so preoccupied with the big picture of Soviet
intentions that work on the nuclear issue became a marginal
part of their effort.  Granted, exceptionally tight security
measures in the Soviet Union made accurate estimates of
Soviet nuclear activities difficult.  Clandestine CIA
operatives picked up highly relevant information that ORE
failed to consider.  According to Henry S. Lowenhaupt, a
Yale University graduate and technical sergeant in the
Army’s Counter Intelligence Corps (CIC) assigned to the
Manhattan Project during World War II,15 CIA scientific
intelligence gained some insight into Soviet progress in the
nuclear field in the 1940s through painstaking and complex
efforts such as the opening of mail and access to bills of
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lading, although most Soviet nuclear activities remained
beyond the CIA’s grasp.  As a result, the analysis of Soviet
capability fell far off the mark—intelligence that Lowenhaupt
referred to as “thin.”16

According to the Director of Central Intelligence, Roscoe H.
Hillenkoetter, during the summer of 1947, it was learned that
a “high” Soviet official was disturbed by the lack of progress
in the atomic project.  Nevertheless, it remained “impossible”
to determine when the Soviets would have an atomic bomb
available, nor was it possible to estimate the number of
nuclear weapons the Soviet Union might produce in future
years due to “many unknown factors.”  Still, the CIA offered
the following intelligence estimates for 1955:  (a) Based on a
mid-1950 test explosion, the greatest possible number of
bombs in the Russian stockpile was about fifty; (b) based on
a mid-1953 test explosion, the probable number of bombs in
the Russian stockpile was about twenty.  Then in 1950, five
months after the first Soviet atomic test, the CIA was asked
to provide intelligence estimates on the ability of the Soviet
Union to employ “new weapons, broadly defined” in the
event of a “major war” by mid-1951.  With respect to the
atomic bomb, the CIA wrote:

The atomic explosion within the USSR in August 1949
is believed to be the first successful Soviet atomic
bomb test.  This event brought into focus information
not previously integrated into estimates of Soviet
atomic capabilities.  It is now estimated, assuming
plutonium bombs of roughly 20 kilotons [of TNT]
explosive power, that the atomic bomb stockpile
available to the USSR will be:  [redacted].

The CIA also provided estimates in the event of a major war
in 1954.  If the simplest type of atomic weapon was assumed
“for calculation purposes,” the report said, the Soviet atomic
stockpile was estimated to be between 100 and 200 atomic
bombs.  While the CIA conceded there was “essentially no
information on Soviet atomic bomb research,” the Russians
also could probably develop an atomic warhead for guided
missiles.  In addition, since the Soviet heavy water program
provided certain essential raw materials for the development
of the thermo-nuclear bomb, the CIA believed the Russians
might develop such a weapon by mid-1954 if its development
was “prosecuted vigorously.”  The CIA admitted, however,
that it had “no basis” for estimating the number of thermo-
nuclear bombs, if any, they might produce by that time.

By 1951, however, the CIA had learned its lesson.  It not
only privately acknowledged that post-war intelligence was
inadequate but that Soviet intelligence was superior to U.S.
intelligence “in almost every field.”  Although the situation
would likely improve, the CIA said, “it is only prudent to
assume that the U.S.S.R. will continue to secure relatively
superior intelligence on the Western Powers in many fields.”

In addition, the U.S. would be “far more hampered by fear of
compromising sources” due to the “paucity of overt data on
the U.S.S.R.”  Left unsaid was the tacit assumption that
secrecy is more difficult to protect in a free and democratic
society than it is in a country under totalitarian rule.

Los Angeles Times reporter Tad Szulc later argued that the
1917 Russian Bolshevik Revolution and the first Soviet
atomic test were the two great turning points of U.S.-Soviet
relations.  In 1984 Szulc had the opportunity to examine the
narrative portion of a highly classified and never-published
study on the Soviet atomic program.  Hundreds of pages
long, most of which were highly technical, the report was
assembled by the CIA and specialized scientific
organizations.  According to Szulc, the report concluded that
the success of the Soviet atomic test at the Semipalatinsk
test site in modern-day Kazakhstan had not relied
exclusively on the “theft” of American secrets, as many had
believed.  Rather, apart from the conventional industrial
espionage in the West, the Russians developed their atomic
bomb by harnessing their considerable native talent,
captured Nazi scientists, slave labor on a colossal scale for
the industrial infrastructure, and the full resources of the
KGB’s security forces.  Although the Soviet Union is a
“comparatively underdeveloped society” in many respects,
Szulc wrote, the Russians, when pushed by the demands of
national security, can perform “prodigies of scientific and
technological achievement.”17

Although the Soviet atomic weapons program officially
began in 1943, it only became a top priority after World War
II ended.  Years earlier, however, Nikolai Semyonov, Director
of the Institute of Chemical Physics at the Academy of
Sciences of the USSR—in a letter to the Soviet People’s
Commissariat of the Oil Industry (the umbrella organization
of Semyonov’s Institute)—suggested the possibility that an
atomic bomb could be constructed.  He received no reply.
Then on August 20, 1945, five days after the Japanese
declared their surrender, Stalin chose Beria to head the
newly formed Special Committee, the leading Soviet organ
for the development of nuclear weapons, and Kurchatov, a
prominent Soviet nuclear physicist, became the scientific
leader of the project.  At the same time, a major search for
uranium—the substance crucial for all nuclear weapons—
was launched.  According to a CIA memorandum, the
Russians were probably mining “low-grade” uranium ore in
Czechoslovakia, Austria, Bulgaria, and Yugoslavia “as fast
as possible.”  Szulc, quoting that 1984 intelligence study
said, “It may be said that this was the modest beginning of
the Russian atomic project.”  Meanwhile, it was “indeed
astounding,” Szulc said, that the U.S. remained “wholly
unaware” of the Soviet nuclear effort.
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A Failure of Imagination in the
U.S. Intelligence Community

by David L. Hoover

INTRODUCTION

In its postmortem of the World Trade Center attacks, the
9/11 Commission Report charged the U.S. Intelligence
Community (USIC) with failure in imagination, policy,

capabilities, and management.  The accused failure of
imagination stems from hints and signs airliners could be
used as weapons.  Previous to the 9/11 catastrophe, it was
known by the USIC that terrorists Abdul Hakim Murad and
Ramzi Yousef considered crashing an airplane full of
explosives into CIA Headquarters.  Moreover, threat reports
led Special Assistant to the President Richard Clarke to
surface concerns about the use of suicide air attacks.
However, no agency developed analysis on this sort of
potential threat or set up indications and warnings that
could have averted the 9/11 attacks.1

...failure of imagination in intelligence is
in part a consequence of misconstrued
presumptions in three meta-areas:  the
American educational system, individual
personality, and standard organizational
configurations.

Western culture is a product of the Enlightenment, but we
are also prisoners of it.  We are very good at convergent,
linear thinking—which has served us well in science,
engineering, and manufacturing.  However, linear thinking
does not necessarily apply to the social sciences, policy,
diplomacy, or business—any field where human decision-
making must be factored in—most pertinent in this case to
intelligence analysis.  Why is there a “law of unintended
consequences”?  Is it because we think convergently rather
than divergently—because our linear-thinking minds are
unable to imaginatively perceive the web of connections
that, in fact, exists between causes and events?
Functional and mental failure that evolves beyond the strict
technical and organizational boundaries of the intelligence
cycle is therefore manifested as discourse failure, which
expresses itself as the failure, “to identify, analyze, and
accept that a significant threat [exists].”  This failure arises

when one forgets that intelligence operators “are exposed
not only to the internal machinations of their respective
institutions but also to influences from society at large.”2

This research will not examine intelligence failure from the
perspective of cognitive bias.  Excellent content on cognitive
bias has previously been developed by Richards Heuer in
his book The Psychology of Intelligence Analysis and by
other professionals.  Though cognitive research is very
helpful in addressing detailed aspects of analytic intelligence
failure, it is ultimately still addressing tactical concerns.  This
present research will instead focus on a set of presumptions
of American culture that are so foundational they go
unnoticed and unquestioned—much like Americans’
unconscious breathing of unobserved air.  In short, our
thinking is wrong in areas that are so taken for granted that
few have even thought to question a few cherished
assumptions.  Individuals may believe an idea because some
research indicates a certain truth.  Or a people may accept
the opinions of learned (but incorrect) experts in fields
outside their expertise.  Many are influenced by content
developed by media personnel who unfortunately are largely
ignorant in fields outside of journalism.  Even intelligence
analytic professionals are not immune to corrupt information
or groupthink.

This research proposes that the accused failure of
imagination in intelligence is in part a consequence of
misconstrued presumptions in three meta-areas:  the
American educational system, individual personality, and
standard organizational configurations.  In an analogy, these
are internal cultural operating systems that have existed
without being subject to incisive questioning.  This research
will take the position that uncovering these presumptions,
questioning them, then challenging and changing the
presumptive paradigms, is one path to produce an
imaginative, and thus more effective, USIC.  Though these
areas are beginning to come under question in other fields of
study, as yet they have not been examined within the USIC
through the lens of improving imaginative capabilities.
Perhaps the questioning of these presuppositions could lead
to a sense of awareness in which new insights could
produce better intelligence thinking, systems, operations,
and analysis.  The goal of this research is to draw the USIC
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to rise even higher above the intelligence field to gain better
perspective.

Nowhere is the lack of imagination felt more acutely than in
threat analysis.3  Speculating about possibilities and creating
potential scenarios takes well-developed imagination.  Even
in day-to-day analysis the closure/production culture
pressures analysts to finish their analysis and does not
encourage them to come up with second, third, and fourth
“right” answers.4  Added to this state of affairs is that the
“customers” of the USIC are policymakers who so often tend
to function reactively according to immediate pressures
rather than proactively.  However, the current asymmetric
environment (not to preclude the future possibility of
conventional warfare against a powerful military) demands
solid thinking about meta-issues lest we address the wrong
intelligence problems from wrong perspectives and our
typically American self-absorption.  The pressing and crucial
need for such an examination lies in the reality of having
committed adversaries.  Strategic failures in intelligence will
lead to missteps that could cripple or destroy the United
States and lead to democracy failing worldwide.

ANALYSIS OF RESEARCH

Epistemology in Intelligence

Many inquests have been performed into the causes
and nature of intelligence failures.  Invariably, studies
focus on both causality and remedy within the basic
intelligence collection, analysis, and dissemination
cycle.  By contrast little attention is paid to other, more
intangible factors....5

In the discipline of intelligence, how knowledge is arrived
at matters.  The way in which information is collected and
turned into finished intelligence is crucial to accurate

knowledge and forecasting.  In the nuts and bolts of
intelligence, nowhere does accuracy of knowledge matter
more than in the areas of collection and analysis.  The
subsequent analytic process of turning the raw data into
meaning requires rigorous self-awareness and self-
questioning to uncover various cognitive (internal, mental)
biases that can divert personnel from uncovering the truth of
an intelligence problem.  Mirror-image bias,6 anchor bias,7

and pattern bias8 are among the wide range of pitfalls
awaiting the untrained and unwary.  However, good use of
knowledge theory can shed light into the dark corners of
cognitive blindness to show errors in reasoning.  The
practice of examining how knowledge is developed is called
epistemology—the philosophical discipline that examines
the theory and mechanisms of knowing.  Epistemology is a
type of self-examination in which philosophers probe the
core of knowledge by asking whether the bases and
processes through which knowledge is developed are valid.

Former Deputy Secretary of Defense John J. Hamre, when
commenting on the failed National Intelligence Estimate
(NIE) on Iraqi weapons of mass destruction (WMDs),
referred to epistemology:  “…This is the core of the
intelligence community’s problem.”9

There are five categories/methods of knowing:  habit of
thought, authority, science, rationalism, and empiricism.
Two of these methods are the focus of this research.  Habit
of thought, also known as common wisdom, occurs when an
idea circulates throughout a culture and permeates it until
the idea gains position in the collective consciousness and
becomes prejudices or common presumptions.10  This “folk
wisdom” is a dominant “truth” appealed to as authority
though it may never have been critically examined, or is not
reexamined in the light of new knowledge.  Thus, it
continues to exist interwoven into cultural perspective.

Induction has wide use, and is the core
method of reasoning found in intelligence
since the nature of intelligence is to gather
disparate data and seek to gain meaning
from these data.

A second method is rationalism.  Rationalism focuses on
determining knowledge based on philosophy and logic.
Beginning with a priori truths, valid reasoning is limited
only to conclusions that can be arrived at through narrow
use of logical methods.  Within the general category of
rationalism, the specific processes through which truth is
arrived are deduction, induction, and abduction.  Deduction,
the preeminent process in Western thinking, is reasoning as
is found in symbolic logic, mathematics, and science where
foundational laws are used to arrive at answers.  Induction
works in reverse—it takes observable data and seeks to use
them to reason to general principles.  Induction has wide
use, and is the core method of reasoning found in
intelligence since the nature of intelligence is to gather
disparate data and seek to gain meaning from these data.  In
intelligence, induction plays a vital role as it is used to
generate hypotheses which can be tested for accuracy
through determining falsifiability.11  A weakness of
rationalism is that it can only determine accurate or
erroneous logical processes, not whether the initial
presuppositions are accurate.

Empiricism is the theory that obtaining knowledge is based
solely on the five senses of touch, taste, hearing, seeing,
and feeling.  Empiricism stands in direct opposition to both
rationalism and authority, claiming that it is an error to
believe the mind has direct access to truth apart from sense
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observation.12  Empirical ideas closely concern intelligence
since intelligence data are collected through sensory means.

The present research does not seek to return to the areas of
cognitive understanding and bias already examined by
Heuer and others.  One can think of this research as
focusing on a set of presumptions, assumptions, or
paradigms that lead to a failure of imagination in intelligence.
Indeed, understanding the reasons for the failure of
imagination will provide key insights into other failures in
intelligence capability and management.13  This failure of
imagination within the USIC has roots in aspects of
American culture.  These cultural paradigms have
suppressed imaginative thinking and application throughout
the culture so pervasively that it naturally degrades abilities
within the USIC.  The presumptions of three meta-barriers
suppress developing imagination.  The first obstruction is
the current American educational system; the second is
misconstrued views about the nature of individuals; the
third is common workplace organizational systems.  These
areas are examined in the following sections.

American Education

Arguably, custom is one of the biggest threats to
human imagination, and therefore a barrier to accurate
threat perception.  The worlds that intelligence
organizations try to comprehend often comprise
societies undergoing varieties of social, political, and
economic adjustment, implying that threats will
constantly change.  This notion of change makes it
inherently difficult for intelligence organizations to
adapt their structures and react quickly to warnings.
This problem of adaptability to rapid change and
“custom thinking” is one of the main sources of
intelligence failures.14

The American educational system is one culprit contributing
to the 9/11 failure of imagination.  One presumption in
American culture is that our educational system is founded
on solid principles that will produce high-quality thinking
and cultural advancement.  Sir Ken Robinson is a Professor
Emeritus at the University of Warwick in England where he
taught arts education for 12 years.  He has advised the
governments of the UK, the U.S., and Singapore, plus
several Fortune 500 companies.  In 2005 he was named as
one of Time/Fortune/CNN’s “Principal Voices.”  In 2003
Queen Elizabeth II knighted Robinson for his contribution to
education and the arts.  Robinson has observed a problem
common to governments:  how to best educate children to
have cultural identity while still equipping them to take part
in globalization.  Both of these aspects of education are
necessary for countries to engage and survive in the global
community and marketplace.  Once upon a time, nations
such as the U.S. had an easy formula:  Go to college, get an

education, and a job will await after graduation.  However,
the economic volatility of the world economy has yielded
enormous uncertainties.  Education that may be useful one
year may have no future the next year.15

In pursuing this problem in the Western world, Robinson
observed that the U.S. educational system, like that of the
UK, was developed on the foundations of the Enlightenment
and the Industrial Revolution.  The basic principle derived
from the Enlightenment is the preeminent position accorded
to deductive reasoning.16  This perspective about thinking
has been used as the yardstick by which student intelligence
(as in “intelligence quotient,” not the USIC field of
intelligence) has been categorized.17  The basic distinction
has been between the academic (i.e., smart) and the non-
academic (i.e., not so smart).  In this categorization is where
error resides.  Deductive reasoning uses a set of data to
pursue an (often single) answer.18  This process is also
known as convergent thinking.  The exercise of convergent
thinking, by its very nature, eliminates possibilities as it
narrows thinking to a single “right” answer.  Grades, praise,
achievement, and employment are the rewards offered to
students for learning convergent thinking.  However, this
single-minded devotion to deductive thinking has
marginalized and crippled the development of another sort of
intelligence—divergent thinking.  Divergent thinking is the
ability to develop options and alternative answers—that is,
the ability to imagine, create, and innovate.  These are the
very qualities needed to quickly adapt to an ever-changing
world—and (in the USIC) to adapt to ever-changing
adversaries and threat environments.  Robinson cites a
study conducted with kindergarten children in the U.S.
These children were tested for divergent thinking, i.e.,
developing ideas. For example, for how many purposes can a
paper clip be used?  Someone who tests at an intelligent
level for divergent thinking can come up with 50 uses.  A
genius in divergent thinking can produce 200 uses.  Among
the test group of students, 98 percent scored at or above the
genius level in divergent thinking.  When this group was
again tested five years later, the percentage scoring at the
genius level had fallen to 50 percent.  When the group was
again tested an additional five years later, the percentage of
those with genius-level capabilities had fallen below 10
percent.  This is primarily a result of children having been
educated in the current system.  No one educated in the
system can escape its all-pervasive effects.  Thus, American
education exerts a downward pressure on divergent/
imaginative thinking.

Robinson also addresses the history of the educational
system in the U.S.—which leads to a focus on the second
pillar of the system, the Industrial Revolution.  The current
educational process is configured in a way parallel to
manufacturing processes.  A bell rings to signal the start of
the day and short breaks.  The bulk of students are taught
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the same common content, much like the identical parts used
to build a product in an assembly line.  One reason the
educational system was constructed in this fashion was to
produce workers to meet the needs of the companies of the
Industrial Revolution.  Unfortunately, at the time, creativity
was not a valued commodity important to work in an
assembly line.  Consequently, the educational system did
not encourage imaginative thinking.  Content delivered in
rote and/or lecture format tends toward lack of variation,
being non-creative, and can be deadly boring.  Imaginative
minds naturally wander from non-stimulating content, and
thus do not perform well in regurgitating such content on
standardized tests.  Given these educational factors, it is no
wonder that a lack of imagination is one aspect of the 9/11
intelligence failure.19

The intelligence model of the past—which
is still largely in place—is of diminishing
usefulness, and clinging to it leaves the
U.S. vulnerable to disastrous intelligence
failure.

However it is characterized—creativity, thinking outside the
box, big-picture thinking—the dearth of imaginative thinking
which is a consequence of the educational system is
increasingly critical in the current world economic
environment where tried and true solutions are falling short.

It’s no secret that the increasing complexity of the
international system—and in particular, its growing
interconnectedness, integration, and
interdependence—is eroding the fundamental
business models of an ever-growing range of
industries.  Nowhere is this more evident than in the
information industries, such as journalism,
broadcasting, publishing, music and film, among
others.  More than a few entities have been swept to
the brink of, or in some cases over, the precipice of
irrelevance.  And every information industry, it seems,
is in some peril.20

Josh Kerbel, a 15-year veteran of the USIC, points out this
vulnerability is also true of intelligence because it is in
essence also a form of information industry.  Since the fall of
the Iron Curtain, the threat environment facing the U.S. has
changed.  Rather than the Cold War necessity to protect
from one or two massive, therefore slow-to-change
opponents, the U.S. has to fend off a multitude of both
defined and hidden adversaries in the current environment.
These enemies can attack through multifaceted channels
using a wide array of methods from the Internet to small
arms, to deadly pathogens, to small nuclear bombs, to

passenger jets.  To put it another way, the linear threats of
the past have been replaced by the enormous complexity of
a fluid, asymmetric environment.  Therefore, the intelligence
model of the past—which is still largely in place—is of
diminishing usefulness, and clinging to it leaves the U.S.
vulnerable to disastrous intelligence failure.

Kerbel defines this traditional model as collection-centric.
The system values classified information, compartmentalizes
it, and acts on it from a tactical (i.e., short-term and reactive)
approach.  Generally, the process of this intelligence model
is analyzing immediate data to attempt to make short-term
predictions.  Among other things, this approach is
“reductionist” and “imagination-crushing.”21  It does not
address the current environment of interconnected intentions,
threats that take years to develop, or attacks from within
borders.  Kerbel calls for a more synthetic approach.  He defines
this as taking a proactive rather than a reactive approach.  By
this he means a creative, idea-centric model that places a
premium on sound thinking rather than the limited capabilities
of collection.  This model would determine and analyze
potential threats, combinations of threats, and how to how to
preempt attacks—as well as how to anticipate and capitalize on
opportunities.  Such thinking is necessarily imaginative and is
central to engaging with, and making sense of, complex systems
such as the current threat environment.  The finished
intelligence product resulting from this “cognition-centric”
model would help policymakers think and act proactively/
strategically.22

Whether Kerbel’s specific model is the best answer to the
vulnerabilities of the current USIC is not as important here as is
the point that the current threat environment demands
imaginative thinking.  To systematically and comprehensively
develop the imaginative capacity which Kerbel advocates, the
root of the problem—the aforementioned American educational
system—must be changed.  Though a few progressive, creative
educational programs exist, convincing the system to change
on a broad scale, then making these changes a reality, would
likely take decades.  Long-term steps must be taken for strategic
educational upgrades to divergent thinking, but this is no
solution for the current, or near-future, needs of the USIC.
Something must be done to address the need for imaginative
thinking in the USIC, and research offers hope for improvement.

In 1958 E. Paul Torrance designed a creativity test he gave to a
group of Minneapolis schoolchildren.  For 50 years researchers
tallied books written, art created, buildings designed,
businesses founded, patents awarded, and other innovations.
Torrence’s testing proved to be a highly accurate predictor of
the subjects’ adult creative accomplishments—in fact, three
times more accurate than correlations with intelligence quotient
(IQ).23  However, in trending detrimental to imaginative
development, national Creative Quotient (CQ) scores have been
steadily falling since 1990.  If one supports the current logic of
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cutting creative coursework in school systems in favor of
training in competence for the elements of standardized testing,
this is no cause for alarm in education or business.  However, a
recent survey of 1,500 corporate CEOs singled out creativity
(also known as imaginative and innovative thinking) as the
most important “leadership competency” of the future.  The
current complex national and international environment is in
desperate need of creative solutions. Without a steady influx of
ideas, crucial, imaginative solutions will never be
developed.24

In a strategic mistake, the U.S. educational
system is trending toward less creative
teaching methods, standardized
development, and standardized testing.

In a strategic mistake, the U.S. educational system is
trending toward less creative teaching methods,
standardized development, and standardized testing.  At the
same time, the European Union, the UK, and China have all
begun to focus on developing creativity in students.  When
one American educational researcher described to Chinese
university professors the current U.S. trend toward
standardized testing and curricula, they laughed.  The
Chinese told him, “You’re racing toward our old model. But
we’re racing toward your model as fast as we can.”25

Another mistake in educational strategy is to sentence
creativity to certain fields, but imaginative development to
only art and music classes.  On some creativity tests,
engineers have scored similarly to music majors.
Researchers suggest the reason is that research and
developing factual understanding are foundational
components of the creative process.  Taking issue with the
idea of the brain divided into left (logic) and right (creative)
sides, some advocate a different idea, that creativity is
comprised of constant communication and reliance between
the sides of the brain.  Research by neuroscientist Rex Jung
supports this perspective—with the caveat that consistent
practice of creative thinking will increase creative capacity.
Based on such research, school programs have been put in
place to train in creativity.  Programs with this intent show
successful results through implementing a process of
leading students to shift focus between convergent and
divergent thinking.  The National Inventors Hall of Fame
School in Ohio instills this process in its middle school
students through the use of well-planned project
assignments for students.  By working through a project—
for example, trying to solve the problem of too much sound
entering a school library from a busy adjacent street—the
students are led to actively research, think, plan, and
imaginatively develop practical solutions, rather than sitting
unengaged through a lecture full of content which is difficult

to apply in the real world.  Moreover, at the same time the
students learn the content of Ohio’s standardized testing.26

The above research reveals insights vital to USIC initiatives
in creativity.  Based on these findings, it is possible for the
USIC to take steps to successfully implement creativity in
personnel.  Applying discoveries related to the two
additional, and following, presumptive barriers—personality
and workplace systems—will undergird an increase in
creativity development.  The next area examined will be in
individual personality.

Personality

Simply being oneself brings about a power often lost
in the rush to be something else.

 –Sun Tzu27

American culture also functions under presumptions of
personality type that are devastating to raising imaginative
capabilities in intelligence.  The research cited in Bronson
suggests any adult can learn and improve creativity.
However, this research does acknowledge some individuals
have greater innate creative abilities than others.28  When
taking these data and combining them with the findings of
Sir Ken Robinson, the logical (rationalist) conclusion is that
these adults are not developing new capacities; instead they
are rediscovering and renewing capacities destroyed by the
educational system.  All people have some level of
imaginative capabilities and can make progress as these are
revived and allowed to thrive.  However, just as Bronson
suggests, there are people who will “renew” greater
capacities than others.29

Currently, it is not uncommon to find the use of temperament
types in both the public and private sectors.  In terms of
psychology, the foundations of this approach can be found
in the observations of Carl Jung, who theorized about the
behavior of emotionally and mentally normal people.  In the
early 1900s, Katherine Cook Briggs became interested in
what she saw as distinctions in personality, and with her
daughter developed a system that characterized four
different areas and two different types in each area.  Briggs’
daughter, Isabel Briggs Meyers, compiled their thinking to
develop the Meyers-Briggs Type Indicator (MBTI).  The
MBTI is common parlance today since it and variations
based on its original thinking are in widespread use by
human resources and psychological staffs.  The eight types
are found in distinctions of opposing behavioral poles, and
referenced in this order:  Introvert (I) versus Extrovert (E);
Intuitive (N) versus Sensing (S); Thinking (T) versus Feeling
(F); and Judging (J) versus Perceiving (P).  For example, a
highly artistic person might be an ENFP, while a highly
administrative person might be an ISTJ.  Introvert/Extrovert
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and Thinking/Feeling are obvious, but Intuitive/Sensing and
Judging/Perceiving warrant a bit of explanation.  Basically,
the Sensing type understands information directly from
external sources, while the Intuitive internally processes and
interprets external input.  The Judging type operates within
firm ideological boundaries and is driven to finish tasks.  The
Perceiving type may have varied viewpoints about what in
reality constitutes absolutes, and enjoys the process of
working through tasks more than the completion of said
tasks.30  A core concept of the MBTI supports the idea that
people function better in roles that fit their personality types.
Natural abilities and personal profile have proven to be solid
predictors of job performance.31  This idea is further
reinforced by Marcus Buckingham, former researcher for the
Gallup Company and the author of First, Break all the Rules
and Now Discover Your Strengths.  Buckingham has sought
to foment a paradigm shift, what he calls a “Strengths-based
Revolution.”  Here it is important to note Buckingham takes
issue with the common definition of personal strength.  He
defines a strength not necessarily as what someone does
well, but as what someone does, the activity of which makes
the individual feel strong.32  This segues to another mistaken
practice common to the educational system as well as in the
workplace.

...the USIC can teach personnel to think
more imaginatively, but must focus on
developing imagination in staff with the
strongest divergent/imaginative capabilities.

From his research, Buckingham argues that professional
development is approached from the wrong perspective.  In
most cases such development takes for granted an
individual’s strengths, but spends most time and efforts on
weaknesses—euphemistically termed “areas for
improvement.”  The common perspective is that these
weaknesses are a problem with the employee and a
vulnerability for the employer (in particular for the
employee’s supervisor).  Hence, the logic goes, a focus on
shoring up weaknesses will help the employee become well-
rounded and more proficient.  This sort of thinking is also
found in education.  What is the focus of the discussion and
energy of teachers and parents, the A grade or the F grade?
However, the approach which focuses on improving
weaknesses is merely “damage control.”33  Buckingham’s
research, analysis, and experience reveal that people do not
significantly improve through such a focus.  Instead, the
employee pours significant time into black holes of
weakness that prove to drain him or her of energy and
passion that could have been invested in improving already
strong areas.  To put this another way, the idea of

developing well-rounded people is a mistake.  Well-rounded
people do not achieve anything revolutionary or genius.34

In the educational arena, the results produced by one school
have confirmed both Buckingham’s and Robinson’s
observations.  The Purnell School in New Jersey has tested
Buckingham’s ideas in its strengths-based education
philosophy.  The School accepted teenage female students
who appeared to be intelligent but were failing miserably in
their schools and often exhibited behavioral problems.  The
School worked at uncovering the strengths of the students
and tailored learning accordingly.  For example, a student
whose strengths proved to be in drama but who was poor in
spelling and reading comprehension could be given roles in
plays and scripts to study and learn, additional plays to
read, and scripts to write.  The results have been
tremendous.  Focus on an individualized, energy-producing
area of strength led the students to flourish, and added the
benefit of natural improvement in weak areas.  Before
entering the School, these students would not have qualified
for entrance into a four-year college.  However, upon
graduation the majority entered top colleges and
universities.35  Cumulatively, this indicates that the USIC can
teach personnel to think more imaginatively, but must focus
on developing imagination in staff with the strongest
divergent/imaginative capabilities.

As outlined in the previous discussion of the MBTI,
different personality types have inherent strengths and
weaknesses.  Though types are merely tendencies, a person
functions best when working in a role for which he/she has a
natural inclination and interest.  Some people are quite aware
of their professional weaknesses and compensate for
those—by working primarily in their areas of strength, or
working within a team incorporating people with a variety of
strengths or, when leading, by placing people with different
talents in roles that compensate for the leader’s weaknesses.
The point is that differing abilities can be of value.

The following content is not intended to serve as a criticism
of personality types, but to surface presuppositions
reinforced by numerically dominant types and the blind
spots of the systems that naturally result from the majority.
The sensing “S” personality type comprises 75 percent of
the population of the U.S.36  This type tends to be one
whose strengths lay in the practical detail-oriented aspects
of life and work.  People of this type tend toward highly
administrative tasks, e.g., accounting, operational
coordination, hands-on scientific experimentation,
engineering, logistics, and the medical field.  In any context
in which precision is necessary, Sensors can be found
flourishing.  People of this type have contributed greatly to
technological development of everything, through scientific
experimentation, construction, and administering the details
of projects.  Without this type of person, not a lot of the
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infrastructure of the U.S. would exist.  In a professional
setting Sensors are those who do not often make obvious
errors—they do not make the Intuitive (creative type)
mistakes of misplacing a document, flubbing numbers in a
report, or overlooking a step in an administrative process.
Sensors keep the wheels of an organization turning
smoothly.  However, one downside of the pragmatic “S”
personality is it does not tend toward thinking in terms of
creativity and imagination.37  Thus, a production-driven,
professional environment filled with Sensors may not value
or develop organizational systems that support creativity
and innovation.

The bottom line of an organization is a hard reality and
creative people may be viewed as impractical, or dreamers
who do not contribute to the reality of company metrics.
Creative types are of most practical use as graphic designers
or marketing staff, but find little application for abilities
outside of these functions.  In practice this means the
Sensors—the majority who tend toward a precise working
method that is less likely to make obvious mistakes in detail
or in action—have less vulnerability to criticism than the
“N” type.  In a workplace situation, those who commit
practical mistakes can find themselves under a negative
cloud that disqualifies them from being put in positions of
greater responsibility, or become candidates for dismissal.  A
natural result is those who do not make mistakes tend to rise
to leadership by default—rather than those people who may
develop strategic innovation, but are vulnerable to
completing forms incorrectly.  This becomes a self-
perpetuating cycle because then less creative people attain
leadership positions, and they form organizational cultures
that are less imaginative.  Of course, there are organizations
and companies that intentionally form an imaginative culture,
but these are a minority.  In practice, therefore, the majority
of professional environments exert a downward pressure on
“creatives,” restraining the integration and application of
innovation and imagination.

A second personality issue which negatively affects
imaginative thinking connects to the composition of
professional environments.  Insight on this lays in the first
category of the MBTI, which describes the difference
between extroversion and introversion.  Research shows
that 53 percent of the U.S. population falls into the Extrovert
category.38  Of course, relative degrees of introversion and
extroversion fall along a spectrum of relative intensity . The
following discussion refers to those on either extreme of the
spectrum, for the purpose of illustration.  Extroverts gain
energy from external stimulation, and generally are eager for
more activity.  They seek and like variety, and find interest in
breadth of knowledge.  Extroverts operate from a base of
much personal energy, have a lot of friends and
acquaintances, and speak easily and often.  Extroverts can
easily transition mental focus between topics in discussion
or while working.39  On the other end of the spectrum are the

Introverts.  These people gain energy from time alone and
internal contemplation.  They are drawn to depth rather than
breadth of knowledge.  They do not speak easily—
commonly finding their minds lock up in speaking to large
groups—in particular when the Introvert is also an Intuitive.
Introverts tend to know few people and seek depth in
relationships.  They tend to listen to others and are hesitant
to speak on a topic unless they have comprehensive
knowledge about it.  Introverts find themselves drained and
numbed by too much (for them) external stimulation.  The
frenetic pace of the current American work culture (and
culture in general) is a particularly draining environment in
which an Introvert can function.  As with other
temperaments, Extroverts tend toward jobs in line with their
personalities such as teaching, project management,
managing people, leading teams, leading meetings, and
sales.  Introverts tend toward positions like research, writing,
editing, and analysis.

More than any other of the MBTI personality types, the
Introvert/Extrovert difference lies in physiology.  Studies
show that, on a molecular level, Extroverts produce higher
levels of the neurotransmitter dopamine, and they respond
positively to it.  Dopamine acts on the brain as a stimulant,
giving it a euphoric charge that the organ “asks” for again
and again.  Amphetamines and cocaine are so addictive
because these drugs increase dopamine levels.40  In the
body’s sympathetic system, the dopamine pathway to
mental stimulation is short.  Therefore, extroverts have the
ability to respond and react to external stimulation more
quickly and naturally—their chemical makeup allows them to
live a “full throttle” life comfortably, even enthusiastically.
However, increased levels of a different neurotransmitter,
acetylcholine, cause Extroverts sluggishness and
diminishing ability to respond to stimuli.  On the other end of
the spectrum, for Introverts high levels of acetylcholine
create increased internal feelings of contentment and peace,
and the ability to focus.  The distribution pathway of
acetylcholine is longer than that of dopamine—which lends
itself to slower, more considered reaction times as well as
deeper focus.  One corollary of this difference is that when
writing or in discussions Introverts access their long-term
memory to recall facts to make a point.  Consequently, oral
responses take more time.  Generally, when speaking,
Extroverts access short-term memory far more rapidly.41

Interestingly, levels of dopamine found in the Extrovert
range cause Introverts stress and agitation.42

Again, it is readily apparent that much of modern culture has
been geared toward the extroverted temperament.  For
example, the ideal created within the context of American
Manifest Destiny, rugged individualism, and material
success is a person of action who overcomes obstacles to
achieve something.  In the professional world this translates
into persons who can take on an enormous number of roles,
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multi-task, and handle everything that comes their way.
They are persons who communicate convincingly,
advocating their projects and opinions with ease.  They exert
a strong influence on meetings due to the force of their gift
in speaking and thinking on their feet.  Just as with the
difference between the Sensing and the Intuitive personality,
the American preference for the Extrovert personality shapes
the work environment.  The persons who have the most
influence in any exchange are the ones who think on their
feet and communicate most clearly and powerfully.43

Moreover, Extroverts can have the capacity to build a
convincing oral argument using only a portion of the
information available on a given topic.  They can think
quickly and respond well to challenges to an idea.44

Compelling oral communication is so respected and so
intrinsic to a professional environment that these skills alone
can win an argument, quite apart from thorough knowledge
on a given topic.

Since Introverts are the minority, it can be difficult for
Extroverts to understand them.  Condemnation often follows
closely on the heels of misunderstanding.  When Introverts
try to make a point during the back and forth of a
contentious meeting, they may be seen as fuzzy thinkers,
because they fumble with words as they try to condense all
relevant facts into brief statements.  Another Extrovert
assumption is that Introverts are not working hard since
they are reticent to speak about themselves.  None of these
introverted traits leads to respect in the workplace or a
skyrocketing career path.45

In a professional venture, however, Introverts can contribute
a number of functions for which Extroverts have small
interest.  First among these is the Introvert’s inclination to
focus in order to produce deep and comprehensive
research.46  Research and deeper knowledge can produce
crucial insights likely to be missed by those who do not take
time to research thoroughly.  Accurate knowledge, if put to
good use, will give a solid conceptual base upon which
plans and directions can be made.  Some research suggests
innovation is a dance between divergent and convergent
thinking.47  Since divergent thinking can make use of prior
convergent research, the deeper research provided by the
Introvert offers fertile ground for the innovation and
imagination the 9/11 Commission Report calls for.  Second,
since much intra- and inter-company communications are in
writing, Introverts have the ability to contribute much
energy and focus to the solitary task of writing to produce
polished communications.  Another Introvert strength can
be in the arena of communication and group dynamics.
Introverts offer a commodity in short supply—listening.  All
too often those with differing viewpoints argue for their
“side” without fully understanding the other side.
Introverts’ capacity to listen allows them to see

commonalities between different positions and synthesize
content into stronger, more unified ideas that gain buy-in
from both sides of an argument.  This synthesis can be a
factor in developing creative solutions.  The quieter nature
of the Introvert encourages reflection and longer
consideration of arguments; this yields a staff person who is
generally thoughtful and idea- oriented.  Finally, since the
introverted lifestyle is swimming upstream against the
environment and habits of the 53 percent (but far more vocal,
visible, and influential) majority, the Introvert is not as
susceptible to groupthink.  Nevertheless, the Introvert can
have the weakness of hesitancy to speak up in a group to
offer alternate thinking.

Recognition of the validity of these educational and
personality insights is a first step to solutions that will
overcome the failure of imagination.  However, the third
presumptive barrier—organizational systems—must also
change to increase the effectiveness of the USIC in
preventing a failure of imagination.

Workplace Systems

“Organization matters, even in government agencies,” writes
James Q. Wilson, the author of Bureaucracy:  What
Government Agencies Do and Why They Do It.  Wilson
argues that ideas and grand strategies alone were not the
reasons for some organizations to succeed and/or overcome
others.  The internal operating systems of the organizations
determined their fates.48

U.S. government bureaucracy is a particular adversary of
innovation for several reasons.  Chief among these is that
most government agencies enjoy the position of being a
monopoly.49   The agency is the sole provider of a service to,
in essence, a captive populace which pays taxes to fund the
agency.  Most taxpayers usually do not have direct
interaction with the agency.  The consequent implications of
this are that those who fund the agency have no impact on
the efficiency of the agency.  This state of affairs robs
government agencies of the natural feedback loop found in a
free market economy; there is no immediate means through
which to determine and isolate changes that prove to be
counterproductive or destructive.50  There is never an
increase or decrease in customers based on performance,
and thus no unyielding financial metrics by which function
or corporate survival is determined.  For these reasons, some
element of bureaucrats’ reticence to make changes are
entirely reasonable, because there is opportunity for risk
without clear opportunity for gain.51  It is not surprising that
the nature of government organizations, in particular, resists
innovation.  “Thus the well-known bureaucratic adage:
‘Never do anything for the first time.’”52
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Since U.S. government systems are mired in the quicksand
that is bureaucracy, this research looks to the business
environment for systems that support the imaginative
thinking which could change everything for the better—
ultimately reducing the size of government and helping what
remains to run efficiently.  Just as the USIC has found itself
in need of imagination, so too the private sector has found
itself in profound need of creative flexibility, adaptability,
and imagination.  The existence of model innovative
business organizations offers hope that there are possible
alternatives to the current government bureaucracy.  Such
knowledge is an exercise that can fire the imagination of
intelligence leaders, educators, and strategists to envision a
better way of running intelligence agencies.  This is one of
the powers of imagination.  To imagine that government
operations can be different, efficient, effective, and can
escape the performance-numbing effects of the bureaucratic
prison is a first step to changing things.

Clock Building

If an organization is to meet the challenges of a
changing world, it must be prepared to change
everything about itself except [its basic] beliefs as it
moves through corporate life...The only sacred cow
in an organization should be its basic philosophy of
doing business.

–John Galvin, former CEO of Motorola53

Common wisdom believes the solution to heal a
dysfunctional organization (including the focus of this
section—the U.S. government) lies in the leadership
capabilities of a charismatic leader who will rescue a
situation.  This prevalent view is apparent in the U.S.
electoral process.  Every four to six years, people get fed up
with some of the predominant problematic issues in the
nation.  Pragmatic Americans, believing their point of
connection is also a point of leverage, find fault with the
legislative and executive branches, then vote to remove
them.  In fulfillment of Plato’s critique of democracy as a
popularity contest,54 the initial critics line up behind another
charismatic leader, attempt to gain the support necessary for
that person to be elected, and expect things to change.
Collins call this “a deeply cherished myth.”55  However, in
reality, a charismatic leader cannot accomplish much while
working within a broken system.  To illustrate this point,
Collins uses an analogy about time-telling and clock
building. A remarkable person could have the gift of telling
time to within hundredths of a second.  That person would
be extraordinarily useful in giving the correct time to others.
Sooner or later, though, that person will die.  At that point,
the usefulness of that person’s gift has ceased.  Then again,
if a person without a gift of time-telling builds a clock that
will accurately tell time for decades, that person’s

achievement will far exceed and outlast the uniquely gifted
time-teller.  Collins suggests this change in thinking is akin
to that of the U.S. Constitutional Convention in 1787.  This
paradigm shift was one of moving from a king-focused
system to a dynamic organizational system.  The main
concern at the convention was not who should be the
charismatic leader, but rather establishing an innovative and
adaptable system.  As Collins puts it, it is as if the founders
of the nation asked, “What processes can we create that will
give us good presidents long after we’re all dead and
gone?56

Sometimes (though far less often than one would suspect)
great organizations (like the U.S.) were founded upon an
innovative or rallying idea.  However, the organizations that
in the light of history have risen to a prominent position in
their arenas are organizations that have focused internally to
become operationally outstanding.57  The organization, not
the quality of the product or idea, gained advantage.  In
these organizations as well as in the early U.S. government,
one important theme was common to enduring, outstanding
organizations—systems were put in place to support
innovation/imagination, flexibility, and the ability to adapt to
the inevitable change of circumstances.58  Such a structure
allows the organization to maximize the genius of its most
important asset, its people, and the imaginative creativity
and innovation they can contribute.  However, one aspect of
the current operational constipation within the U.S. federal
bureaucracy is that the perspective of instituting a restrictive
piece of legislation for every possible eventuality has
replaced practical, adaptable organizational systems.

...one solution to the USIC’s lack of
imagination is to integrate people who are
clock builders, develop them, and allow
them to attain positions of influence.  Such
leaders can build high-functioning, high-
capacity, flexible, adaptable organizations
that can improve and meet the challenge of
defending the U.S. against ever-adapting
adversaries in an ever-changing world.

 The application for government is that it is better to have
political leaders and operational staff who focus time and
attention on bettering the internal workings of government
rather than on the public eye.59  Therefore, one solution to
the USIC’s lack of imagination is to integrate people who are
clock builders, develop them, and allow them to attain
positions of influence.  Such leaders can build high-
functioning, high-capacity, flexible, adaptable organizations
that can improve and meet the challenge of defending the
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U.S. against ever-adapting adversaries in an ever-changing
world.  Those who aspire to professional gain (careerists),
recognition, financial gain, and power for its own sake must
be weeded out of the USIC, as well as the rest of the
government.  A premium needs to be placed on empowering
and enabling those who seek to be true public servants, who
wish to strengthen the U.S. through intelligence and who are
willing to sacrifice personal gain to build an effective
intelligence organization.

Autonomy

Of all the things I’ve done, the most vital is coordinating
the talents of those who work for us and pointing them
toward a certain goal.

–Walt Disney60

The current world threat environment requires U.S.
government leaders who can find innovative, committed
staff and leaders that are fearless enough not to
micromanage.  Such leaders give their staff vision and
mission and free them to function autonomously, think
flexibly, and innovate to accomplish the mission.  These
leaders will often need to function as the shield protecting
their staff from entitled, critical constituencies more
interested in maintaining their vested interests than
furthering the good of the U.S.  This is a type of leadership
foreign to many, but it is known as “servant leadership.”  In
an approach opposite that of the leadership culture in the
military and government sectors, servant leadership is not
based on the power structure inherent in a chain of
command.  Rather, it sacrifices itself for the good of the
subordinate and the mission.  Studies are showing this is an
effective path to high-functioning, imaginative, successful
mission completion.  According to one study, servant
leadership increases positive attitudes across organizational
cultures.61  Attitudes such as security, support, and
fairness62 enhance a culture open to the risk-taking vital to
imaginative innovation.  Servant leaders embrace employee
autonomy.  This naturally yields the flexibility and
innovation absolutely necessary for any international
organization (including U.S. intelligence agencies, and the
nation they serve) to survive in the current world.  An
organization’s greatest resource is its people.  Recognition
of the common misuse of people’s personality strengths and
talents is a step in the direction of creating highly flexible,
adaptable, innovative organizations.  If, through clock
building, this greatest resource is deployed in a system
configured to promote and use individual creativity, then the
USIC could become far more imaginative.

The ultimate freedom for creative groups is the freedom
to experiment with new ideas.  Some skeptics insist
that innovation is expensive.  In the long run,
innovation is cheap.  Mediocrity is expensive—and
autonomy is the antidote.

–Tom Kelley, General Manager, IDEO63

Research in the relationship between self-determination and
innovation is revealing.  In line with their research findings,
Deci and Ryan proposed a significant shift from the idea of
intrinsic versus extrinsic motivation to the idea of controlled
versus autonomous motivation.64  An insight contained in
this new perspective is that controlled behavior is an ideal
for some management and leaders.  It is understandable that
management seeks to control the use of employee time.
Unmonitored employees could abuse their freedom by
slacking off.  However, work requiring higher conceptual
focus is not so vulnerable to disengaged behavior because
poor thinking quickly becomes apparent.  Producing ideas
rather than putting together widgets requires the sort of
mental engagement that cannot be faked.  This high-level
attention and energy flows only from the full engagement of
autonomy.  The controlled environment perspective makes
the mistake of developing operations based on the negative
fear of laziness rather than the positive embrace of interest in
the job.  Controlled behavior is by nature the extrinsic
motivation which suppresses the energy and passion
generated by autonomous action that is crucial to the drive
to innovate.  Thus, in the controlling approach, the negative
becomes the iron ball to which innovation is chained.  A
procedure superior to the controlled workplace is to hire and
incorporate staff people who are passionate about their work
and/or the organization’s mission –”You can’t teach
attitude.”  In fact, test cases show this to be true.  A Cornell
University study of 320 businesses revealed that those
incorporating an autonomous work environment grew at
rates four times greater than those operating as controlled
environments.  Furthermore, several recent studies show
autonomous motivation promotes greater conceptual
understanding, higher productivity, and higher levels of
psychological well-being—these factors again increase
employee well-being and energy available for innovation.65

Mastery

Significantly, a study of 11,000 private sector engineers and
scientists clearly shows the desire for mastery is the best
predictor of innovative productivity.66  There is folk wisdom
(common knowledge) throughout the public and private
sectors that employee engagement is directly proportional to
salary.  In the video “The surprising truth about what
motivates us,” Daniel Pink cites two studies conducted by
top economists and funded by the U.S. Federal Reserve
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Bank.  It is true that for jobs such as assembly line work, the
trades, and manual labor pay raises are directly proportional
to production.  However, these studies uncovered a
counterintuitive principle.  For workers in jobs that require
conceptual thinking, money is not the primary motivator.  In
a complete shock, pay increases have been found to be
inversely proportional to performance.67  Additional studies
in India have corroborated these results.  These data
indicate that the most innovative, high-performing
companies have capitalized on the principle of autonomy—
rather than higher salaries—to attract, retain, and engage
employees.  Giving workers autonomy allows them to
develop intrinsic motivation, producing engagement and the
energy of passion for work which is a large part of
stimulating employees to develop imaginative abilities and
subsequently significant innovative products.

The last thing the USIC needs is a staff of
well-rounded individuals who are trained
to function in several different roles.  The
USIC needs people who have focused on,
and worked in, areas of strength long
enough to be brilliant in their roles.

Currently some USIC agencies promote changing employee
roles and deployment every three to five years in order to
cross-train them.  Certainly it is important to provide
employees breadth of knowledge to give context to their
work.  In this case, however, the purpose is often to cross-
train to increase the scope of abilities of staff, so that
personnel parts are interchangeable.  However, the last thing
the USIC needs is a staff of well-rounded individuals who
are trained to function in several different roles.  The USIC
needs people who have focused on, and worked in, areas of
strength long enough to be brilliant in their roles.  Another
way to say this is it is an advantage, not a weakness, to have
an employee who can produce great insight into future
connections between a human trafficking organization and a
terrorist organization, but who is an administrative disaster
when it comes to filling out required government forms.  The
lack of administrative ability can be handled by someone
else who feels strong when he or she works in administrative
tasks.  Would it not be tremendous to have a team of people
with extraordinary, complementary abilities?  Would not
such a team far out-produce a group of people with well-
rounded abilities?

Purpose

The third quantity necessary to high-production employees
who are highly engaged and innovative is purpose.68  Not
much needs to be said in this research on purpose as it

relates to intelligence.  Without any of the other qualities,
purpose in the field is readily apparent.  While companies
that produce widgets have to think hard about generating
higher purposes to garner employee engagement (often
centered around improving the quality of customer lives,
families, health, and the environment), in intelligence
protecting the U.S. from WMDs or other types of terrorist
attack needs not be given a greater purpose.  Meaningful
purpose in intelligence naturally garners engagement.

CONCLUSION

...It is therefore crucial to find a way of routinizing,
even bureaucratizing, the exercise of imagination. 69

This research has taken an inductive approach.  As
discussed in the initial section on epistemology, one
problem with induction is that it is not deduction.  The

sequence of deduction produces necessary truths that are
logically provable and uncontestable.  However, deduction
is of little use in probing truth outside of mathematics and
scientific experimentation.  In the world of intelligence
failure—or success, for that matter—discerning truth is not
so clear-cut as deduction, and induction must be used.
However, inductive hypothesis-building necessarily leaves
the possibility for alternatives; for example, an alternative
reason for the failure of imagination in intelligence could be
Americans numbing and dumbing their minds by watching
too much television.  The point is, the hypotheses and
explanations found in this research are not unassailable.
Nevertheless, given the consistent and strong influences of
the educational system, systemic organizational
misconstrual and marginalization of the very personality
types who lend themselves to imagination, and pragmatic
organizational systems that tend to suppress imagination
and imaginative types, overarching influence is likely.
Potential solutions exist, but the first step is to uncover and
address imagination-suppressing cultural presumptions.
Given the aforementioned similar creative/flexible/innovative
problems in education and business, the steps taken to
increase imaginative capabilities, and the positive results of
these steps, change is possible.  The 9/11 attacks served as
a signpost that the world threat environment had changed.
The U.S. is no longer in a position in which it can overwhelm
adversaries with military power.  The nation now finds itself
operating under a new paradigm—one in which it must
outmaneuver adversaries.  Therefore, the U.S. need for
tactical and strategic intelligence has never been more acute.
Perhaps the 9/11 postmortem will give the USIC pause to
reconsider its current environment, recognize the need for
greater imaginative capabilities, and then make changes.

Of course, the USIC does not have the power to drive
cultural change in the educational system to improve the
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development of imagination.  However, the USIC does have
power over its own systems and staff training.  One aspect
of USIC change could be to configure organizational
operating systems to promote flexibility and imagination
through supporting staff to achieve greater individual
potential—and thus better intelligence production.  Change
is always an uphill war with a legion of smaller battles to be
won, but since the stakes are the protection of the U.S. and
its people, it is worth the effort.

Far better to dare mighty things, to win glorious
triumphs, even though checkered by failure, than to
take rank with those poor spirits who neither enjoy
much nor suffer much, because they live in the gray
twilight that knows not victory, nor defeat.

–Theodore Roosevelt.70
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Government Draws upon the National Language
Service Corps for Foreign Language Skills

by Wanda Penn

Since 1890, the U.S. Census Bureau has captured data
highlighting the linguistic diversity of the American
population.  In recent decades, the ever-increasing

multilingual and multicultural population sparked Census
questions on languages spoken at home and the level of
language fluency.  Today, individuals who speak a
language, other than English, account for 20 percent of the
U.S. population, representing a vast subset of language
resources to meet the nation’s needs.  Over the past decade,
the government has developed programs to draw upon these
resources.  One program, the National Language Service
Corps (NLSC), is comprised of U.S. citizens with multilingual
skills who are willing to be on-call to support language
needs within the federal government.  The Corps is designed
and functions as a surge resource that complements existing
language services programs.

The NLSC has evolved since 2007 from a proof of concept
pilot program into a fully operational and permanently
established program within the Department of Defense.   U.S.
citizens who are fluent in English and a foreign language can
volunteer to fulfill surge language needs within various
federal agencies.  The Corps now has an active pool of more
than 4,500 members who speak over 290 languages.  The
program’s membership has long surpassed its original goal
of 1,000 members in 10 principal languages.

As one would imagine, the NLSC member pool represents
not only language skills but cultural knowledge, varied
educational training, and diverse occupational backgrounds.
More importantly, the Corps is united by multilingual
citizens who want to be a part of the NLSC and affirm their
desire to use their cultural knowledge and linguistic skills to
support the language needs of the federal government.  Each
assignment satisfies the members’ needs to contribute
through the support they provide to the government and to
their language community.

NLSC assignments are a uniquely structured component of
the program.  While NLSC members are on-call volunteers,
they receive monetary compensation for the assignment.
Since 2008, NLSC members have supported over 69 missions
and 32 clients (agencies, departments, DoD components).  A
mission can range from one hour to 130 days, and it is not

uncommon for a mission to require a team of members.  Each
member undergoes a special readiness process which
includes training, hiring as a temporary federal employee,
and language certification via the Defense Language
Proficiency Test (DLPT) or an Oral Proficiency Interview
(OPI).  Because of their level of proficiency and
professionalism, NLSC members have been requested to
interpret for Distinguished Foreign Visitors meeting with
military officials in New Zealand, Germany, and Hawaii.

Although the NLSC is a program within the Department of
Defense, any federal agency can request to use its services.
To date, combatant commands, other DoD components, and
many other federal departments and agencies, such as the
Centers for Disease Control and Prevention, the Department
of Homeland Security (U.S. Coast Guard), the Department of
Justice, and the Department of Labor, have made good use
of the NLSC for surge requirements and have already
testified to the NLSC’s value in their ever-increasing demand
for language support.  The NLSC is a low-cost strategic
solution to address short-term critical language requirements
for DoD and other federal agencies.

To learn more about the NLSC, visit www.nlscorps.org.

Wanda Penn has been with the National Language Service
Corps (NLSC) supporting its strategic communications and
plans & policy programs for over six years.  Recipient of
the prestigious David L. Boren Award, Wanda is committed
to international business and languages.  She has studied
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Cyber Joint Munitions Effectiveness Manual
(JMEM)

by Dr. Mark A. Gallagher and Dr. Michael C. Horta

ABSTRACT

This article summarizes a 10-year effort to develop
cyber planning tools equivalent to conventional or
nuclear weapons planning models and data.  Cyber

operations require more detailed data because of the precise
technical nature of these activities.  However, security
classifications, which are due to an adversary’s ability easily
to remove vulnerabilities and to reveal intelligence sources,
make obtaining effectiveness data difficult.  While some
argue that similar planning data are not appropriate for
cyber, we contend that, as for conventional weapons, some
situations require planning effectiveness calculations.  We
conclude by proposing a scheme where highly classified and
precise tests are conducted; however, only aggregate data
that do not reveal how the cyber effect is achieved could be
provided to operational planners.

INTRODUCTION

What models and data does the military need to plan
and execute cyber operations?  What analytical
capability is needed to support resourcing

decisions for cyber operations?  Many individuals answer
these questions with analogies to what has worked well for
conventional weapons systems.  Others contend that cyber
activities are so vastly different from kinetic operations that
the approach for kinetic systems cannot even be adapted.
Some even claim that the cyber domain is so dynamic that
models and data are irrelevant.  In this article, we address
these questions along with the various viewpoints by
summarizing a 10-year effort to adapt the best of kinetic
modeling to better support cyber operations—the Cyber
Joint Munitions Effectiveness Manual (JMEM).   Our answer
is “it depends” upon the type of cyber operations.  Our
discussion concludes with proposals on when and how
models and data can be helpful for cyber planning and
operations.

In this introduction, we examine the joint planning system
with particular focus on the Joint Targeting Cycle.  In the
subsequent three sections of this article, we examine its
application in kinetic systems, information operations, and
cyber.  First, we review planning and operations data used

for kinetic systems, particularly the development and use of
JMEM.  This discussion will include both conventional and
nuclear weapons along with aircraft penetration
effectiveness.  Our second section summaries the
Information Operations Joint Munitions Effectiveness
Manuals (IO JMEM), which include the cyber modeling
initiatives.  The third section examines the successes and
challenges of extending the approach for kinetic systems to
cyber operations.

Joint Publication 3-13 [6] defines Information Operations (IO)
as:

[The] integrated employment, during military
operations, of information-related capabilities (IRCs)
in concert with other lines of operation, to influence,
disrupt, corrupt, or usurp the decision making of
adversaries and potential adversaries while protecting
our own.

Prior to the Secretary of Defense Memorandum [5] on 25
January 2011, IO was defined as the five pillars of computer
network operations, electronic warfare, psychological
operations, operational security, and military deception.  The
new definitions categorize these actions as information-
related capabilities (IRCs) within IO.  Since IO is now a
process, rather than capabilities, we need to revise the IO
JMEM name.  Our goal remains to produce, accredit, and
distribute effectiveness models and associated data for IRCs
for planning, operations, analyses, and resourcing.  We
contend that providing evaluation techniques, which are
similar and compatible to JMEM for conventional weapons,
is a key step in employing IRC applications.  Ultimately, we
strive for the institutionalization of IRCs through their
integration with kinetic means.

For the U.S. military, joint operations planning is the process
by which combatant commanders transform national
strategic objectives into assigned military actions.   Using
predominantly military art, the commander determines the
military objectives while considering the operational
environment, which includes the conditions, circumstances,
and influences that affect the employment of capabilities.
As the process continues, the commander and his
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subordinates make more specific decisions.  When the
military planners evaluate the military’s ability to achieve
effects against adversary systems, they apply the Joint
Targeting Cycle, as defined in Joint Publication 3-60 [7].
This process guides the commander in selecting and
employing capabilities against targets and then assessing
the resulting effects.

Targeting is the bridge between military
intelligence and operations.

Targeting is the bridge between military intelligence and
operations.  The Joint Targeting Cycle is a 6-step process
which facilitates that interface between these two
communities.  The intelligence process identifies potential
targets, including their functions and vulnerabilities, through
the target development step.  Operations provide the military
means to affect the target in the capability analysis step.
The Joint Targeting Cycle combines those data to provide a
recommendation to the commander on the ability of various
attack strategies to achieve the desired effects.

A system may be thought of as comprised of components
and linking arcs connecting those components.  A system is
a potential target if affecting its function would contribute to
achieving the desired end state directly or indirectly.  Each
component and link has characteristics, some of which are
vulnerabilities that can be exploited by military means.  For
example, an airport consists of the components of a runway,
aircraft parking, fuel tanks, and repair facilities.  The airport’s
function of generating aircraft sorties may be degraded by
destroying the runway, aircraft, or fuel tanks.  Each
component and link has different vulnerabilities to attack.
They contribute differently to system operation.  Also each
subsystem may be repaired or its loss mitigated in various
ways.  Hence, different attacks vary the extent and duration
of their effect on the system’s function.

Military objectives are usually offensive:  degrading or
destroying an adversary’s system.  However, military
objectives can also be defensive, such as protecting the
function of our own or our allies’ systems.  Objectives for
humanitarian operations frequently include maintaining
particular systems’ performance.  In reliability modeling,
assessing the impact of actions on system performance or
on system degradation is mathematically equivalent [4].
Military planners tend to think in terms of the reliability of
our weapons systems, and the degrading effects that those
weapons inflict on adversary systems.  Planners need to be
careful and consistent to predict the system of systems
likelihood of outcomes.

When military planners evaluate potential impacts on
particular adversary systems, military science, with its
inherent models and data, joins military art in supporting the
necessary decisions.  The process employs the Joint
Targeting Cycle [7] with its six steps:

1. End state and commander’s objectives
2. Target development and prioritization
3. Capabilities analysis
4. Commander’s decision and force assignment
5. Mission planning and force execution
6. Assessment

This iterative cycle begins with the commander specifying
the desired “end state” or conditions that should be
achieved.  The target development examines the components
of systems that the military can affect to achieve the desired
end state.  Capabilities analysis examines and evaluates
various military systems’ ability to exploit target
vulnerabilities to achieve the desired effect.  In the fourth
step, the commander chooses particular military units to
strike targets, and those actions are executed in the fifth
step.  Assessment is the process of collecting intelligence
and determining if the desired effect was achieved.  The
cycle repeats because the assessment may cause the
commander to modify the objectives for the subsequent
cycle.  While the general flow is followed, in reality,
information produced at any step may result in returning to
any of the previous steps.

Not surprisingly, the central component of the Joint
Targeting Cycle is the definition of target.  Joint Publication
3-60 defines a target as an entity or object considered for
possible engagement or action.  CJCSI 3370.01 [2] describes
five target types:  facility, individual, virtual, equipment, and
organization.  Every target has characteristics that affect the
opposing military’s ability to detect, locate, identify, affect,
and assess it.  The military’s capabilities to exploit a target’s
vulnerabilities are a primary concern in determining if the
desired effects can be achieved.  For the last half century,
the U.S. military has used JMEM models based on empirical
data in the Joint Targeting Cycle, particularly to support
target development, Step 2, and capability analysis, Step 3,
and to a lesser extent assessment, Step 6.  Therefore, we
explain target development and capability analysis in more
detail.

Target development is the systematic examination of
potential target systems to determine the functional impact
and duration necessary to achieve the commander’s
objectives.  Military planners, including intelligence
targeteers, examine system components and the associated
links to assess their impact on the overall targeted system
performance and its potential vulnerabilities.  Considerable
data have been collected to support this process.  The
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intelligence community classifies fixed installations by
category codes that define their function and general
features.  They have also collected vulnerability information,
such as the target buildings’ type of construction.  The Joint
Munitions Effectiveness Manual (JMEM) provides typical
conventional weapon effectiveness against various
elements.  The military planners select as potential targets
those targeted system components with vulnerabilities
which, if exploited, will contribute to achieving the
commander’s objectives.  Target vetting ensures the fidelity
of the intelligence and analysis used to develop the
target(s).  For major adversary systems, the national
intelligence community may assist in verify targeting
intelligence.  Target validation ensures targeting specific
system components complies with the law of armed conflict
and the rules of engagement.  Once targets are developed,
vetted, and validated, the military planners nominate them
for approval for military action in a given time period.  When
the commander approves a joint integrated prioritized target
list, the target development step concludes for that planning
cycle.

Capabilities analysis is the Joint Targeting Cycle step that
evaluates existing military capabilities, usually weapon
systems, against approved targets.  The product of this step
is appropriate options available to the commander.
Evaluating specific capabilities against identified target
vulnerabilities to estimate effectiveness is the crucial aspect;
however, determining appropriate actions includes
understanding many aspects: required resources, costs,
risks including loss of personnel and weapons systems,
expected effectiveness and its contribution to the objectives,
and collateral effects, such as possible civilian casualties.
For conventional weapons, JMEM mathematical models and
associated data support determining these weapon-on-target
evaluations.  The capability analysis builds the target
development for information that characterizes the physical,
functional, and behavioral vulnerability of the target, impact
on the targeted system, and its contribution to achieving the
objectives.  The combatant command and its component
planners use the capability analysis to make the force
assignments that result in the course of action.  The dynamic
nature of target susceptibility to cyber actions affects how
cyber capabilities can be integrated.

Over the years, particularly during the last decade, military
planners expanded both the range of targets and breadth of
military capabilities considered in the Joint Targeting Cycle.
The name of the third step changed from weaponeering to
capability analysis to reflect the concept that the military can
use a variety of means to accomplish its objectives.  Better
integration portends two benefits.  First, selecting from a
wider variety of alternative military means allows more
options, and therefore it should result in a better plan.
Second, integrated consideration should enable accounting

for synergistic effects.  For example, a hypothetical jamming
attack at one point may cause the adversary to resort to
another communication system that improves targeting a
different component.  Without integrated planning,
synergistic opportunities may be missed.  In 2011 the
Secretary of Defense [5] redefined information operations to
give impetus to the concept of integrated planning.

Individual behavior is affected by culture,
personal bias, and perceived actions over
time.  Connecting specific actions, like
making a radio announcement or dispersing
leaflets, with resulting behavior changes is
considerably different than describing the
physical effects of a weapon detonating on
a concrete building.

In our view, implementation of integrated planning is
encountering three practical challenges:  scope, target
description, and classification.  For simplicity and speed, the
scope of the Joint Targeting Cycle has focused on the
offensive “end game” of weapon release through target
impact.  The ability for the weapon delivery platform to arrive
at the weapon release point has been considered separately.
For strikes with conventional weapons, the operators
consider it in their mission planning without extensive
concerns; if they cannot strike it today, the target remains on
the list for subsequent cycles.  In contrast, planners for
strategic nuclear strikes, concerned that there may not be
another opportunity to strike the target, have established a
separate process for assessing probability of arrival.  As we
discuss later, the end game focus is problematic for cyber
attacks; typically, probability of access is the difficult phase
of a cyber attack, rather than the end game probability of
effect.  Another aspect of scope on integration is
considering how defensive systems contribute to achieving
the objectives.  Just expanding the analysis requirements to
consider all military means would make the process
considerably more complex and require more time.  Many
have expressed similar complaints against another
integrating concept called Effects Based Operations [1].

A second practical challenge to greater integration is
expanding the considered targets.  For example, some have
proposed including behavior objections for segments of a
population.  While influences on behavior are clearly
important for the military to consider, inserting these
considerations into what is basically a weapon-target
assignment process is problematic.  Individual behavior is
affected by culture, personal bias, and perceived actions
over time.  Connecting specific actions, like making a radio
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announcement or dispersing leaflets, with resulting behavior
changes is considerably different than describing the
physical effects of a weapon detonating on a concrete
building.  While different, and even more complex, the
military should consider its actions more extensively
including impacts on population perceptions and resulting
behavior.  Marketing corporations and political campaigns
have clearly established connections between actions taken
and population responses.  However, the different scale of
effects, from bombs-on-target to messages for various target
audiences, makes predicting their combined synergistic
impacts a daunting task.  Expanding target descriptions to
include cyber vulnerabilities poses a slightly different
challenge.  Generally, the intelligence community organizes
its target information based on geographic location.  Cyber
vulnerabilities may be virtual nodes or links that are not
physically located with other components of the targeted
system.   The intelligence community is relating the
information of system components together, and it needs to
continue expanding in a similar manner to include the cyber
components and their vulnerabilities.

A third practical challenge in integrating various means is
differing security classification levels.  While some dismiss
this as merely a policy issue, there is serious justification for
higher classification of some targeting information.  Many
cyber capabilities exploit vulnerabilities, such as computer
network access, that an adversary could easily remove if it
knew about them.  Furthermore, our knowledge of foreign
systems may expose our intelligence agents or sources.
Hence, cyber operations are usually planned and conducted
in a separate process with more stringent security
requirements.  The value, and even existence, of Cyber
JMEM is challenged by the required security classification.
However, if military planners are going to consider cyber
alternatives, they need to have some indication of the
potential cyber capabilities.  We propose, in the last section
of this article, a scheme where the highly classified data are
aggregated to a lower classification that only describes the
cyber effects and not the means of achieving them.

We have discussed three practical challenges of scope,
target descriptions, and security classification to expanding
the joint targeting cycle to account for other means.
Furthermore, some combatants do not even accept this
systematic approach at all.  The average soldier or Marine
most likely would define target as what he points his rifle at,
rather than installations on the approved Joint Targeting
List.  Similarly, many fighters, such as those pilots providing
close air support, strike targets of opportunity rather than
vetted and prescribed targets.  This difference of targeting
pace underlies different views of planning cyber operations.
Are cyber operations similar to a firefight or a strategic
attack?  The answer depends on the target, the attacker,
combat conditions, and possibly many other factors.  While

many offensive cyber operations can fit into one of these
categories, a clear distinction for others may not be possible.
Some targets’ vulnerabilities to cyber operations may be
planned in advance, and subsequently these targets may be
engaged in dynamic combat.

We examine these issues through kinetic planning in the
following section and information operations in the next
section.  The final major section addresses the cyber issues.

KINETIC OPERATIONS PLANNING

In this section we will examine conventional and nuclear
weapons planning.  We start with conventional planning
because it uses the most widely applied planning system.

When we examine nuclear planning, we will see that it
applies a variation of the same process.

In 1964 the Joint Chiefs directed the
creation of what became the Joint Technical
Coordinating Group for Munitions
Effectiveness (JTCG/ME) to publish a Joint
Munitions Effectiveness Manual (JMEM).

Morris Driels in his textbook and website [3] provides the
history of JMEM for conventional weapons.  In the early
1960s, the Close Air Support Board, which was composed of
Army and Air Force personnel, identified “large gaps” and
“gross inaccuracies” in the conventional munitions data
along with differences in conventional weapons
effectiveness methodologies.  The Board recommended to
the Joint Chiefs of Staff that they publish a joint manual
containing “a list of targets with corresponding data on the
effectiveness of aerially delivered munitions.”  In 1964 the
Joint Chiefs directed the creation of what became the Joint
Technical Coordinating Group for Munitions Effectiveness
(JTCG/ME) to publish a Joint Munitions Effectiveness
Manual (JMEM).

Over five decades, JTCG/ME has continually adapted to
support operational and targeting planners.  Scientific,
engineering, operational, and planning professionals from
various DoD and intelligence community agencies continue
to collaborate in these flexible forums.  Their products
provide the DoD with mathematically valid and standard
methodologies to conduct weapons effectiveness planning
and procurement.  Currently, the Office of the Secretary of
Defense, Director for Operational Test and Evaluation,
manages JTCG/ME.  The Army is the lead service.  The
JMEM for conventional weapons relies almost exclusively on
the test and evaluation community for its empirical data;
therefore, the primary supporting agencies are the testing
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communities at Army’s Aberdeen Proving Ground, Air
Force’s Eglin Air Force Base, and Navy’s China Lake.  JTCG/
ME responds to requests from all the combatant commands
and military services.

JTCG/ME has developed, collected, accredited, and published
numerous algorithms and the necessary data to evaluate the
effectiveness of conventional weapons against targets.  These
JMEM products are the recognized standard for conventional
weapons planning and are implemented in a wide array of DoD
planning tools, models, and simulations.  Since JMEM focuses
on the end game from weapon release through target impact,
it combines the three aspects of target vulnerabilities,
weapon characteristics, and mathematical methods.
Targeteers using JMEM models and data typically produce a
probability of damage (PD), which is the likelihood of
destroying a particular target given a specified weapon
release and conditions.  In an effort to expand the
capabilities considered, some analysts are calculating
probability of effect (PE), which is the likelihood of achieving
a functional impact against a target at an initial time (which
may be delayed) and duration (depending on adversary
response) given specified initial conditions.  Besides these
probabilities, JMEM products include target system studies,
target vulnerabilities, duration of effect, and collateral
damage along with weapon characteristics including release
conditions, delivery parameters, accuracy, reliability, and
range.  They vet each of their models though military service
reviews to ensure the quality of their computational tools.
The standardization has enabled planners to compare
employment of alternate weapons.  Planners are now
demanding more precise information necessary for these
tools from the intelligence community.

Besides operational planners, a host of acquisition
professionals, programmers, budget officials, and analysts
use JMEM models and data to support resource decisions.
All the current major combat simulations in the United States
incorporate JMEM methods and data.  Since these models
support acquisition and budgeting decisions, senior defense
leaders are basing their force structure decisions on JMEM
products.  While the analytic community replaces these
campaign simulations about every decade, the underlying
JMEM models and data continue to be updated and
maintained.

The nuclear weapons community developed a similar
approach to maintaining the models and associate data for
planning and executing nuclear missions.  The Defense
Threat Reduction Agency (DTRA) and its predecessors
have maintained a model called Probability of Damage
Calculator (PDCalc).  The intelligence community has
organized to determine installation vulnerabilities.  One of
the main differences between planning with conventional
weapons and nuclear weapons is the scope considered.

Conventional planning data and models have focused on the
end game.  In contrast, the strategic nuclear community has
been also been concerned with meeting the condition of
weapon release that is assumed in the probability of damage
(PD).  Hence, the nuclear community also calculates
probability of arrival (PA).  Damage expectancy (DE) is the
product of PA and PD (appropriately multiplied since PD as
a conditional probability is statistically independent of PA).
Analogously, the cyber community is using the product of
probability of access (PA) and probability of effect (PE),
called Effect Expectancy (EE).  Similar to the nuclear planning
paradigm, the analysis of cyber operations is evaluating the
likelihood of achieving arrival/access.

INFORMATION OPERATIONS (IO)
JMEM HISTORY

In 2003 the U.S. Strategic Command (STRATCOM)
conducted an offensive cyber operations experiment.  As
part of this experiment, we established an analysis group

to predict the effectiveness, and we purposely copied the
JTCG/ME structure with groups for target vulnerability,
weapon capabilities, and methodology to start developing
the same analytical rigor as the conventional JMEM.  In
response to STRATCOM’s request for a computer network
attack subgroup, JTCG/ME [8] approved our initiating an
information operations (IO) subgroup.  We called this forum
Information Operations (IO) JMEM.  Since at that time IO
had five pillars of computer network operations, electronic
warfare, psychological operations, operational security, and
military deception, we organized six subgroups (dividing
computer network operations into computer network attack
and computer network defense).  Since the Unified Command
Plan in 2004 [9] assigned to STRATCOM responsibility for
IO crossing geographic areas of responsibility, our leading
the IO JMEM under the JTCG/ME made sense.  For
oversight of the IO JMEM, we organized an executive
committee and user groups.  In 2003 we did not find anyone
developing planning models for these information-related
capabilities; hence, we started developing new models.

We encountered several challenges.  Many argued that,
since IO actions were not munitions, using the name JMEM
was not appropriate; however, the name JMEM provided
great understanding for what we were trying to accomplish:
produce planning models and data for these new
capabilities.  While we applied the JTCG/ME approval
process, we needed to ensure the appropriate experts
accredited the models.  We continue to use the broader term
“capabilities,” rather than “weapons” or “munitions,” to
discuss the information-related capabilities.

Many also argued that since JMEM only focused on the end
game from weapon release through target impact we also
should maintain that limited focus.  Our experience from
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conducting a cyber experiment indicated that often the
reliability failures are not in the end game.  An advantage
from this project being initiated at STRATCOM was that we
could draw on the beginning-to-end nuclear strike analysis
as a foundation.  We adapted the phases extensively to
represent computer network attack (CNA).  We saw the
phases including access, delivery, and even subsequent
actions as much more critical for IO actions.  Hence, we
decided that, just as JTCG/ME taking on IO was broader
than traditional JMEM, the IO JMEM would address the
beginning-to-end in its effectiveness tools for information-
related capabilities.

While cyber actions can be tested, the
concern about exposing vulnerabilities or
intelligence sources requires strict
classification control.

The main challenge has been access to data, particular test
data on effectiveness.  The JMEM for conventional
weapons relies on the operational test and evaluation
community to provide data.  The behavioral information-
related capabilities cannot even be tested on a range.  While
cyber actions can be tested, the concern about exposing
vulnerabilities or intelligence sources requires strict
classification control.  Developing an approach to maintain
the necessary security, yet provide sufficient data to provide
adequate assessments for operators and planners, is crucial
to further development of Cyber JMEM.

By 2011, IO JMEM had produced six accredited models
(described in the Appendix).  Even though many contend
information operations are “too soft” for quantitative models,
we demonstrated that tools which aid planners could be
developed.  Initially, the operational security experts were
extreme skeptics; however, once they considered that most of
their practitioners work as an additional duty, they realized a
planning aid would be very beneficial to their community.  In
2007 their Operations Security Collaboration Architecture
(OSCAR) was the first JTCG/ME-accredited IO tool.  Two of the
six IO JMEM tools apply to cyber.  The STRATCOM
experiment led to the creation of the Computer Network Attack
(CNA) Risk Evaluation Analyzer (C-REA).  This tool guides an
analyst through each part of an offensive cyber operation to
identify and quantify successes and risks.  In addition, planners
or analysts may use the Network Risk Assessment Tool
(NRAT) for a more aggregate evaluation of potential cyber
attacks and their chance of success for either offensive or
defensive cyber operations.  NRAT may also be appropriate for
analyzing future scenarios since it requires considerably fewer
inputs.  These tools are a start to institutionalizing these new
capabilities into DoD’s standard planning, operations, and
resourcing processes.

Recently, three organizational changes have affected IO
JMEM.   First, while JTCG/ME continues to charter the IO
JMEM, in 2011 the supporting lead switched from
STRATCOM to the Air Force Targeting Center (AFTC).  A
military service lead aligns better with the conventional
JMEM.  The realignment is also consistent with
organizational changes in the Secretary of Defense
memorandum and revisions to the Unified Command Plan.
Furthermore, the Air Force Targeting Center provides an
operational and user perspective to the efforts.  After the
transition, AFTC reorganized the IO JMEM into three
subgroups for cyberspace operations (CO), electronic
warfare (EW), and military information support operations
(MISO).  In its joint role under JTCG/ME, AFTC oversees
and manages the development, review, accrediation, and
distribution of quantitative and qualitative models and data
to evaluate capability effectiveness for CO, EW, and MISO.
U.S. Cyber Command leads the subgroup for cyberspace
operations, which we have been calling Cyber JMEM.

The second organizational change is that the Secretary of
Defense [5] redefined Information Operations (IO) to be the
process of overarching integration of capabilities.  Since the
JMEM focuses on effectiveness of information-related
capabilities, the name IO JMEM needs to change.  AFTC,
reflecting its goal to integrate all military capabilities, is
calling these collective efforts the Joint Capabilities Analysis
and Assessment System (JCAAS).

The third organizational change is that the testing
community is improving its ability to evaluate cyber
capabilities.  For example, the DoD Test Resource
Management Center developed and is maintaining the Cyber
Operations Research and Network Analyzer (CORONA).
This suite of models enables detailed live, virtual, or
constructive simulation of cyber networks.  Cyber JMEM
desires that the testing community initiatives lead to
providing cyber test data similar to how the conventional
weapons test ranges collaborate with JMEM. While in many
ways cyber is an emerging capability, these three changes
incorporate cyber more in the established processes within
DoD.

CYBER ANALYTIC CHALLENGES AND
VISION

Data requirements change, and classification
challenges exist in producing Cyber JMEM.  First,
compared to conventional JMEM, more detailed data

are required in two aspects.  Whereas conventional JMEM
focuses only on the end game from after a weapon launches
through impact, cyber actions are more affected by the
ability to gain or maintain access to the target—even the
means of access can significantly affect the overall
effectiveness.   Hence, Cyber JMEM must access the
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operation at a much earlier stage.  In addition to modeling
more of the operation, cyber effectiveness is often more
dependent on small details, such as the specific version of
hardware devices or software installation—or even options
enabled.  As a result, the intelligence requirements are more
detailed.  Furthermore, many of these details change with
normal network maintenance or periodic upgrades; hence,
cyber predictions are validated for considerably shorter time
periods.  Because of the ability to counter cyber attacks
along with potentially exposing vulnerabilities to allied
systems, cyber weapons are highly classified.  Limited
clearances inhibit the analysts’ ability to build and use
planning models.  The combined impact of these challenges
makes some question the viability of Cyber JMEM.  In
response, Cyber JMEM proponents contend these
capabilities will not be employed to their potential without
providing military leaders with credible assessments of the
expected consequences and risk when then need to
authorize use.  Cyber JMEM provides the forum to debate,
propose, and advance models and data that support
planning, executing, and resourcing offensive cyber
weapons and cyber operations.

Another major argument against Cyber JMEM is that cyber
operations are dynamic and quick and do not allow time for
planned modeling and assessment.  However, many kinetic
fights are also dynamic; we already mentioned soldiers
entering into a firefight or aerial fighters conducting close air
support.  JMEM techniques are not used real-time in these
dynamic scenarios although commanders may use JMEM
data to decide what rifles and other weapons their troops
should carry or what weapons should be loaded on aircraft
conducting close air support missions.  Similarly, we would
not expect a Special Forces team to check JMEM when using
a localized cyber approach to affect a local network, such as
jamming a wireless connection.  However, it probably should
use JMEM data in planning the mission to determine the
likelihood its cyber technique would work if needed.  Along
similar lines, some contend that cyber is mostly an
intelligence function and not an operational attack.  The
counter-argument is that, whenever the action is offensive,
military authority must have a concept of the consequences
when approving the attack.   We contend, like JMEM for
conventional weapons, that Cyber JMEM would be useful in
different ways in different situations.

We also contend that cyber effectiveness data are required
for planning against strategic targets and determining
resource trades.  For major targets, military commanders
need to have an idea of how likely the cyber actions will
achieve the desired effect.  Without sufficient data to build
confidence, military commanders will rely on kinetic
destruction of targets.  The second aspect deals with senior
leaders determining the number of resources to commit to
cyber operations.  Without having models and data to

indicate the effectiveness, these leaders will have difficulty
reaching a consensus on how much funding to dedicate to
develop and conduct cyber operations.  Spending funds on
cyber reduces the available resources for other types of
operations.  Analysts demonstrate to decision-makers the
implications of different resource levels through the use of
effectiveness data.

Cyber effectiveness requires an
extrapolation of the approach applied for
conventional weapons.

Cyber effectiveness requires an extrapolation of the
approach applied for conventional weapons.  The JMEM
methods for planning conventional weapons are not the
most accurate.  However, they are tools deemed sufficiently
accurate to supporting planning and execution of the
missions.  The JTCG/ME has more detailed engineering
models that are more accurate.  These more detailed models
are used to parameterize the actual planning tools so as to
spare the intelligence community the frustration of being
asked extremely precise data and, similarly, to avoid the
targeteers being frustrated by laborious and time-consuming
input of voluminous data.  Cyber JMEM has begun the
necessary standardization of the processes through the
development of a Target Vulnerability Manual and a
Weapon Characteristics Manual to support offensive cyber
operations.  Analogous to JMEM for conventional weapons,
cyber testing should be conducted at a detailed and
appropriately classified level; consequently, the testers
should provide the cyber planners aggregate effects data
that do not reveal classified aspects of the weapons or
targets.

SUMMARY

We have reviewed the development and use of
JMEM data in planning and executing operations
with conventional weapons.  We have also

discussed how equivalent models and data exist for planning
nuclear operations.  We discussed that cyber operations
require more detailed data; however, security restrictions
make those corollary data considerably more difficult to
access.  While some argue that similar planning data are not
appropriate for cyber, we contend that, just as for
conventional weapons, some situations require planning
effectiveness calculations.  Besides supporting operations,
JMEM data also provide input for resourcing decisions,
which are necessary for organizations that conduct or
support cyber operations.  We propose a scheme where
highly classified, precise tests are conducted; however, the
planning tools should only include aggregate data that do
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not reveal how the cyber effect is achieved and provided to
the operational planners.   We conclude that the equivalent
of Cyber JMEM is necessary for cyber operations to perform
to their full potential.

[Editor’s Note:  This article was adapted from an earlier one
published in a more specialized technical journal.  It has been
reprinted with permission of the publisher.]
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Appendix:  IO JMEM (2003-2011) Models and Planning Tools

CNA Risk and Effectiveness Analyzer (C-REA)
C-REA provides a simple user interface to elicit expert planning
input data for cyber operations.  It provides overview information
to support planning decisions as well as furnishing the user with
an ability to generate logic models to calculate predictive
assessments of risk and effectiveness.  The output displays show
assessments of where the operation might be changed to enhance
effectiveness or mitigate risk of candidate CNA Courses of Action
(COA).  JTCG/ME accredited C-REA in August 2008.

Network Risk Assessment Tool (NRAT)
NRAT provides a high-level analytical tool for evaluating attacks
on information systems.  NRAT uses probabilistic risk analysis
underpinnings to assess the likelihood of an attack based on the
capabilities and intent of potential threat actors, the effective
mechanisms of the attack, and the vulnerabilities of the target
information system.  Further, the risk assessment is completed by
evaluating the potential severity of impact of the attack on the

operational mission that the system supports.   NRAT can
provide insight to vulnerabilities and analyze the tradespace of
alternative security postures and operational support.

Operations Security Collaboration Architecture (OSCAR)
OSCAR is an interactive risk assessment tool to assist the
operations security (OPSEC) planner and commander in
determining OPSEC posture.  OSCAR facilitates the analysis of
threats based on a unit’s mission, location, and critical information
list, and recommends appropriate countermeasures to improve
overall OPSEC posture.  In November 2007, JTCG/ME accredited
PC-OSCAR, which was the first IO JMEM operational tool it
accredited.  The Web-based version of OSCAR is currently
available on the SIPRNET at https://oscar.dtic.smil.mil/oscar.

Communications & Radar Electronic Attack & Planning
Effectiveness Reference (CREAPER)
CREAPER is an Electronic Attack (EA) JMEM-like decision aid
capability that provides operational EW planners a geospatial EA
effectiveness capability to assess communications and radar
weapon-to-target pairings, QuickLook and Geospatial EA
analyses, and a GWOT Ad Hoc Comms network (GRID) analysis.
CREAPER calculates the initial comms/radar jammer-to-signal (J/
S) ratio required to affect a target receiver and then applies the
weapon manager’s technique effectiveness.  CREAPER provides
war planners quantifiable EA effectiveness results for EW
weapons systems.

Joint Broadcast Analysis Tool (JBAT)
JBAT is a predictive operational modeling capability for
psychological operations (PSYOP) in support of operational and
tactical level theater objectives.  As a radio frequency (RF)-based
modeling capability, JBAT provides measurable and verifiable
PSYOP system effects in the electromagnetic spectrum.  As a
planning capability, JBAT provides an initial operational
capability of analysis of specific PSYOP systems effects against a
specified target audience.  JBAT has the ability to access a library
of geospatial analysis tools which can be used to evaluate
population densities and cultural and political areas.  JTCG/ME
accredited JBAT in March 2009.

Effectiveness of Psychological Influence Calculator (EPIC)
EPIC provides an analytical tool for forecasting the effectiveness
of military information support operations (MISO) strategies.
MISO was formerly called psychological operations (PSYOP).
EPIC is grounded in MISO doctrine.  EPIC evaluates MISO
products with four primary factors:  distribution, dissemination,
reception, and accessibility.  EPIC provides a logic mechanism to
aggregate the effects of numerous products supporting a series, the
strength of the argument or line of persuasion presented through
the products, and the effectiveness of the target analysis to
accomplish a Supporting MISO Objective and its satisfaction.
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Cyber Warfare:
A Misrepresentation of the True Cyber Threat

by  Troy E. Smith, Trinidad & Tobago

Abstract

The reliance by contemporary society on computers
and computer-based systems has increased
exponentially over the last twenty years.  Technology

now forms an essential part of every country’s critical
infrastructure and is, therefore, a major national security
concern.  This concern, combined with the complexity of
cyberspace and political agendas, has caused a
misrepresentation of the cyber threat.  Although the
motivation for cyber-attacks has only been associated with
criminal behavior, espionage, and even terrorism, current
administrations and the media would have the
country believe that cyber war is upon us.  This article
demonstrates that cyber war is certainly a misnomer.  To
date there has been an inability to acquire any substantial,
irrefutable evidence of cyber warfare, only speculations
based on historical information, rumors, propaganda, and
misinterpretation or misrepresentation of facts.  Current
international legal frameworks and interpretations indicate
that what has been termed cyber warfare does not match the
criteria for war.  While the dispute over the term cyber war
and what it represents will definitely continue, there is
consensus on the reality of cyber weapons and cyber-
attacks.  Although these weapons cannot be described by
definitions that have been developed for classical weapons,
they still can pose a real potential threat.  The continued
misrepresentation of the cyber threat can lead to loss of
support by citizens and stakeholders, who will claim the
administration cried wolf.  The loss of support would stymie
the development and implementation of activities to prevent,
mitigate, and raise awareness about the cyber threat.

The clever combatant imposes his will on
the enemy, but does not allow the enemy’s
will to be imposed on him.

                                                                            - Sun Tzu

In an age where the reliance on computers and computer-
based systems has grown exponentially, technology now
forms a vital part of every country’s critical infrastructure.
The increased reliance on computers has led to them
becoming a target for attack.  These cyber-attacks
encompass acts of protest, crime, vandalism, espionage, and

terrorism.  Additionally, the cyber war was added to the list;
this term has grown in popularity of late.  However,
countries, policymakers, information technology experts,
national security agencies, and the military have expressed
widely different opinions regarding previous cyber security
incidents adding up to war.  Some people refer to the threat
as a looming “Cyber Pearl Harbor,” while others simply state
that “cyber war will not take place.”  While there has been
controversy over the term “cyber war” and what it
represents, there is consensus on the reality of cyber
weapons and cyber-attack.  As more people began to
appreciate the cyber threat, activities to prevent, mitigate,
and raise awareness have increased.

Nevertheless, while generally the motivation for cyber-
attacks has been related to criminal behavior, espionage, and
even terrorism, some agencies believe that war is on the
horizon.  In 2011 the Pentagon declared that cyber-attacks
would act as casus belli (cause for war).  While this stance
may intimidate potential hackers, one agency saying that
something is casus belli is inadequate in the international
realm.  Interpreting cyber-attacks as a type of aggression or
equating them to the use of force in lieu of the United
Nations Charter is inconclusive and a legal consensus is not
expected soon.1  The UN Charter permits the use of force
only in two circumstances, when the UN Security Council
authorizes it or, under Article 51, in a case of self-defense.  In
Article 51, the inherent right to self-defense is as a result of
an armed attack.  There is an interpretation in international
law that talks about anticipatory self-defense.  Law professor
and retired general Charles Dunlap says that anticipatory
self-defense means “retaliation is justified only where the
necessity of that self-defense is instant, overwhelming, and
leaving no choice of means and no moment for deliberation.”
Thomas Rid has said, “Cyber-war lacks the essential
characteristics to meet the conditions of becoming an act of
war; if the use of force in war is violent, instrumental, and
political, then there is no cyber offense that meets all three
criteria.”  Rid’s view that it is improbable that cyber-attacks
will become an act of war has been supported by specialists
at the Center for Strategic and International Studies.

On the other end of the spectrum there are many who say,
“We should head for the hills; the cyber war is not coming,
it’s here.”  Justification for their stance on cyber warfare
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comes from their interpretation of various cyber events.  One
prime example, though perhaps the only allegedly successful
one, was the sabotaging of the Soviet Urengoy-Surgut-
Chelyabinsk natural gas pipeline in 1982.  According to
Thomas C. Reed, “The CIA procured a modified pipeline
control system in anticipation of KGB trying to steal it.”  The
result was supposedly a massive explosion after the
eventual malfunction and pump reset.2  Although this
incident seems significant, there are multiple factors that
negate its importance.  First, it is not “true” cyber warfare, as
it requires physical involvement for it to be used and to be
effective.  Secondly, one of the key reasons why cyber-
attacks are used is to prevent the attacker from being
irrefutably identified and lending to war; this is the problem
of attribution.  The ease of performing acts anonymously in
cyberspace through concerted efforts to conceal one’s
identity makes proving an entity’s involvement both difficult
and time-consuming.  Stuxnet, which is considered the best
example of a warlike application of a cyber-attack, has yet to
be attributed to any person or nation.  There has been an
inability to acquire any substantial, irrefutable evidence;
only speculations based on historical information, rumors,
and propaganda have come forward.

One of the most discussed and possibly
overemphasized cyber-attacks is the Distributed
Denial of Service (DDoS).  I say overemphasized
because the actual threat that this type of attack
poses is not as extensive as it may seem at a cursory
glance.  Firstly, the DDoS is a blunt tool that in
essence floods an Internet address with data in hopes
that the server will “clog” and shut down.  As such it
serves very little purpose in most case scenarios;
internal networks are immune to such attacks by
design and hence institutions core to the national
interest and security are essentially safe.  Furthermore,
as quickly as DDoS attacks grew in popularity, relevant
specialists developed countermeasures.  While no
clear solution has been found, one can choose from
simple switches to block surges in internet traffic,
through renting secure tunnels, to complex blackholing
(passing the incoming data through a selective filter)
provided by some companies (Struglinski, 2012).

While DDoS attacks have become a popular cyber weapon,
Stuxnet worm trumps DDoS in complexity, effectiveness, and
dispersion (albeit seemingly a side effect rather than an
attribute).  Subsequent to the alleged use of Stuxnet by
Israel, this type of cyber-attack has been thought of as the
future of warfare.  Stuxnet was engineered to exercise
surgical precision to find and affect its specific target.3

While the general belief is that the cyber-attack was aimed at
destroying industrial equipment, specialists insist that it was
designed to sabotage the system for an extended period.
The glory of Stuxnet was much like a shooting star; while

bright it was short-lived.  This was because the
effectiveness of the Stuxnet worm, as with other worms, was
dependent on it remaining undetected.  Much like the worms
and viruses that can attack one’s personal computer, once it
is discovered antivirus solutions are quickly developed.
Within a short time of being discovered, Stuxnet was
neutralized.  Additionally, once the virus is discovered it will
be analyzed, and the flaw in the network infrastructure it
utilized will be fixed by patches developed by computer
security specialists.  Effectively, not only is the virus itself
“a one-bullet gun” but so is the method it utilizes, meaning
every time a new flaw must be found to exploit.  Furthermore,
anyone who has completed the GIAC Certified Incident
Handler (GCIH), which has been added to the CND Analyst
category of Department of Defense Directive 8570 (DoD
8570), knows that normally direct access to the network or a
computer which accesses the network is essential.  This is
normally gathered through physical entry into the
compound or by profiling employees and tricking them into
putting the virus on the system or at least helping to create
or identify a “backdoor” for its entry.  Since this was not
possible in this case, the worm had to take an indirect route.
The cyber-attacker had to allow the worm to infect multiple
systems in the hope of it reaching the target system.  A
weapon relying on chance requiring extended periods of time
to take effect, and which cannot be used overtly and is
capable of striking only once, can hardly be considered a
particularly threatening one at this stage.4

To capitalize on the potential of cyber-
attacks, they must be covert and anonymous.

To capitalize on the potential of cyber-attacks, they must be
covert and anonymous.  First, for the cyber-attack to hit its
target it must remain hidden and be allowed time to do
damage.  Therefore, open war will hinder the effectiveness of
the cyber-attack, as during this time operations security and
information security measures will be heightened, making
penetration of networks extremely difficult.  Second, this
nature of anonymity allows for nations to engage in
espionage with little chance of armed or legal retaliation and
the Clausewitzian escalation.  Even though the U.S. has
taken a stance that cyber-attacks are casus belli, without a
clear enemy a retaliatory cyber offensive cannot occur.
Furthermore, without the ability to precisely identify an
attacker and prove his/her involvement, international
support would be terribly difficult to obtain for any
retaliatory action.  As such, cyber does not align itself with
war as currently defined, but is much more akin to
intelligence operations. Additionally, following the
Clausewitzian concept, although Stuxnet had a political
component (e.g., forcing the Iranians to return to
negotiations), the lethal component was missing.  Even if
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lives were lost in these attacks, the principal aim was
sabotage, an “accepted” act in the international arena and a
form of political warfare, not war and death itself.5

The Clausewitzian theory of war would
suggest that most cyber-attacks in the
political sphere should be categorized as
sabotage or espionage.

The idea of cyber-attacks equating to conventional warfare
is controversial in its legal accuracy, severity, lack of
precision, motivation, and inability to support multiple
usage.  Events to date and contributions of technology
experts lead us to believe that based on current
infrastructure most cyber-attacks can be described as
Weapons of Mass Annoyance.6  Stuxnet, which many
consider as a prime example of the potential of cyber warfare,
did not have the fast, direct, and precise effect on its target
as expected of a weapon of war.  While in this case the
desired effect was obtained, due to its indirect nature and
the lack of control once released, Stuxnet action could not be
coordinated with any other action.  The indirect nature of
cyber-attacks combined with the fact cyber-attacks lack
repeatability, as systems can be adapted to defend against
the specific attack after one encounter, make them a poor
choice in war situations.  The effects of cyber-attacks are not
sufficient in duration and severity to be considered a serious
attack.  The Clausewitzian theory of war would suggest that
most cyber-attacks in the political sphere should be
categorized as sabotage or espionage.  Acts of sabotage and
espionage which have been used during and before wars
have traditionally not been considered an act of war in
themselves and hence are not casus belli in international
law.  If espionage is an act of war, then America would be at
war even with its allies.  If the main use of cyber-attacks by
state actors remains espionage or is limited to espionage due
to limitations of cyber-attacks, there is no basis for
considering cyber-attacks as being casus belli.

The current international legal framework and interpretations
indicate that what has been termed cyber-warfare does not
fit the criteria for war.  However, the concept of cyber-
weapons is more acceptable.  Although these weapons
cannot be described by concepts we have developed for
classical weapons, they still can pose a real potential threat.
Cyber-weapons are different from classical ones, in that they
are not directly lethal; however, if used correctly they can
lead to potentially lethal situations and devastate
economies.  If used as a diversionary tactic they could
facilitate other physical attacks, related to classical wartime
activities.  Providing corrupted software and hardware to an
enemy is a possibility given current security measures, and

this ability only increases during the chaos of war.  The true
potential effect of cyber-attacks comes from their strategic
impact and the immense power an individual can yield with
just a few keystrokes due to their asymmetric nature.  In
addition, cyber-attacks possess the frightening ability to
strike without warning from varying distances, which can be
as far as continents apart.  Therefore, it is probable that
cyber-attacks in the political sphere will continue to be used
where their strength lays, in intelligence collection,
espionage, and sabotage.

If the cyber-war is not real, why give it so much attention?
Should not the focus be on the real threats of cyber crime
and cyber espionage?  To a large degree it seems cyber-
attacks have been sensationalized by the media, creating the
idea of a cyber war.  It should also be noted that most, if not
all, reports that “confirm” the looming cyber war are from for-
profit companies, which are mainly concerned with selling a
product.  Identifying the source of the potential cyber war,
and developing countermeasures for it, is a rapidly
expanding industry, which has private companies clamoring
for a piece of the pie.  The Obama administration has allowed
and actually joined the call for preparedness against a cyber
war.  However, this does not necessarily validate the
concept of cyber war; rather it can be interpreted as a
political scam on the part of the administration.  The goals of
this misinformation are two-fold.  First, the administration
aims to pressure the Congress into passing cyber security
legislation.  The exaggeration of the threat can act as a
serious motivating factor for the Congress to take action.
Appeals to emotion such as fear can invoke a considerably
faster response compared to debate.  Second, the
administration wants to get the public to inadvertently buy
in to its reining in the generally unregulated Internet.  This
will give the government greater control over the Internet.
This scam can be compared to the USA PATRIOT Act,
which was introduced when Americans were injured and in
deep fear of terrorist acts, and were primed to accept
anything the administration said would aid in preventing
another 9/11.  However, once that time had passed and
citizens began reviewing the Act analytically, they realized
that it actually infringed on their constitutional rights and
gave the administration and the intelligence community a
new, unchecked power, which could be easily abused.

The true problem in the wrongful association of cyber-
attacks with war is that we can create a self-fulfilling
prophecy.  Already, as a result of the interpretation of cyber-
attacks being possible acts of war, there has been increased
tension between Russia and China, and with the Western
powers.  In addition to this, as each nation attends to the
idea of an approaching cyber war, it is dedicating resources
not only to defend against an attack but also to develop
powerful cyber weapons that could be utilized in a cyber
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war.  Also, instead of the likely overreaction that may occur
on the part of government, the misrepresentation of the
threat may lead to its outright dismissal.  After people
continue to hear “wolf” cried for too long they might dismiss
the threat of cyber war and, unfortunately, the reality of the
cyber threat along with it.  Future administrations must make
concerted efforts to develop the necessary policy
instruments and review the applicability of current
international law, rather than merely propagate the concept
of cyber war.
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Fixing Intelligence:
Reforming the Defense Intelligence Enterprise

for Better Analysis

by Welton Chang

EXECUTIVE SUMMARY

This paper asserts that the Defense Intelligence
Agency (DIA) is in need of reform because it has not
evolved to make sense of the world’s increasing

complexity.  Proposed solutions include:  (1) breaking down
physical and organizational barriers to collaboration and
having a project-centric focus, (2) assessing the Agency’s
effectiveness by evaluating analytic accuracy and
streamlining feedback methods, (3) improving analytic
education by drawing on the latest scientific research, (4)
revamping the IT infrastructure with cheaper commercial-off-
the-shelf (COTS) solutions, (5) incentivizing social media
publication methods such as use of “wikis,” (6) flattening
the publication process bureaucracy, (7) incentivizing
analyst interaction with outside experts and policymakers,
(8) expanding leadership mentorship programs, and (9)
capitalizing on the current abundance of talented but
unemployed college graduates.

INTRODUCTION

The world is more complex today than it ever has been,
yet DIA still largely operates the way it did during the
Cold War.  Other than the automation of some

functions and the ubiquitous reliance on email, an
intelligence officer who retired in the 1980s would still be
able to function fairly well inside today’s Agency.  Over fifty
years after DIA’s creation, its analysis is only marginally
relevant to the decision-making of senior national security
policymakers, defense officials, and warfighters.
Government agencies like DIA have largely ceded strategic
analysis to organizations like Eurasia Group and think tanks
like the Center for Strategic and International Studies (CSIS).
The existing industrial-era model for intelligence support to
policymakers, with neat divisions of labor and many layers
of time-intensive review, is ill-equipped to deal with an
increasingly open and transparent world where
developments halfway around the world in the middle of the
night can have severe implications for U.S. security.  Even
with an overwhelming bias toward current intelligence, DIA
rarely provides information that CNN does not break first
due to the nearly no-cost, instantaneous transmission of

information that average people connected to the Internet
participate in each day.  The speed and scale of the news
media more than compensate for their somewhat diminished
quality and lack of legal access to secret intelligence.  As
frequent intelligence critic Josh Kerbel pointed out about the
Intelligence Community (IC) in 2009:

This reactive model was built for yesteryear – a more
static world in which it was possible to know exactly
where to look (at the Soviet Union) and why (the Cold
War), access was severely restricted (secret collection
was vital), and warning (especially of military action)
was of the upmost importance.1

What follows are a few important steps that need to be taken
to make intelligence better.  These recommendations are
specifically aimed at reforming the Defense Intelligence
Agency.

BUREAUCRACY REFORM:
STREAMLINING THE PUBLICATION

PROCESS

An industrial-era process aimed at producing
“finished” intelligence cannot keep up with the pace
of today’s world.  In order to attain “finished”

status, it is not uncommon for 10 different people/layers to
review an analytic product before it is deemed ready.  This is
after the piece has been coordinated and reviewed by all of
the IC’s subject matter experts on the topic.  All too often
the changes made to the writing are cosmetic, rarely
improving the clarity of the writing or adding to the overall
content of the piece.  Changes are often made, reversed, and
changed back to the original language by the individuals
occupying different layers in the process.  These individuals
wield power by becoming experts of a process that has no
connection with reality (neither insurgents nor Twitter care
about split infinitives), and that rarely adds value.  The
current publication process needs to be revamped and
flattened.

Writing and publishing could be made more efficient by
incentivizing the usage of “wikis,” blogs, and other quicker



American Intelligence Journal Page 87 Vol 31, No 1

methods of information dissemination such as classified
“tweeting.”  A recent IC study showed that the existing
production model, as well as the ingrained culture, made
adoption of faster publication vehicles such as wikis, blogs,
and other forms of social media uneven and sporadic.2

While wikis have been touted and proven to be a vast
improvement over coordination that happens via email,
adoption of these publication methods is actively resisted as
a result of organizational inertia.  These publication vehicles
also provide venues for feedback and debate, which is not
easily compatible with the current hardcopy and PDF
finished intelligence provided to customers.  Wikis and
blogs also provide easy venues for alternative analysis,
which could usefully contribute to a policymaker’s overall
understanding of an issue.  Corporate formal publications
would remain the main vehicles for conveying consensus
assessments on major strategic issues while wikis and
classified blogs would serve as useful venues for
exchanging ideas and allow policymaker access to insights
at the speed of global events.

PERFORMANCE MANAGEMENT AND THE
POLICYMAKER-ANALYST CONNECTION

DIA intelligence officers, like other federal
government employees, are most often measured by
productivity.  The easiest benchmark to measure is

how many reports a collector or analyst writes.  This
incentivizes “looking busy” and taking action without
concern for the actual impact or outcomes of an action.
When attempting to quantify the impact of these reports,
some supervisors use ambiguous language that simply
justifies previously-held notions of the value of the
employee, largely because analysts and supervisors do not
know how well customers are served.  Policymakers and
warfighters are guilty of not closing the feedback loop.
Whether feedback is hindered by time constraints or fear of
being blacklisted by the organization, the true value of
intelligence support is rarely conveyed.  The policy/
intelligence relationship is often viewed as analogous to
customer/provider when it should be a supportive
relationship, such as the intelligence/operations relationship
on a military staff (although it has its own dysfunctions).

Analysts sometimes are not aware of
ongoing policy and strategy development
discussions that would benefit from their
expertise and insights.

We must make it less time-consuming for policymakers and
warfighters to provide unvarnished feedback and develop
more running dialogue between analysts and policymakers.

There is no reason why discussions of security issues
should not include the relevant subject matter experts from
both the policy and intelligence communities.  Without this
dialogue, we miss opportunities to provide analysis relevant
to ongoing decision-making.  Analysts sometimes are not
aware of ongoing policy and strategy development
discussions that would benefit from their expertise and
insights.

In addition, we should evaluate intelligence officers based
on feedback from policymakers and also on the outcomes
from the publication, such as courses of action changed,
decisions made, decisions delayed or avoided, decisions
reversed, additional insight gained, etc.  Consistent
interaction, coupled with a few easy software fixes, could
lead to an innovative user-based online intelligence delivery
system where analysis is highlighted and publications
surfaced based on relevance and number of visitations.
Evaluations could be made with a system similar to the
Amazon.com book review mechanism.  We should also keep
track of when analysts and collectors “get it right” and when
they miss major developments in order to correct course
when this occurs.  The amount of money spent on
intelligence certainly justifies rating intelligence support.
After all, we rate books, music, restaurants, and construction
contractors.  Why not intelligence?

OVERCOMING ANTIQUATED
APPROACHES TO ANALYTIC EDUCATION

AND INFORMATION TECHNOLOGY

Analysis largely depends on cognitive processes and
the employment of deductive, abductive, and
inductive reasoning.  Scientific research has greatly

improved our understanding of cognition over the last ten
years, yet DIA is still using Richards Heuer’s Psychology of
Intelligence Analysis (PIA), which was written in the 1970s-
80s and published in its current unclassified format in 1999.
Although cognitive science has progressed beyond the
book, that is as far as DIA has progressed.  For example,
while PIA (and training derived from PIA) references some of
Nobel Prize-winning psychologist Daniel Kahneman’s work,
most of the associated analytic training focuses on the slow,
deliberate, rational side of thought.  One conclusion drawn
from Kahneman’s most recent work, Thinking, Fast and
Slow, is that intuitive thought, which draws on experience
and occurs instantaneously and automatically, is
responsible for much of what we would believe is the result
of slow, rational, deliberate thought.  Kahneman’s most
recent findings would suggest that analytic training should
cultivate intuition in addition to improving rational,
deliberate thought through structured analytical methods.
We should develop a course and manual for improving
analysis based on the latest scientific research, including
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subjects such as systems dynamics, statistics, probability,
and cognition.  Such training could help increase the
creative capabilities of analysts as well, which is essential to
understanding the implications of complexity.  As Kerbel
argues, “It is impossible to understand a complex world via
excessively reductionist approaches.”3

Analysis also depends on our ability to access and share
information.  DIA’s antiquated IT systems make it difficult to
find publications written just a month before and are orders
of magnitude slower than the latest commercial off-the-shelf
products such as Apple’s Macbook Air.  We do not even
have a truly functional “Google” search equivalent.  We
should cease attempting to reinvent the IT wheel and adopt
commercially-available technologies.  There are inexpensive
IT solutions that would improve DIA functions, especially
when compared to the multi-million-dollar new systems that
rarely work and usually fail to deliver on promises, like the
New Generation Desktop Environment.  Programs like
Tableau (for data visualization and developing infographics),
Co-op (for monitoring and tracking team performance),
Doodle (for setting up meetings), Project Flow (for keeping
track of progress on projects), and Poll Everywhere (for
instantly getting feedback from a large group) could easily
be used for classified functions.

RESTRUCTURING FOR SUCCESS, BOTH
PHYSICALLY AND ORGANIZATIONALLY

Many of the most innovative, creative, and
successful companies in the world did away with
cubicles a long time ago.  The limitations of cubicle

culture remain even after the renovation of parts of DIA
Headquarters.  There are also parts of the building that have
not seen renovation since the early 1990s despite immense
growth.  The physical dividers set up between employees
and lack of readily accessible and available meeting space
force the work of intelligence to be solitary when it should
be more collaborative.

Collaboration and creativity require face-to-face interaction.
Innovation depends on linking previously unlinked ideas
together, something that often occurs when individuals in
large organizations who otherwise would not interact with
each other wind up discussing problems on which they are
working.4  The current physical plant needs to be made more
open in order to take advantage of the benefits of debate
and collaboration on difficult problem sets.  The building
layout can be completely revamped by removing antiquated
cubicle structures and other useless physical divisions left
over from a bygone era.  DIA should employ the lessons
learned from successful initiatives like SKOPE and fusion
cells primarily centered around synergies created by
breaking down barriers, whether they be physical,
organizational, or mental.

Analytic efforts are also impeded by the
organizationally-imposed artificial
separation of geographic political-
military analysis from what is termed
functional analysis.

Analytic efforts are also impeded by the organizationally-
imposed artificial separation of geographic political-military
analysis from what is termed functional analysis.  This leads
to unusual arrangements where, for example, the political
decisions behind Country X’s latest provocative action are
analyzed in a different office from those who look at Country
X’s military force capabilities; a different office from those
who look at Country X’s command and control, cyber, and
leadership issues; and a different office from those who
examine Country X’s proliferation activities.  Even within the
political-military analysis geographic offices, analysts work
on “accounts” which further divide problem sets that should
be considered holistically.  Fully contextualized and informed
analysis about the Country X military is impossible without a
thorough understanding of the political objectives that
Country X is trying to achieve.  As LTG Michael Flynn and
BG Charles Flynn put it:

Context is king. Achieving an understanding of what
is happening—or will happen—comes from a truly
integrated picture of an area, the situation, and the
various personalities in it.  It demands a layered
approach over time that builds depth of
understanding.5

Where appropriate, DIA should bring back a holistic
approach to analyzing problems by eliminating functional-
issue offices and integrating those analysts into
geographically-oriented offices.  [Editor’s Note:  Under LTG
Flynn’s Vision 2020, the analysis/collection elements of
DIA have been realigned into several geographic “centers,”
as of mid-2013.]  Geographically-oriented offices should be
organized so that border countries in different regions can
easily conduct face-to-face communications with each other.
Instead of being account/topic-focused, analysts would be
projects-focused, working on important topics that need to
be addressed based on policy priority and level of risk to
U.S. interests.  Such an organization gets analysts away from
reactive and current intelligence-focused publication toward
more useful strategic writing.  Such offices could look similar
to fusion cells developed under LTG Flynn in Iraq and
Afghanistan, bringing together collection, analysis, and
expertise all under one roof to solve tough problems.
Representatives from other single intelligence discipline
collection agencies such as NSA, NGA, and CIA should be
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asked to participate in these organizations.  Overarching
problems related to the use of global commons—such as
climate change-related resource crises, demographics,
pandemics, and other security-related issues—could be
addressed in a separate office or by an ad hoc task force
which has a more global, strategic, and long-term view of
problems which the Defense Department could face in the
future.

Analysis is hindered by organizational
impediments to discussing ideas with people
outside of DIA.

Finally, analysis is hindered by organizational impediments
to discussing ideas with people outside of DIA.  Experts in
NGOs, think tanks, from other countries, and in other
government agencies are often thinking and working on the
same problems as intelligence analysts and often have
critical insights and knowledge of on-the-ground conditions.
Yet, analysts are disincentivized from talking to these
individuals because it is difficult to get them into
workspaces if they do not possess a security clearance
because of fears that analysts might divulge classified
information to these individuals.  In order to incentivize
collaboration with outside experts, DIA should create an
open space where analysts can routinely and easily get
together with outside experts and create policies that
encourage such discussions.

THE OPPORTUNITY AND PROMISE OF THE
MILLENIALS

Many college graduates from top schools are having
difficulty finding jobs due to slow economic
growth in the United States.  This creates an

opportunity for DIA to recruit high-performing candidates.
Recruits straight out of college or graduate school generally
command lower salaries, are willing to work long hours if
necessary to complete the mission because they are
unencumbered by family concerns, possess generational
tendencies toward collaboration, and often possess the
intrinsic motivation to do a good job if the structure allows
them to do so.  These new additions can be a tremendous
boon to the agency and help replace the rapidly aging and
soon-to-be retiring “Boomer” population.

By directing a recruitment focus toward top undergraduate
and graduate students, DIA can benefit from the desires of

smart young people who want to make a difference and
serve their nation.  This intrinsic motivation, as Dan Pink
points out, is more motivating than any kind of monetary
reward could ever be.6  Moreover, Charles Duhigg writes that
close to 40% of what we do on a daily basis is the result of
habit.7  New recruits with demonstrated creative and critical
thinking capabilities already have some good habits and
would not have to be disabused of bad habits absorbed from
years of working in the existing IC.  In addition, DIA should
expand its mentorship program so that important experience
and hard-earned lessons learned from elder intelligence
officers are passed on.  Through the ODNI-established
“Centers of Academic Excellence” program, DIA should
increase contact with elite schools which, by all accounts,
perform exceptionally well at screening applicants.

CONCLUSION

Globalization has touched nearly every industry in the
world, forcing industrial-era models to evolve or die
due to the three big trends of increasingly fast

technological innovation, the liberalization of world
economies, and the vast reductions in transportation costs
around the world.  Government, being a “non-tradable”
industry like healthcare and education, has not suffered the
creative destruction that has forced increased efficiency in
the manufacturing, service, and information industries.  In a
complex world marked by uncertainty and paradox,
constrained by fiscal austerity, good intelligence produced
efficiently is more important today than it ever has been.
While there have been improvements to IC processes since
the implementation of reforms stemming from the 2004
Intelligence Reform and Terrorism Prevention Act (IRTPA),
more needs to be done.  In an era of fiscal austerity and with
the relative balance of power shifting toward the developing
world, the IC needs to evolve or risk obsolescence.  The IC
and especially DIA should commit to additional reforms to
ensure that we will be organized, equipped, and manned to
provide warfighters and policymakers the information they
need to make the right decisions.
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Vol. 56, No. 1 (Extracts, March 2012), accessed at:
<https://www.cia.gov/library/center-for-the-study-of-intelligence/
csi-publications/csi-studies/studies/vol.-56-no.-1/pdfs-vol-56.-no.-
1/Products%20or%20Outputs%20-Extracts-Mar12-
20Apr12.pdf>.
3 Josh Kerbel, “Start Making Sense: Why and How the Intelligence
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2011.
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A Lack of Process:
Why the Intelligence Community Finds It Difficult to

Assess Military Threat

by John J. Robb

[Author’s Note:  The views expressed in this article are those of
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National Air and Space Intelligence Center; the Air Force
Intelligence, Surveillance, and Reconnaissance Agency; or the
United States Air Force.]

A core competency of defense intelligence is
assessing the capabilities of foreign military
organizations.  What does it mean to assess military

capabilities?  One model endeavors to answer two
fundamental questions:  (1) What is the enemy going to do?
(2) How well is he going to do it?  Providing the answers to
these two questions is at the very core of what defense
intelligence analysts are paid to do.

On the surface, this undertaking seems straightforward and
reasonably simple, and the Intelligence Community (IC)
appears well postured to tackle it.  Unfortunately, neither
assertion is accurate.  The subject matter is vastly complex,
and the IC lacks a standardized process by which to conduct
this analysis.  This article examines the state of affairs within
IC military analysis, as well as offers several initiatives that
could go a long way in providing remedies for this systemic
deficiency.

ASSESSING MILITARY CAPABILITIES

The conduct of intelligence analysis is difficult
business, with or without the need to assess the
threat from a foreign military.  In its report “Assessing

the Tradecraft of Intelligence Analysis,” the RAND
Corporation highlights several key difficulties in conducting
modern intelligence analysis.  In one section, the report
describes the skills needed for various levels of analytic
effort (e.g., collection planner, single-source expert, all-
source fusion analyst).  This list is both comprehensive and
daunting.  It is hard to imagine that any single person could
be an expert in all of the various subject areas, intelligence
methodologies, and panoply of tools available to conduct
intelligence analysis.1

Even if an analyst has mastered intelligence tradecraft and
country-specific (or group-specific) factors that bear on its
modes of warfare (e.g., world view, culture, government,

economy, etc.), evaluating the military capabilities of that
country or group remains challenging.  The process
encompasses disparate concepts and variables, often with
unexpected interdependencies.  A short list of key
evaluative factors includes leadership, strategic culture,
threat perception, doctrine, organization, order of battle,
command and control, intelligence, training, and readiness,
among many others. The intricacies of each of these factors
can take a career to master; aggregating the variables to
make a coherent whole requires taking intelligence tradecraft
to a new level.

A term often used to encompass many of the relevant
factors in military capabilities assessment is operational art
(sometimes referred to as operational theory).
Unfortunately, operational art is so multifaceted and
enigmatic that one U.S. Naval War College professor
commented that his hope for students who complete his 13-
week class on joint military operations is that they are
“merely not afraid of operational art concepts.”2

A LACK OF PROCESS

The Intelligence Community has no standardized
process by which to conduct analysis of foreign
militaries.  It is worth noting that this issue applies to

traditional military forces, as well as to non-state actors with
military-like missions.  Likewise, the IC has no training
program to prepare intelligence analysts to conduct this sort
of endeavor.  Assessments of foreign military capabilities,
therefore, are based on personal biases and lack analytical
rigor.  As U.S. military plans and the conduct of operations
are dependent upon information superiority, any deficiencies
in our understanding of a potential adversary have profound
and far-reaching negative effects.  These effects compound
over time, introduce unnecessary risk, and have the potential
for catastrophic consequences.

Arriving at assessments of military capabilities is a complex
and difficult endeavor, and the fact that there are no
standards for analysts to apply to this work complicates the
process further and calls into question the validity of any
results.  Based on this author’s personal experience and
through informal interviews with intelligence professionals,
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military members, and academics, the consensus is that the
Intelligence Community lacks a formal approach for
assessing military capabilities, and fails to train analysts to
conduct this analysis.  Essentially, each agency (or
individual analyst) develops its own methodology—if
considered at all—and this hampers comparing or
integrating findings across agencies.

Further, these agencies often place inordinate faith in the
practice of hiring analysts with military experience or
expertise.  The simple truth is that military experience does
not necessarily equate to the ability to assess military
capabilities.  As noted earlier, when it comes to
comprehensive threat capability assessments, target country
or group expertise or research analysis skills are also
important factors in the process, and general military
knowledge does not necessarily equate to expertise in
operational art (recall the Naval Warfare College professor
remark).

This lack of standardized analytical standards leads to two
main systemic deficiencies:  transparency (a clear lineage
among source data, analytical methodology, and
assessment) and transferability (findings that can be
compared because they are based on the same process).
Currently, analytical transparency for assessments of foreign
military capabilities consists largely of providing a list of
intelligence sources.  The process by which analytical
methodologies or standards, if any, are employed to arrive at
the assessments is not addressed.  Customers of intelligence
have no insight into the analytical framework or model the
analyst applied to the source data, and are unable to
distinguish flaws in logic.

...transferability speaks to analytical
findings that one could compare or transfer
across agencies and intelligence targets.

Analytical transferability also suffers without standard
evaluative processes.  In this context, transferability speaks
to analytical findings that one could compare or transfer
across agencies and intelligence targets.  As the analyses
are based on different criteria, users of the intelligence are
unable to judge between conflicting findings.  For example,
the author has observed one agency report that Force X is
30 percent capable of conducting its mission, while another
agency judged the same force as 80 percent capable.  This
stark disparity undermines Community credibility and is
made possible because each agency (although using the
same source data) applied its own analytical judgment.
Since no documented methodology is applied, reconciling
such disparities is problematic.

Beyond comparing analysis of the same subject, a deficiency
in transferability makes it difficult for the IC to integrate
assessments to judge a country’s joint capabilities.  For
example, without common analytical metrics, assessing the
joint interoperability of a country’s navy and air force—
assessments typically performed by different agencies—is
nearly impossible.

To mitigate these flaws, the Intelligence Community often
turns to interagency working groups and other forums to
take a committee approach to threat capability assessments.
These groups have met with some limited success; however,
they rarely have authority to standardize methodology, and
have no impact on the development and training of analysts
across the various agencies.

The implication of the prevailing approach to military
capabilities analysis is that a very complex topic is
approached mostly anecdotally, without rigorous standards,
and driven by individual agency cultures and analyst
backgrounds and proclivities.  The negative impacts of this
situation are far-reaching and have increasingly deleterious
effects throughout the life cycle of the analysis.  By way of
example, if our ability to accurately assess foreign military
capabilities is marginal, our peacetime planning will be sub-
optimized, our indicators for warning will be
underdeveloped, and our counterintelligence efforts will be
inefficient.

Likewise, during a conflict these intelligence errors have
compounding effects for situation development (i.e.,
understanding the situation as it evolves), targeting, and
combat assessment efforts.  Intelligence analysts generally
find themselves in a reactive mode, unable to consistently
predict enemy courses of action and hard-pressed to keep
up with unfolding events.  Targeting and combat
assessment (e.g., battle damage assessment and re-attack
recommendations) are complicated by the need to ascertain
an enemy’s centers of gravity through the fog and friction of
conflict, due to inaccurate or insufficient analysis prior to the
conflict.  Analysts faced with this situation during a conflict
tend to default to worst-case scenarios.  This inclination can
make it very difficult for a commander to act on intelligence
advice regarding adversary weaknesses or pressure points
(essentially, they have none).

BEYOND HOBBY-SHOPPING

With the understanding that evaluating military
capabilities is both difficult and important, this
article offers several steps which, if implemented,

will begin the process to address this chronic deficiency.
The plan has three primary thrusts:  developing evaluation
standards, advancing analyst skills, and promoting an
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intelligence-operator network.  These factors are at the same
time distinct and intertwined.

The vital first step is for the Intelligence Community to
develop evaluation standards for use in assessing foreign
military capabilities. Just as there are IC Directives for basic
analytical tradecraft, so too should there be military analysis
“benchmarks” or standards.  This effort should be
spearheaded by the Defense Intelligence Agency and the
Service Intelligence Centers (i.e., the Marine Corps
Intelligence Activity, MCIA; the National Air and Space
Intelligence Center, NASIC; the National Ground Intelligence
Center, NGIC; and the Office of Naval Intelligence, ONI) in
collaboration with the combatant commands.  A set of
clearly-defined analytical processes consistently followed
and documented would offer an unprecedented level of
analytical transparency and help to provide context that is
currently lacking.3

The evaluation standards would be a set of matrices that
provide assessments of a military force’s ability to
accomplish its assigned missions.  The matrices would break
down the missions into their constituent skills and
requirements, and then further describe the characteristics
for the various levels of ability.  The benchmarks would
include the recognized “state of the art” (i.e., best in class) at
the time serving as the highest level for a given capability,
and these metrics would necessarily shift over time, as new
technologies and operational concepts emerge.

As the IC develops and implements these
evaluation standards, it needs to look
outside its ranks for inspiration and
insights.  To this end, academic institutions,
think tanks, and senior mentors can be
vital contributors to the process.

By way of example, in order to assess the ability of Force A
to conduct Mission B, the analyst would refer to the
matrices for a list of attributes.  These would include both
equipment and proficiency attributes (see simplified version
below).  The attribute list would describe the characteristics
the analyst should look for in order to assign a level of
capability.  Once the analyst has “graded” the force under
consideration against the attribute list, he or she can present
findings as compared to the agreed-upon model.  This
approach provides a systematic analytical methodology that
maximizes transparency and data pedigree, and minimizes
analysis by supposition.

As the IC develops and implements these evaluation
standards, it needs to look outside its ranks for inspiration
and insights.  To this end, academic institutions, think tanks,
and senior mentors can be vital contributors to the process.
Additionally, as a net assessment (defined as the capabilities
of one force compared to those of another) is the ultimate
goal for many consumers of military assessments, the IC
should work closely with the Defense Department’s Office of
Net Assessment to ensure a collaborative effort for this
common goal.4

In its study Measuring National Power in the
Postindustrial Age, the RAND Corporation posits a model
by which the Intelligence Community can measure a
country’s military capabilities.  Although the RAND model is
designed only to understand “which ingredients are
necessary for the creation of an effective force and how the
effectiveness of this force can be conceptualized in an
intellectual sense,” this author feels that it may help to form
a basis for a conceptual model for the IC.  At a minimum, it
bears further investigation.5

In concert with developing transparent and transferable
analytical standards, the IC needs to invest in training
analysts to competently conduct analysis of military
capabilities.  The Intelligence Community (at least the
agencies concerned with defense intelligence) should treat
military analysis as another aspect of intelligence tradecraft
and formalize training on assessing military capabilities.  As
mentioned earlier, operational art—and the ability to apply it
with actual intelligence data—is a complicated enterprise,
one that relies on learning not only theory but also military
history.  Consequently, these concepts should be
introduced early in an intelligence analyst’s career, and
these skills cultivated continuously.
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This training plan should follow a systematic approach that
begins with the fundamentals of warfare theory.  Building
from there, operational factors and employment concepts
need to be examined.  As the analyst progresses in
proficiency, advanced topics such as operational planning
and emerging warfare concepts can be addressed.  Along
the way, the student will explore the interplay between
operational art and intelligence tradecraft.  The training
should also make extensive use of both historical examples
and hypothetical scenarios in a contemporary setting.

As with the evaluation standards, the development of a
training plan to assess foreign military capabilities needs to
include participants from outside the Intelligence
Community.  Here again, military academic institutions are
essential allies.  Intelligence analysts should have robust
access to military schoolhouses, doctrine centers, and
training commands.  These organizations think critically
about the nature of warfare, and intelligence analysts would
be well-served to participate in that process.  My own
interactions with faculty at the senior service colleges have
proven to be a significant resource of operational theory and
concepts.

As with military capability assessments,
the Intelligence Community has no formal
process to reconstruct exercises, and no
established training to ensure analysts are
effective at this endeavor.

One subject that must be at the heart of this training program
is exercise reconstruction and analysis.  Exercise
reconstruction is the process by which the IC observes and
attempts to recreate a training event conducted by a foreign
military force.  The hypothesis is that there are few
indicators of a military’s capabilities and intentions other
than its training events, and informed insights into these
events can significantly increase our understanding of that
military.  Unfortunately, for a whole host of reasons, these
events are also some of the most difficult to fully
comprehend and contextualize (e.g., What were the learning
objectives of a given exercise? What did the military force in
question learn from the training? How will that knowledge be
used to develop the force?).

As with military capability assessments, the Intelligence
Community has no formal process to reconstruct exercises,
and no established training to ensure analysts are effective
at this endeavor.  In fact, this deficiency was noted by Major
General (USA, Ret) John Landry, former National Intelligence
Officer for Military Issues at the National Intelligence
Council, during a forum that presented intelligence findings

from foreign military exercises.  To be more effective at
evaluating foreign militaries, the IC needs to develop
exercise reconstruction training as part of its military
capabilities curriculum.  Furthermore, a standardized
reconstruction process should be developed in order to
maximize the insights gleaned from these important events.

As evaluation standards are implemented and a training plan
is put in place, another key element to advancing military
capabilities assessment is to formalize the intelligence-
operator relationship.  To begin, the training plan that is
described above should have, as part of its curriculum,
coursework through which intelligence analysts have the
opportunity to interact with U.S. units that plan and conduct
missions similar to the ones under assessment.  For example,
as part of the education for air analysts, they should observe
and participate in U.S. air training, such as RED FLAG or
TOP GUN exercises.  These experiences will inform and
contextualize the analysts’ assessments for the rest of their
career.

The U.S. Air Force’s Tactics Analysis and Reporting
Program provides an example of the value of intelligence-
operator interaction.  In this program, intelligence analysts
and operators convene on a regular basis to examine recent
intelligence information on foreign militaries and to report
the implications for U.S. warfighters.  The primary limitation
of this effort is that its purview is solely at the tactical level
of warfare.  Similar efforts need to be codified at the
operational level of warfare, where the vast majority of
analytical complexities enter the picture.66 Air Force
Instruction 14-120, Tactics Analysis And Reporting
Program, 6 January 2006
.
Another way to maximize the relationship between operators
and intelligence analysts is to set up a program with senior
mentors.  These former military professionals are a critical
resource for the IC, and they bring a wealth of knowledge
and experience to the conversation.  A mentor program,
especially introduced early in an analyst’s career, can be an
unmatched source of guidance for both analytical efforts
and career advice.

Beyond the knowledge that is gained through the richening
of the intelligence-operator relationship, there are several
other benefits for all involved.  These exchanges bridge the
“culture gap” between the two communities and allow for
improved communication.  In an era of unprecedented levels
of data, clear communication between the IC and its
customers is more important than ever.  From the warfighter
perspective, they now have a face to apply to the typically
anonymous intelligence assessments they receive.  The
networks developed through this process will be invaluable
throughout an analyst’s career.
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In addition to establishing evaluation standards, designing a
training pipeline by which military-savvy intelligence
analysts are “built,” and codifying a network between
intelligence analysts and operators, there are likely many
other initiatives that could further the cause of advancing
the intelligence assessments of military forces.  This article is
by no means an exhaustive list of recommendations.  Ideally,
though, at a minimum it has brought the issues of how the
Intelligence Community evaluates military capabilities to
light, and made a convincing argument about how this
process needs to change.  Assessments of military
capabilities, be they of a large standing army or a small
group of insurgents, are too important to get wrong.

Notes
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Assessing Foreign Intelligence Threats

by CDR (USNR) Kevin P. Riehle

[Author’s Note:  The views expressed in the article are those
of the author and do not reflect the official policy or position
of the Department of Defense or any U.S. government
agency.]

The mission of foreign intelligence and clandestine
services is to perform acts that undermine the
integrity of secret information and degrade the

international influence and military power of rival nations.1

Accordingly, each nation should, or must, measure the
threat that these foreign services pose to its respective
interests.  However, with finite resources and time
constraints, the paramount question is how does a
threatened country determine the type of threat and measure
the relative level of threat presented by a particular service?
This question is important as countries distinguish between
actions that truly present a threat and those that do not, so
that they can effectively direct countering capabilities
toward the most important threats.  This article proposes a
systematic threat assessment analysis framework that
accounts for the full range of a country’s intelligence and
clandestine activities, providing the analyst with tools to
weigh the threat to U.S. interests in a holistic context.

The U.S. counterintelligence community has dealt with this
question for nearly a century.  Based upon an assessment of
the threat of German espionage and sabotage, the U.S.
Congress passed the Espionage Act of 1917.  However, the
assessments of German threats to the United States were far
from unanimous, and agencies used differing threat
estimates to justify their own bureaucratic roles in
countering foreign intelligence and clandestine activities.2

The U.S. Army Counterintelligence Corps after World War II
produced numerous assessments of foreign intelligence
threats, particularly focusing on Soviet and Soviet Bloc
intelligence services, using a variety of criteria to identify
threats and focusing much of its attention on easily visible,
low-level collectors.  More recently, the Counterintelligence
Enhancement Act of 2002, which created the Office of the
National Counterintelligence Executive (ONCIX), directed
ONCIX “to produce on an annual basis a strategic planning
assessment of the counterintelligence requirements of the
United States to be known as the National Threat
Identification and Prioritization Assessment (NTIPA).”

NTIPA is intended to inform policymakers about where to
place U.S. counterintelligence assets and how to counter the
greatest foreign intelligence threats.3  Since its inception,
however, the NTIPA has evolved significantly and no stable
threat definition has emerged.

In addition to NTIPA, other U.S. government agencies with
counterintelligence responsibilities produce foreign
intelligence threat assessments (often called
counterintelligence threat assessments).  These agencies
use a variety of threat definitions to inform agency decision-
makers of the threat that foreign intelligence/clandestine
services pose to their operations.  These assessments tend
to be agency-focused and consequently define threats
parochially, based on the agency’s specific priorities and not
on a general government-wide assessment of the threat.

Generally, threat assessments tend to be heavily influenced
by individual events, such as an espionage prosecution or
reporting from an individual defecting intelligence officer.
Thus, threat assessments have often been reactive rather
than predictive.

THREAT EQUATION

There are fundamental aspects of threat calculation that
can be used across threat intelligence disciplines,
ranging from proliferation of weapons of mass

destruction to threats to information infrastructures.4  These
calculations are based on a traditional equation, which reads:

Threat = intent x capability x opportunity

When assessing any kind of threat, these factors can be
defined as:

• Capability:  an agent’s physical means to
perform an act;

• Intent:  the will to perform an act;

• Opportunity:  spatial-temporal relationships
between the agent and the elements to be
acted upon.5
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Although there can be variations in how the three factors are
analyzed, such as in David Strachan-Morris’ discussion
assessing terrorist and homeland security threats in which
he combines intent and opportunity into a single factor, each
of the three factors is a necessary component of a threat
measurement.6  If any factor is absent, then the threat is
reduced, as in the following examples:

• Capability x opportunity, but lacking intent:
You see a dollar bill sitting openly on the desk of
a co-worker.  You are fully capable of taking the
dollar bill, and the easy access to it presents an
opportunity.  But you have no intent to take it,
because you are an honest person.

• Intent x capability, but lacking opportunity:  A
python in a zoo would probably be inclined to
attack a passerby; the python is capable of doing
harm if given the opportunity, but the glass
around the cage precludes the opportunity.

• Intent x opportunity, but lacking capability:  In
the Korean War, North Korean troops initially
pushed South Korean forces into the Pusan
perimeter, intending to push them off the peninsula
altogether.  However, North Korean forces were
not capable of withstanding U.S. forces at Inchon,
thereby preventing North Korea from following
through with the threat.

An effort to determine the level of threat that foreign
intelligence/clandestine services pose follows a similar
model.  The level of intent, capability, and opportunity is
unique to each foreign intelligence/clandestine service,
making it necessary to weigh each factor for each individual
service to come to a reliable measurement of that service’s
threat.  The measurement of the three factors is not
quantitative, as no number can be assigned to any of them.
Consequently, threat measurements must be relative, with
threat increasing as any one of the factors increases, and
decreasing as any one of them decreases.  Foreign
intelligence threats and the individual factors that figure into
them can be charted into general degrees, such as low,
medium, and high, but these are broad judgments and
comparisons with other services, not numerically calculated.

The equation discussed in this article measures the threat of
a foreign intelligence or clandestine service conducting an
operation, not the costs to the victim if the operation is
successful.  Costs and risks raised by each threat to a victim
are measured differently depending on the level and type of
operation launched.  The potential cost of a successful
intelligence operation against a science and technology
company, for example, is measured differently than the cost
to a tactical military commander in Afghanistan.  The
company may lose millions of dollars of research, while the

commander may lose troops—a cost that cannot be valued
in monetary terms.  Stachan-Morris clearly distinguishes
between the threat and potential risk sides of an
assessment.7  The equation herein is designed to measure
threats, regardless of the type of victim and the potential
costs involved.

INTENT

When the United States measures intelligence
threats posed by foreign intelligence/clandestine
services, intent can be determined by the foreign

country’s overall geopolitical priorities and the targets
against which an intelligence/clandestine service applies its
resources to achieve those priorities.  While a foreign
country may have a highly capable foreign intelligence/
clandestine apparatus, if it has no intent to target the United
States then the threat from that service is low.

A country’s history of targeting U.S. interests can be an
indicator of intent, but intent can change over time.  A
country’s national security policy may suddenly be
dominated by a new crisis—for example, a major terrorist
attack or a war that draws the attention of a large portion of a
country’s intelligence/clandestine resources, necessitating a
reapportionment of resources and adjustment of past intent.
History is only valid if circumstances for that country’s
national security decision-making have not changed.

The specific missions that a country assigns to its
intelligence and clandestine services are a more reliable
indicator of the country’s national security intent than
history alone.  Intelligence/clandestine missions fall into four
main categories:  security, foreign intelligence, foreign
influence, and other clandestine activities.  While there is
overlap between these categories—for example, a service
needs to collect foreign intelligence in order to conduct
foreign influence operations effectively—there are specific,
visible activities that fall into each category.  Each foreign
intelligence/clandestine service conducts a different
combination of these activities, facilitating the determination
of the level and type of threat that they pose and to whom.

Security missions include mission areas that protect the
regime from internal and external, real and perceived threats.

• Internal security, regime continuity:  operations
and collection directly tied to the regime’s or
leader’s ability to continue ruling

• Opposition and dissident monitoring and anti-
opposition operations:  monitoring the loyalty of
the population; collecting information about
regime opponents and running operations to
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diminish the influence or capabilities of the
opposition

• Counterintelligence:  collecting information about
and conducting operations to counter foreign
intelligence activities directed against the regime

Foreign intelligence collection missions are those designed
to collect foreign information on a variety of topics.

• Political information:  Another country’s internal
and foreign policies and political priorities or its
public opinion and perceptions

• Military information:  The capabilities,
weaknesses, locations, technology, and
leadership of foreign military forces

• S&T information:  Scientific research and
technological advancements, either for use in
commercial competition or to improve and
modernize offensive or defensive military
capabilities

• Economic information:  Another country’s foreign
and domestic economic policies and relations
with other countries and international economic
institutions

• Commercial/business information:  Another
country’s companies that compete with the
collecting country’s companies in the global
market

Foreign influence missions are designed to effect change in
a competitor’s opinions, policies, or operations.

• Support to extremist/terrorist groups, using
violence and violent surrogates to influence
another actor

• Support to another country’s insurgent/
opposition groups to destabilize a competitor

• Overt and covert propaganda:  used to influence
public opinion for or against a competitor’s policy
or power

• Advisors to foreign political or military leaders:
Direct person-to-person contact, especially at
leadership levels or with those who potentially
will rise to positions of influence in the future

• Establish and employ clandestine diplomatic
channels to send a crafted message

• Sabotage, including physical and electronic:  Acts
to degrade or damage another country’s/entity’s
infrastructure or military power

Other clandestine activities are other activities in which a
state or non-state actor requires secrecy.

• Clandestine procurement/sanctions busting:
Those countries on which international sanctions
are imposed use their intelligence/clandestine
services to circumvent sanctions, procure goods,
or use services prohibited by sanctions

• Money-making/laundering and criminal
activities:  Use capabilities of intelligence/
clandestine capabilities for criminal purposes

All of these missions benefit from secrecy, and when they
are conducted on behalf of a foreign government it is often
an intelligence/clandestine service or its surrogates that
conduct them.  From the mix of missions that a country
assigns to its foreign intelligence/clandestine services, a
threat analyst can develop a “fingerprint” or a profile of a
specific service.  Some services, for example, devote many of
their resources to internal security and regime continuity;
this is often the mission even for intelligence/clandestine
services with a foreign intelligence portfolio.  Others
emphasize collection of economic information over military
information, while still others maintain direct relationships
with terrorist groups to exploit the influence their violent
actions stimulate.  Each of these missions tasked to an
intelligence/clandestine service, along with their
combination and prioritization, is an indicator of overall
intent.

Some of these actions pose little threat to the United States,
while others are directly threatening.  To measure the
intelligence/clandestine threat to the United States
specifically, a U.S. analyst needs to look primarily at those
missions which are directed against U.S. interests and what
portion of a country’s intelligence/clandestine resources are
dedicated to those threatening missions.  Missions that
absorb a foreign intelligence/clandestine service’s resources
but are not directed against the United States pose a less
significant threat, although they may still be of analytical
interest as far as they can be repurposed toward a mission
that impacts U.S. interests in the future.

CAPABILITY

Capability can be calculated through a two-pronged
analysis of the quantity and quality of intelligence
assets.  To determine a service’s capability as a

factor of threat, a variety of capability indicators needs to be
weighed.  These capability indicators can be categorized into
three groups—intelligence officer expertise; leadership and
management of these services; and access to intelligence
collection assets and technology.

Intelligence officers’ tradecraft, freedom to travel, and access
to technology, especially communications technology, all
contribute to a service’s capability.  Tradecraft competency
is initially acquired through training, but solidified and
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perfected through experience.  Consequently, the experience
level of a service’s intelligence officers needs to be weighed
in the development of threat assessments.  This was a
significant factor, for example, after the dissolution of the
Soviet Union, especially in countries where lustration laws
prohibited anyone who had worked for Soviet or Soviet Bloc
intelligence services from working in newly-established
post-Soviet services.8  Initially, these countries had to build
intelligence/clandestine services nearly from the floor up,
relying on inexperienced officers at first.  Over time, the
experience level increased and experience grew, raising the
services’ capabilities.  For countries under international
sanctions, freedom of travel can often be a limiting factor,
regardless of the officers’ experience level.  Countries’
information infrastructure, including their ability to securely
communicate information, is also a significant factor in their
intelligence/clandestine capabilities.

The intelligence service’s internal leadership and
management also impact capabilities, as do internal rivalries
within and among a country’s intelligence/clandestine
services.  The converse also applies:  interagency
cooperation and burden-sharing, within a single government
or between friendly liaison services, increase capability.

An intelligence service can increase its capability by
developing an array of intelligence collection systems across
the human-technical spectrum, along with cooperative
tipping between them and all-source analysis of the resulting
intelligence.  For this reason, for example, monitoring the
proliferation of foreign intelligence collection satellites
assists the U.S. assessment of foreign intelligence threats.
Associated with this improved capability is the ability to
digest collected information regardless of the source, and to
compile it into a form that a decision-maker can use.  This is
particularly relevant to S&T collection, which attains its
maximum benefit if the information is applied to create a
technological advantage or is sold to someone else who can
apply it.

OPPORTUNITY

Opportunity can be calculated with two sub-
factors:  a foreign intelligence/clandestine
service’s proximity to targets, and the target’s

vulnerability to attack.  In a human sense, the physical
location of foreign intelligence officers or of sympathetic
groups, such as expatriate or diaspora populations,
increases opportunity by placing an intelligence capability in
proximity to the target.  In a technological sense,
opportunity is created when information that we desire to
keep secure or people who possess that information are
accessible to a foreign intelligence/clandestine service
electronically.  Modern telecommunications technology
simplifies a service’s access to targeted information and

people globally, because more information is being
transmitted through more susceptible networks.  U.S.
vulnerabilities, represented by poor operational security or
tradecraft, increase an adversary’s opportunity to target U.S.
interests.  Conversely, counterintelligence neutralization
actions such as espionage arrests or persona non grata
declarations of foreign intelligence officers can temporarily
reduce foreign intelligence/clandestine service
opportunities.  Cover and concealment, or maskirovka as
the Russians call it, can complicate collection opportunities.

Cover and concealment, or maskirovka as
the Russians call it, can complicate
collection opportunities.

Exploiting Internet-based information increases an
adversary’s opportunity, while reducing, although not
entirely eliminating, the need for physical proximity.
Remote access to computer-based information opens the
door both to the information itself, if it is not properly
secured, as well as to people who possess desired
information, if they are not properly covered or if they
volunteer too much information about themselves online.
An adversary’s ability to access online information
clandestinely takes advantage of the target’s vulnerability
while making the activity increasingly difficult to counter.

Assessing a foreign intelligence/clandestine service’s
reach is another way to define its opportunity for action.
Reach means the extent to which a service distributes its
resources and the predominant targets of those resources.
Intelligence/clandestine services can be divided into three
broad categories of reach, defined by the service’s
primary focus and geographic placement of its collection/
clandestine assets.

• Local/internal:  Focused predominantly on
internal and regime security, with little or no
presence outside its own borders.  If a locally/
internally-focused service has any external
presence, it is dedicated toward external
manifestations of internal threats.  The primary
threat posed by local/internal services to U.S.
interests is within the country’s borders, as that
is where the bulk of the assets are located.

• Regional:  Focused on both internal security and
regional influence, with intelligence presence
primarily in nearby countries, but possibly also
in locations further abroad to facilitate regional
influence.  The threat that a regional intelligence
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service poses to U.S. interests begins within its
own borders and extends into surrounding
countries, as well as in strategic centers around
the world where a country can advocate for its
regional influence.

• Global:  A worldwide reach, with collection/
clandestine operations intended to strengthen
global influence and support policies worldwide.
Only a few countries have true global intelligence/
clandestine reach.  These countries are more
likely to have space-based as well as terrestrial
intelligence assets that, as far as technically
possible, cover the globe.  The threat posed by
these services could occur nearly anywhere.

...an intelligence/clandestine service
always has greater opportunities for action
within the borders of its home country than
it has outside.

One axiom stands true in relation to all three categories: an
intelligence/clandestine service always has greater
opportunities for action within the borders of its home
country than it has outside.  The freedom of movement
offered by control of one’s own borders and territory
provides significant advantages to operations.
Consequently, regardless of the reach category into which
an intelligence/clandestine service falls, the threat it poses at
home is relatively greater than the threat it poses abroad.
Some countries, such as the United States, may mitigate this
threat by placing legal limits on their own foreign intelligence
services operating against their own people.  However, even
in these cases, the foreign intelligence service, often in
partnership with domestic law enforcement organizations, is
freer to operate against foreign-originated targets at home
than it is abroad.

A country may extend its intelligence reach by developing
liaison relationships with cooperative foreign services.  This
gives a country the ability to take advantage of friendly
assets in a greater diversity of locations, and in some cases
in locations where one country’s citizens are not welcome
but another country’s are.  The Soviet Union used this
avenue to great effect during the Cold War, tasking Soviet
Bloc services to cover targets, especially in Western Europe,
where the Soviet Union either did not have sufficient
numbers of intelligence assets or where large expatriate
Eastern European populations resided.  For example, Soviet
intelligence took advantage of large Czech and Slovak
refugee populations in Austria and Germany after World
War II by delegating intelligence collection tasks to
Czechoslovakian intelligence services who were in a better

position to exploit expatriates.  These services expanded the
Soviet Union’s intelligence collection opportunities much
further than if it had been limited to its own resources only.

One set of exceptions to the local/regional/global placement
of intelligence assets is global strategic centers.  Regardless
of reach category, countries often place intelligence assets
in organizations like the United Nations or in the capitals of
major world powers, such as Washington or London, due to
the influence that can be gained from presence in those
locations.  This can lead to false threat measurements if all
three factors of intent, capability, and opportunity are not
taken into consideration.  Too often, intelligence threats are
measured simply by proximity and the attendant increased
opportunity—for example, an assessment may judge that a
foreign intelligence station is located in a certain city;
therefore the threat from that country’s intelligence service
is high in that city.  However, even when an intelligence/
clandestine service posts officers in these locations, the
determination of how to categorize that service and how to
measure its threat is influenced more by what those officers
do—their intent—as well as by the officers’ competence,
their ability to communicate, and their access to targeted
information—their capability.  Their mere presence—
opportunity—is not a sufficient determinant.

INFORMATION NEEDS

In a perfect world, a threat analyst would have full
visibility into an intelligence/clandestine service’s intent,
capability, and opportunity, giving all of the data needed

to make an accurate measurement of threat.  However, what
if a sufficient quantity of, or sufficiently detailed, information
is not available?  Intelligence/clandestine services are, after
all, clandestine, and they do not advertise their internal
workings to the world (with the possible exception of U.S.
intelligence services).

The above categories of information provide a structure
within which to identify the specific areas where required
information is lacking.  A matrixed structure of information
would give greater visibility into information gaps, and
within that structure the analyst can target the gaps for
additional collection.

Classifying all foreign intelligence/clandestine services into
local/internal, regional, and global categories, along with an
assessment of the intent to target U.S. interests, also gives
freedom to focus on the higher priority services:  those with
broader reach and a clear anti-U.S. intent.  It also presents a
more structured and documented justification for focusing
counterintelligence efforts on some services while excluding
those services that do not have the intention, capability, or
opportunity to target U.S. interests.  U.S. threat analsyts do
this already in a less defined way, but a more structured
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system would put in place a system that is backed by an
objective methodology, and has greater potential to
highlight changes in the threats posed by foreign
intelligence/clandestine services. These benefits increase
the likelihood that the United States will allocate its
counterintelligence resources effectively.

CONCLUSION

A standardized foreign intelligence threat assessment
 system that analyzes foreign intelligence activities,
 breaking them down into their finest elements and

determining which of those elements target our interests,
would benefit all U.S. counterintelligence agencies,
regardless of the decision makers that they serve.  It would
make it possible to talk the same threat language between
agencies, a situation that does not currently exist.  While
products like the Congressionally-mandated NTIPA are a
beginning, a threat assessment structure would make them
even more informative and better founded on an analytical
base, saving counterintelligence resources and targeting
them to the greatest effect.

Notes
1 Throughout this article, the author uses the phrase “foreign
intelligence/clandestine service” to apply to a foreign entity that
either collects intelligence or conducts clandestine activities.  In
many countries, these entities are identical, although in some
countries with more finely defined roles and responsibilities they
may be separate.
2 John F. Fox, Jr., “Bureaucratic Wrangling over
Counterintelligence, 1917-18:  Early Days of the Intelligence
Community, Studies in Intelligence, vol. 49, no. 1 (2005).
3 50 U.S. Code. § 402c (e)(1).

4 See, for example, Amanda Rynes and Trond Bjornard, Intent,
Capability, and Opportunity: A Holistic Approach to Addressing
Proliferation as a Risk Management Issue (Idaho Falls, ID: Idaho
National Laboratory, July 2011); Dorothy E. Denning,
Information Warfare and Security (Boston: Addison-Wesley,
1999), p. 12.
5 John J. Salerno, et al., “Issues and Challenges in Higher Level
Fusion: Threat/Impact Assessment and Intent Modeling (A Panel
Summary),” paper presented at the 13th Conference on
Information Fusion, 26-29 July 2010, Edinburgh, Scotland.
6 David Strachan-Morris, “Threat and Risk: What Is the Difference
and Why Does It Matter?” Intelligence and National Security, vol.
27, no. 2, April 2012, pp. 172-186.
7 David Strachan-Morris, “Threat and Risk: What Is the Difference
and Why Does It Matter?”
8 Commonly defined as a government’s policy of identifying
collaborators associated with the abuses of a prior regime and mass
disqualification of those individuals from public service.  The
phrase was applied particularly in decommunization campaigns in
post-Soviet E
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Dark Networks and the Missing Link
Inference Problem

by Dr. Thomas Litant

INTRODUCTION

The network analysis of social ties is a valuable
technique in sociology and cultural anthropology,
which dates back at least to the mid-1950s.1  More

recently, the structured analytic tools of social network
analysis (SNA) have been employed in analyzing criminal
and terrorist organizations—the so-called dark networks.
These tools have been used to understand the structure of
terrorist organizations and the flow of funding, weapons
materials, and communications, to pinpoint key individuals
in these dark networks, as well as to provide a methodology
for shaping and disrupting these organizations.

Concurrent with the development of SNA tools there has
been an explosion in a field called network science.  This
science describes the morphology and dynamics of objects
represented as a network of nodes, and has proven valuable
in such diverse fields as computer engineering,
pharmacology, and applied physics.2  Beginning with the
seminal work on random networks by Erdos et al. in the early
1960s,3 followed by the work on scale-free networks by
Barabasi et al. in the late 1990s,4 network science has
provided tools for the SNA community to depict networks as
dynamic models, and explore such concepts as preferential
attachment.5

The early social network analysts modeled relationships
between individuals as matrices.  These so-called
sociomatrices also took the form of a graph, or sociogram,
where the individuals were depicted as nodes in the graph,
and a relationship between these individuals was indicated
by a link between the two nodes.  These sociograms and
sociomatrices were static snapshots of the community under
study.  While a longitudinal study might contain a sequence
of sociograms or sociomatrices over time, the sociograms
and sociomatrices themselves were static snapshots of the
community at particular moments in time.  The contribution
of Erdos, Barabasi, and others was to use model social
networks using probabilistic methods.  As the network
evolves over time, nodes and relations are added to the
graph according to certain probabilistic rules.  Properties of
the simulated networks can be compared to empirical data

collected on real-world networks, in order to test hypotheses
concerning how real-world networks come into being, grow,
change, and die.

Applying network science to dark networks is not without
its difficulties.  Social scientists analyzing bright networks
have relative freedom to interact with their target population
via surveys, direct observation, or open source records.
Populating network graphs with Internet social networking
data is simply a matter of accessing freely available data on
social networking sites such as LinkedIn, Facebook, or
Twitter.  Dark networks, by their very nature, are designed to
complicate the life of the researcher.  Krebs lists the
following three challenges for the dark network researcher:

1. Incompleteness – the inevitability of missing
nodes and links that the investigators will not
uncover.
2. Fuzzy boundaries – the difficulty in deciding who
to include and who not to include.
3. Dynamic – these networks are not static, they are
always changing.6

These three challenges can have severe repercussions in
exploiting dark network analysis:  key individuals may be
missed or misidentified, the structure of the organization
(terrorist, criminal, etc.) may be mischaracterized, efforts to
disrupt or exploit the network may be miss-targeted, or key
indicators of significant events might not be detected.
Particularly vulnerable are those dark network disruption
techniques that exploit graph theoretic measures such as
connectiveness, centrality, and clustering.7  As pointed out
by Borgatti and Halgin,8 omissions in ego networks can have
a significant impact on network metrics, which will result in a
corresponding effect on targeting accuracy.

Given the importance of network science to dark network
analysis, and the inherent problems in its application as
described above, the purpose of this article is to improve the
state of the art in the social network analysis of dark
networks.  In particular, the article exploits recent
developments in the analysis of dark networks, together with
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available modeling and analytic software, to estimate missing
data in a sparse sociomatrix and identify organizational
structures from incomplete data.

PRIOR ART

The research hypothesis for this article rests on the
foundational work of Albert and Barabasi originally
described in “Emergence of Scaling in Random

Networks,” and explored further in “Statistical Mechanics of
Complex Networks” and “Scale-Free Networks.”9  The more
recent of these represents the best summary of the
contributions that Barabasi and his co-authors have made to
the study of dynamic networks.

To understand the contributions made by Barabasi et al. it is
necessary to go back to the work of the legendary
mathematician Paul Erdos and his co-author Alfred Renyi.
Erdos and Renyi hypothesized that systems from fields as
diverse as communications and life sciences could be expressed
and analyzed using network theory.  The growth of these
networks could be modeled by incrementally adding nodes, and
linking these nodes to the nodes already in the network
according to a random variable with a certain fixed probability.
The higher this probability, the more likely a link would be
placed between this new node and an existing node, and thus
the denser (i.e., more tightly interconnected) the network graph
would become.  Since the same probability was used for each
pair <x, y>, where x is a node already in the network and y is the
newly added node, the distribution followed a Poisson
distribution.10  Barabasi’s team first attempted to use random
networks to describe the structure of the World Wide Web.
They quickly discovered that, far from obeying a Poisson
distribution, the Web exhibited a power law distribution:  some
nodes had far greater in-degree than predicted by a uniform
random variable.  These “hubs” appeared in a number of
systems on the Web, such as Google and Yahoo,11 as well as
cellular metabolic networks and business partnerships.12  The
so-called scale-free networks showed other interesting
properties:  resilience to failure, and clustering:  the formation of
hubs, cliques, and hierarchies.  Beyond these structural
features, scale-free networks enabled the mathematical
exploration of flow through the network, whether the element of
flow is information, as with the Web, or a viral outbreak in a
population.  The second important contribution was to connect
scale-free networks to the concept of preferential attachment:
that for any new node y and any existing node x, the probability
of a link between x and y is based on some feature of x.  One
simple example is to base preferential attachment on the degree
of node x, i.e.

(1)

where k
x
 is the degree of node x, and the

denominator sums across the existing nodes.

“Popular” nodes, i.e., nodes that have a large number of
links (high degree), tend to attract new nodes with a higher
likelihood than less popular nodes.  Figure 1 depicts
clustering in an Erdos-Reyni random network, while Figure 2
depicts clustering in a Barabasi preferential attachment
network.  Note the extensive clustering in the latter.13

Figure 2:  Barabasi Graph Clustering with Preferential

Attachment

Figure 1:  Erdos-Reyni Graph Clustering with Random
Attachment
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The power of this formulation goes beyond explanatory:
why certain clusters appear in networks.  Preferential
attachment also has predictive value:  if the appropriate
attribute is selected for preferential attachment, scale-free
networks can be used to predict future network growth.  It
can also be used, as described in the research hypothesis for
this article, as an approach to the missing link prediction
problem.

Liben-Nowell and Kleinberg frame the central research of
this article as the link prediction problem:  “Given a
snapshot of a social network at time t, we seek to accurately
predict the edges that will be added to the network during
the interval from time t to a given future time t’.14  The
authors’ approach is to treat this problem as a computational
problem based on network characteristics.  This problem is
related to the missing link inference problem, but does not
take into account attributes of the nodes in link prediction.
The contribution to this article is to answer the question of
whether the graph structure can aid in solving the link
inference problem, or whether a successful approach must
focus solely on link attributes.

The authors implement and rank a number of link prediction
approaches, all of which compute a sorted list of connection
scores for any pair <x, y> of unconnected nodes x, y “ E
based on topological features of graph G, where G = (V, E).
Among the approaches evaluated are evaluating score<x, y>
based on common neighbors, path length between x and y,
and evaluating similarities of neighbors of x and y.  These
methods are compared against a baseline, which is a purely
random link prediction algorithm.  The random prediction
algorithm is correct with a probability from 0.15% to 0.48%.15

The best of the algorithms, which calculates score<x, y>
based on the length of the path between x and y,16 has a
correct prediction rate of only 16%.17

Liben-Nowell and Kleinberg is important in that it indicates
the contribution a purely graph theoretic algorithm can make
in solving the link inference problem, as well as a scoring
methodology:  compare the performance of a link inference
algorithm against a purely random inference.  It should be
noted, however, that the social network domain the authors
were addressing is that of a collaboration network, and thus
it is unsurprising that prediction algorithms related to
effective collaboration prove to be good link predictors.
While this is a good assumption for certain types of
collaboration networks, it may not be for dark networks.  As
pointed out in A Theory of Dark Network Design,18

survivability in a hostile environment, not effective
collaboration, is often the primary concern of dark networks.

Recently, several authors have expanded on the concepts
introduced in Liben-Nowell and Kleinberg, and have applied
various heuristics against the missing link problem.  These

heuristics are documented in “Structural Inference of
Hierarchies in Networks”19 and “Jointly Predicting Links and
Inferring Attributes using a Social-Attribute Network (SAN),”20

and surveyed in Link Prediction in Complex Networks:  A
Survey.21  The approaches tend to fall into one of two
categories:  attribute-based and topology-based.  Gong et al. is
an excellent example of the former:  the fundamental premise of
this heuristic lies in the following:

... users with similar attributes, or in some cases antithetical
attributes, are likely to link to one another, motivating the
use of attribute information for link prediction.
Additionally, previous studies have empirically
demonstrated those effects on real-world social networks,
providing further support for considering both network
structure and node attribute information when predicting
links or inferring attributes.22

There are a number of examples of the latter structural
approach.  Some examples of unsupervised and supervised
approaches based on topological features can be found in
Menon23 and Clauset24 as well as those evaluated in Liben-
Nowell and Kleinberg.  None of these approaches focuses
specifically on topographic features and attributes unique to
dark networks, such as described in Davis et al.

This, then, is the state of the art of the missing link inference
problem:  on the one hand there are those researchers who use
network structural characteristics for link prediction, as well as
those who employ similar heuristics for missing link inference,
such as Barabasi, Liben-Nowell and Kleinberg.  The success
rates, however, are not high:  16% for the best algorithm
evaluated by Liben-Nowell and Kleinberg.  As Lu and Zhou
point out:

The algorithms’ performance can be effectively enhanced
by considering some external information, like the
attributes of nodes.  In common sense, two people share
more tastes and interests (and thus may have higher
probability to be connected in a social network) if they
have more common features, such as age, sex, job, and
so on.  The attribute information can be used to predict
links without considering the network structures.25

The only authors not employing a structural approach using a
supervised learning algorithm to extract attributes from the
Google+ data set are Gong et al.  This approach is only feasible
due to the immense size of this data set.  The Google+ data set
they use contains links that number in the hundreds of
thousands.  This should be compared with the dark network
datasets such the 9-11 Network,26 the Madrid bombers,27 and
the Noordin Top Network,28 which contain fewer than one
hundred nodes each and a proportionally small number of
links.  To employ an attribute (such as affiliations) approach
to dark networks requires the laborious mining of the
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literature on the characteristics of members of these
networks, such as is provided in Dyson, Hegghammer,
Krebs, and Simcox and Dyer.29

RESEARCH DESIGN

The research hypothesis was evaluated against open-
source data sets:  primarily the Noordin Top data set
extracted from the International Crisis Group’s

Terrorism in Indonesia, and the Madrid Bombing dataset.30

Random links were deleted from the datasets, and links
inferred based on structural properties of the network as well
as affiliation attributes.  Scoring was based on whether the
inferred links match the deleted links:  a type 1 error (false
positive) was declared when an inferred link was not the
deleted link (i.e., the algorithm incorrectly predicts a link
where none exists); a type 2 error (false negative) would be
declared when the deleted link was not an inferred link (i.e.,
the algorithm does not infer a link that exists in the data).

The tools and algorithms were developed using the open-
source R language for statistical computing, with the
addition of the igraph library for network analysis.  Graph
visualization primarily uses igraph functions, augmented
with the ORA NetScenes software for large network
analysis.

CONSTRAINTS AND LIMITATIONS

The term “dark networks” encompasses a vast range of
organizations, each with different organizing
principles, purposes, ethnicities, and so on.

Sageman31 focuses on the Global Salafi Jihad, so it is not
surprising to find the key attributes of the members of these
networks to be Sunni Moslem, jihadist ideology, training
locations in Afghanistan and Pakistan, and so on.  Dyson,
on the other hand, deemphasizes Islamic terrorism, and
discusses at length Christian Identify, Odinism, Creativity
Movement, and Eco-Terrorism.  Other historical examples
should include the Irish Republican Army, Red Brigade, and
the Aum Shinrikyo.  Nor are dark networks exclusively
terrorist networks.  There are extensive criminal dark
networks such as the Russian Mafia, the “One-Percenter”
motorcycle clubs, and the North Korean (DPRK) smuggling
network.  Finally, the distinction between criminal dark
networks and terrorist dark networks is often blurred by the
fact that many terrorist organizations fund their activities
through criminal activities.  It is impossible to cover the
entire range of dark networks in this article; the focus here
will be on the Global Salafi Jihad, with its constituent
networks such as Takfir wal-Hijra, Al-Qaeda, and Jabhat al-
Nusra.

It should also be noted that, while this article derives social
links from patterns of shared affiliation, or co-affiliation, this

linkage is, in practice, a complex matter.  Simply because two
actors attend the same event, or several events, does not
necessarily imply that a social link exists.  While, as Borgatti
and Halgin point out, “...co-affiliation provides the conditions
for the development of social ties of various kinds,”32 if the
events are large, then the actors may well not even meet during
the event, let alone form social bonds.  This is, as the authors
point out, the risk of confounding social proximity with social
similarity.33  Fortunately, we are only trying to accumulate
evidence that a missing tie exists from affiliation data, not
concluding that a social tie exists based on co-affiliation.

The final limitation concerns the incommensurability of the data
sets.  None of the available data sets, neither the Noordin Top
and Madrid datasets, nor other data sets such as the 9-11
hijacker network, Jemaah Islamiyah, or West Bank,34 codes data
using the same affiliation classes:  organizations, education,
membership, events, etc.  Therefore, although it would be
interesting to compare the effectiveness of link prediction
across dark networks, this would only be possible after
undertaking the immense task of recoding the affiliations for
each actor in each network.

PRELIMINARIES

As discussed earlier, the heuristic employed in this
article is a mixed attribute/topographic approach.
The hypothesis is that missing links between actors

can be inferred by global structural elements combined with
an assessment of the similarity of their attributes.  The first
step, then, is to review the literature on dark networks and
extract salient actor attributes as well as topological features.
There is no presupposition that either attribute sets or
topological features will hold for all dark networks.  These
differences will be noted, explored, and provide evidence for
the corollary to the hypothesis:  that a one-size-fits-all
approach will not work, and that the structural features and
affiliation properties effective for inferring links in one dark
network will not necessarily hold for others.

KEY ATTRIBUTES

As described previously, the similarity approach to
missing link prediction is based on the hypothesis
that social links are more likely among individuals

who share certain attributes, and certain affiliations,35,36 and
that social bonds are indicators of links in the dark
network.37  Table 1 contains attribute data extracted from
multiple sources for some sample terrorist organizations:
Lashkare-e-Taiba, Al-Qaeda in the United States, the 9-11
hijackers, as well as overall characteristics of the Global
Salafi Jihad.  This table indicates that affiliations connected
with training locations, recruitment locations, and ideologies
are key affiliations, and age and gender are key attributes.
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Network Attributes Value 
Lashkare-e-Taiba Locality  Punjab Province 
 Gender Male 
 Median Age 20 
 Education High School 
 Recruitment Current Member 

Kinship 
Mosque or Madrassa 

 Ideology Sunni 
 Training Location Muzaffarabad, Pakistan Afghanistan 
Global Salafi Locality Central Staff Cluster  

 Saudi Arabia 
 Egypt 
Southeast Asian Cluster 
 Indonesia 
Core Arab 
 Saudi Arabia 
 Egypt 

 Gender Male 
 Median Age 23-29 
 Recruitment Pre-existing friendship bonds 

Kinship bonds 
Mosque, School, or Madrassa 

 Ideology Sunni 
 Training Location Various 
Al-Qaeda in the United 
States 

Locality New York 
Florida 
New Jersey 

 Gender Male 
 Median Age 24  
 Education University 
 Recruitment Pre-existing friendship bonds 

Kinship bonds 
Mosque, School, or Madrassa 

 Ideology Sunni 
 Training Location Afghanistan 

Pakistan 
Somalia 

9-11 Hijackers Locality Saudi Arabia 
 Gender Male 
 Median Age 20-33 
 Education University 
 Recruitment Pre-existing friendship bonds 

Mosque, School, or Madrassa 
 Ideology Sunni 
 Training Location Pilot Schools (Florida, San Diego) 
Al-Qaeda in the Arabian 
Peninsula (AQAP) 

Locality Saudi Arabia (Riyadh) 

 Gender Male 
 Median Age 27 
 Education High School 
 Recruitment Pre-existing friendship bonds 

Kinship bonds 
Religious Gatherings 

 Ideology Sunni 
 Training Location Afghanistan 

 

STRUCTURAL PROPERTIES

This article focuses on three types of missing links.
First, node x may be a member of an existing cluster or
clique, but one of the links between x and another

member of the clique is missing.  In the second case node x
is isolated from a cluster—the link would result in the node
being a member of the cluster.  Finally, the missing link might
be one spanning two clusters, such as a liaison between two
terrorist cells.  These three topologically distinct cases shall
be referred to as the cluster membership case, isolate case,
and spanning link case.  These three cases are diagrammed
in Figure 3.

Figure 3:  Missing Link Cases

The third case presents a particular problem.  A number of
social theorists have focused on the role of so-called weak
(interpersonal) ties as a mechanism for linking clusters of
strong social relationships.  Granovetter’s original paper
focused on the role of weak spanning ties in diffusion of
information beyond an actor’s direct sphere of influence;39

dark network researchers also point out the role of weak ties
in proving security, ensuring resiliency for the terrorist cell.40

Being weak ties, however, evidence of their existence is most
likely to be sparse, and thus a week/spanning tie is quite
likely to be a missing link.

A concrete example of these cases appears in Figure 4,
which depicts a portion of the Madrid Bombing terrorist
network.  There are two clusters of social relations:  the one
in the top left corner consisting of Toro, Perez, Llam, Suarez,
Granados, Eid, and El Gitanillo; and the cluster in the bottom
right corner containing the four Akchas, and Oulad Ali.  The
link between Semaan Gaby Eid and Khalid Ouled Akcha is an
example of a spanning link41; the link between Rachid Adli
and José Emilio Suárez is an isolate case.  Rafa Zuher has
only two links to the Akcha cluster; if one were missing he
might well not even be considered part of that social
cluster.42

ATTRIBUTES AND AFFILIATION
NETWORKS

Graph theory is an extremely powerful paradigm for
representing social interactions.  Beyond the ability
of a graph to portray, in visually striking terms, fairly

complex relations, graph metrics such as centrality measures
and graph density have been shown to have their duals (in
the mathematical sense) in social theory.  For mono-modal,
dichotomous graphs, computation of graph metrics is
straightforward.  A good illustration is provided in
Hanneman and Riddle,43 which is reproduced in Figure 5.

Table 1:  Key Attributes38
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Figure 5:  Knoke’s information exchange network

Knoke’s graph represents the information flow (the edges in
the graph) among social welfare organizations (vertices in
the graph) in a certain city.  Computing the out-degree for
each vertex we find that 2, 5, and 7 have the greatest out
degree.  One social theory interpretation of this metric is that
these three organizations have the greatest influence.  This
interpretation, as well as the use of this particular metric,
assumes dichotomy as well as homogeneity:  either the link

exists or it does not, and the type of communication is
considered uniform.  No account is made of the frequency of
communication, or the type of communications (request for
assistance, command, informational, etc.).  There is an oft-
repeated joke that the most tightly connected node in a
terrorist network is the pizza shop down the street.

Where the graph ontology can be split into two subsets,
such as actors and events, the graph can be portrayed as a
bipartite graph (see Figure 7).  Formally, we have an
affiliation graph G = (V

a
, V

e
, E), where V

a
, V

e
 are a partition of

the set V and E is a set of ordered pairs <x, y>, and where

 and .

Graph measures such as reachability must then be adjusted
for affiliation graphs.  In a mono-modal network, x is
reachable from y if and only if there is a path from y to x.
Since in this bi-partite graph actors are no longer adjacent,
reachability must now be defined as a path connecting
actors through events.  Other graph metrics similarly require
some collapsing operation that, in effect, derives a
monomodal graph from a bi- or tri-partite graph.

Figure 4:  Madrid Bombing Network
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graph.

Figure 7:  Bipartite Network

The approach used in this article is algorithmically simpler
than attempting to manipulate multimodal graphs.  First,
actors, events, and significant attributes are represented in
an affiliation matrix.  The affiliation matrix has the actors’
names in the row column, and attributes as column headers.
Table 2 depicts the affiliation matrix for Figure 7.

Table 2:  Affiliation Matrix

E1 E2 E3

A1 1 1 0

A2 1 0 0

A3 0 1 0

A4 0 1 1

The sociomatrix is constructed in the following way:  let A be
an affiliation matrix.  The corresponding sociomatrix is
computed employing the following expression:

M=A(AT) (2)

Since the diagonal of M is often non-zero, and thus would
represent self-loops, it is typically zeroed-out.  Thus the
sociomatrix for the affiliation matrix in Table 2 is depicted in
Table 3, while the corresponding sociogram is depicted in
Figure 8.

Table 3:  Sociomatrix

A1 A2 A3 A4

A1 0 1 1 1

A2 1 0 0 0

A3 1 0 0 1

A4 1 0 1 0

Figure 8:  Sociogram

The simple example provided above results in a dichotomous
matrix:  the matrix values are either ‘1’ or ‘0’.  More complex
affiliation matrices will result in a valued graph, where the
non-zero entry will be the result of multiple co-affiliations.
The Madrid Bombing Suma matrix, discussed in the next
section, is an example of such a graph.  The problem is, not
only cannot one leap to the inference of a social relation
based on co-affiliation, but also one cannot conclude that
strength of a social relation is proportional to extent of the
affiliation, or that affiliations are linearly scalable.  One
cannot conclude, just because M

x,y
 > M

x,z
, that, ceteris

paribus, the social bond between x and y is stronger than
that between x and z.  It is for this reason, a weighted linear
combination of affiliations, that equation (2) is modified to
include a diagonal weight matrix W:

M=A(WAT) (3)
where W

i,i
 is assigned a weighting value for affiliation i (i.e.,

A,
i
).

ANALYSIS

The following sections evaluate the performance of a
co-affiliation-based link prediction algorithm on two
datasets:  the 2004 Madrid Train Bombing dataset and

the Noordin Top organization dataset.  In each case, link
prediction accuracy was first conducted with W (see
equation (3)) set to the identity matrix (i.e., weighting each
co-affiliation equally), and then by adjusting W to improve
predictive accuracy.
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MADRID BOMBING – BACKGROUND

On 11 March 2004 four commuter trains were bombed
in Madrid, Spain, resulting in 191 dead and 1,800
injured.  A total of seventy men were arrested in

connection with the bombing.44  Jose A. Rodriguez, of the
Department of Sociology at the University of Barcelona,
conducted an exhaustive search of open source literature for
information on those connected to the Madrid bombings.
The results of this research, together with extensive network
analysis of the data, were published in 2005.  The data sets
were transmitted to Professor Alexander Gutfraind of the
University of Chicago, who kindly provided them for use in
this article.  The datasets consist of five comma separated
value (CSV) files:

• RedConfianza (Trust relations):  Friendship,
Contact, Kinship, Relations at the Telephone
Parlor

• RedAQ (Relations with Al Qaeda):
Coincidence in Relations to Al Qaeda and to
O. Bin Laden

• RedInter (International Relations):  Co-
participation in training camps and/or wars

• RedAtent (Participation in Previous Terrorist
Attacks:  Co-participation in previous terrorist
attacks (September 11, Casablanca)

• Suma (the addition of these four relations)45

Some care (and extensive processing) was necessary in
using these data:  RedConfianza is a valued matrix, an
“aggregation of binding ties and repeated encounters.”46

Thus Suma is also a valued matrix: a linear sum of social links
and affiliation data that tends to emphasize data from
RedConfianza.

MADRID BOMBING DATASET
DESCRIPTION

The dataset consists of 70 actors, and social and
affiliation relations among the actors.  The complete
co-affiliation network is depicted in Figure 9.  Isolated

nodes ({x | k
x
= 0}) have been removed from the graph.  Some

topographic features of note:  the two largest cliques are of
size 11; Jamal Zougam and Mohamed Chaoui are members of
both of these cliques.  This is hardly surprising:  the mean
degree of this network is 6.94 (formula), k

Zougam
 = 29 and

k
Chaoui

= 27 which are also the two maxima for this graph.47

MADRID BOMBING ANALYSIS

One method of analyzing the relationship between co-
affiliation and social links is to calculate the
conditional probabilities

Figure 9:  Madrid Bombing Key Actors
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 (4)

where S a social relation and A
is a co-affiliation

The Madrid Bombing data set is particularly suited to this
analysis; Rodriguez binned his affiliation matrices into the
following categories:

• Al Qaeda co-affiliation

• Co-participation in terrorist training camps or
wars

• Co-participation in previous attacks

• Trust (social relations)

Using equation (4), the conditional probabilities for the
Madrid data set are depicted in Table 4.

Table 4:  Conditional Probabilities

Co-affiliation Conditional Probabilities

Al Qaeda co-affiliation 0.189
Co-participation in terrorist training camps or wars 0.333
Co-participation in previous attacks 0.2

An example of the affiliation-based approach can be seen
from the following example.  Employing equation (3) on the
FOG members alone, the co-affiliation data provided by
Rodriguez, the Field Operational Group (“direct perpetrators
of the terrorist action”), are depicted in Figure 10.  Note that
the Akcha brothers are not linked to the FOG cell.

If we add Abderrahim Zbakh to the set of actors, the link
among the Akcha brothers, Rifaat, Koujma, and the FOG
network becomes apparent (see Figure 11).  As Rodriguez
points out:

A key player in cementing the network is Abderrahim
Zbakh (The “Chemist” #19).  The Chemist links each
of the unconnected members of FOG (Abddenabi
Koujma, Anuar Asri Rifaat, Rachid Oulad and
Mohamed Oulad) with the central structure, through
ties based on friendship and personal contact.  The
FOG action network becomes a connected structure,
with all actors linked (although indirectly).48

LINK PREDICTION

As described above, the Madrid Bombing data set
contains three affiliation matrices, a matrix of social
trust relations, and the sum of these four matrices.

Using the methodology described in section V, links were

Figure 10:  FOG Network

powered by ORA-NetScenes

MetaNetwork
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deleted from the sociogram.  Then equation (3) was used to
predict the missing links.  In the first trial, W (the weight
matrix) was set to the identity matrix. The results are
presented in Table 5.

Table 5:  Madrid Link Prediction Accuracy

Number of Actors 70
Maximum Number of Links49 2,415
Number of Iterations 10,000
Correct Predictions 9,07250

Type 1 Errors 385
Type 2 Errors 543

The results beg the question of whether the performance can
be improved.  Focusing purely on the Type 1 errors (social
links incorrectly predicted), the error rates listed in Table 6
are consistent with the conditional probabilities calculated in
Table 4.

Table 6:  Madrid Type 1 Errors

Al Qaeda co-affiliation 188
Co-participation in terrorist training camps or wars 20
Co-participation in previous attacks 96

Adjusting W in equation (3) to deemphasize Al Qaeda co-
affiliation produces the results in Table 7, which are an
improvement over Table 5.

Table 7:  Madrid Adjusted Link Prediction Accuracy

Number of Actors 70
Maximum Number of Links 2,415
Number of Iterations 10,000
Correct Predictions 9,267
Type 1 Errors 213
Type 2 Errors 520

NOORDIN TOP NETWORK –
BACKGROUND

On 17 September 2009 Noordin Mohammad Top was
killed during a police raid in Central Java.51

Originally a member of Jemaah Islamiyah (JI), he
formed his own organization, Tanzim Qoidatul Jihad, during
2004-2005.  Top and his associates are acknowledged to
have conducted a number of deadly attacks in Indonesia;
among these are the Marriott Hotel bombing in 2003, the

powered by ORA-NetScenes

MetaNetwork

Figure 11:  FOG Network Connected
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Australian Embassy bombing in 2004, and the bombing of
three restaurants in Bali in 2005.52

NOORDIN TOP DATASET DESCRIPTION

The Noordin Top data set was constructed from data
provided by the International Crisis Group’s study of
terrorism in Indonesia, as described in Terrorism in
Indonesia:  Noordin’s Networks.  The data were extracted
by members of the Naval Postgraduate School and posted
by Professor Sean Everton.53  The data set includes the
following affiliation matrices:

• Organizations

• Education

• Classmates

• Communications

• Kinship

• Training

• Business and Finance

• Operations

• Friendship

• Religious

• Soulmates

• Logistics (Place)

• Logistics (Function)

• Meetings

Many of these, like Kinship and Education, are extremely
sparse matrices and were disregarded in constructing the
composite co-affiliation matrix.  The Operations affiliation
matrix, which describes co-affiliation in terrorist attacks,
seemed a natural affiliation matrix for assessing link
prediction:  the objective then would be to determine how
well the co-affiliations predict links in the terror operations.

NOORDIN TOP ANALYSIS

This network was constructed from the operations
affiliation matrix using equation (3).  The results are
depicted in Figure 12.54  The graph metrics indicate

certain key individuals:  Noordin Top, of course, with a
degree centrality of 30, and Azhari Husin, with a degree
centrality of 37.  Until his death in a police shootout in 2005,
Husin was an essential part of the Top network, involved in
both Bali bombings, the two embassy bombings, and the
Bataan bombing.  A Malaysian national, he received degrees
from the University of Adelaide and a doctorate in
engineering at Reading University in the United Kingdom.55

Using equation (4), the conditional probabilities for the Top
data set are depicted in Table 8.

Figure 12:  Top Operations Network
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Table 8:  Top Conditional Probabilities

Co-affiliation Conditional Probabilities
Friendship .146
Business/Finance .461
Communications .080
Organizations .144
Training .186

LINK PREDICTION

The link prediction heuristic was applied against the
Top operations network.  Once again, the conditional
probabilities provide a key to the construction of W.

Summing all affiliations equally (i.e., W is the identity matrix)
results in the following link prediction statistics:

Table 9:  Top Link Prediction Accuracy
Number of Actors 79
Maximum Number of Links 3,081
Number of Iterations 10,000
Correct Predictions 5,577
Type 1 Errors 4,191
Type 2 Errors 232

Adjusting W to reduce the effect of communications
affiliations results in the improved predictive accuracy in
Table 10.

Table 10:  Adjusted Top Link Prediction Accuracy
Number of Actors 79
Maximum Number of Links 3,081
Number of Iterations 10,000
Correct Predictions 7,556
Type 1 Errors 2,005
Type 2 Errors 439

While the prediction accuracy is less than in the Madrid
Bombing example, it is possible that the accuracy could be
improved with additional tuning of the weighting matrix.

Drilling deeper into the specific results, this heuristic
successfully identified the following missing link cases (see
Figure 3):  isolates, cluster membership, and spanning links.
For example, the link between Jaja and Harun, if absent,
would leave Harun an isolate (see Figure 12).  Friendship,
Training, and Communications co-affiliations result in the
algorithm computing a strong likelihood for an operational
relationship.  Salik Firdaus is one of five spanning links
between the cluster consisting of Subur Sugiarto, Jabir,
Misno, and Anif Solchanudin; the link between him and
Baharudin Soleh are predicted by Communications and
Friendship affiliations.  The cluster membership for these
individuals is similarly predicted by co-affiliations.

The large number of Type 1 errors is not unexpected:  there
are a large number of individuals who played a supporting
function to the operations network, and yet played no direct
role in the operations.  Thus, affiliations appear between
them and the operations network, but these do not correctly
predict that they are members of the operations network.
Abdullah Sunata, for example, has a relatively high score for
a direct link to Noordin Top (score<Sunata, Top> = 4), but
was not a direct participant in the operations.  The
International Crisis Group report’s thumbnail description of
Sunata states:

Abdullah Sunata alias Nata alias Arman alias Andri
Head of KOMPAK office in Ambon 2000-2001,
sentenced to seven years in prison in April 2006 for
withholding information about Noordin’s
whereabouts and illegal possession of weapons.
Noordin tried to get him to join forces in 2004 but he
refused.56

This raises an interesting avenue for future research:  to use
the co-affiliations to construct a role-based network diagram
using Davis taxonomy of dark networks:  directional
component, operational component, and the supportive
element.57

CONCLUSIONS

Returning to the research hypothesis, this article has
demonstrated how affiliation properties can be
effective in inferring missing links in dark networks.

Furthermore, it has been shown in both the Noordin Top and
Madrid examples that adjusting the weighting factor W can
improve the predictive accuracy of the heuristic.  While the
error rates appear high, many Type 1 errors (links incorrectly
predicted) can be traced to actors providing a supportive
role to the dark network.  Type 2 errors (links not predicted)
can be traced to missing affiliation data.  This is only to be
expected in dark networks.  As pointed out by Krebs:

In a normal social network, strong ties reveal the
cluster of network players—it is easy to see who is in
the group and who is not.  In a covert network,
because of their low frequency of activation, strong
ties may appear to be weak ties.  The less active the
network, the more difficult it is to discover.58

FURTHER RESEARCH

The success of an attribute/co-affiliation approach with
the two terrorist networks examined leads credence to
a supervised learning algorithm such as the

supervised random walk algorithm,59 support vector
machines,60 or other techniques such as neural networks or
Bayesian classifiers.  Supervised learning typically partitions
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the data set into a training data set and test data; the training
set is used to fix parameters in the model, while the test data
are used to evaluate the accuracy of the model.  The goal of
this research would be to evaluate whether a unique model
has to be constructed for each dark network, or a general
model can be developed that can predict missing links
across a diverse set of dark networks.

Another potential line of inquiry would be to use the co-
affiliation data to sort actors into roles:  directional
component, operational component, and the supportive, as
described in Davis et al.,61 and use this to explore the dark
network configuration for targeting purposes.  The best
target might not, in many circumstances, be a spanning link
or central actor.  There may be cases where disruption of the
dark network is not an immediate goal, such as when a law
enforcement agency needs to collect evidence to support
eventual prosecution.  Furthermore, targeting a supportive
component for compromise is probably more feasible than
attempting to compromise a central actor, and yet it would
provide useful intelligence and some measure of control over
the operational and directional components.62
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Integrating ISR with Small Unit Operations:
An Airman's Perspective

by Maj (USAF) Robert D. Folker, Jr.

Culture, more than rule books, determines how an
organization behaves.

– Warren Buffet
CEO, Berkshire-Hathaway, Inc.

In 1997 Major Mark E. Miller authored a research paper
while he was a student at the Air Command and Staff
College identifying the need to integrate operations and

intelligence to improve the flow of information to the
warfighter.1  He also criticized Joint Publication 2-0, Joint
Doctrine for Intelligence Support, dated 5 May 1995, for
stating that one of the basic principles of intelligence is to
“synchronize intelligence with operations” rather than
emphasize integration.2  Little has changed in joint doctrine
to reflect Maj Miller’s initial critique.  In fact, Joint
Publication 2-0, Joint Intelligence, dated 22 June 2007,
continues to advance the notion that one of the principles of
joint intelligence is to “synchronize intelligence with plans
and operations.” 3  Not much is said about the need to
integrate intelligence and operations.  Promoting
synchronization instead of integration is more than a
semantic difference.  For instance, Miller expressed concern
that the principle of synchronization fosters a culture in
which operations and intelligence functions are separate and
occur independently,4 whereas a culture focused on
integrating the two disciplines would encourage teamwork.5

In contrast, U.S. Air Force doctrine has put more emphasis
than joint doctrine on the need for integration between
intelligence and operations, rather than just synchronization.
Air Force Doctrine Document (AFDD) 2-0, Global
Integrated Intelligence, Surveillance, & Reconnaissance
(ISR) Operations, dated 6 January 2012, discusses the
“move from the segregation of operations and intelligence to
integration of operations and intelligence.”6  Moreover,
AFDD 2-0 states, “[G]lobal integrated ISR operations and
the Joint Operations Planning Process (JOPP) need to be
integrated to meet the timeliness and accuracy requirements
of airpower and joint operations.”7  In spite of this additional
emphasis on integration, the majority of the integration
discussion in AFDD 2-0  is centered on the need to integrate
the full range of  ISR “capabilities [to] include integration of

cross-domain collection activities utilizing the full-spectrum
of sensors (signals intelligence, radar, electro-optical, infra-
red, human, ground, etc); integrated processing and
exploitation and analysis and production activities in Air
Operation Centers (AOCs), Air Force Distributed Common
Ground System (DCGS), and national production centers;
and integrated intelligence products disseminated to tactical,
operational and strategic users.”8  Thus, AFDD 2-0 is more
focused on integrating all the internal ISR activities into a
coherent whole rather than integrating ISR with operations.
Although AFDD 2-0 expands and improves upon JP 2-0 with
regard to the integration of ISR, it still falls short of Maj
Miller’s desire to fully integrate ISR and operations, as
evidenced by his statement that the “profession of arms is a
serious business that cannot afford to tolerate anything less
than total unity of effort in matters directly affecting its
operations.”9

A HOUSE DIVIDED

In an article titled “A House Divided:  The Indivisibility of
Intelligence, Surveillance, and Reconnaissance,”
published in the Summer 2008 edition of the Air & Space

Power Journal, Lieutenant General (USAF) David A.
Deptula and Major (USAF) R. Greg Brown addressed the
lack of internal integration within the ISR community and
declared that “ISR is indivisible.”10  With this declaration
they properly made the argument that the desired ISR effects
could only be assured if the separate planning and direction,
collection, processing and exploitation, analysis and
production, and dissemination and integration (PCPAD)
functions were properly integrated.11  Further, they explained
why the then-Chief of Staff of the Air Force, General T.
Michael Moseley, established the new Air Staff A2, and
elevated the position to a Deputy Chief of Staff (DCS)
responsible for ISR as an Air Force-wide enterprise to
integrate all PCPAD functions.12  [Editor’s Note:  Lt Gen
Deptula, now retired, is a distinguished member of the NMIA
Board of Directors.]

Although the consolidation of ISR under a DCS arguably
improved the programming and acquisition of sensors, it has
not yet had the intended effect of integrating the PCPAD
functions to transform the ISR culture and fully integrate ISR
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with operations to meet the global, cross-domain needs of
the next era across the entire spectrum of conflict.  Currently,
PCPAD functions are split among different entities outside
of a single command violating one of the principles of war—
unity.  If one hopes to provide better ISR support to small
unit operations, then the culture of ISR indivisibility must
take root to facilitate the integration of ISR with operations
at both the operational and tactical levels.

A DISTINCTION WITHOUT A DIFFERENCE

To quote from “A House Divided” again, “The Air
Force spent most of the last century perfecting
precision—the technology, tactics, techniques, and

procedures necessary to put iron accurately on any target,
anywhere.  In the information age, operations have to do
with effects.  The 1990s evidenced this evolution in a clear
elucidation of the kill chain—find, fix, track, target, engage,
and assess.  At least two-thirds of kill-chain operations are
ISR; increasingly, the target and engage steps are non-
kinetic.  Knowledge comes before power, and our
asymmetric ISR capabilities are able to achieve effects all on
their own.”13  In this statement from their article, Deptula and
Brown do not argue that ISR and operations should be
integrated; rather, they argue that ISR is operations—they
are the same.14

ISR FOR AND FROM AIRCREWS

For much of the last 12 years of military operations in
both Afghanistan and Iraq, the air component has
played a supporting role to ground forces in combat,

and airborne ISR has made up a large portion of that
support.  As a consequence, when discussing ISR
integration with small unit operations, the assumption is
often that the small unit is a ground team.  However, as major
combat operations have ceased in Iraq and as U.S. military
forces begin to withdraw from Afghanistan, the U.S. is
preparing for the possibility of future conflicts with different
adversaries in different parts of the world.  Furthermore, the
air component may play a primary role as the supported unit
in some future military operations, require support from
ground and maritime components, generate a majority of
priority intelligence requirements, and conduct ISR
operations to meet those requirements.  Thus, the USAF
intelligence officer, who has become skilled in synchronizing
ISR with ground forces during irregular warfare,15 must be
able to integrate ISR with airmen to include the tactical
mission planning and execution expected in future conflicts.
Additionally, since more military aircraft have increasingly
technologically advanced organic sensors to facilitate their
primary mission, more sensor-derived intelligence can be
shared with other units and integrated into the overall
operation.  Hence, the intelligence officer must not only
provide intelligence for airmen; he must better derive

intelligence from them and integrate it into the overall ISR
operation.  Additionally, all airmen, specifically aircrews,
must better understand their role as collector and how they
contribute to the overall ISR effort.

To accomplish this effectively, USAF intelligence officers
and other operators should team to understand, integrate,
and leverage all ISR-related PCPAD functions.  For instance,
USAF intelligence officers assigned to tactical flying
squadrons can be, in effect, a distributed partner of DCGS,
an Air Operations Center (AOC), and/or a national
intelligence agency who process, exploit, analyze, produce,
disseminate, and integrate the information collected by
aircrews primarily tasked to conduct kinetic missions.
Likewise, intelligence officers at DCGS, an AOC, or a
national agency cannot ignore the ISR capabilities inherent
at the tactical flying units.  They must not only understand
the intelligence requirements of the tactical aircrews,
operational planners, and strategic leaders, but they must
understand the ISR capabilities and limitations at the flying
squadrons to properly fuse and integrate unit-level
collection with the overall ISR operation.

CRACKS IN THE CULTURAL FOUNDATION

Although better integrating those which are typically
concerned with conducting kinetic missions into ISR
operations may bring its own cultural challenges,

stating that USAF intelligence officers must be familiar with
and actively participate in global integrated ISR operations
may sound obvious and create questions about why
problems exist in this area.  Consequently, some explanation
of the history of how the USAF developed intelligence
officers and created a culture that impeded ISR integration
may be in order.  In his research paper, Maj Miller also
identified a cultural divide that hindered, if not prevented,
the integration of ISR and operations.  When Maj Miller
wrote his paper, the USAF categorized its intelligence
officers into two distinct Air Force Specialty Codes (AFSC),
14NXA, Intelligence Operations Officer, and 14NXB,
Intelligence Applications Officer.16  The 14NXA track
emphasized national and theater intelligence systems and
activities.17  The 14NXB track emphasized analysis,
production, targeting, and dissemination skills at the unit
level.18  Since the 14NXA would often not understand the
intelligence needs of the tactical user and the 14NXB would
often not be able to fully exploit the available intelligence,
Miller believed “the vast difference between the two primary
intelligence career fields [laid] the foundation for future
problems.”19  He identified that separate intelligence officer
tracks created a divisive culture and consequently there was
a distinct lack of integration between the two.20
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Accordingly, one of the solutions proposed by Maj Miller
was to change the ISR culture by reducing the gap in
training between the 14NXA and 14NXB.21  Fortunately,
since the publication of his paper, the USAF has merged the
two tracks, and all intelligence officers hold the same 14N
AFSC.  Nevertheless, cultural divides remain from the
previous split of the 14N AFSC.  Furthermore, while the
merger provides a common educational and training
foundation for all Air Force intelligence officers, there are
still gaps in experience and advanced training as intelligence
officers pursue their professional development.  Further
efforts which promote integration of threat analysis,
targeting, and collection management skills for all 14Ns are
needed to achieve the effects attainable only through global
integrated ISR operations.

A LOGICAL BUT MISGUIDED APPROACH

The complicated PCPAD acronym illustrates that ISR is
a complex endeavor.  In an effort to simplify the
complexity, the Air Force has broken out the separate

functions of PCPAD into separate organizations and trains
personnel in discrete tasks.  As an example at the operational
level of warfare, the planning and direction function for ISR
operations is largely accomplished within the ISR Division
(ISRD) of the AOC.22  Collection is accomplished by the
various crews assigned to a specific theater platform.23

Processing and exploitation, analysis and production, and
dissemination and integration functions (the “PAD” within
PCPAD) are conducted in an even more sophisticated
manner.  The Air Force DCGS conducts most of the
processing, exploitation, and dissemination functions for
airborne imagery and signals intelligence.24  Although the
DCGS Analysis and Reporting Teams (DART) within DCGS
also conduct some analysis and production functions,25

much of the analysis and production is accomplished by
centers of excellence in many of the theater Joint Intelligence
Operations Centers (JIOCs) and national intelligence
agencies.26  The Analysis, Correlation, and Fusion (ACF)
team within the ISRD also performs analysis and production
functions for the Joint Force Air Component Commander
(JFACC).27

Conceptually, the enlisted intelligence
personnel are analogous to the carpenters,
electricians, and bricklayers while the
intelligence officer is the architect.

As a result of this division of effort in the conduct of
PCPAD, the Air Force trains its enlisted intelligence
personnel in discrete tasks to provide expertise in depth
within these separate functions.28  For instance, there are

several different AFSCs for enlisted intelligence personnel;
most are trained in a specific specialty and mainly perform
collection, exploitation, analysis, and dissemination
functions within a specific intelligence discipline.  In
contrast, and as indicated by the single 14N AFSC, USAF
intelligence officers are expected to have a broad
understanding of all intelligence disciplines and the
associated PCPAD functions, and to better integrate ISR
operations with kinetic and other non-kinetic operations,
providing the desired effect.  Conceptually, the enlisted
intelligence personnel are analogous to the carpenters,
electricians, and bricklayers while the intelligence officer is
the architect.  Unfortunately, most 14Ns are still largely
trained to accomplish analysis, targeting, collection
management, or collection functions to support a particular
platform at their current assignment29 and do not get the
breadth of experience required to lead global integrated ISR
operations until very late in their careers, if at all.

Previously, the USAF Weapons School30 may have
aggravated the 14N cultural divide by running two separate
tracks to graduate Intelligence Weapons Officers.31   The
Intelligence Weapons Instructor Course (WIC), similar to the
previous 14NXB AFSC, provided graduates with core skills
in mission planning, threat analysis, targeting and training of
assigned intelligence professionals to support airborne
platforms at the unit level.32  In 2003 the USAF Weapons
School established an Intelligence Sensor WIC, which
emphasized producing graduates skilled in training
intelligence personnel at airborne reconnaissance, DCGS,
and national intelligence units on platform/sensor
capabilities, similar to the previous 14NXA AFSC, and,
arguably, continued to foster the culture of division between
collectors and analysts.33  While this was a logical approach
to training, provided some overlap and an equitable division
of labor, and limited the complexity of tasks to train, it kept
alive the historical internal division within the ISR
community and frustrated efforts to better integrate ISR and
operations.  This approach also kept its graduates focused
on developing platform expertise at the expense of a
comprehensive understanding across the entire spectrum of
ISR operations.  This was inconsistent with the vision
articulated by the former DCS for ISR, Lt Gen Deptula, the
current DCS for ISR, Lt Gen James, and repeated in AFDD 2-
0, which states, “Our focus needs to be not on platforms but
on providing optimal, maximized and seamless ISR
capabilities, and that is where we are headed in our Air
Force.”34  The segregated, platform-centric approach to
training slowed the transformation needed to lessen the
cultural divide Maj Miller identified, hindered efforts to
integrate ISR with operations, and, at times, reduced
operator situational awareness and lethality.
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FORCING INTEGRATION AT THE
OPERATIONAL LEVEL

Recent developments in operational reconnaissance
(ops recce) provide examples of how ISR operations
can and should be integrated with kinetic operations.

In direct response to a Secretary of the Air Force (SECAF)
initiative and Combat-Numbered Air Force (C-NAF)
requirements, the Ops Recce Mission Area Working Group
(MAWG) convened during the 2013 Weapons and Tactics
Conference (WEPTAC).35  The Ops Recce MAWG was
asked to improve the ISR derived from aircrews primarily
assigned to conduct kinetic operations, and thereby
enhance the JFACC’s situational awareness and lethality.
Previous attempts to better meet the JFACC’s intelligence
requirements were pursued through non-traditional ISR
(NTISR).  However, due to a fundamental lack of integration
between ISR operations and small flying units conducting
kinetic operations, most NTISR efforts did not produce the
results expected.  For example, NTISR was “tasked” on a
non-interference basis and was often in pursuit of priority
intelligence requirements (PIRs) that may have originated
from the supported Joint Force Land Component
Commander (JFLCC) but were disconnected from the
JFACC’s objectives and requirements.  Since NTISR tasks
were disconnected from JFACC requirements, prioritized as
non-interference, many aircrews may have viewed them as
unnecessary distractions and discounted the NTISR effort.

In spite of the lack of consistent results from previous
NTISR efforts, the initial response to the charge given to the
Ops Recce MAWG by many was that this should be the role
of the ISRD within the AOC.  However, the organizational
divisions within the AOC contribute to the lack of ISR and
operations integration.  For example, the strategy, planning,
and execution functions for most air operations are
conducted in the respective AOC division:  Strategy
Division (SRD), Combat Plans Division (CPD), and Combat
Operations Division (COD).  However, the strategy,
planning, and execution functions for ISR operations are
accomplished in the ISR Division (ISRD)—separate from
other operations.36  Doctrinally, ISR liaison officers are
matrixed into these other divisions to facilitate ISR
integration with operations; however, many individual
experiences have shown that often the ISRD in many AOCs
is not manned sufficiently to provide the numbers of ISR
liaisons needed.  Furthermore, many ISR liaisons lack the
training and experience required to be effective in that role.37

Since ISR operations are driven by the Joint Prioritized
Collection List (JPCL), the JFACC’s requirements are often
not serviced by the limited number of airborne ISR assets
available.38  Although some may argue the lack of ISR
collection tasked to service the JFACC’s requests is an
expected consequence of being a supporting commander in
an unconventional conflict, the limited collection available to

the JFACC via traditional ISR platforms is expected to
decrease during a contested, degraded, operationally-limited
(CDO) environment, as sensor access to the battlespace is
restricted by the adversary.  In response to the poor NTISR
track record of the past and the stated facts and
assumptions above, the Ops Recce MAWG made several
proposals.

First, the MAWG defined “ops recce” as a tactic to
deliberately leverage sensor capabilities on aircraft to
increase battlespace awareness and lethality beyond those
for which the sensors were originally intended.39  This allows
the JFACC to task a strike platform intentionally to use its
organic sensors to collect on a target, not in place of, but in
addition to, the normal target against which the traditional
force application mission would be applied.  The distinction
from the legacy tactical reconnaissance (tac recce) mission is
that the weapon system retains its primary force application
mission and the reconnaissance sensors being used by the
weapon system are the same sensors on which the aircrew is
trained to support the force application mission.40

Ops recce differs from NTISR in that the Ops Recce MAWG
proposed a deliberate tasking technique that leverages the
existing processes within the Combat Plans Division (CPD)
of an AOC to task strike platforms to conduct kinetic and
non-kinetic missions by expanding the definition of
“targets” to include ops recce collection.41  Furthermore, the
expanded definition of “targets” integrates ops recce targets
with other traditional targets that strike platforms will likely
be tasked with during the same mission; it also enables an
integrated prioritization that will allow deconfliction and
enable ops recce missions to grow beyond a “non-
interference” mission.42  This integration of ISR with kinetic
and other non-kinetic targets on a single prioritized list is a
key distinction between ops recce and NTISR and promises
to deliver success where NTISR had fell short.  Since ops
recce targets are likely to overlap with ISR requirements,
robust coordination with the ISRD is required to prevent
unintended duplicate collection and provide the necessary
information to enable ops recce mission planning and
execution.43  Differences between doctrine and reality and
from AOC to AOC are great.  In spite of those variances, the
following procedures can be adopted and executed in any
theater AOC that desires to deliberately task ops recce
missions.  The specific procedures are less important to the
success of this effort than the expected change in culture
that will drive the long-awaited integration of ISR with
operations.

PROPOSED OPS RECCE PROCEDURES

Notwithstanding the expected change in culture
resulting from the Ops Recce MAWG’s
recommendations, the specific, proposed ops recce
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procedures are important and are detailed in this and the
following paragraphs.  Within the AOC the SRD should:  (1)
incorporate ops recce missions into the overall ISR strategy
via the Joint Air Operations Plan (JAOP); (2) identify critical
gaps, set the acceptable level of risk (ALR) for ops recce
missions, and publish this guidance in the Air Operations
Directive (AOD).44

Within the CPD the Targeting Effects Team (TET) should:
(1) develop ops recce targets based on the JFACC’s
component prioritized collection list (CPCL), which should
include JFACC PIRs and anticipated battle damage
assessments (BDAs); ( 2) develop a prioritized,
comprehensive target nomination list (TNL), which should
include kinetic, non-kinetic, collection, and ops recce targets.
This all-inclusive, integrated, prioritized “target” list is
essential to enabling tasking, planning, and execution for
units capable of conducting multiple missions on the same
sortie.  It should also be noted that these targets are
developed from the JFACC’s CPCL (instead of the JPCL),
and thus remain tied directly to JFACC requirements.45

Within the CPD the Master Air Attack Planning (MAAP)
Team should:  (1) coordinate with all platform liaison officers
(LNOs) during the MAAP process to identify targets on the
TNL that each mission design series (MDS) can service to
include ops recce targets.  For instance, kinetic targets may
require strike platforms conducting follow-on missions in
order to conduct ops recce missions of earlier kinetic targets
to aid BDA efforts; (2) package platforms/sensors, identify
mission leads, and identify ISR coordinators (as required) to
best achieve the desired effects (which includes achieving
the JFACC PIRs through the conduct of ops recce
missions); (3) produce the daily synchronization matrix in
coordination with the ISRD; (4) identify mission and mission
leads in the ATO; (5) issue ops recce instructions in the
Special Instructions (SPINs) section to complement the
ATO; (6) develop the MAAP script and coordinate with the
ISRD to identify essential elements of information (EEIs);
specific collection parameters; and PAD assignments; (7)
coordinate with the ISRD to deconflict ops recce targets
from the JPCL to prevent duplicate tasking; (8) coordinate
with the Operations Assessment Team (OAT) in the SRD to
synchronize ops recce results with the Operational
Assessment (OA) plan.46

The ISR Ops Team within the ISRD should:  (1) place EEIs,
collection details, and PAD assignments for ops recce
mission in the Reconnaissance, Surveillance, and Targeting
Acquisition (RSTA) Annex; (2) identify opportunities to
integrate ops recce missions with traditional ISR missions,
issue Mission Type Orders (MTO) to the ISR units, and
provide Direct Liaison Authority (DIRLAUTH) to enable
strike and ISR units to integrate during mission planning,
execution, and assessment.47

The unit tasked with an ops recce mission should:  (1)
convene a mission planning cell (MPC) for each package; (2)
break out the synch matrix, ATO, RSTA Annex, and related
MTO (as applicable); (3) draft a mission coordination card to
capture contracts and integrate platform/sensors to achieve
desired effects; (4) execute the assigned mission(s); (5)
ensure completion of the ISR line in the MISREP and forward
the MISREP and associated raw sensor data in accordance
with theater intelligence reporting directives and other
instructions.48  Additionally, first-phase analysis from
squadron intelligence should be expected to accompany the
reporting.

PROPOSED UNIT-LEVEL
RESPONSIBILITIES

The proposed Ops Recce Dissemination and
Integration technique leverages existing connectivity
and processes with a few modifications.  For example,

if a target is serviced, squadron intelligence personnel will
debrief the aircrew, write a MISREP, and submit the
associated weapons systems video (WSV), as available,
through intelligence channels to the AOC.  However, the
current process often fails to provide the AOC planners
timely feedback regarding the target status with enough
fidelity to determine whether target re-strike is warranted.
Lessons learned from previous conflicts have highlighted
the lack of a deliberate PAD capability at the unit level.  The
current process requires AOC planners to actively search
(pull data from) MISREPs to determine what targets have
been serviced, vice having relevant information pushed to
them.  Thus, the following procedural changes are
recommended at the unit level:  (1) add an “OPS RECCE” line
in the MISREP; (2) upon completion of an ops recce mission,
the results will be included in the “OPS RECCE” line to
answer the following for each mission:  (a)Was the sensor(s)
employed within the specified parameters?  (b) What were
the results of the collection?  (c) Were the EEIs satisfied?49

Unless otherwise directed, MISREPs with a completed “OPS
RECCE” line and the associated raw sensor data will be
forwarded to the appropriate PAD organization, some or
much of which, depending on the complexity and skills
required, could be performed at the assigned tactical flying
squadron.  As an example, for an ops recce mission
conducted with a targeting pod (TGP), the associated
MISREP, WSV, and first-phase analysis from squadron
intelligence may be forwarded to the Imagery Support
Element (ISE) at the AOC for further fusion and analysis.
Since the intent of the ops recce mission is to increase the
JFACC’s battlespace awareness and lethality with organic
assets, the Air Force should reevaluate the decision to
centralize PAD and consider leveraging a network of
distributed organizations to ensure timeliness.  For example,
if a large number of ops recce targets support a battle
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damage assessment (BDA) effort, instead of tasking the Air
Force Targeting Center (AFTC) to conduct all BDA, one
could task flying squadrons, different elements in the AOC,
and the AFTC to conduct BDA based on the expected
complexity of the problem.50  The BDA results could be
disseminated via in-flight reports, chat, MISREPs, message
traffic, or annotated imagery, depending on the requirement
and the risk the JFACC is willing to accept for each target.

To ensure success, a cultural change in
accepting the indivisibility of ISR and the
inherent responsibilities of the intelligence
officer will be essential.

Regardless of the means of dissemination, the results of the
ops recce missions will be reported to the MAAP Team, the
tasking authority for ops recce missions, to maintain
integration and accountability.  The sensor-derived data will
be stored locally in accordance with new standards to tag,
format, catalogue, and index to make the relevant information
easily discoverable.  The initial set-up and standardization of
“combat media libraries” at the flying squadrons will
facilitate information sharing and integration with
intelligence databases by providing the foundation for
future material solutions.51  In addition, the intelligence
flights within the flying squadrons and associated wings will
become distributed partners of the DCGS, AOC, and national
agencies, which will require the assigned intelligence officers
to be knowledgeable of all PCPAD functions and proficient
in several new ISR skills.  These changes are expected to
dramatically increase the ISR provided for and derived from
aircrews.  To ensure success, a cultural change in accepting
the indivisibility of ISR and the inherent responsibilities of
the intelligence officer will be essential.

LEADING AN ISR OPERATOR CULTURE

More important than restructuring bureaucracies or
creating new procedures is creating a culture that
promotes the indivisibility of ISR, recognizes that

ISR is operations, and integrates ISR with other operations
by encouraging a unified approach to achieve the desired
effects.52  The current approach of providing platform-
specific training is not sufficient to prepare intelligence
officers or aircrews for global integrated ISR operations.
Therefore, a first step toward this end is to reduce the
remaining internal ISR divisions by building an ISR operator
from the available pool of officers in the intelligence,
reconnaissance, and other operations-related AFSCs.  To
effectively lead USAF ISR operations its intelligence officers
must be educated and trained in all PCPAD functions from
the national to the unit level and at all levels of war.  This

culture change can occur through comprehensive, advanced
ISR training that will prepare one to meet the expanding roles
and responsibilities of an ISR operator.  If this change is not
led by intelligence officers, then they will assume a
supporting role in ISR operations to operators from outside
the 14N AFSC who recognize the increasing need for value-
added ISR in any future conflict.

Effective investment in global integrated ISR operations
must focus on closing the gaps in knowledge which exist
among the tactical, operational, and strategic/national-level
organizations.  Continued reliance on platform-based
training to prepare one for limited tasks at his/her next
assignment is shortsighted.  Failure to change the culture
and integrate ISR functions by creating an ISR operator well-
versed in all PCPAD functions from across several different
weapons systems will result in intelligence officers
unprepared to lead within their own mission area and unable
to integrate ISR with other operations.  Instead, intelligence
officers must lead the effort to develop a broader strategy to
prepare the USAF to produce the effects expected of global
integrated ISR operations.  This strategy must ensure all
intelligence officers develop the full breadth of their analytic,
threat, targeting, and collection management skills required
to lead all facets of ISR operations.  Emphasizing the
intelligence officer’s role in ISR operations will enable the
culture change needed to improve integration between ISR
operations, kinetic operations, and other non-kinetic
operations.  However, the transformation cannot be in
terminology alone; integration will only occur if one is
trained and equipped to manage an effective arsenal of the
USAF’s robust ISR and PCPAD capabilities.

Fortunately, IWIC and ISWIC have drawn increasingly
closer in the last three years at the USAF Weapons School,
and now share much of the same academics and missions.
In fact, by the time the IWIC and ISWIC students graduate,
there is little difference between the two.  A single ISR WIC
will produce the intelligence officers needed to lead ISR
operations, make the declaration of ISR indivisibility ring
true, lead the transformation of culture, and enable the full
integration of ISR operations, kinetic operations, and non-
kinetic operations.
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Colonel General Ludwig Beck:
Conspirator

by Dr. Kenneth J. Campbell

INTRODUCTION

This article seeks to delineate the career and betrayal of
Hitler by Colonel General Ludwig Beck, both a soldier
and an intelligence leader.  Hopefully, it will aid U.S.

intelligence officers in assessing more accurately when
foreign military or intelligence leaders are conflicted to the
extent that they revolt, either by resignation or, in General
Beck’s case, by an attempt to remove the political leader.
The first part of this article will cover Beck’s early life and
elevation to the position of Chief of the German General
Staff, where he showed considerable competence.  The
second part seeks to show Beck’s frustration with Hitler and
his regime.  The third part explains Beck’s career as a
conspirator, someone seeking to destroy Hitler, very much in
the tradition of intelligence officers who sometimes try to
overthrow a government.

THE DEVELOPMENT OF A GENERAL
STAFF OFFICER

On 29 June 1880, Ludwig August Theodor Beck was
born in the Prussian town of Biebrich in the
Rheinland Palatinate, which Prussia had seized in

1851.  This was part of the Prussian province of Hessen-
Nassau.  His mother was Bertha; his father, Ludwig, had
studied in Heidelberg and at the Royal School of Mines in
London, an experience which gave him an abiding interest in
English literature and culture.  Afterward, Ludwig founded
the firm of L. Beck and Co., where he placed an old blast
furnace on a modern footing.  The father was not simply an
engineer, but wrote a 4-volume work, the Geschichte des
Eisens (The History of Iron), which brought him academic
recognition.  In 1910 he received the honorary degree of
“Doctor of Engineering honoris causa” from the
Technischen Hochschule in Aachen.

Biebrich was a provincial town with an industrial base,
entirely different from the typically agrarian towns of the
Junkers.  The men in Biebrich had fought in the wars against
both Austria (1866) and France (1871-72).

The Beck family was immersed in music and literature, a
distinct advantage for a child growing up in such a home.
The mother played the klavier and young Ludwig played the
violin.  His parents gave him both an intellectual curiosity
and a strong ethical background which he maintained during
all his years in the military.  One photo of the family shows
young Ludwig, in contrast to his brothers, as a determined,
almost defiant, youngster.  Ludwig received a classical
education at the Humantischen Gymnasium in Wiesbaden,
certainly not the norm for recruits in the Prussian Army,
finishing the Abitur1 in March 1898.  We know little about
Ludwig’s youth.  After receiving the Abitur, he joined the
15th Prussian Field Artillery Regiment at age 19.  It was here,
as well as in his home, that his character was formed—that
of a Prussian.  After only one year in the Army, he was
promoted to Leutnant (Lieutenant).  Two years later he was
sent to the United Artillery and Engineer School at Berlin-
Charlottenburg, where he strived to become a highly
qualified artillery officer; this time his performance was
excellent.

Each year 160 officers were selected for the prestigious
Kriegsakademie from a pool of approximately 1,000 who had
applied for the 3-year program, an educational experience to
which Beck was admitted in 1908.  The most capable
graduates were placed in a 3-year probationary status and
those who showed promise entered the Gross Generalstab
(Great General Staff).  At the Kriegsakadamie Beck made
friends with men who would later achieve high positions in
the German Army, such as Werner Freiherr von Fritsch, who
became Commander-in-Chief of the Army; Fedor von Bock,
who became a Feldmarschall (Field Marshall); and other
friends who achieved the rank of Generaloberst.2  Beck
graduated from the Academy in 1912.  After a very
successful role in helping to plan the defenses on the
Western Front facing France, Beck entered the General Staff
in 1913 after only one year instead of the usual three and
was promoted to Captain.  He now belonged to the elite
Preussisch-Deutschen Officer Corps.  His intellectual
curiosity and quest for education had by this time had
become a lifelong effort.
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Having been promoted to the General Staff, Ludwig Beck
could then begin thinking about a wife and family.  In 1916
he married Amalie Pagenstecher, which was a wartime
marriage, but suffered an emotional catastrophe when
Amalie died in November 1917, leaving him along with their
newly born daughter Gertrud.  He suffered silently and never
again married.  In later years when, as Chief of the General
Staff, he entertained guests, his daughter was of
considerable help.  One poignant photo from later years
shows Beck and his daughter, accompanied by two young
officers, probably bodyguards, riding horses through the
forest.

During World War I Beck served as a General Staff officer
with several divisions, including one sent into the bloody
slaughter at the Battle of Verdun.  He advanced from Staff
Officer at division level to that of corps, then the Army, and
finally to the Heeresgruppe (Army Group).  At the Army
Group level he made friends with the Kronprinz (Crown
Prince).  He was entrusted in July 1918, though only a Major,
by the Kronprinz and Chief of the General Staff to go to the
headquarters of Prussian General Erich Ludendorff and
secretly try to assess the general’s physical and mental state
after the recent failures of his offensives. Beck noted the
burden these defeats had on Ludendorff.

The worldwide economic depression of 1929
hurt the Weimar Republic, a disaster which
most economists at the time did not
understand would enable Hitler to come to
power in 1933.  Hitler created prosperity
through a war economy.

At the end of the war Beck favored the maintenance of the
monarchy, but he also knew that the war was lost, which
endangered the Kaiser’s position.  In November 1918 he
wrote a letter in which he stressed that the role of military
officers is not to undermine political leaders but to embody
the state, a Prussian concept.3  This was his statement of the
relationship of the military and political, a theme which
characterized his political thought for the rest of his life and
a constant that grew out of the failure of the military to
preserve Germany’s monarchy at the end of World War I.
Beck went back to the General Staff on January 5, 1919, and
was promoted to Oberstleutnent  (Lieutenant Colonel).  On
October 1, 1922, he was named Chief of Staff of the 4th

Division in Dresden, where he knew Captain (later Major
General) Hans Oster.  [Editor’s Note:  See article by Dr.
Campbell on this officer in an earlier issue of AIJ.]  On Beck’s
staff were Major (later Field Marshal) Erwin von Witzleben;
Major (later General of the Communications Troops) Erich
Fellgiebel; and Captain (later General) G. Friedrich Olbricht.

All of these men would eventually become members of the
Resistance which sought to overthrow Hitler.  Their
influence on Beck during this period, though an interesting
question, is not known.

Beck left Dresden, was promoted to Oberst (Colonel) in 1929,
and was placed in command of the 5th Artillery Regiment in
Stuttgart on October 1, 1929, where his career almost came to
an end.  Three of his young officers were caught having
contacts to the Nazi Party.  In the Prussian tradition Beck
wanted to handle the situation within the Army, whereas
some of the political leaders, probably seeking public favor,
had the perpetrators arrested.  Beck went to the court where
he asked the judge to permit him to handle the matter, given
the fact that one of the officers had given his word not to
contact the Nazi Party again.  Beck won, but Reichsminister
Wilhelm Groener consequently wanted to remove Colonel
Beck from the Army due to his defense of the young men,
describing Beck as either a Nazi or a Party sympathizer.  Beck
was saved by General Kurt Freiherr von Hammerstein-
Equord, Chief of the Truppenamt, and General Kurt von
Scheicher, later Chancellor, both of whom were with Beck at
the Kriegsakadamie.  In the 1930s Colonel Beck did speak
favorably of the Nazi Party due to his hope that Hitler would
restore the German armed forces if he became Chancellor.4

During the Weimar Republic (l919-33), Germany suffered
many setbacks.  For example, the Kapp-Luettwitz Putsch
occurred in 1920.  A terrible inflation in 1923 wiped out the
savings of the middle class, accompanied by the Hitler-
Ludendorff Putsch of the same year along with a rebellion in
the Ruhr.  The worldwide economic depression of 1929 hurt
the Weimar Republic, a disaster which most economists at
the time did not understand would enable Hitler to come to
power in 1933.  Hitler created prosperity through a war
economy.

Beck was promoted in February 1931 to Generalmajor and to
Generalleutnant in December 1932.  Having been promoted
to General, Beck was named Chief of the General Staff on
October 1, 1933, which enabled him to make changes in
military policy and leadership.  Beck had seen the failures of
the Weimar Republic, hoping that the Nazis would achieve
the Prussian ideal of the military and political working
together.  This was something that Hitler would reject, since
he worked to concentrate all power in himself.  Having
achieved power, Hitler spoke to the generals and assured
them that he supported the Prussian concept of two pillars—
that of the political and military working together in decision-
making—but this was another of his deceptions.  In most
nations the political leader is dominant, the military serving
him.  General Beck was delighted that Hitler accepted the
Prussian concept and was willing to work with the military to
build a force which would meet the demands of modern war.
On the whole, the German people and the military could not
know that Hitler would terrorize his opponents within
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Germany and lead the country to defeat in a world war,
essentially by destroying the German Army in the Soviet
Union.

A major theme of the Nazi Party was racism, which the
brilliant General (later Field Marshall) Erich von Manstein,
Beck’s Ueberquartiermeister5 on his staff, wrote an
extensive document in which he criticized the Aryanism of
the Nazi Party, specifically its demands that Jews be
removed from the military.6  After President Paul von
Hindenburg’s death on August 2, 1934, Hitler required the
armed forces to swear an oath to himself, thus becoming
Commander of the Reichswehr.

Beck wanted German dominance in the
affairs of Central Europe, a modest
objective, in contrast to Hitler’s insane
desire to conquer the world with limited
natural resources and population.

In terms of strategy, Beck, as Chief of the General Staff, said
that Germany should be able to conduct a two-front war,
possibly with Czechslovakia and France, the French
government seeking to protect the new East European states
as a means of preventing Germany from moving eastward.7

Beck wanted German dominance in the affairs of Central
Europe, a modest objective, in contrast to Hitler’s insane
desire to conquer the world with limited natural resources
and population.  Beck, displaying the aggressiveness of his
Prussian background, wanted to attack Czechoslovakia as a
first step in gaining great power status in Central Europe.
His subordinate, General von Manstein, worked out the
details of a plan to invade Czechoslovkia, which Beck,
changing his mind in 1938, rejected, because he was then not
willing to set Europe on fire in another terrible conflict in
order to achieve his goals.8  It is amazing that General Beck
would fear the reactions of the naïve leadership in Great
Britain, shown most clearly in Neville Chamberlain, and
France during this period.

Administrative Details

In his speech to the Kriegsakadamie on October 15, 1935,
Beck said that General Staff officers must be in contact with
their counterparts on the front lines rather than being
immersed in the theory of war, a Prussian concept which
more specifically stated that “there had to be constant
supervision of performance at lower levels…”9  In five years
the German Army grew from 100,000 men to roughly three
million10 in 1938, increasing the need for more General Staff
graduates, which Beck met by decreasing the requirements

for graduation at the Kriegsakademie from three years to
two, a measure that met with considerable criticism from its
graduates.

Beck and the SA (Sturm Abteilung)

Ernst Roehm, leader of the SA, had over 300,000 men in his
organization,11 offering a possible means for Roehm to seize
power.  This developed into an Army parallel to the
Wehrmacht.  The size of the SA persuaded its leader that the
SA should have a role in developing military policy, a
concept which General Beck resisted since he held to the
Prussian ideal that the Army alone was the defender of the
state.  Beck persuaded Hitler to assert on February 28, 1934,
that the Army had primacy over the SA, a move that enraged
the SA leadership and inspired Roehm to refer to Hitler as
that “ridiculous corporal,” a statement that got back to
Hitler.12  There were stories, perhaps false, that Roehm was
planning a coup, which Hitler handled by killing 85 members
of the SA, chiefly its leadership, on June 30, 1934, usually
referred to as the “Night of the Long Knives.”13  This was
not easy for Hitler, since he owed so much to this
organization—namely, its street fighting with the
Communists which enabled the Nazi Party to survive during
the inter-war period.  Athough General Kurt von Schleicher,
former Reich Defense Minister and Chancellor, was not part
of the SA, the Gestapo killed him at the urging of Hermann
Goering, Chief of the Luftwaffe; Heinrich Himmler, leader of
the SS (see below); and Reinhard Heydrich, assistant to
Himmler.  Schleicher was an aristocrat who despised the
violent methods of the Nazis, as well as the individuals in
this party.  Although General Beck did not settle the SA
problem, his administrative procedure in this situation was
sound.

Beck Confronts the SS (Schutz Staffel)

With the essential destruction of the SA, the SS gained
power.  The SS, led by Heinrich Himmler, developed into an
organization to protect the Nazi Party, fight on various
fronts, and control the concentration camps.  A rivalry
between the Wehrmacht and the SS began, as the latter grew
to approximately 400,000 men.14  Himmler told Beck that he
wanted the SS, having a strong mystical element, and the
Wehrmacht to be considered as equals, a desire that Beck
firmly rejected.  Although Hitler had permitted the arming of
the SS, Beck stressed that the SS should be under the Army
and limited the number of artillery assets of the SS, refusing
in 1934 to permit the SS to participate in planned Army
maneuvers.  General Beck dealt with Himmler calmly and in
an effective manner.



American Intelligence JournalPage 126Vol 31, No 1

PROFILES IN INTELLIGENCE

BECK’S FRUSTRATION WITH HITLER AND
HIS REGIME

Beck and Rearmament

From the time he assumed office in October 1933,
General Beck advocated rapid rearmament, despite the
fact that he had no concept of the material, financial, or

personnel requirements of such a move.  Nonetheless, the
responsibility for rebuilding the new Army rested with Beck,
who had called for this move despite its limitations.  Based
on reports from military attaches in Paris and London, Beck
reversed himself on May 20, 1934, and wrote a protest
against rearmament on the grounds that it would, occurring
in peacetime, stir up suspicion and concern in other
European powers.15  Beck feared German rearmament would
incite a combined reaction by France and the Soviet Union,
thus leading to a two-front war which was always a concern
for the German military.  Finding the same distress among
German diplomatic personnel in foreign capitals, the Foreign
Office leadership was equally worried about the rapid
rearmament of their country.  Great Britain and France did
react diplomatically to Germany’s violation of the Versailles
Treaty, which placed definite limits on the number of
personnel in the German armed forces, as well as the
weapons that it could possess, the latter disobeyed by
Germany from the very beginning.16

In the crisis of military policy between the end of 1934 and
the middle of 1936, there were changes in German Army
planning.  Although there was agreement that a war in
middle Europe, not Europe as a whole, was possible, Beck
nevertheless demanded a peacetime Army of 23 divisions
and, beginning in 1939, a rapid change to a wartime Army of
63 to 73 divisions.17  General Beck justified his requests on
the basis of increasing instability in Europe, though he did
not question the reason for this instability, namely
Germany’s rearmament.

At the end of 1935 General Beck insisted on the creation of
an offensive Army whose core would be the tank.  To
accomplish an offensive strike against another European
power, Beck knew at this time that he needed Panzer units,
as well as motorized troops and artillery, which had
essentially been von Manstein’s recommendations.
Contrary to the claims of General Heinz Guderian,18 General
Beck in 1935 planned to have more panzer battalions created
than Guderian desired.  This called into question one of
Guderian’s main claims of being the champion of tank
warfare, despite the alleged refusal of Beck and other
supposed arch-conservatives of the German Army.
However, there was a question of where the money would
come from to carry out this planned rearmament.

Recognizing the financial problems of rearmament, Beck
ordered on May 2, 1936, a study, referred to as the
Schulung, which was a plan for the invasion of
Czechoslovakia in the hope of seizing its defense industry
and fortifications.  Having been Chief of Staff in Dresden,
Beck recognized the strategic problem for the Reich of
Czechoslovakia’s existence, namely its geographical position
from which an invasion could be launched 120 miles into
Berlin.  All Army planning then focused on an invasion of
Czechoslovakia.  Beck protested in 1937 against an invasion
of this nation, once again reversing himself, basing his
change on the danger from France that this move might
cause.  Beck also foresaw Hitler’s actions as causing in this
instance a coalition against Germany of Great Britain, France,
and the Soviet Union, accompanied by the U.S.19  Beck
wanted the invasion delayed until an improvement in
Germany’s military and political situation could be achieved.

Der Schluss

Germany lacked the foreign exchange and raw materials to
accomplish rearmament, which turned Hitler’s attention to
conquering Austria to obtain these supplies and foreign
exchange.  Hitler met with the Austrian Bundeskanzler, Kurt
Schusnigg, on February 12, 1938, and demanded the “lifting
of all limits on the activity of the Austrian Nazi Party; an
amnesty for the condemned Nazis; an inclusion of Nazis in
his government”20 (author’s translation), the totality of
which Schusnigg could not possibly accept.  Since he did
not receive what he demanded, Hitler prepared to invade
Austria, a decision which Beck warned against, in view of
international reactions.  Nevertheless, Hitler felt that the
West did not care if he invaded Austria, and the German
military, relying on its contacts with the Austrian military,
did not expect any resistance.  Hitler called Beck and von
Manstein into his office and, not asking for their analysis,
told them to prepare for an invasion of Austria.21  Beck,
supported by von Manstein, gave the order for the invasion,
which began on March 12 at 0530 hours with six divisions.
On March 14 German and Austrian troops marched together,
which could only persuade the Austrian people that
resistance to the invasion was useless.  By this time, Hitler
had taken over the Wehrmacht, which meant the political
element, i.e., himself, was dominant and the Prussian
approach whereby the military and the political worked
together was violated.  The position of the Oberkommando
der Wehrmacht (OKW) in this operation made Beck’s
position tenuous.22

Around April 1938 Hitler demanded that Czechoslovakia
give up the land  populated chiefly by Germans
(Sudetenland) to Germany, an extortion which the Czech
government, supported by the British and French, initially
refused.  The British and French began to rearm, a serious
problem for General Beck who understood the weakness of
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the German Army in relation to the Western powers as well
as the strength of the Czech border defenses.  Beck also
knew that the German defenses on the western border with
France were inadequate to repel a French invasion.
Nonetheless, Hitler was determined to attack
Czechoslovakia, even if France and Great Britain would
intervene.

When Hitler began in 1938 to determine the details of what
the Wehrmacht would do in the Czech crisis, General Beck
felt that this was a serious incursion into the domain of the
soldier.  Hitler claimed that he alone would decide when to
attack Czechoslovakia, a claim which Beck saw as a violation
of the Prussian tradition that the military had the right to
participate in decisions of war.

Hitler had little respect for the military, referring to them as
“sterile…imprisoned in the coils of their technical
knowledge…”23  Hitler could not tolerate dissent from his
views by the military, despite the fact that he had never had
held a senior position in the Army or attended the
Kriegsakadamie and was poorly educated.  Further, Hitler
had little respect for Beck, letting it be known that he could
work more comfortably with General (later Colonel General)
of the Army Franz Halder, who would replace General Beck
after the latter’s resignation. Hitler described Beck in these
terms:  That man has nothing else to do in his life but busy
himself with his ridiculous little plans.24  Hitler had reduced
the office of the Chief of the General Staff considerably.
Field Marshal Helmut von Moltke, for example, had had
direct access to the Kaiser, whereas General Beck did not
have this privilege in relation to Hitler.25  Field Marshal
Walter Brauchitsch, Commander-in-Chief of the Army, joined
Hitler in the degradation of the Chief of the General Staff in
1938 by refusing to permit him to conduct the customary
staff ride with his officers.26

Resignation

Hitler’s reaction to Beck’s concern about the Sudetenland
crisis was to assemble a group of younger generals who
wanted to be Chief of the General Staff, Commander-in-Chief
of the Army, or Chief of an Army Group to convince them
that the Western powers would not intervene in the Czech
crisis.27  At this point Beck had no choice but to resign, and
Hitler, accepting his resignation, promoted him to
Generaloberst (Colonel General).  The German military, for
the most part, sided with Hitler, the man upon whom their
promotions depended.  Furthermore, one month after Beck’s
resignation, Hitler gained what he wanted at the Munich
Conference in September 1938, with Great Britain and France
giving him the Sudetenland.  Beck had predicted that
Germany would be entangled in a war because of Hitler’s
demands, but that did not happen.  Hitler returned to Berlin
where he was greeted by adoring crowds.

Beck’s Difficult Position

Now only a few generals maintained contact with Beck.  He was
58 years old and had been proven wrong with respect to the
Sudetenland question, which could only induce his colleagues
to question his judgment.  Beck’s resignation, however, did not
stop his resistance to Hitler.  From a Prussian background,
General Beck could not accept the primacy of political
leadership over the military, as Hitler had achieved.  Likewise,
he could not accept the democratic concept of subordination of
the military to political leadership, as in America and most
nations.  He now had time to read, studying the work of General
Carl von Clausewitz, perhaps the foremost theorist in military
history, from whom he learned that politics must be primary in
wartime.28  General Beck accepted the work of General Wilhelm
von Blume, a Prussian who believed that military and political
leaders must work together, essentially a dream, since they are
often at odds.  Von Blume believed that they should study each
other’s field, another dream in view of their need to spend a
lifetime studying their own sector of experience without the time
to immerse themselves in other fields.

General Beck was enraged at Hitler’s anti-
Semitic excesses in Germany and the
murder of vast numbers of Jewish citizens
after the invasion of Poland in September
1939.

Beck realized that the German military would not rebel
against Hitler, partly because its members had sworn an oath
to obey him, a difficult concept for Americans to understand
but a powerful factor among the German military at that time.
Furthermore, the generals were no longer a homogeneous
body, individuals who knew each other and had attended
the same Kriegsakadamie, coming out with a common body
of knowledge and attitudes.  Their ranks were filled with
newcomers, products of the expansion of the German Army,
many of whom had been in the Hitler Youth movement.
Knowing that the German generals would not then stop
Hitler, Beck began to ask if Western powers could fulfill this
function, and was badly disappointed when this attempt did
not bear fruit.  In 1938 Beck had predicted that Germany
would be in a world war which it could not win, an accurate
prediction which he then saw as occurring due to the military
might of the Soviet Union and the United States. General
Beck was enraged at Hitler’s anti-Semitic excesses in
Germany and the murder of vast numbers of Jewish citizens
after the invasion of Poland in September 1939.  Having a
Prussian military background, he had spent his life
defending the state, but by October 1943 Beck had tried
every peaceful avenue to remove Hitler and now was ready
to join the conspirators.  The cumulative effects, rather than
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one of the few events listed above, finally had the outcome
of pushing Beck from someone who tried to coordinate
various groups against Hitler into an active conspirator
intent on killing the target—Hitler.

BECK THE CONSPIRATOR

Intelligence officers in the past have overthrown
governments, as the British and the CIA did in Iran in
1953, the CIA in Guatemala in 1954, and the CIA’s failed

attempt to remove Fidel Castro in Cuba in 1961.  Beck soon
became involved with a group of conspirators, leading them
in the mission to remove Hitler and his government.  In this
sense Beck had become an intelligence officer.  Now a
conspirator, he contacted General Friedrich Olbricht in an
attempt to persuade him to join his group.  Olbricht, recipient
of the Knight’s Cross, had been Chief of the General Army
Office (Allgemeinen Heeresamtes) since February 1940.  He
was a calm leader who could organize, and an intriguer who
would work with Beck.  General Halder, Beck’s successor,
began discussions with the group in order to avoid war.
Colonel (later Major General) Henning von Tresckow,
product of a military family, was another of Beck’s group.
He felt that Hitler was undermining the moral fiber of
Germany.  Tresckow and Beck first met in the summer of
1942, after the German military defeat approaching Moscow
in December 1941 and before Germany’s disaster at
Stalingrad in December 1942-January 1943.  Tresckow joined
Beck’s group.  In the summer of 1942 Hitler insisted on a
narrow offensive into the Ukraine, a strategic move that
exposed German troops to being sliced into two or more
parts and one which Tresckow and Beck agreed was a
terrible mistake.  This is the offensive that led to Stalingrad.

The German defeat at Stalingrad in December 1942-January
1943 was due primarily to Hitler’s failed strategy, as well as
his insistence that the military must clear all matters with
himself, despite the fact he knew little about military
requirements and was basically incompetent.  This failure
persuaded the conspirators that they must remove Hitler.
Around February 1943 Beck, angered by the German defeat
at Stalingrad, felt there was no time to be lost in removing
Hitler,29 increasing his efforts despite his recent operation for
intestinal cancer and a difficult recovery.

On January 8, 1943, Beck and his organization met with that
of Helmuth James von Moltke, “a proud kin of the Field
Marshal of the Second Reich era,”30 but could not deal with
this arrogant intellectual who would not compromise with
mere soldiers.  Always the scholar, Beck spent the summer
of 1942 studying, getting the “intellectual clarity” for the
mission which he was to undertake.31  Meanwhile Beck had
to maintain the cohesion of his argumentative group, despite
the fact that he was very ill.  He went through a series of
operations for intestinal cancer, but remained active in the

preparation of a coup against Hitler.  Beck’s condition at this
time was serious, but who could replace a man who had been
Chief of the General Staff and always calm in the face of
danger?  While Beck was in the hospital for one of these
operations, Oster’s group (Pastor Dietrich Bonhoeffer, Hans
von Dohnanyi, and Josef Mueller, a Bavarian attorney) was
arrested, after which Oster was suspended from the Abwehr.
Following a May 1943 operation, his fifteenth, Beck had a
long recovery during that summer and, although weakened,
was determined to remove Hitler.  In July 1943 the Battle of
Kursk occurred—allegedly a German defeat, but that can be
called into question32—and the Allies landed in Sicily,
breaking Hitler’s hold on Europe.  The general perceptions
of Kursk and the reality of the Sicilian landing could only
give Beck and his group the encouragement they needed
after the dismemberment of the Oster contingent by the
Nazis.

In April 1944 Beck sent two emissaries, Hans Gisevius,
formerly an official with the Gestapo, and Eduard Waetjen, a
Berlin attorney, to meet with President Franklin D.
Roosevelt’s Special Representative in Bern, Allen Dulles,
with the proposal that after the fall of the Nazi regime U.S.
and British troops could enter the Reich unopposed and
place their officers in key positions in the Reich.  At that
point Germany would maintain the war on the Eastern Front,
thereby keeping the Soviets out of the Reich.33  Dulles told
them that the Western Allies would not act against their
prior agreement with the Soviets, also stressing that the
Allies and the Soviet Union demanded unconditional
surrender.  On June 22, 1944, the Soviets began their
destruction of the German Army Center, Operation
BAGRATION, a time when the German Army lost
approximately 450,000 troops34 and was thereafter unable to
keep the Soviets out of the Reich.

Attempted Coup

Colonel Claus Graf von Stauffenberg had lost his left eye,
right hand, and two left fingers in the fighting in North
Africa.  “This young General Staff officer had found the
mission of his life” in Beck’s group35 (author’s translation).
Stauffenberg became the Chief of Staff to Colonel General
Friederich Fromm, giving him access to Hitler and thus the
“opportunity for an assassination attempt.”36  Beck
controlled and coordinated whatever this group did, and that
included Stauffenberg’s attempt on Hitler’s life.  With this
information, Beck ordered Stauffenberg to kill Hitler at the
next opportunity, which occurred when Hitler called a
meeting in the Wolfsschanze in East Prussia, which General
Fromm along with his Chief of Staff Stauffenberg were
commanded to attend.

The failure of the coup of 1944 and its immediate
consequences have been recounted many times in both
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books and television and need not be repeated here.  For
this study, it is important only to state that after the failure of
the coup, on the evening of 20 July, Colonel General Fromm
and his armed officers went to Stauffenberg’s apartment
where they found a picture of Stauffenberg with several
conspirators, to include Beck.  Accordingly, Fromm came to
Beck’s home later that evening, flanked by several officers,
at which point Fromm ordered them to put down their guns.
Reluctantly they complied with this command.  Beck then
asked for permission to keep his “private pistol.”37  The
purpose of the request, suicide, had to be evident to General
Fromm.  Beck had no intention of suffering the tortures of
the Gestapo and, shooting himself in the head, failed to kill
himself.  Fromm then told one of his officers to finish off
Beck.

General Beck and some of the other conspirators were buried
in secret on the night of July 20, 1944.  Thus ended the life of
one of Germany’s great generals.  His body was later
exhumed, cremated, and the ashes strewn over a field.

CONCLUSION

Colonel General Ludwig Beck was both an Army officer
and a conspirator determined to overthrow his
government, making him essentially an intelligence

officer.  In this case, what can cause an Army officer to
revolt against his government can also basically be true of
any intelligence officer.  Beck was loyal to Germany, but
outraged against Hitler for stupidly involving his nation in a
war which it was losing and being threatened from all sides.
In addition, he saw the position of Chief of the General Staff
being degraded by an incompetent political leader, suffering
a loss of effectiveness.  These two factors must be
considered when U.S. intelligence officers assess a foreign
military or intelligence leader to determine if he will resign his
post or lead a rebellion against his political leadership.
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Drones:
The Psychological and Cultural Effects

of Gaming/Kill Operations in the Future of War

by A.P. Mathew

In My View...

In the last ten years, proposed future warfighting
paradigms have slowly drifted from conventional ground
infantry and tactics into more special operations and

robotically driven warfare.  But is there a cause for alarm in
the usage of drones?  Drones have been used for
reconnaissance and intelligence gathering as well as kill
operations in-theater since 2001.  This meshing of drone and
soldier, coupled with actionable intelligence provided from
the ground, has yielded high praise in the War on Terror.
The margin of success can be measured by metric data that
state 70 percent of Al Qaeda leadership has either been killed
or captured by the discretionary use of drones and other
unmanned aerial vehicles.  The drone program is so
successful that the U.S. Air Force has placed a larger
premium on training drone pilots than conventional fixed
wing combat aircraft pilots.1  In ten years, it is estimated that
one third of the combat aircraft in the U.S. Air Force will be
drones.1

On closer inspection the use of drones has serious
implication for the drone operator as well as for the
warfighting culture.  When we examine how these
technologies came to be, we can clearly see that the
“Nintendo generation” has led the way.  In the last 40 years
the youth of America have grown accustomed to video
games.  They provide hours of companionship that was
once facilitated by more traditional recreational activities and
family time.  However, through globalization and the
subsequent breakdown of the American family, video games
have been the best friends of America’s youth for some time
now.  This generation of gamers attended college and
utilized technology and their childhood experiences of
gaming, transforming the modern-day battlefield.  Drone
employment teams operate in a very specific way.  Drones
are manned and operated by pilots and controlled by an
intelligence officer.  The intelligence officer works in
conjunction with a ground officer.  Battlefield data and raw
information are collected from both ground and aerial
platforms, which are then reported back to the remote site
where the drone is being controlled for follow-up actions.
This is all done under military general counsel to legitimize
each strike under the rules of war and the Geneva
Convention.  The final authority to launch is given by the
Officer in Charge of the watch.

There have been mistakes made and lessons learned in the
early stages of drone usage.  Remote pilot error has caused
the deaths of innocent civilians in-theater in Afghanistan,
Iraq, and friendly nations like Pakistan where drones have
been secretly employed.  The Pakistani government claimed
a U.S. drone killed 13 in a botched attack on a suspected
southern Waziristan Taliban outpost.3  These occurrences of
civilian casualties have raised questions about the reliability
and interpretation of intelligence from the ground and from
the sky.  Overall, the collaboration between intelligence and
air combat has led to many successful engagements against
non-state actors on foreign soil.  This is especially helpful in
places where the U.S. has no conventional ground forces
and where state diplomacy has failed to facilitate the
warfighters’ operations.  One crucial element that drones
lack is obtaining positive ID on targets.  This requires an
individual on the ground to confirm the targets before a
weapon is employed.  The drone is also susceptible to
conventional weapons, rockets, and electronic jamming, or
EMP (electro-magnetic pulse)-type weapons which could
disrupt or take down a drone.  It is the opinion of many
defense experts that the risks mitigated and lives saved
(credited to drones) balance out any negative aspects of
their employment.  Nations like Pakistan and Yemen are good
examples of countries that are in support of the War on
Terror yet disapprove of the use of drones in their airspace
to kill high-value targets.

VIDEO GAMES LED THE WAY

Being a drone operator draws a lot of parallels to
playing video games.  American parents have often
cautioned against long-term use of video games by

their children due to the violent content.  Brad Bushman, a
professor of communication and psychology at The Ohio
State University, concluded after an intensive research
study that “the results clearly showed that playing a violent
video game increases aggressive behavior, and also makes
people numb to the pain and suffering of others.1”  The
video games are being used as a way of venting frustrations
of the youth of America.  This small demographic often
suffers from school bullying, social awkwardness, and/or
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mental health issues caused by childhood trauma.  Video
games could be viewed as the catalyst, used when the thrill
of killing people virtually has lost its flair and the need for
violence is the only option left unexplored.

While some in our society may argue that these games are
responsible for school shootings, others have started to
accept that playing video games might prove beneficial as a
career.  These new and upcoming generations of gamers and
parents are starting to embrace the unique skill sets.  Also to
be taken into account is the “Z” generation that grew up
during the War on Terror and was adversely affected by the
global economic follies of the 2000s.  Its members witnessed
their family lose jobs and face economic hardship.  This
generation does not want a similar circumstance to befall it.
A good portion of the youth of today has been raised by
single mothers and absentee fathers.  Video games and
technology have raised this generation of children while
parents worked jobs.  This generation has also seen
depression and recession.  Consequently, honing one’s
gaming skills may land some of these young adults a drone
operator job with the Department of Defense or another
federal agency stateside.

DRONES OVER U.S. SOIL

There should be an inherent distrust of outsourcing
state security matters to machines that can only
calculate threats by mathematical and algorithmic

computations and not include the invaluable dialogue
shared by nations.  One aspect that has caused serious
alarm is the recalibration of drones for domestic use.  Soon
the drones used in the War on Terror will be brought
stateside, decommissioned, and distributed among federal
agencies like the DEA, DHS, and state and local entities.
These new recalibrated drones will be used in civil
operations against the U.S. population.  It could be argued
that drones could be used for domestic intelligence
purposes and not to kill, but many Americans are leery of
drones flying over their homes searching for and assessing
targets.  In the not so distant future, laws could be
formulated to allow the state to employ these drones to kill
people on U.S. soil.  It is only a matter of time before a
tragedy or national incident occurs that sets a precedence
warranting such a law.  National tragedies have a way of
inciting new radical ideas through the media.  Since more and
more of the command and control components of the drones
are operating autonomously (to include takeoffs, flight
patterns, dropping of ordnance as well as landing), there is a
hazard that the autopilot feature could have the potential of
being hacked.  Once the aircraft is hacked, it can be
reprogrammed and repurposed by anyone, including
belligerents, state-sponsored hackers, and non-state actors.
What is stopping groups like “Anonymous” or” LulzSec”
from hacking into government systems and pirating a drone?

The group “Anonymous” has already hacked and defaced a
drone manufacturer’s website.  The potential for hijacked
drones is a very real possibility, explains Major (USAFR)
Hercules Christopher.  Maj Christopher is quoted in the film
clip of a soon-to-be-released game, “Call of Duty:  Blackops
2”:  “You know, if there are guys out there who are smart
enough to hack into our banks and people’s personal
information, then certainly, eventually, there’s gonna be
someone who’s smart enough to hack into our aircraft.”2

If drones and unmanned aircraft were given autonomy to act
independently of their military handlers, e.g., carrying
nuclear weapons or massive payloads, the risk of mutual
assured destruction (MAD) is astronomically higher.  MAD
is a Cold War-era acronym used to describe the policy of a
nation launching a nuclear weapon against the United
States, through which deterrence is assured by the
unacceptable consequences to both sides.  MAD is an
outdated policy, but it is safe to say that it has never died in
the psyche of wartime strategists regarding the occurrence
of a nuclear weapon detonating on U.S. soil.

Drones cannot be trusted to operate autonomously.  This is
due to a threat detection and rational decision system which
in theory can truly never be perfected.  A machine cannot
make decisions regarding state security matters.  This is the
job of the State Department.  Its role is to maintain dialogue
with the U.S.’s nuclear neighbors.  This dialogue could
prevent a nuclear weapons deployment, but it is not taken
into account and devised by a computer, nor can it ever be.
I understand that the use of artificial intelligence in drones
and robotics does sound vaguely similar to the plot of the
fictional movie “Terminator 2.”  Nevertheless, it is still
important that these possibilities be laid out for lawmakers,
the Department of Defense, and the Joint Chiefs of Staff for
review prior to laws and policies being constructed and
implemented.

DRONE PTSD?

Drone operators also subject themselves to a
conditioning of their minds which is completely
different from that in traditional war.  The greatest

mental anguish with which a drone operator’s conscience
will be burdened is an adverse after-action report or as he/
she sits back and watches the aftermath via a television
monitor.  The drone operator will never see or hear the
wailing and screams of civilian personnel or their families
after a misplaced round lands on a school or private
residence.  This is not to say that drone operators are
unconscionable killers, however.

These previously mentioned conditions are not limited to
just military drone operators, but to civilian law enforcement
operators as well.  The new form of desensitization and
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“drone PTSD” affects law enforcement officers in a way
different than what we know from traditional warfighters.
The act of killing non-state actors and enemy combatants
from a military perspective is readily understood as a
required operational task.  It is a necessary evil needed to
complete a mission.  However, if local law enforcement had
the power of life and death over American citizens on U.S.
soil, the effects on the law enforcement officer would be
more adverse than those on the soldier.  Taking lives in-
theater is one thing, but a law enforcement officer’s primary
mission is to serve and protect.  By asking him/her to fire on
or ordering a strike into a car in which there is a American
citizen suspected of a crime, it might prove to be a bit
excessive.  The suspect has not benefited from due process
or any application of the law.  There is a possibility that law
enforcement officers who kill American citizens on U.S. soil
carry a heavier burden.  Former Virginia Governor Bob
McDonnell recently stated that he was fine with the police
use of drones over Virginia skies.1  Recent amendments made
will allow the use of unmanned aerial vehicles by law
enforcement and universities.  Hence, what we are seeing are
drones already flying over U.S. soil aiding law enforcement.
One possible problem with this use is the deaths of innocent
people and collateral damage inside U.S. borders.

Using drones against a convicted murderer or bank robber
after he has killed four people would be a different story.
There is positive ID and the action is easily warranted.  Most
law enforcement officers would pull the trigger without
question.  However, the bigger dilemma that remains is that
law enforcement will be using a technology originally
designated for hostile enemy combatants on foreign soil,
instead of American citizens on U.S. soil.  Over a period of
time, the taking the lives of fellow Americans at home will
just become an extended operational task, necessary to
protect the public.  It is very easy to argue semantics here,
but evil is not limited just to combatants in-theater.

Perhaps there is a kind of PTSD  (post-traumatic stress
disorder) which a person can develop after an unsuccessful
drone attack that kills innocent people as opposed to a high-
value target or conventional forces.  The question that
resonates is:  Does the use of drones desensitize some of the
operators?  The answer is yes.  Using a drone as a surrogate
for air-ground combat will desensitize the operator because it
is not an actual person pulling the trigger; it is a machine.
The operator is hundreds, maybe thousands, of miles away
and in relative safety.  Still, perhaps this new virtual
approach will make war and crime fighting more palatable for
Americans.  The one question that remains is how
Americans would feel while watching on the evening news
footage of a drone shooting at civilian cars stateside.

The drone operator lacks empathy to some degree when
performing his/her duties.  There is a parallel that can be
drawn between a prison experiment of 1971 and the
condition that drone operators might develop.  A team of
researchers led by Stanford Professor Phillip Zimbardo
conducted a research study in which a mock prison was built
and prisoners’ and prison guards’ behavior was
documented.  The conclusion of the study resulted in the
finding of how legitimizing an ideology leads to abusive
behavior through cognitive dissonance.1  The prison guards
were told that the prisoners were bad people and needed to
be punished.  They were given the power and authority over
these prisoners, which resulted in a shift in their
personalities.  This shift resulted in guards abusing
prisoners because they felt a moral obligation and that the
cause was just.  The prison guards lacked empathy for their
captives and systematically broke them down.  Drone
operators would experience a similar condition which could
be even worse.  If drone operators are given authority, and
not just cause and legitimacy, they very well could develop
the conditions described in the study.  It is much easier to
take a life by pushing a button on a launch pad than using
one’s bare hands.  Long-term exposure to this environment
could lead to other forms of mental illness or personality
disorders not previously cited.

LACK OF TRADITIONAL SOLDIERING

The use of drones disrupts the natural and traditional
sense of war.  Any combat veteran will say that war is
a personal matter; men go to war for different reasons.

The drone itself is impersonal yet nearly a perfect being.  It is
a machine that takes orders and does not have a conscience
aside from that of the person controlling it.  It lacks the
empathy and psychological and emotional intelligence that a
human possesses.  It will never question an order; it will
never tire but endure everything thrown at it.  The drone will
never suffer the effects of biological weapons.  To its
advantage the drone has the ability to kill without remorse
and it will never suffer from PTSD years later.  This might
prove valuable as an ancillary benefit for the Department of
Veterans Affairs and the nation due to the future decline of
disability payments.  With the increase of drones and the
looming future of mechanical robotic suits or exoskeletons,
the burdens of traditional combat are getting lighter for the
American warfighter.  Does this mean there will never be
another beach landing at Normandy or a flag raising on Mt.
Suribachi?  There is a high likelihood that the most intense
combat battles can be outsourced to these drones and
robots.  Researchers at the Defense Advanced Research
Projects Agency (DARPA) have received funding from the
Department of Defense to build a “robotic partner for its
soldiers.”1 The goal is to create a surrogate that will one day
be able to conduct independent combat operations without
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the aid of human soldiers.  If this program becomes
operational, we can expect the word “war” to undergo a
complete change of definition from its traditional meaning.

CONCLUSION

Is a drone operator a true warfighter in the traditional
sense?  Is killing the enemy by proxy considered
traditional soldiering?  I think not.  To a U.S. Marine,

shooting an armed enemy combatant in the battle of Fallujah
in Iraq was intuitive and instinctive.  If one asked a veteran
of a conflict in which modern technology was not present,
he might consider the use of drones as a visceral betrayal.
Most drone operators remain vigilant in an air-conditioned
metal trailer or van, while the infantryman prays for a cool
breeze to blow as he carries around a combat load.  Because
of their lack of suffering and empathy while producing
violence, drone operations lack authenticity and credibility
in war.  There is no question whether drones are effective.
However, war is an up close and personal matter, with blood
and death.  Traditional ground combat is an experience
which leaves indelible scars and memories on an individual’s
psyche.  Drone operators are spared these emotions.

More often than not, gamers do not remember or recall the
feelings they had when they accomplished their mission
while playing “Call of Duty.”  It was a short-lived thrill.
There is no sigh of relief that washes upon gamers at the end
of a war, when compared to the computer-generated alert
that notifies the gamer of his virtual victory against others.
There is no tickertape parade for saving the princess in
Super Mario Brothers, no thankful mother and father who
prayed for their sons to come home in one piece.  There is no
fear of death that can be produced only by real bullets being
fired at someone.

The aforementioned combat experience is ubiquitous to
veterans of any generation and of any war.  It is this element
that distinguishes a combat operator from everyone else.
The lack of traditional soldiering by the use of drones will
save countless American lives but it also cheats a person
out of an experience that only a few live to tell about.  It
would not be too far from the truth if one were to say that
the traditional, battle-hardened alpha male is slowly being
replaced by a video gamer with calloused fingers.
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In the recent James Bond movie, Skyfall, the head of MI6
(“M”), played by Judi Dench, is called before a Board of
Inquiry to account for a string of intelligence failures and

justify the relevance and continuing existence of the Secret
Intelligence Service.  Sounding eerily familiar to those who
remember the words of U.S. President George Bush
immediately after the attacks on September 11, 2001,1 M
appeals to the Ministers’ powerful emotion of fear, arguing
that not only is there a continuing threat, but it is unknown
and operating in the shadows, closing with the prescient
words, “How safe do you feel?” just before the government
agent-turned-terrorist bursts into the room and begins to
shoot innocent civilians.

While the characters “M” and the 007 agent, James Bond,
are fiction, the storyline of a “surprise” deadly attack,
followed by a governmental inquiry charged with reviewing
the perceived “intelligence failure” and recommending
changes to the overall structure of the intelligence
organization, is not.  Dr. Philip Davies’ 2-volume study of
intelligence and government in Britain and the United States
demonstrates how this pattern has repeated itself several
times over during the 20th and 21st centuries.  The similarity

and differences in certain patterns caught Davies’ attention
as a sociologist and Director of the Brunel Centre for
Intelligence and Security Studies at Brunel University,
London.  The purpose of his study is both to understand
why each national intelligence system has evolved as it has
and to rethink conventional understandings of why they
differ in the substantive ways that they do and why each
has such a different experience of coordination (Vol. 1, p. 3).

Renouncing historical inquiries as being “profoundly
subject to hindsight bias and the illusions of linearity and
inevitability,” Davies attempts to use comparative analysis
to help prevent such “optical illusions of the intellect” (Vol.
1, pp. 2-3).  Using social science cultural theory, Davies
attempts to explain why the organizations behave as they do
by examining their underlying theory of organization and
demonstrating the cultural differences through in-depth
cases studies (Vol. 1, pp. 16, 80).  The heart of Davies’
comparison is an examination of the concept of
“intelligence” along four axes:  the composition and
relationship of national intelligence entities; the analysis
process and how collaboratively entities work together on
national assessments; the process to set national
intelligence priorities; and the intelligence budget process
(Vol. 1, p. 27).  He concludes that “discomfort” with
collegiality and a broad conception of intelligence within the
U.S. intelligence community adversely affects its interagency
mechanisms, while the narrow concept of intelligence and a
“deeply held preference for collegial arrangements and
processes” drove the UK intelligence community closer
together (Vol. 1, p. 15).

Davies’ initial thesis was that it was possible to describe and
understand the differences between the U.S. and UK
intelligence organizations through a comparative study of
their cultures.  While his research goals are admirable, the
scope of Davies’ task appears to be too much for even these
two lengthy volumes to capture.  He concludes this
voluminous study with a somewhat unsatisfactory and fairly
obvious conclusion that “more research is required” (Vol. 2.
p. 329).  Furthermore, Davies acknowledges, albeit in an
understated manner, that perhaps his approach of comparing
and contrasting the U.S. and UK intelligence organizations
did not yield the results he had hoped for:  “It just does not
necessarily play out the way one might intuitively expect”
(Vol. 2, p. 329).  U.S. intelligence practitioners in particular
may find cause to criticize Davies’ conclusions as
incomplete or unsubstantiated because little attention is
given to the impact of Presidential and Congressional
personalities, elections, and other domestic priorities on the
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U.S. intelligence structure, priorities, and budgets.  Also
missing is any discussion of organizational leadership and
activities since 2010, thereby omitting any consideration of
how the growing cyber threat and use of unmanned drones
by the Central Intelligence Agency and the Department of
Defense have impacted interagency coordination.  Finally,
despite an exhaustive re-telling of the numerous blue ribbon
studies, inquiries, and investigations conducted in both the
U.S. and the UK, Davies does not attempt to offer
recommendations on better or worse ways to execute
particular tasks or components of it at particular times.

It is unfortunate that Dr. Davies did not set out to write a
historical accounting of the evolution of the U.S. and UK
intelligence communities and the evolution of the term
“national intelligence,” because he does a fairly good job of
achieving that unintended goal, especially if the reader skips
the first four chapters of Volume 1 and begins on page 102.
There have been scores of changes to the U.S. and UK
intelligence organizations over the past 75 years, and Davies
does an excellent job capturing the highlights and creating a
coherent historical narrative based on carefully documented
sources.  Readers may also find Volume 2 a useful reference
for understanding the historical development of the British
intelligence system and how it is tailored to support senior
officials within the UK’s parliamentary government.

The James Bond franchise recently celebrated its 50th

anniversary, existing nearly as long as some of the U.S. and
UK’s oldest intelligence organizations.  In the movie Skyfall,
despite his advancing age, it was up to the reluctant hero,
James Bond, to eliminate the threat and then report back to
the new “M” for his next assignment.  Perhaps that is the
most valuable lesson the reader can take away from Davies’
two volumes recounting the evolution of the U.S. and UK
intelligence systems—like Bond, they endure, continuing to
evolve to meet the current threat, and always ready to
receive their next assignment, as 007 puts it, “with pleasure.”

Notes
1 “The American people need to know that we’re facing a different
enemy than we have ever faced.  This enemy hides in shadows,
and has no regard for human life.  This is an enemy who preys on
innocent and unsuspecting people, runs for cover,” U.S. Executive
Office of the President, “Remarks by President Bush at Photo
Op” (Washington, DC:  The White House, September 12, 2001),
http://www.whitehouse.gov/news/releases/2001/09/20010912-

4.html, accessed December 19, 2007.
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THE GUERRILLA FACTORY:  THE MAKING
OF SPECIAL FORCES OFFICERS, THE

GREEN BERETS
Tony Schwalm

New York, NY,  Free Press.  2012.
304 pages.

Reviewed by LTC (USA) Alexander D. Stephenson, a Special
Forces officer in the Army Strategist functional area who is
currently serving as a faculty member at National Intelligence
University.  In addition, he is the Senior Service Advisor for all
Army students while teaching core courses, to include those
required for NIU’s JPME Phase I accreditation, and electives
dealing with Latin America.  He has served in various Special
Forces assignments with deployments to numerous countries
in Latin America, Afghanistan, and Iraq.  He holds a BA in
History from the University of Maine and an MS in Strategic
Intelligence from NIU.  He is presently studying for a PhD
through the University of Mississippi.

The killing of Osama bin Laden by SEAL Team 6 and
several other high-profile commando raids in the past
decade by U.S. Special Mission Units, a

subcomponent of U.S. Special Operations Command, has
provided the public with a skewed view of the world of
special operations.  Tony Schwalm’s The Guerrilla Factory:
The Making of Special Forces Officers, the Green Berets
provides a useful supplement to popular knowledge by
illuminating the selection, training, and employment of
another element of U.S. Special Operations Forces, the Army
Special Forces or Green Berets.  Far from being supermen,
Schwalm paints a gritty and realistic description of these
multitalented soldiers and what it takes to join this elite
force, but he also provides a personal and compelling
account of his own conversion from regular soldier into
unconventional warrior.

The process of making Army Special Forces (SF) officers
remains, after considerable scientific study and testing, as
much an art as a science.  Several notable works starting
with Robin Moore’s The Green Berets (1965) and Tom
Clancy’s Special Forces (2001), followed by Linda
Robinson’s Masters of Chaos (2005), provide an often
idealized observer’s account of the process of selecting,
training, and employing the Special Forces, but lack insight
on the internal individual processes required to select and
mold SF soldiers.  While Robin Moore and authors have
participated in SF training, they lack a true account of the
internal psychological pressures that training instills in
trainees, which plays a more critical role in the selection
process than the physical challenges of the training.
Schwalm’s The Guerrilla Factory fills this gap through a
detailed and highly personal glimpse into his experience in
the SF training pipeline and initial operational assignments.
Written with a level of honesty not often associated with
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military autobiographies, The Guerrilla Factory allows the
reader to walk along with someone experiencing the physical
and emotional roller coaster of SF training.

The most interesting portions of The Guerrilla Factory deal
with Schwalm’s personal motivations for volunteering for
the Special Forces and his internal monologue during
uncertain and ambiguous SF training scenarios.  His account
of his experiences during training and the lessons he learned
offers a glimpse into the art and science employed to create
soldiers capable of “unsupervised predictability” in highly
stressful and undefined situations.  This quality of
unsupervised predictability, arguably as important as
physical prowess or bravery, is the ingredient in the success
of SF units in peacetime deployment and combat.  While the
Special Forces Selection and Assessment Course and the
Special Forces Qualification Course have undergone several
incarnations since Schwalm went through the training or
commanded the Officer Training Course, the main
experiences and emotional reactions related by the author
about his training and deployments are familiar to any SF
officer.

The most compelling and thought-provoking sections of the
book deal with the Survival, Evasion, Resistance, and
Escape (SERE) Course and the individual land navigation
events of the Selection and Qualification Courses.  During all
of these events the SF cadre engineer high-stress situations
with a large degree of ambiguity.  In SERE school, which
places students in a mock POW camp, students are faced
with simulated life or death dilemmas with no right choices
and the predicament of selecting between two equally bad
choices.  Possibly the most important takeaway from this
book is that the most valuable and enduring lessons often
come from making mistakes and dealing with the
consequences.  The author readily admits he was not
perfect, but he developed his innate ability to recover from
his mistakes or rely on the collective strengths of his team to
mitigate any of his shortcomings.  This ability to operate in
ambiguous environments as a team and to make the hard
choices with no supervision is what sets SF soldiers apart
from others.

The one weakness of the book lies in its reliance on
Schwalm’s personal experiences to relate all aspects of the
Special Forces training process.  Having commanded the
officer training company of the Qualification Course,
Schwalm only briefly discusses theory and method, not to
mention the large training organization which makes the SF
selection and training process possible.  A more detailed
discussion of the psychological theory and tools used to
select and train Special Forces would have been useful to
compare how much of the process is art and how much is
science.

Anyone interested in the Special Forces and unconventional
warfare will find this book of special interest.  Schwalm’s
humor and candor about his experiences in the Special
Forces give his book an authentic voice missing in other
accounts.  Shedding light on the longest-running and most
well-resourced selection and training program for Special
Operations Forces, The Guerrilla Factory provides an
insider’s glimpse into this little publicized force, which plays
a critical role in the current global fight against extremism.
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Reviewed by William Sheridan Combes, who works at the
U.S. Department of State as a Foreign Affairs Officer in
information management and diplomatic history.  He holds
two degrees in European history, a BA from Boston
University and an MA from the Catholic University of
America.  Currently, Mr. Combes is a part-time student at
the National Intelligence University, pursuing a Master of
Science of Strategic Intelligence degree. 

[Reviewer’s Note:  The views expressed in this work are
those of the author and do not reflect the official policy or
position of the Department of State, Department of Defense,
or U.S. government.] 

The 9/11 attacks traumatized the United States and
subsequently spawned America’s national security
focus on stopping Osama bin Laden and his militant

Islamist group, Al-Qaeda.  Despite bin Laden’s death in
2011, America’s obsession continues to this day and
permeates throughout a public discourse that justifies an
expanding national security apparatus.  Author Fawaz A.
Gerges characterizes this expanding apparatus as a “national
security complex” justified by a “terrorism narrative” and
continues to define the narrative as the “notion that the
West remains under constant and imminent threat of attack
(p. 7).”  Furthermore, Gerges believes that this narrative has
captivated the U.S. government and commanded the War on
Terrorism (p. 7).  As a professor of international relations at
the London School of Economics, Gerges has been an
outspoken critic of the War on Terrorism and his survey of
Al-Qaeda’s history, The Rise and Fall of Al-Qaeda, charts
the militant Islamist group’s ascendance and fall.  An
exegesis of Gerges’ influential work reveals the importance
of understanding the narrative justifying the War on
Terrorism and the potential fallacies of this narrative.
National security agencies can then take this understanding
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and better prepare the public for a potential end or change in
the strategy against Al-Qaeda—a small group that has
captivated the American imagination for over 12 years.

Publishing the book in 2011, Gerges uses mostly declassified
and improperly leaked (WikiLeaks) material to indict the
media as the main purveyor of the terrorism narrative, which
is supported by fear and consensus.  He asserts that “the
mainstream media restricts the parameters of debate and
does not give alternative voices time and space.  Every
incident—no matter how amateurish—is blown out of
proportion” (p. 6).  Gerges’ characterization of media gripped
by fear and hindered by limited discourse has great salience
for U.S. national security.  To better understand the militant
Islamist threat, we need the media to abate the public’s fear
and accurately depict the threat posed to the United States.
Diminishing the public’s fear of Al-Qaeda will allow the U.S.
government to pull back the excessive security apparatus
implemented in the wake of 9/11 and move toward a more
nuanced approach to violent extremism.

Nevertheless, allaying the public’s fear of Al-Qaeda can
prove quite difficult when the media constantly evoke the
authority of counterterrorism experts to justify the terrorism
narrative.  Gerges explicitly identifies certain terrorism
experts such as Bruce Hoffman, Peter Bergman, and Rohan
Gunaratna, who have become fixtures in the discourse on
terrorism and propelled the conversation to a consensus on
Al-Qaeda’s current capabilities.  For example, Gerges
believes that experts like Hoffman and Bergman blatantly
sustain the terrorism narrative by providing the public false
information.  Despite evidence of U.S. operational successes
such as the dismantling of Al-Qaeda’s core leadership in the
Federally Administered Tribal Areas of Pakistan, Hoffman
and Bergman assert in an influential bipartisan report that
“al-Qaeda is more complex and more diverse than at any
other time…and possesses the capacity to kill dozens, even
hundreds, of Americans in one single attack” (p. 159).  A
misrepresentation of the facts violates the public’s trust in
experts as it looks to the expert to understand Al-Qaeda’s
capabilities.

Furthermore, Gerges believes some pundits have created an
incorrect consensus that characterizes the Muslim world as
fertile for the violence espoused by Al-Qaeda (p. 45).
Contrary to this consensus, Gerges maligns Al-Qaeda and
its adherents to the fringe of Muslim society through a
nuanced analysis of Islamists and, in particular, militant
Islamists.  Understanding the nuances of Islam would allow
national security agencies to better implement programs that
leverage partners in the Muslim world and help defuse Al-
Qaeda’s narrative.  Instead, Gerges argues the narrative has
focused “almost exclusively on [a] reductionist, historical
question about ‘why they hate us so much’” (p. 45).

Despite Gerges’ tenacious deconstruction of the terrorism
narrative, his work does contain a lacuna in analysis by
failing to elucidate potential causes for the false narrative
and the West’s utter misunderstanding of Muslim society.
He alludes to potential biases rooted in the concept of
“Orientalism.”  He asserts, “As a result, these analysts tend
to become propagandists for the War on Terror, trafficking
in orientalist, pseudo-explanation” (p. 77).  Orientalist
thought or Orientalism is a concept proposed by the
Palestinian-American literary critic, Edward Said, who
theorized that prejudice and lack of understanding pervade
Western scholarship on Eastern civilization.1  Gerges evokes
an important theory or interpretation of Western study of
Eastern civilizations, but he fails to complete the thought.
An in-depth study of Orientalism and its ideological
underpinnings’ impact on counterterrorism would greatly
benefit the national security of the United States and
scholarship on the subject.  With this understanding,
counterterrorism analysts could become more conscious of
the potential biases that exist while analyzing a Muslim
nation, culture, or target, which would strengthen national
security against the true enemy—militant Islamists.

Understanding some of the roots of the terrorism narrative
as explained by Gerges—fear and consensus—allows the
public and the national security apparatus to liberate
themselves from a national security fetish that has gripped
the United States for over 12 years.  This new and liberating
understanding could allow the national security apparatus to
recalibrate resources and draw down fixtures of
counterterrorism that have become routine in American
society over the past few years.  Gerges’ excellent piece of
inquiry is well researched and concisely constructed, yet his
work does open channels for potential future research—
Orientalism and counterterrorism.  That said, The Rise and
Fall of Al-Qaeda should serve as required reading for any
member of the Intelligence Community with an Islamist or
militant Islamist portfolio.

Notes
1  See Edward Said, “Orientalism Revisited,” Cultural Critique, No.
1 (Autumn 1985), pp. 89-107.
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analyst at the National Geospatial-Intelligence Agency and
is currently the Arthur C. Lundahl Chair for Geospatial
Intelligence at NIU.  The views presented here are his own
and do not represent those of NGA or NIU.

“Intelligence failure” is a label often misapplied to tragic
           events.  Not all threats are predictable and not all
            bad  actors are readily discernible through intelligence
collection and analysis.  Yet many security threats are, by
their nature, readily discoverable by intelligence collection
and analysis.  The deployment of dozens of Soviet nuclear-
armed missiles, aircraft, and battlefield rockets 90 miles off
the Florida coast in 1962 was one such threat.  The little-
appreciated failure (or near-failure) that delayed discovery of
this threat in Cuba is the topic of David Barrett and Max
Holland’s Blind Over Cuba.

The failure of CIA and other intelligence analysts to identify
the Soviet introduction of offensive nuclear weapons into
Cuba prior to mid-October 1962 is well-documented.  What is
missing from most Missile Crisis literature is recognition of
the critical role played in this analytic failure by the
collection shortfall known as the “photo gap.”  The gap was
a 5-week period after 5 September 1962 when, despite
multiple human intelligence reports of a Soviet military
buildup in Cuba, no sustained U-2 photographic
reconnaissance was conducted over the interior of the
island.  The western interior of the country near San
Cristobal was finally photographed on 14 October.
Subsequent identification of Soviet R-12 (NATO reporting
name:  SS-4 SANDAL) medium-range ballistic missiles on
these U-2 photos by the CIA’s National Photographic
Interpretation Center (NPIC) on 15 October would spark the
diplomatic conflict that came to be known as the Cuban
Missile Crisis.  Blind Over Cuba clearly establishes that,
rather than an “intelligence” failure, the photo gap was the
product of an ill-advised collection posture, forced on the
Intelligence Community by senior Kennedy administration
officials.

Barrett and Holland, two veteran scholars of intelligence and
security issues, present an exhaustively researched story of
the photo gap and its legacy.  The first chapter—essentially
a revised version of an article published by Holland in a 2005
issue of Studies in Intelligence1—is spent detailing the gap
itself:  administration officials altered the paths of imagery
collection flights over Cuba after analysis of 29 August U-2
imagery revealed the arrival of SA-2 surface-to-air missile
(SAM) batteries on the island.  Secretary of State Dean Rusk
and National Security Advisor McGeorge Bundy directed, in
a 10 September meeting with the Committee on Overhead
Reconnaissance (COMOR), that flights over the Cuban
interior be curtailed so as to prevent another potential U-2
shootdown and subsequent diplomatic clash with the
Soviets. This was ordered despite mounting evidence of

Soviet military deployments on the island and protestations
from COMOR members that oblique collection from offshore
would provide ineffective coverage of potential deployment
sites.  Only under pressure from DCI John McCone and
other senior intelligence officials—who felt that the SAM
deployments suggested a more extensive Soviet military
footprint—did the administration finally agree on 9 October
to resume flights over the island’s interior, leading to the
mission that ultimately confirmed the buildup five days later.

Having identified the who, what, and why of the photo gap,
the remaining seven chapters of Blind Over Cuba tell the
story of the various postmortem examinations of the
collection failure and administration officials’ dogged efforts
to obscure their role in the gap or to deny its very
existence.  Officials aware of the 10 September restrictions
placed on COMOR, like Defense Secretary Robert
McNamara, presented intelligence review boards and
House and Senate oversight bodies with a mixture of
misdirection, half-truths, and outright lies.  They would
claim that there was no coverage gap and that overflights
continued during the 5-week period—a technically
accurate but thoroughly disingenuous statement, as they
were flown at such a standoff range offshore as to
preclude effective coverage.  Alternatively, officials
would maintain that failure to photograph the buildup
sooner either was the result of poor weather, conflict
between the CIA and the Air Force, or speedy Soviet
construction efforts.

Efforts to deflect inquiry proved highly effective.
Misdirection of the historical record continued in memoirs
and autobiographies.  Robert Kennedy’s Thirteen Days
(1969) and Rusk’s As I Saw It (1990) failed to address the
10 September revision of collection flight paths
altogether, while Bundy’s Danger and Survival (1988)
blamed any collection shortfalls on bad weather and
conflict between the CIA and the Air Force.  The
whitewashing was so complete that, as Barrett and
Holland describe in an excellent historiographical
appendix, much of the defining Missile Crisis literature of
the next five decades—from Graham Allison’s Essence of
Decision (1971) to Robert Thompson’s The Missiles of
October (1992)—either minimized the importance of the
gap, misinterpreted its origin (as either weather
constraints or a CIA decision not to overfly the island’s
interior), or altogether failed to recognize its existence.

Blind Over Cuba has only a few shortcomings.  By
limiting discussion of the actual gap to a single chapter,
the authors are forced to tell a very succinct tale of the
guidance limiting flights over the Cuban interior.  The
administration is rightly vilified for the obfuscation of the
photo gap facts after the Crisis, but it might have been
worth exploring in more depth Bundy’s and Rusk’s
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motivations of the moment on 10 September.  Although
hindsight shows just how (nearly) disastrous their
restrictions on COMOR proved, it is worth remembering
(as the authors allow) that two international incidents
involving U-2s—a 30 August violation of Soviet airspace
by one U-2 and the 8 September shootdown of another
over China—strongly informed their judgment.  Flights
inside the SAM threat envelopes over Cuba risked
serious consequences.  Furthermore, the U-2 was not the
only strategic reconnaissance asset available to the U.S.
at the time:  at the request of DIA, a KH-4 Corona
reconnaissance satellite launched on 29 September
conducted a pass over Cuba.  The film capsule was
recovered and analyzed by 2 October, but interpreters
determined that no firm conclusions about Soviet military
deployments could be drawn from the imagery, which was
of much lower resolution than U-2 photographs.2  While
Corona ultimately did not fill the photo gap, this would
have been worth referencing in the first chapter, even as a
footnote, in order to tell a more complete story of
reconnaissance efforts over Cuba at the time.

Overall, Blind Over Cuba is an impressive blend of
primary source research and secondary source context,
weaving groundbreaking new research into the larger
fabric of existing Missile Crisis literature.  It not only
serves as the definitive story of the photo gap itself, but
as an analysis of post hoc deception and self-deception
by Kennedy administration officials that very nearly
deleted an important element of the Cuban Missile Crisis
story from the historical record.  It is a welcome
contribution not just to Missile Crisis scholarship but to
the general field of intelligence studies.  Blind Over Cuba
offers strong lessons regarding collection management,
the roles of policymakers in the intelligence cycle, and
intelligence oversight by the legislative branch.  The
story of the photo gap also serves as a telling reminder
that, in intelligence, failures are never completely
preventable, but failures of collection render analytic
failures all but certain.

Notes
1 Max Holland, “The ‘Photo Gap’ that Delayed Discovery of
Missiles in Cuba,” Studies in Intelligence, Vol. 49, No. 4,
September 2005, pp. 15-30.  URL: https://www.cia.gov/library/
center-for-the-study-of-intelligence/csi-publications/csi-studies/
studies/vol49no4/Photo_Gap_2.htm.
2 President’s Foreign Intelligence Advisory Board (PFIAB),
“Chronology of Specific Events Related to the Military Buildup in
Cuba:  September 10, 1962 to October 13, 1962,” George
Washington University National Security Archive.  Accessed on 7
May 2013 at http://www.gwu.edu/~nsarchiv/nsa/cuba_mis_cri/
chron.htm.
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Reviewed by LTC (USA) Joseph D. Becker, a faculty
member at the National Intelligence University focusing on
globalization, social analysis and patterns of conflict, and
Iranian studies.

The road to foreign policy disasters is paved with
false assumptions that, when repeated enough in
America’s closed-circuit foreign policy discussions,
can take on the quality of self-evident truths.

- Vali Nasr (p. 95)

In this latest offering, Dr. Vali Nasr tackles some of the
most perplexing foreign policy issues of our time.
Shaped by his experience from 2009 to 2011 as senior

advisor to Ambassador Richard Holbrooke, the U.S. Special
Representative for Afghanistan and Pakistan, the author
provides an incisive perspective on Presidential policy
decisions toward these countries.  His analysis continues to
encompass Iraq, Iran, the “Arab Spring,” and ultimately a
number of global concerns centered primarily on the
People’s Republic of China.  The author avoids partisan
politics, but he takes a critical view of many of the Obama
administration’s choices with regard to these topics and
suggests, in essence, that the U.S. is playing checkers in a
chess game.  While the concept of perception is never
explicitly stated as a theme of the book, the author’s sense
of perspective provides a compelling read not only for policy
analysts but for intelligence professionals as well.

The author describes an Obama White House that started
out well in fundamentally reexamining America’s
involvement in Iraq, Afghanistan, and Pakistan.  However,
when the resulting conclusions began to suggest politically
unappealing options, the President’s counsel constricted to
a closed inner circle dominated by the military and the
Central Intelligence Agency, shutting out even the late
Ambassador Holbrooke from the decision-making process.
This resulted in a policy of disengagement across the greater
Middle East region which the author describes as a “lead
from behind” policy, perhaps reaching a crescendo with the
halting U.S. reactions to events of the “Arab Spring.”  This
policy has played well to domestic audiences weary of
foreign entanglements, but it has done little to bolster
America’s image on the world stage.  While President
Obama’s speeches have continued to wave the banner of
liberal values, foreign audiences have seen a much more
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cautious and realist pattern in America’s actions.  Not only
has this undermined the U.S. as a champion of its own
values, but the author argues that some of these choices
have empowered nefarious actors and hamstrung U.S. power
throughout the region.

The author’s criticism of closed-minded, unimaginative
foreign policy is perhaps strongest with regard to Iran.
While the current policy course originated with a previous
Presidential administration, the author believes that
policymakers have locked themselves into a myopic focus
on unlikely potential outcomes.  This has bled the U.S. of
power and influence and has played into the hands of such
authoritarian states as Russia and China.  Nasr sees China in
particular as the greatest strategic threat to the U.S., and he
believes the issue of a nuclear Iran has provided the Chinese
with leverage to bolster their strategic interests.  In his own
words, “America looks to China for help in managing Iran
and Pakistan, whereas China sees Iran and Pakistan as part
of its policy of managing America” (p. 247).

In his assessment of U.S. global power, the author is
refreshingly optimistic, but he also offers several policy
prescriptions that would be extremely difficult and
problematic to implement.  An example is his suggestion that
the U.S. bolster Egyptian democracy through massive
investment in Egypt’s economy.  He points out that
business in Egypt is dominated by military elites who have
been painfully resistant to any of the reforms required for
long-term success.  Likewise, the Egyptian people have
demonstrated a low threshold for short-term financial
hardship and prefer handouts to systemic change.  He
believes that the U.S. is in a position to leverage the
necessary reforms by offering “venture capital,” and he
points to Turkey as an example of reform-driven success,
fostered in that case by assistance from the European Union.
But how much time and money would it really take to make a
fundamental difference in Egypt?  Egypt is not Turkey.
Successful investment requires a level of stability and
security that may not exist in Egypt within the near future.
Even in Turkey, changes required a substantial degree of
buy-in from both the populace and the elites that appears
lacking in Egypt’s case.  Venture capital is a risky prospect
in the best of times, and many would disagree with the
author’s risk vs. reward calculus with reference to Egypt.

One of the interesting dilemmas that this book brings out is
the way that the Obama administration has been constrained
by the 24-hour news cycle.  The author is critical at several
points of decisions that were made, altered, or delayed
specifically to cater to a domestic audience and to protect
the President from vulnerability to politically damaging
criticism.  Nasr makes a strong argument that these were
poor choices in a strategic sense, but he also offers little
sympathy for a shifting state of reality.  Elected leaders have

always been accountable to their constituents, but never
before have their decisions received the level of scrutiny
that they do today.  It is easy to chide that this is no way to
run a railroad, but it is important to ask how much freedom a
President really has to make unpopular decisions to attain a
larger strategic goal.  If the cost, in terms of political capital,
that a President must pay to make tough decisions is rising,
then this has tremendous implications for the future of
foreign policy.

The Dispensable Nation is an accessible and well-reasoned
work that challenges the reader to reexamine many of the
shortsighted assumptions that have recently come to
dominate the popular press in discussions of foreign policy.
Vali Nasr is excellent at articulating foreign viewpoints and,
while he is no apologist for authoritarian nations, his
descriptions of their reasoning shed considerable light on
the difficulties faced by today’s policymakers.  Regardless of
whether one agrees with his analysis, the author has an
undeniable gift for strategic thought, and this book is a must
read for policy observers and intelligence professionals
alike.

[Editors’ Note:  The author, Dr. Vali R. Nasr, is currently
Dean of the Paul H. Nitze School of Advanced International
Studies (SAIS), Johns Hopkins University, in Washington,
DC.  He previously taught at the Fletcher School of Law and
Diplomacy, Tufts University, and the U.S. Naval
Postgraduate School, and earned his PhD in Political Science
from MIT.  He was born in Iran of Persian parents and
immigrated to the U.S. soon after the Iranian Revolution in
1979.]
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HISTORICAL DICTIONARY OF ATOMIC
ESPIONAGE

Glenmore S. Trenear-Harvey.
Lanham, MD, Scarecrow Press.  2011.

243 pages.

Reviewed by CDR (USNR, Ret) Cal Carnes, a 35-year
Intelligence Community veteran with the Defense
Intelligence Agency, FBI, Naval Investigative Service,
Intelligence Community Staff, and Army
counterintelligence as a CI officer and contractor with
DIA’s Defense HUMINT Service and DoD’s
Counterintelligence Field Activity. As a Naval Reserve
officer he served in CI and HUMINT units.  He earned
master’s degrees in National Security Studies from
Georgetown University and in Strategic Intelligence from
the then-Joint Military Intelligence College (now NIU).  Cal
is a longtime member of the NMIA board of directors.
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Once again I am called upon to review a dictionary.  I
reviewed another dictionary (Historical Dictionary
of Naval Intelligence, by Nigel West) for the Vol. 28,

No. 1, 2011 issue of AIJ.  Reviewing a dictionary is not easy.
It is best if one is familiar with all aspects of the subject.  One
has to go over each entry and hopefully make a credible
assessment based on one’s knowledge and experience.

While serving in Naval, Army, and defense intelligence (plus
the FBI), primarily in counterintelligence, I did handle Soviet
and Russian intelligence, with particular interest in Russian
military intelligence, the GRU.  The Russian intelligence
services obviously had a very major role in their combined
collection efforts (very unusual) against atomic issues,
possibly the largest effort in their history.

In the interest of full disclosure, I know the author
personally.  I met and talked to Mr. Trenear-Harvey in Russia
during a Moscow Spy Tour sponsored by David Major’s
Counterintelligence and Security Centre in 2002.  I also
subscribed to his intelligence newsletter.

Various criteria can be used to judge the veracity of an
intelligence dictionary.  First, are there any discrepancies?
Looking deep into the entries, there is some uncertainty over
Melita Norwood and what intelligence organization she
belonged to.  According to the Dictionary, she was
recruited by the NKVD (later KGB).  Konstantin M. Kukin,
NKVD resident in London, was assigned to handle Norwood
in September 1945.  Yet Norwood passed information to
Ursula Kuczynski, a known agent of the Russian military
intelligence service, the GRU.  The Dictionary states that
when the GRU became active in atomic espionage in London
in 1941 Colonel Ivan Sklyarev’s rezidentura was in contact
with three GRU sources, Klaus Fuchs, Allan Nunn May, and
Melita Norwood.  GRU agent Klaus Fuchs had been with
GRU since August 1941, then was handed over to the NKVD
on 7 December 1943.  Fred Rose, a GRU agent run by Nikolai
Zabotin, codenamed GRANT, GRU resident in Ottawa, was
earlier run by Jacob Golos, NKVD resident in New York in
the first years of World War II.  Rose was compromised by
GRU defector Igor Gouzenko in September 1945.  Ray Rocca,
James Angleton’s deputy for counterintelligence at CIA,
told me that “cross-pollenization” took place between the
GRU and the KGB during this period; hence, it was
sometimes difficult to determine to which organization the
particular agent belonged.

Second, is the dictionary comprehensive?  The Historical
Dictionary covers the subject very well and is complete.  For
example, GRU agent George Koval is included, codenamed
DELMAR, which indicates the Dictionary is up to date.
Koval is mentioned in Michael Sulick’s recent book, Spying
in America (2012).  Koval was first mentioned in the July
2007 issue of the Russian journal Krasnaya Zvesda.  The

latter is very good for covering ENORMOZ, a combined
KGB-GRU intelligence operation to penetrate the Manhattan
Project, the famous U.S. research effort behind the atomic
bomb.  There is a very large rendering of codenames for KGB
and GRU agents, most useful for anyone looking into
research in the area.  GRU messages were not totally broken
by the VENONA effort, and a number of GRU codenames
were not identified.  It is a little disappointing that coverage
of VENONA is not that extensive in the Dictionary.  On the
other hand, there is much information on CURVEBALL, the
notorious fabricator, from a British point of view; perhaps
there is too much attention given.  I had looked at
CURVEBALL while with DIA HUMINT.  There is a complete
write-up on SONIA, codename for GRU agent Ursula
Kuczynski, a most important asset for the Soviets, as
previously mentioned.

Third, is the dictionary unique?  Having a large number of
intelligence dictionaries in my personal collection, this is the
first one devoted exclusively to atomic espionage.  There are
some items mentioned in the Dictionary of which I was
unaware.  For example, one is the GRU operation headed by
Major Aleksei Guyev to take control of Katanga’s uranium
mines.  The Soviets flew troops in as the Congo was
descending into chaos and the province of Katanga was
seceding in 1960.

The appendices are the best part of the Dictionary, with
lists of Soviet intelligence personnel engaged in ENORMOZ,
with known codenames, and Manhattan Project espionage
suspects from VENONA, with a full bibliography on atomic
espionage subjects.  The significance of atomic espionage is
obvious and cannot be overstated.  This Historical
Dictionary of Atomic Espionage is a treasure trove for those
doing research on the subject.
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THE LONGEST WAR:  THE ENDURING
CONFLICT BETWEEN AMERICA AND

AL QAEDA
Peter L. Bergen.

New York, Free Press, 2011.
473 pages.

Reviewed by Christopher E. Bailey, a faculty member at the
National Intelligence University specializing in national
security law, processes, ethics, and strategy.  He is licensed
to practice law in California and the District of Columbia,
and is a member of the National Security Law Division of
the American Bar Association.  The opinions expressed in
this essay are the author’s personal ones and do not imply
endorsement by NIU, DIA, or DoD.

U.S. Army General Stanley McChrystal, forced to
retire prematurely in July 2010 after the publication
of a controversial Rolling Stone article, has penned

an outstanding autobiography that chronicles his storied
career and details his immense contributions to the fight
against al Qaeda and associated forces.  Indeed, My Share of
the Task provides readers with an insightful understanding
of GEN McChrystal’s Joint Special Operations Command
(Task Force 714) and its role in that fight.  Both Gordon and
Trainor’s The Endgame and Bergen’s The Longest War help
readers understand the full context of the wars in Iraq and
Afghanistan.  While the Iraq War is over and the U.S.
commitment to Afghanistan is changing, the fight against al
Qaeda and the ideology inspired by Osama bin Laden is far
from finished.  GEN McChrystal offers many lessons from
his experiences to carry us forward in the continuing fight
against militant groups.

After brief chapters covering the early years of his military
career which included command of the 75th Infantry Regiment
(Ranger) and a fellowship at the Council on Foreign
Relations, GEN McChrystal takes the reader through his
command of Task Force 714, the joint special operations task
force that had special mission units deployed in Iraq,
Afghanistan, and elsewhere.  Here, McChrystal details his
efforts to build Task Force 714 into a robust command, with
dedicated interagency intelligence support, that targeted
insurgent leaders and terrorists over a 5-year period.  While
many readers are undoubtedly familiar with the contributions
made by the 2006 Anbar Awakening or the 2007 surge of
forces into Iraq, McChrystal offers an inside view of the
pivotal, parallel—and often unknown—campaign that he led
to kill or capture/detain adversaries with special emphasis on
groups such as al Qaeda in Iraq (AQI).  McChrystal spends
less time discussing his command tenure over U.S. forces
and the International Security Assistance Force (ISAF) in
Afghanistan.  Indeed, he ends the book with dignity,
indicating only that he was surprised by the “tone and

direction” of the Rolling Stone article, and that he accepted
responsibility for the situation.

In The Endgame, Michael R. Gordon and General (USMC,
Ret) Bernard E. Trainor offer a comprehensive history of the
U.S. involvement in Iraq from 2003 to 2011.  The Endgame is
very well sourced, combining remarkable access to
government documents with wide-ranging interviews to
produce what may be the definitive account of the Iraq War
from the initial occupation to the final withdrawal of U.S.
forces in December 2011.  Gordon and Trainor trace the
complex weave of international, U.S., and Iraqi players—with
the political-military events, processes, and intrigue—
providing a detailed and nuanced view at the strategic and
operational levels of war.  The Endgame analyzes both
opportunities and setbacks, with detailed information on the
maneuvering in both Baghdad and Washington, allowing
the reader to understand why things came out the way they
did.  Indeed, The Endgame allows the reader to see GEN
McChrystal’s special operations campaign in context,
showing how that campaign made a material contribution to
the success of the overall U.S. effort in Iraq.  Bluntly, if I
were to offer readers any single book about the Iraq War,
this would be it.

In The Longest War, journalist Peter Bergen—probably
America’s most insightful analyst on Osama bin Laden and
al Qaeda—provides a definitive assessment of the U.S. war
against al Qaeda since the September 11 attacks.  The
Longest War provides readers with a narrative history and
an analytical net assessment of the “war on terror,” showing
where the United States has succeeded and failed in its war
against the militants.  Bergen has combined extensive
regional travel, first-person interviews with U.S. officials and
jihadists, and extensive documentary sources to assess how
each side has responded and evolved.  He uncovers
strategic errors on both sides, and critiques both Presidents
Bill Clinton and George W. Bush for their inability to
accurately assess and counter the al Qaeda threat.  Bergen
discusses the rise of AQI, showing how the group brought
the country almost to the brink of collapse and civil war.  By
early 2006, after the bombing of the Golden Mosque in
Samarra, AQI and its charismatic Jordanian-born leader Abu
Musab al-Zarqawi appeared unstoppable.  Eventually,
careful intelligence work, including the patient, non-coercive
interrogation of a Sunni insurgent, provided the lead that
allowed GEN McChrystal’s special operations task force to
kill him.  Bergen discusses the effect of al-Zarqawi’s death
on al Qaeda; as al Qaeda’s stock fell with Iraq’s Sunni
population, AQI changed its name and found a new leader,
this time an Iraqi.  Finally, Bergen discusses the long hunt
for al Qaeda leaders in Afghanistan/Pakistan, including the
drone strikes and the search for bin Laden.  He concludes
with an assessment about the probable impact of bin
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Laden’s eventual death on the organization (the book was
published three months before the Abbottabad raid), noting
that bin Laden would likely leave a legacy of “worldwide
instigation and inspiration.”  Clearly, Bergen has made an
outstanding contribution to our understanding of the “long
war” against al Qaeda.

Early on, after taking command of Task Force 714, GEN
McChrystal diagnosed a lack of common strategy, as well as
the lack of a network to prosecute that strategy.  He found
that the most glaring problem involved the constraints on
intelligence support to the operators—what he described as
an hourglass with a narrow chokepoint that limited
interaction between the forward- and rear-based teams.  He
saw a need to increase bandwidth, redistribute personnel to
balance the workload, and integrate forward and rear teams
into a single fight.  He created a forward-based interagency
team of intelligence professionals, first at Bagram and later at
Balad.  Some agencies sent their best people, while others
sent people who would not be missed.

GEN McChrystal was then able to use the forward-based
collaborative structure to process intelligence in a timely
manner for increasingly effective and high-tempo targeting
operations.  Over time, Task Force 714 learned how AQI
functioned through close-quarters battle with the group,
gathering intelligence on it with each successive mission.
McChrystal and his J2, then-COL (USA) Michael T. Flynn,
leveraged all intelligence sources and made increasingly
effective use of drones to track and surveil militants, creating
a rich and detailed mosaic of militant activity.

In June 2006, Task Force 714 experienced a significant
intelligence coup with a human intelligence (HUMINT)
source that led directly to the killing of al-Zarqawi, who had
been fueling a cruel sectarian conflict and had been pushing
the country closer to civil war.  Initially, the patient
interrogation of an apparently unimportant detainee led the
task force to Sheikh Al-Rahman, al-Zarqawi’s spiritual
advisor.  Task Force 714 then tracked the sheikh to his next
meeting with al-Zarqawi.  However, this presented a problem
in terms of whether to conduct a ground raid or to attack by
air.  GEN McChrystal had to consider whether they had
positive identification of al-Zarqawi, his preference for
capture, al-Zarqawi’s chance of escape, and the risk to the
ground team.  Finally, the decision was to use a laser-guided
bomb delivered by an F-16 aircraft on routine combat patrol
flown to provide near-immediate response to emerging
requirements.  Still, there was inevitable friction, in that there
was a problem with one F-16 aircraft, the presence of Iraqi
police on the scene after the ground team did arrive, and the
need to take down 14 subsequent targets in Baghdad that
had been associated with the Sheikh’s suspicious activity
before al-Zarqawi’s network could hear about his death.

GEN McChrystal amply demonstrates the utility of targeting
high-value militants, whether by special mission forces
conducting a raid to capture or by air attack to kill.  There are
several important points here about future targeting
operations.  First, targeting missions must be supported by
quality all-source intelligence to ensure the right individuals
are taken off the battlefield for the right reasons.  On one
hand, capture missions can support the transition to rule-of-
law activities, in terms of detention, interrogation, and host
nation prosecution.  On the other hand, targeted killings can
be effective in situations where we cannot put U.S. soldiers
on the ground.  Second, we must avoid what MG (USA) H.R.
McMaster recently referred to as “a raiding mentality”:  the
idea that we will get a quick result by focusing on critical
“nodes”—enemy leaders or high-value assets—and take
them out, whether with a special operations team like the one
that killed Osama bin Laden or an air attack (F-16 or armed
drone).  Here, McChrystal led a parallel campaign in Iraq that
fully supported and was complementary to the
counterinsurgency campaigns by conventional forces
against the Sunni and Shia insurgents.  In effect, the special
operations and conventional forces worked in combination,
producing an overall strategic synergy.  Task Force 714
eliminated serious threats such as al-Zarqawi and the ground
forces addressed local conditions.

Finally, targeting operations must be conducted consistent
with the Law of Armed Conflict, with emphasis on the
principles of necessity, distinction (distinguishing
combatants from civilians), and proportionality (military
advantage weighed against collateral damage).  This often
requires judgment calls, and GEN McChrystal offers some
wisdom on how responsible commanders should make those
tough decisions.  In essence, a counterinsurgency is a battle
for political legitimacy; we will not win that battle with
targeting mistakes, excessive civilian casualties, or tactics
that violate cultural mores (e.g., night raids in Afghanistan).
We fight to establish conditions for a better peace, for
ourselves and for our partners.

GEN Stanley McChrystal made an outstanding contribution
to the wars in Iraq and Afghanistan.  My Share of the Task is
a fine book that provides readers with an in-depth
understanding of the contribution made by his Joint Special
Operations Command and his efforts to lead the fight.  Both
The Endgame and The Longest War help the reader
understand the full context of both wars, giving unique
insights into the political-military players, processes, and
events in Washington, Baghdad, and Kabul.  Indeed, I
recommend all three books for the intelligence practitioner’s
bookshelf.


	000 Cover
	001 TOC
	002 Editor
	003 Preparing the Air Operations Center to Leverage the ISR Capabilities of Current and Future Aircraft
	004 Transition Planning for the Intelligence Community in Afghanistan
	005 Human Intelligence Operations in ISAF
	006 The Social Context of Clandestine Operations
	007 Supplementing Shadows ISR Capabilities with Longer-Enduring Tactical Unmanned Aerial Systems
	008 Culture for the Masses
	009 Finishing Strong
	010 Cartel-Extremist Relations
	011 The Shock of First Lightning
	012 A Failure of Imagination in the U.S. Intelligence Community
	013 Government Draws upon the National Language Service Corps for Foreign Language Skills
	014 Cyber Joint Munitions Effectiveness Manual
	015 Cyber Warfare_A Misrepresentation of the True Cyber Threat
	016 Fixing Intelligence_Reforming the Defense Intelligence Enterprise for Better Analysis.log
	017 A Lack of Process_Why the Intelligence Community Finds It Difficult to Assess Military Threat
	018 Assessing Foreign Intelligence Threats
	019 Dark Networks and the Missing Link Inference Problem
	020 Integrating ISR with Small Unit Operations_An Airman’s Perspective
	021 Colonel General Ludwig Beck
	022 Drones_The Psychological and Cultural Effects of Gaming Kill Operations in the Future of War
	023 Bookshelf



